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ADNOTARE
SXULFL 6 YOHPWNORDGQIFDAFHUFHW ULL LQIUDF LXQW®R UGELGQRE

drept. Specialitatea: 554.04£& ULPLQDOLVWLF H[SHUWL] MXGLFLDU LQ)

Structura tezei:d0 SDJLQL WH[W GH ED] DGQRWDUH vQ OLPELOH
LQWURGXFHUH WUHL FDSLWROH Rg&fi@ 6030 WL WHQXHIW D O HD QHY
SULYLQG DVXPDUHG USHIXQEBWHO KR R E2 IOQOFW HJ ¥ XW WL Q XLH O K

Cuvinte-cheie FULPLQDOLWDWH LQIRUPDWLF LQWHUQHW
versiuni criminalistFH PHWRGLF FHUFHWDUHD L Q ILLDYAH MXVQLUO R

Domeniul de studiu GHULY GLQ FHOH Priai QRPLIS PUNSHRWH DLO |
LQIUDF LXQLORU GLQ GRPHQLXO LQIRUPDVWIRUWRDW &Y RE |
practcoo DSOLFDWLY

6FRSXO L RELHEWOMHYH]PXAUHWUWG vQ HODERUDUHD |
LQIUDF LXQLORU GLQ GRPHQLXO LQFHUFHMLEBILH QQ HY HEUH-
cCOPEDWHULL DFHVWiRE ohi€gtivele FO K K QRUIQ. L R @nafza studiilor din
literatuma de specialitatereferitoare la metodica decercetare D LQIUDF LXQLORU (
LQIRUPDWLFLL SUH]JHQWDUHD PRGHOXOXL FULPLQDOLVW
VLWXD WLSRFH L D YHUVLXQLORU FULPLQDOLVWLFH HI[S
XQRU DF LXQL GH XUP ULUH SHQDG vQ GRPHOLXOHFEDWOH (

I1RXWDWHD L RULJLQDOLWDWHD WG&EHQ LY L XIOQskLdMEG WO \
nosttu UHSUH]LQW R SULP VvQFHUFDUH GH FHUFHWDUH \
informatice OD QLYHO QD LRQDARRPEMWHVWWRDEARUGHDDKYDOL]D L H
GRFWULQDU¢onstiuirRI DWW UG XQ Y HULW EpEactio vIXRS®RXJ WR QDLW B L
problemevQ SURFHVXO GHQLONA\LWQLDRKW DQIRUPDWLFH

SUREOHPD W™pdrtgn WIYRO X L B B[ \Welabofarea metodicii de cercetare
FULPLQDOLVWLF dib domgehiDikfotméagii, c@€alce a contribuit ladentificarea
procedeelorWDFWLFH PHWRdetvatd viQ W Hapl@ LUFHDla@nRRelStgareaacestor
LQIUDF LXQL

6HPQLILFD LD WHRUHWLF L YDORDOHO® HOCHOYF B RODRFN
suntrelevate GH FDUDFWHUXO LQWHUGLVFLSOLQDU D®&e BREFWHQY
VSD LXO FHH XTHO Udbhditth@aELBR X GRDU GLQ SXQFW GH YH
informatic. OHWRGHOH DSOLFDMWHFWXRQNW WDRWXUPOHFH WRitHW U
SHQWU Xi, gri¢ticierHQ LL D O Lti ¥is dbméeridreptului

,PSOHPHQWDUHD UH]X®WB®H GRUWPHERLQ AWILFHWDWHD

U H V S Ha&r \dbhctuziildéstudiuluipot fi aplicde unor noi F H U Fteloiétitt Q GRPHQL X



:GGHL:PBY

Imjbg K\ _leZ§Zlh~"bdZ jZkke_ _~h\Zgby i _kImieZklb bgnhjfZlbd
>bkk*hdl xjb” g@Zlmgwm . Ki_pbZédnkdv +tDjbfbgZebklkahZ_[gZy
wdki_jlpbiZjZlb\gu_ jZkke_"h\Zgby

KijmdIimjzZ jZz[KHu ™ _gb_ ]lez\u h[sb_ \u\h”u [lb[je dh]jZdE&p b b
bklhqggb2bhiybeh  _gbl® kljZzgbp hkgh\gh]h | _dklZ J_ameviZigZigodebc
jZ[hlZo

Dexqg_\u_ keh@ahjfZpbhggZy ij_kimighklv bgl _jg I we_dljhg
djbfbgZebklbg_kdb_ \_jkbb ki_pbZevgu_ f_ju ih jZkke_"~h\Zgbx ij_

HleZklv bkke_"R\Zhby highkblky d jZza”_em djbfbgZebklbq_kdh

P _evhkgh\gu_azZbkgbjlzpPblevyZajz[hldZ j_dhf_g~Zpbc ih ij_"m
jZkdjulbx b jZkke_"h\Zgbx ij_klmie_gbc \ kAZ{Zqgbghddedabjh\Zz
im[ebdZpbb ih f_lIhA"bd_ jZkke_"~h\Zgby ij_klmie_gbc \ kn_j_
jZa\_jgmdpbXbgZebklbg_kdmx fh”_ev ij_klimie_gbc \ h[eZklb bgnhjf:
ke _~kI\_ggu_ kbImzZpbb b djbfbgzZebklbg_kdb_ \_jkbb ihdzZaz
ke ~klI\_gguo " _ckl\bc b ki_pbzZevguo f_jhijbylbc ih \uy\le gbx L
ij_klmigbc gZ i_j\hgZqZevghf b ihke_"mxs_f wlZiZo bo jZkke_ "h\Zqg

Gh\bagZ b gZmqgZy hjb]bbRevpEiplvp ~ e gz | _ZgyAy[hlz
y\ley Iky h~rgbf ba i_j\uo bkke_~h\Zgbc \ gZr_c kljZzg_ ih f_Ih~bd_ |
h[eZklb bgnhjfHjbddgZevgkhkRkihblfglhl]hhZki_dlghf ih"oh”_d ~Zgghc
bkoh”y bahdEZmgakgh\Zgby b ijZdlbg_kdboh jmemigg dpbcjZzkke I
"Zgghlh \b”Z ij_kimie_gbc \dexqZzZy Ze]hjblf ~_ckl\bc ih hkfhljm f_
\u_fdb dlehgguo ~hdmf_glh\ Zjlmf_glZpbb kh[ex”_gby ki_pbn
ijh\_"~_gbb hi_jREb\gkl\_gguo f_jhijbylbc \ jZfdZo bo jZzkke_"h\Zgby

J r _ggZy \Z'gZy gZmqgZkhikhikjzZ\jz[hld _f_ It4j\fdhlgZebklbg kd
jZkke _"h\Zgby ij klhmlieZkllbcb\gnhjfZibdb qglh kihkh[kI\h\Zeh \uy\e _
f Ilh bg_kdbo b |1_ogbqg_kdbo ijb_fh\ k p_evx bo ijbf_g_gby ijl
ij_klmie_gbc

L_hj _IbgZK\& ghklv b ijbdez”gh_ pfAhdu gbhkhhjda\blbb ~hdljbg
f Ih~"bdb jZREgb¥hij _klimie_gbc \ h[eZklb bgnhjfZlbdb k mqg_Ihf h[h
kljZgbhihke "“gbo ¢glZmglgep kdbo "hklb" gbc b bgnhjfZpbhgguo | _o¢
kh\j _f _gghc ij_kimighkXwxozZjzdl_jbklbd_ 1Zdlbgq_kdbo f_Ih"bqg_kdt
hih[ _gghkl_c ijbf \g¥kfkueo "h\Zgbb wlbo ij_kImie_gbc

<g_"j_gb_gZmqguo | gadnjeneZlgX ij_ "~ \k_]h gZ ijZdlbg_kdmx
khhi\_Ikl\mxs_c¢c kn_j_  Z \u\h?”u bkke_ _"h\Zgby fh]lml [ulv ijbf_g_g
bkke_ "h\Zghjyfkke ~h\Zgby ij_klmie_gbc \ h[eZklb bgnhjfZlbdb
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INTRODUCERE

Actualitatea i importan a problemei abordate DezvoltaredT i continua globalizare a
reelelor informatice au condus la un progrexontestabil DO V RiF L HaWasigurarea
transparenHL vQD YROEOLF GDU Dapa@aHWetHdiFdrQeDdd criminalitate+
FULPLQDOLWDWHD LQIRUPDWLF

L QWHUQHWXQ ~NDQUIRte® IFFK\Q@BRHSD DFW XD Oun oddsltbhipledv S
de evoluie, devenind,vQ S U Hr t&uwvhentLQGLVSHQVD Eia ©® RRXWQ Kitrivd
un mediu FH S HU P L WareaGliexitor acni, chiar i a celor nepermise de legéreptat,
OXPHD VYalindemetidu@ evoluat L GLQ SHRBRHMMNKIONMDN LORU SH FDU
ILLQG | U wm@®Rhebe@at deesurseL QI ROURBYDORURDVH GbrdnsL X
pentru YLFWLPH L $£QWI B BWRHMSrk€u®i a facilitat migrarea infraanilor
tradi L R Q D O hul viQua¥, 8eea ce a condus 2 S D intrad.iinilor informatice

Progresul semnificatiw QezvoltaredT ia PLMORDFHORU F DuUdibeiietitRH D |
adusnu doar benetii, elaavut i XQ LU vQWUHJ négdtivE RQVHUFHRLIB O Ol
posibilitatea XWLOL] ULL DFHWWRIMOWRHKXERRAORIVIFRSXUL LQFRPS
DV LJXUD U Hi gersémhlexaibhalé linternaionale.

Criminalitateainf RUPDMWR.GVWLWXLH XQ SHULFR O LMBRLYLLWE XODNCKL
pentru state lumii, precum L SHQWUX vQWUHDJDL K@ BXyYQIhedanacker L Q
WUDQVIURQWDOLHU /XS WIDQ FXD B\ALHKERDBHHYFMIQVH BRUDLWHileE HS L
FR P X @ibté&/naionale, L P S X Q-k&etaorarea undd HJ O H P H Q WpénhtrusbinPalte@®B U H
lor.

h ultimii ani, cre WHUHD Q X BSRJat¢@3ulibe® I abonamente gratuite lejeritatea
cu care poL F G Hdorsa@ui infractor informatic au sporit complexitatea investigaor
FULPLQDOLVWLFH vQ GRPHQLX 'LQ SHUVSH rNId HrDmedH L |
UHVSHFWLY SUHM@Q®HQ@NLLEXDWHD VXELHFWXOXL DBWLY
UH]RQDELO D DXWRUROQXKLVQHDX]DO LQIUDF

Astfel, lipsa unui cadru normativ juridic interm@nal uniformizat, a diferitor strategii
globale, insuficiera instrumentelor interne RQDOH GH FRRSHU oobftizeldJrti/@lO H P
naional, complexitatea procedurii deercetarea infraciunilor informatice i necesitateaunei
SUHD adecvdte D RUJDQHORU GH XdPpecialWLORQDWQ GRPHQL

ILQDQFLDUH OLP LMHDW HOEsrLipHriGde Unftdiini, disperareavictimelor i
ezitarealor de a apela la organele de dre@UHFXPXQQHUDELOLWDWHD LQW



- descriereaSDUWLFXODULW LORU WDFWLFH GH H I$H @DX® U
P VOWYSHFLDOH GHQ YHGWWHID GHVFRSHULULL DFHVW

- elaborarea propunerilor daneliorareD VLW XD LHLvizd) n@fteé M QDX loJ X U |
FHUFHWDUH HILFL Hh@imatiée;LQIUDF LXQLORU

- elaborareainor metock eficientede descoperire, prevenirede cercetarea infraciunilor
vQ FDX]

I1RXWDWHD L RULJLQDOLWDWHD WG&HQ LMY L G L Qstddidg WX\
nosttu UHSUH]LQW R SULP VvQFHUFDUH GH FHUFHWDUH \
informatice OD QLYHO QD LRQDARRPE/MWHVWRDERUGHDDKYDOL]D L H
GRFWULQDUdonstiuirRi DWW UH.®I XQ Y H U LifitbBpEaktid VVAXFSE&RX) WR QVILW B L
problemevQ SURFHVXO GHQLONA\LWQLDRKW DQIRUPDWLFH

SUREOHPD WEBBRUWIFQW VWRQIXGLR@DWODERUDUHD PH\
FULPLQDOLVWLF D LQIUDF LXQLORUe & cdptriuiR RHd@tiHcared Q |
SURFHGHHORU WDFWLFH PHWRGLFH L WHKQ Lganda BcéstbF Y D
LQIUDF LXQL

Importan D W H R WPrbWldnfa metocklor de LQY HV WL FU LLP L Qnibvniatte
FRQVWLWXLH XQ VXELHFW GH FHUFHWDU}M FRHPWQBBQVV
QRDVWXIUHWsH®Y a UHDO LY Q WMOHRKQ L FID PWWRWLFD FUQ PG QDHU
aspecte d6SURFHG XUde SRYDYL WD W HeMigH FL@QI RER OLWLF wQ M.
naLRQDO iVnéidaL Q Q pe@pectivele enuate SH U P L déxQu@e pozii, adeduce i
formula rigori i reguli privind identificarea unortactici i metod FRQFUHWH DGPL
soluLRQDUHD BILSRLREXH P H O/Rpddrid & HUXPRMHHY - Uuinilor i@ Iddméniul
informaticii, precum i a propunesoluii pentrusituaiil e createde inconsecven sau ambiguitatea
prevederilor normative.

9DORDUHD DSOLFDWLEDDIXOMPWHDIRU FHUFHW, dunt. H I
relevate situaiile tipice L SDUW L& 3péchicéla HODERU ULL YHUVLXQLO
cauzele legate dé Q | U D Finfoxr@tic® H

'"HPHUVXO QRVWHXEDWHDD [SIHFXQ Y Rk Rokliry WenpikiceP D W
FHHD FH FX FW8&RUADYWERLIDQHH DVMHFROULHA\D WA Y

Concluzile L UHFRP Ddpn@ldtelV@HSUH]JHQWD WH] VXQW RULHQ
DFHVWRUD G HpréfeSurdididaEtiR U 8eKsudenesc la studierea criminalisticig altor
discipline specializatelin planurile de studii alev Q YP k @Wjuridic superior, la elaborarea
suporturilor de curs, precumla instruirea iniLD Q@ FR Q W L Q Xlor brgBn@Idri&ddeptin
domeniul peveniri L FRPEDWHU LLLFJQ B HQMaIEaticevQ V SHFpoD O
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de drept, culegerispe H GH S UDFW L FF HV X Hlik@ricR¥pecte ale problematicii tezei,
materiale S X E O L F D \RdpuliiddMabdoveD FkW JSRVRQLD D(BGHWDVQ DOWH
aparLQkQG GLIHULWRUHKWRVDWREB GH GIRHIBIWF &JsikinBdidattdd F L D
ca Gh. GolubencoM. *KHRUJX LR U,0. 9L]G R B.Xroitor, I. Dolea D. Roman S.
% WK i V. Stati, $ % D UE ,QHAIMA4JC. Amza M. Dobrinoiu, A. C. Moise, F. Encescu
M. cheayS.Lungy M. Tilea, D. Voinea I. Vasiy, L. Vasiy, G. Olteany E. StancyG. ,R Q D.
GhervaseM. 1HDRAX 7 UD,@F 7 U D,QFLazarevaE.N. %dtreacoyA. N. lvanoy, V.A.
Klimov, V. OH HUH BNRANdreey P.N. Pak V. Horst A. -Plov, A. Filippov, D.V.
Dobrovokkii, N. lablokov, T.M. Lopating A.V. Vardanian E.V. Nikitina, M. Menjega P.V.
Hudeakoy D. Ovseanikoy V.l. Aleskeroy |. Maximenkq A.B. Sizonenl, V. i kin, T.
9RUR LA RREKnN, V. 'D Ydov, C.A. Kovaliov, V.B. Vehoy, S. Propastin M. Sussmann
A. Reyes J. Wiles, D. Kleiman 7TRWRGDWXUBD URWRWO X LD LQVWUXPMHQW
QD LRQDOH UHJLR QD @dteredpréveniti HIU 6@ R PIFFEQMMHOIHQOO LW  LL L«

1Q XUPD DQDO L] Hiib if® WikostieRvatehefiRil L. FDUDFWHULVWLF
i viziuni ale autorilor privind infragunile informatice v Qeneral, precumi metodicaFHU FH W
acestor categoriidefimc LXQL vQ SDUWLFXODU

Cel deal doilea capitol aktudiului, cu titlul & DUDFWHULVWLFD FULPLQDC
FHUFHW ULL LQIUDFOL XQL OR,dugihd@ureleddnsiQeraX gener@leé RriviRd W L
noiunea i clasificarea infragunilor informatice fiind relevate modelul i caracteristica
FULPLQDOLVWilrilor Dforratic MLDVRX OV LEOFH GH XUP ULUHe SHC
criminalistice privindcercetareal, QIUDF LX QL OR 5 UHHRR/MNDW Q HHtYae oy L F H
GH GHSH D REVWDFROHORU FDajdhIP S E MG IBhiltE KiQrDalzéel V |

Capitolul al treilea al tezej intitulat Tacticaefectu UIXQRU DFOLXQL GH XUP |
P VULSHFLDOH GHvVQQNHHYMHWDUIHD LQIUD EQd deQicaOdandlizédi Q |
S D U W L FoX tadiide ld#V/efectuara aciunilor ini iale i a celor XOWHULRDUH GH XU
ca: DXGLHUHD SHUVRDQHORU LPSOLFDWH waQocElD,Xétdiezia, L QY
ridicarea L FRQVHUYDUHD GDWHORU LQIRUPDWLFH 8Q ORF
expertiza i constatarea tehniediin LI1LF SUHPFXWXULOH VSHF LDHIH FGNHX D@V
cazurile infradunilor YL]DWH v Qst8diuH]HQ W X O

13



1.6,78% ,$ $&78$INDOMENIUL &(5&(7 5,INFRAC IUNILOR
INFORMATICE

11. ,QIUDF LXQLOH LQIRUPDWLFH FD REIQHBWS&HOEHDIFEGRC
5 R Prita

Evolu & fenomenului

&DOFXODWRDUHOH LDXD SRW B K @¥t® RQE. @cvépind instrumente
indispensabile pentruealizarea G L1 H U L W R.UAcEske®W auy &wit un impact global asupra
HISHULGHQ]HLFX ]JL DV XSUDuRiR @ xfaetilorGlelcandnidaktecQWHU SH UV R
degestiune a informeei.

Apariia calculatorului a adus nu numai mal. QXPHURDVH DY DQWIDISH G/
UDGLFDO D QRLORU WHKppsthiitReted V Y& DuheifaBeH s g Kie ¥ani
LOHJDOdgeler@EBLPLQDOLWDWHD LQIRUPDWLF

SHQWUX SU Lipriea Gnthac 0 H L Q | R UARDDNL HF \W\Y DOVHal E8WAO D

/HIJHD L QG4mpmet Crim@/act of 1978, p. 107] unde vQ D Q LD X W MRelal ¥eépistat
R VHULH GBQeRFROEBFLYVIODVQHEH UHLRBPWXIDMNWBLORMFE;; 3ULP X!
din SUA care a comis o infracine prin intermediul sistemelor informatice fost Afonce
Konfessore.$ F H VIMIB69,\a prejudiciat stafuS UL Q D F L XuQa2@0d90 WBMiiHd J VLW
vinovatGH F WUH GH LQVJYekdnitdrels! iXfakirt conpltedizatel

Ini ial, orice inffacLXQH FRPLVY SULQ LQWHUPHGLXO VLVWHPH
infraciune LQIRUPDDWWQV V Ho tileFeHL H Wtk mfraciunile vQ Fdistérul
informatic este folosit camijloc de comiterea lor i cele vQ FDUH RBUIHFWMERIE VX
informatice

IQWUXGKWBUA@X DYXW ORF SULPHOH SU RIfateH ¥khidiVdéK Q |
calcu, HVWH ILDANBOVRV D |IRVW S& tdrftuntaDdurtdul Venomen negativ.
Organele de drept luptau eéiprin PHWRGHOH FODV iwhRild dréfD 0rt, deleida@ D F
DY H U L Lsau\a&hltelc@mponete de nfrac LXQL 1QV WLPSXO D &rHefodelV W U
tradiionale L QHFHVLWDW Hrote@ebd RUDGHFXQRUWH IHQRPHQXOXL

Obiectivul fundamental al politicii de statRiV, fixat v Qoncepdl. D V H B Kd.bindle a
RM [3], este securitatea NaR QDO vQ FDOeddnM\HO G B EiRIGMMEIHIRM | a
UHDOL] Uildr pe#ii@eLa® statului.Pericoleledin domeniul IT fac parte din spectrul
DPHQLQO D LEDARWH MVibhabhiakeXibr lcdvhbaterea lor este una dintreka€ QL OH GH E
DVLJXUDU H Dfovhhbicos U L W
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Astfel, instabilitateai disfuncionalitatea sistemelonformatice SRW V. UHSUH]JULQ W
DFFHQWXDWH OO maGnhald.VkzwIBDEXDLWURIJUHVLY D VLVWHF
informaii dn RM  JUDGXO ORU vQDOW GH L @furkhatieeRntemgioxaleH F
IDFLOLWHD] DFWLYLWDWHD IDFWRUKXRJRIOFIDIFP L\QR YIS® U

vulnerabilitatea sistemelotU HVSHFWLYH LQFOXVLY vQ@BSUUPRUVGIHD @ H
securitateand RQD O

Pornind de la creWHUHD URO X O XL v®H GRROPUHD v 0 Glaiidi F Xootitiwy
6 WUDWHJ LiHhha @hald-aRQMIAN institu LLOH DELOLWDWH XU RMpehtrv v ¢
DVLIJXUDUHDLVBEGRUQWVWU ULL H libferimdt@eNdionBle & IDWWKNP DO R (
M X U L G Li Fa niv&lVWuncional = prin reducerea principalilor factori de risc, precum tsun
atacuriledin re ea (cybercrimes), viruii informatici, vulnerabilitatea softurilor, neglijean sau rea
voin D XWLOL]DWRULORU FRGKpad@itiicD QHDXWRUL]DW D

7RWR@IWLLOH DELOLWDWH XU Ritiebrjice\bpeéialpbving spbirjre V R ¢

ILDEL@IHMOHORU vQ FD]XUIiLV EreezéarhiveH st&urillE dotumente electronice
vQ YHGHUHD GHSR]LW ULL VHHmpbrtahD ke H R @] HAR G HR GADLW
regimul de stocareS V W Ude &viden , stabilit delegislaie, referitor la documentul electronic

i OD VHPQ WXUD GLUlapvoeCa dateDr tiildaracienpersbial p. 187]

Influena digitalului asupraFULPLQOIAHWWHURLQ PRGLILFDUHIBleIRU
tradiionale i apariia unor configurai infrac ionale noi, din moment ce medill Q | U D FesteR Q D
receptiv la tot ce presupune minimizarea eforturil@ riscurilor laR E L (fdfioddelbr @ urmare
D DFWibivacWRQDOH 3ULQ XibfRdEunile degathriickigpscute, cum ar fi furtul de
informaii i spionajul, escrocheriilei fraudele, jocurile de hazargyostituia, traficul de arme,
droguri i organe, Kr uirile, amenin rile SHGRILOLD SHGRILOLD RUJELC
RUJDQL]DW VS ODUHD EDQLORU WHURULVPKXele ®)RqHO
cyberpedofilia, cyberterorismul, hackingul, difuzarea virusurilor informatice, escrocheriile
informatice pin intermediul emailului, skimmingul, fraudele informaticerreail spammingul
(procesul de expediere a mesajelor electronice nesolicitat#areaconfidenLD @ LGVH F WU
organizaii, netstrikeul, gamblingul online, difuzareanformaiilor ilegale {iolen , rasism,

explozive, droguri, secte satanice, pedofilie 4&j.)
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,QWHUSUHW UL DFOH. PHQRPHQ@XOXLIVAWMRG PDOWH BHH VSHFI
v Qepublica Moldovai vB@RPKkQLD

Printrelucr UL@H UH]RQDQ FX LPSDXFWORMMRSD BdatREK Q B
savantului autohton GlGolubencg intitulate SULPLQDOLVWLF REIZHFWQ NFDWV
DXWRUXO D VFRV vQ HY L Gdép€rtalirt H\OW RRID. [DTHERESERSHVWEBHIN H Q
SUHFXULQFLSDOHOH HWDSH vQ GRM.YDR ®@YWDORIDU AHULGER QW
analiza UHDOL]DW vQ FRUSX@fiQ& SN WXLFXWEGERYOIROQRUIN L FL |
aloculuieivQ VLVWHPutdic&VLLQ HORU

Tratatul fundamentalal eruditlui criminalist autohtonS. 'R U,DCriminalistica [8],
UHSUH]LQW SLDWUD @GininglisticaH@L ¥ SID LWIOL @PRBEDGCDHD GH F
VSHFLDOL WLORU . @Gutdpul Das¢tiy sicitehRdeHQR X GH LQYHVWLJIJDUH
elemente QHWUDGGHRWDPWLF FidénRd @ asbldWLLE | R 'd MEcekar
LGHQWLILF ULL GHSLVW ULE QKLWH LOMURUILBHINRDRUHD E
LQWHUFHSW ULL FR @GHQUEWL X LIORUXW HOH 'RIQY DRHH

Un alt savant autohton, M.*KHRUJKLQ OXFUDUHDUDRWWWW &8 D Wi
FULPLQDY,L& YetcEtatreperele conceptualepentru PHWRGLFD FHUFHW UL
elabork QGL D QKM@ QX LRV FR Qriodes WaeOF WD F W HFWIL\PW Q BaO L V
LQIUDF LXEsh@R P SRQWDQW L L®HS LRV FYIVD BERUDY W XU H\BW M LG
definirea QR iLXI® VQYLQDHWHASRWIDLOY L BIH P ed Lpenal lvQ VSHFL
S D UW L F Xabdulil. ¥éncépirbere a fostD Q D O Ldewbdtat lulterior, M@ SUH]HQWD V
doctor, pedimensiunedd LQIUDF LXQLORU LQIRUPDWLFH

O LQGXEalizmEeDO WLLQ HL D XWBRWWRNDHGH X VDD ThdfatuOde L D |
cULPLQD[DO], yhdesE pune un accergpecial SH UROXO L LPSRUWDQ D VI
S H Q Da¥ersiunilor criminalistice. UnV S DafdaiXe esteezervatDF LXQLORU WDFWLF
ID D ORFXQARIHUHD/ E QYMLQXXAXKO XL SHUFKH]L LD L ULGLEF
auderea persoanelatc.

8QD GLQWUH SULP HIOH ONXERK@ b \BEkkbfgctNatiSdDcercetardiin LI L F
DSURIXQGDW D |HQR H Hfatke estdstuBiul QDA IPWQDOLWDWHD
DYk @& XutoripeT. Amza i C. P.Amza i SXEONVRDMWRPQ LIDQ X[@1]. IQ DFHDV
monografie sunt expuse mai multe definii concepte ale delictului informatiale FULPL®RDOL
LQIRUPDWLFHVH[SehRaQ@2aL vQ OaidttrdddlIRQBUWIHO iaQ DI
DXWRULORU FULPLQDOLWDWHD LQIRUPOWREOBHSWH|GRRA
VQR/DQXPLW SHU Lpeitteri@iii e Seferminat.
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1 @-un articol intitulat Considera. L SULYLQG IHQRPHQXO GH [BRLPL
semnatde E. Stancu i A. C. Moise au fost VFRDVH v QcdeYnhds Hi@vante semne
caracteristice ale infraanilor informatice ele SRDUW XQ FDUDFWHU WHKQR
vedere utilizarea IT,a reelelor informatice i de comunicai, a sistemelor informaticea
SXUW WRULORU GH VWRFDHHcak Gt onRttumergelRijlvé&cD \del F H
V YkdJa LQIUDF bk@atoRéle SRVHG XQ QLYHO \a@ nOddtaceH O
transfrontalierau FRVW XU L U H G Xé&/dd ben€ficidrilegale thie pot fi abute.

$XWRULL FLWD L PD lecenfVun ttadat mi@uxERItdiDalWstica. Elemente
PHWRGRORJLFH GH LQY H28W LvJD BHE &M IGQH DD FFOHLW @ GRR)EJ L D
Y L ] H 8tdbilirea cadrului metodologic general dercetarea unor categorii deL Q IUD,Fa L X C
D FWLY pre¢edur@drddre trebuie HV I XdooaxlaF H U F Eriiindlistice a unei anumite
LQIUDF LX@L clasilitktéa altor aspecte importante, cum sunt caracterul complex al
procesului deX U P WBLHJHD O F R P Seaete @ MVUHFOeHMIindlistice a unorL Q U D,F L X
elementele metodologice @ercetarea acestorL Q 1 U D R ralXd @iminalistLFLL vQ SWHYH
combaterea fenomenuliQIUDF LRQDO

G. . ,RQLVQ&ULPLQDOLWDWHD LQYRVMWDLWDBHD GEUILWDQ
Controverse terminologicei de conthut [24], a realizat o cercetardiin L | L& noiunii de
FULPLQDOLWDWHMXQIRKQEED BDFFRQFOX]LD F DEMDWWID FHDS
calculator sau o rea de calculatoare este obiectul unei inftas QL VDX vQ FDUH XQ
reea de calculatoare este instrumergalimijlocul GH vQIl SW XL U Hiu. XRQW R QMWL
atenie VSR H [odl D F R Udesziérii anumitor categorii specifice deQ | U D ifdrriafide
cum ar fiterorismulL U JERLXO LQIRUPDWLF

A. C. Moise vQ DUWUFRIOWQUHD Fid@F W RXLAX IO v Q WHilbr] X O
informatice[25], D WUHFXW VWX Q@QHYHL\SMHSPUDWRULL GH ED] SH F
ofi HUXO GH XUP ULUHFBH® i@c wudbr fib@ndted vQ SURFHVXO Gl
pentru efectuarea unei dani GH XUP ULUH SHQDO FXP BUbcdlui, FHI
reconstituirea faptei, experimentul, perchieziridicarea de obiecteL GRFXPHQWH HWF
autorului, este necesar c& VXULOH SUHOLPAf@DHUHF&HEKBEWH GH F WL
XUP ULUHRSFHDQWD OD MaXd@gMui @éntruDealizarea amii procesuale preconizater
GDWHOH XUPHD] D Herbbl[@DMWIHX QQRLSGRPHWPXOLUH SHQDO

iQ OXFaDWHDURPKQ $Moike OHWRGRORJLD LQYHVWLJ U
infrac @nilor informatice [26], HVW H D E R U G ké&ket 8 IhRE Orild? Ihformatice ca
urmare acreWHULL ITHQRPHQXOXIQ FRILPDYDPHWFDUH VH GDWRL
IT i comunicaLLORU DFHVW OXFUX DYkKkQG XQ liedterapsranced @R U
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opinia savantului, @cetareanfrac iunilor informatice Y L | H D Wik @specjuridic, caracterizat
de legislaLD vQ YLJRDUH SULYLQG FULPIL®@ 2&pediebriidtin ificQ | R U
determinat de metodologii tehnici decercetare X W L O L ] D Véadobim@rii oializldridigitale.
Autorul menL R Q H D Jobé&le digitale sukv X W L O L] D W Hcerc@tate @ FCHRSE@pB H
ca i probele fizice, ar diferenD PDMRU vQWUH FHOH GRX WLSXUL GH
F SUREHOH GLJLWDOH UH 8WwsHrjtloQiatte tengiBiIB.L R YDORDUH

$VWIHO v Q@edXFQDWH P DIF Rtfd@erM i GHRVHELW FiorlorLILF
informatice, descrierii semnelor obiectiviesubiective ale componesi infraciunii informatice
DQEQDOL]HL HWDEHOR WG BDVFARYHWLUH @ G B PRHIQQDO H® U FH WX C
HIHFWX ULL DRQPLGMRYUPFU LR N X HQY®H F L DIOIH vVQHF DG YWHE\DW.
penale lacercetareaelictelorinformatice

1Q PR QRsd)I2duritatea informdlor i internetul +criminalitatea informatic [27],
D. G. Ghervase i-D S UR Sixagez¥ oparalel ntre securitatea informdor i internet,
LOWHUPRISWIOQ® GH SUHYHQLUH D IHQRPHQ X @péphtudnbrerau L P
GH]YROW ULIT Fd@uidailloK HL BG H V F U L n@@@ddkogililtebrcHlecercetara
infraciunilor informatice.$ XW R U X O D E R U Glttkate Rv @ UIRFEHCHWW G HP DRVERRW
pentru LQYHVWLJDUHD FULRXDLORUW LB | ROJ AW Bfiée, asffdi,H U F
U V Sk FéenamkerXBD X L v Qu Rubndi]pe plan internanal, dar i pecelintern.

&HUFHWeWRUXHOD] |IDSMRXQONVNH[WQO VFKLPE Uimeddécen® W H
DWKkW vQ GRPHG@ROA W\RF lfdhi@dgic,informaia a devenit elementul esel |
versatilpentru proteca L VHFXULW D W HOQ WHFaEa8d0e globalizar®¥ H GHEE# ROV
un fenomennecesar i ireversibil, fiind L VXUVD WXWXURU VFKpditieelaleOR U
lumii modHUQH FHHD FH JHQ Hlaménin WIR la dfiectetH X/&) bfecta major
conceptele care stau la baza inforind O R e cBléiéfeoare OD DUKLWHFWXip® DF
FHOH F Hmetod2leG Hrocedeele de protee, de IDFWRUXO XPDQ FDUH RSI
sisteme, precum deimpactul unei aamenedehnologii asupraevoll HL VRFLHW

2 DOW OXFUDUH 6 thGiraizsVcu VithF SX OWHUDELOLW OL D
LQIRUPDWLFH VHFXU hdasipka(28]) D LI R/\VHW XHUQ DIEURRHDW H &) HRAFRK @YX
M. I. 1 HDW Aici autorul G H I L Quéliuned] elementela principiile de activitate ale relelor
de calculatoaregle aplicaiilor i protocoalelorale po tei electronicei WWW, ale sistemelor de
fi iere precum i mecanismele de administrare a acestora, nivelele de comenifaurile de
reele. 7T RWRGDW DO HYHSERRAFH L P L QiDf@ratice, clasificarea riscurilori

incidentelor, Y X O Q H Wdp ELdark \Bunt expuse sistemeiere elele informatice.Autorul a
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identificat mai multe tipuri de infractomformatici, clasificaL vQ G H S I&@®I GR-HREdest@a
pentrucomitereaL QIUD F v @ GFIDXR U

SGULPLQDOLWWRID WRPBXFBUDWUHDLQDEORQYWDFHOMHW ULL
criminalistice, a studiat specificul percheziinformatice[29] PHQ LFQ@KHIGE XLWRUXO
VROHV V , f@KRU @Garteo protecLH MXUste@elsr LLRUPDWLFH vBISRW
IRUPH GH DWDF LQIRUPDWLF VDX GH PRGLILFDUH DiaGDW
organelor judiciare noi mijloace speciale de investigay Q Y H G kheriHd2 frabe, printre care
V H U Hel i yedchezia sistemelor informatice7 R W R GalpwcizatiF percheziile sistemelor
informatice ori a suporturilor de stocare a datelor informatice presupune inspectarea acestora
F WUH RUJDQHOH MXGLFLDUH. WON Y HGHUWHARorS! HaR BRI U L
S D UW L Feptbelot digitale, precum importanD LPSOLF ULL VSHFLDDIAV W X
administrarea acestora.

iQ OXsubtprapiseP DL PXOWH UMFRREQG SWUHOL pécad tabuie H ¢
V. OH vVOQWUHBXQQGEH RUP RGDW SHI@I@Ni @ddtrd @fectuarea amii
GH XUP UL WpkcSHRQID® UHDOL]DUHD Q kémh & @rRddéldveacidndbF H V \
suporturilor de stocare a inforne digitale, fixarea i etichetarea probelor depistate,
vP SDFKHW D U HiDransporddréa Datest@ra D W HapatteH esteD F R U @ddWdi de
cercetare a infooma LORU HOHFWURQLFH YROXPLQRDVH LQFOXYV
Autorul a puncDW SDUWIORK @DGBLW ULL VLVWHPHORUGHQIRSWR®
VXQW VDX QX FRQHFWDWH OD VXUVD GH DOLPHQWDUH FX

8Q DQ PDL WKU]L XS XOeRHo@ERal0 DWKRVAGRRIORJLD LQYHVWLJ L
unor genurideLQIUDBOILX@Q IFDUHSURS X QH Win\pétsperive ihjiHnventar de
SUREOHPH WHK QieéekitattaWWHIQQUEQHW D UHJOH® BGYW ROWR
UDPXULL GUHS WXOXxdndeid/nokQ X b Eelcétareacestuifenomen

&HUFHW WRULLCilisiesti Q V. C. Enescu v$udiul Prolegomene privind
administrarea i expertizarea probelor multimedia (din perspectiva prevederilor noului Cod de
SURFHG XU [38,HUMHwe®eéxplicaLL SUHOLPLQDUH SULYLQG SUR
VQUHJILVWU ULOWded XGIIRP R UBWDDIXIGOHR LPDJLQLOH DGLF S
ori originale) din perspectiva expertizejadiciare FH VH SRW GLVSXQH vQ @KHIGV
seama de prevederile NouPPDO 5RPKQLHL

Autorii investigk HDPWkW vQUHJLVWU ULOH RILFUDO B XNERIDIO
publice LQFOXVLY VQUHYLEWR ULODRROWXEGHROILLOH DXWRUL]D
RUL FHOH UHDOL]DWH GH RQ JW (PREDXFIHWV A UWERL LBy dhBaieHez D O
vQ VFRSXO IL[ ULL UHJ]X@QWDW B0 RQVHFWRKMWMMINULOH QHRILF
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&HUFH\W. W) LLV. Stati, v Qratatul de drept penal34], similar legiuitorului
moldav, auconsacraun capitol separafF H U F ld3pkedtelot juridicgpenaleprivind infraciunile
informatice i din domeniul telecomunicélor, obiectul analizei constituindu totalitatea
elementelor i semnelor componeai de infradune pentru fiecare infracc X QH v QAuBBiU W H
definesc infragunile informatice i cele din domeniul comuniddor electroniceca fiind fapte
VRFLDOPHQWH SHitd Lck Xn@eRldD 8aH dirV/ invpkuden FDUH DGXF DWL(
excelen U HdD $dciale dindomeniul informaticii i al comunicaiilor electronice U VSXQGH
SHQDO SHQWU XeRRt25R6H OPWDELOH

iQ OXFUP®HO® GH SURFHGXU SHQDO DO 5HSXEQ3ISELL C
autorul ei, I. Doleg a descris ad XQLOH GH XUPLURR WYX WBHOHDWSHFLDOH
SUHY ]XWH i@HalORHQDW@ODLQFO XV L ¥ HUHHND WREIHA- inbdr@h&tioeR U
D E R U Qbrtismd_practicii judiciare a CtEDO.

iQ DIDU GH VW Xgijpra O$RSW H] POIWDLVRYPDWH L DOWHOH
5RPKQLD L FRQV piohdnd idfetihartd ddp@étele) juridicpenaleDOH FULPLQL
informatice, 1 anume:colectivul de autori S.% U k,QX] Ulianovschj V. Stati D ludfarea
'UHSW SHQDO 3B WHIdbNNSIH F P& M. A. Hotca D NoQl Cod Penal
comentaf37], M. Dobrinoiu v@QDOL]D M XU Ligii ¢fe fdds ibfQrindtia[88], 1. Vasiu i
L. Vasiu vQ OXPHUDUWXYEBD LQIBYRDWUFJIJDWRUDXGD LQIRUPDWLF
inffracLXQLORU FRQWUD SDWULPRQ L4 s Ale@u @ Qukied &dtivc iS H Q
pasivi ai infack XQLORU FRPLVH SULQ VLVWHPHCb@QRea[RIp WC.FH
Spiridon v Refledd cu privire lalegisla D URPkQ vQ GR P H@rfofraatied A2PMQ D O
Dobrinoiu v @ccesul ilegal la poW D H O H B8y, B REQredeuv Qonsiderad asupra disputei
dintre teoreticienii .L SUDFWLFLHQLL GUHSWXOXL SULYLQG-ui®p FDC
[44], M. Dobrinoiu v@frac XQHD GH D O W Hid&dloHinfdrrafiod/45]) MLAMHotca
i M. Dobrinoiu v @fracL XQL SUHY ]XWHI[468D . ©®©HJL VSHFLDOH

126 WXGLHUHD LQIUDF LXQLORU LQIRUPDWLFH UHIOHFWDW

M. A. Sussmann vQ D U WheFdrRitizad @hallenges from international higlch and
computerrelated crime at the millenniuf@7], menLRQHD] F FULPLQDOLWDWH
FDUDFWHU WUDQVIURQWDOL iddg¢a 0®WLD SKHIUG LONLHP LIMDH UW FW R
infraciunea de pe teritoriul unui statfaGH SHUVRDQH GLQ DOWH VWDWH

& HU F HW iWER\U Rodtreakoy A.N. Ivanoy, V.A. Klimov, v Gtudiul JZkke _~h\Zgh
dhfivxl_jguo ij_klmie_gbc mq_[gglhdefileskchHDUDFWHULVWLFD F
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LQIRUPD LHL UHLQVWDODUHD VLVWHPXOXL RSHUD LRQD¢
LQIRUPDWLFH IRORVLUHD VLVWHHRNXNRXD LL QW USDIDMER Gl
FRQV H BdteacestsonG XF OD SLHUGHUHD LUHPHGLDELO D XUPF

1Q DXWRUWKIghUD WX B bdb jZkke ~h\Zgy ij_klmie_gbc \ kn_
bgnhjfzglh V.A. OH HU HNRHstiicturaspaL XOXL FLEHUQHWLF LQF
FDUH VH DIO VLVWHPHOIH W BKRUW F D WILRFS OH] idiareR dtefiord: J X
PLMORDFHOH GH SUHO XF U RiJdandeleWeRderBunidaptttonide iLodlé RI&) P D

transmiterea datelor; suporturile de stocare a datelor informatie&) V dthateéle informatice

nemijlocite.
Un colectivde autorj constituit dinB.V. Andreey P.N. Pak i V.P. Horst vQ OXFUD
JZkke _"h\zZgb_ij_klmie_ _bbieXl kjghc lkignhj[a2]h awbefectuat o cercetare

SHUW IDQ HHIQMR P H Q X O XiLinfothiatite QDWW KW GLQ SXQFW GiHlinyadlG H U
procesuabenal.Ei aupropusGLYHUVH L @GWflddadridMiortUQ R Ld@egislaL D U XV
ce in de infraciunile informatice, spre exemplu: distrugerea tergerea informaei
computerizate, accesul la date informatice etc.

| Qopinia autorului american S. Smith H[ S X'\® O X AheDAdktBpt of Security in a
Globalized World[53] FULPLQDOLWDWHD LQIRUPDWLF vQ VHC
infrac LXQLOR Udrep@ RELHHAW MXUaanFDSRUB\DJULOH MXULGLFH
S VWU ULL iSrandnitxriisecuddate a informiei computerizate, iar obiectul nemijlocit O
constituiedatele informatice, S U H F Xi§loatele de securarea datelor informatice

&HUFHWSsSWRGao@N, v jbfbgZebklbq_kdZzZy kb[&4], feldrimddse la
W LQXLUHD SUREHORU vQ LEOR]H®DW BDH  EREMRQAREUW R W W |
acului de opunere a rezisteHL vQ GHVFR Sihilbt dferDatice) éstDI&te® VSRULW
acestor categorii dé. Q | U D. Num¥rQdseciuni din domeniullT, precum i datele informatice
pot fi u or depersonalizate. TOWGDWHOH LQIRUPDWLFH QX VXQW OLSV
individualizeze FKLDUQ@DFGHvVOD HWDSDLXIQHI WLIW X LVQRWIXB v
pentruca DFHDVWMXDIV LGH®MUWFHRNEWMW FRSHULW

IQ OXFDBPUWKD jgZy ij_klmighklv azZ jm[_"hf b __[5%.&mij_
FHUFHWrUa/RA) X Blol, au fost analizate aspectele juridigenale i criminologice ale
criminalit Libformatie vQ GLIHULWH VWDWHLDLGRY XV LYauRQILIPH. G+
FULPLQDOLW DWH SLWQHRIQRMaELRKQH vQ FDUH XQ FDe@RXOD!
calculatoare este obiectul unei infiaai, sauvQ FDUH X Q F D OdaXi®©dalwvlatbbry &t¢ R
instrumentul samijlocul GH vQIl SWXLUKIND XQHL LQIUDF
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1Q DFHOPDs& attas Bt&m asupra unorS D U W L Fde@dddgthtéd acestui gen de
LQIUDF dnm@LQHFHVLWDWHD LQYLW ULL VU SIQEIOIRQL GW XXQML L
SHULF®REeO AUHJ WLWH GH FDWHHVI §RagteiRIgeEaformaiei
electronice, paLL SH FDUHi WQMEbPo8 HHINX® GH XUR JHQW LB5XH Q DVON D
XQ VLVWHP LQIRUPDWLF HVWH GHFRQHFWDW GH ODaVXU
QHJDWLY D FkPSXUL O Redlectio@altide \AsupRaPABpdQiti/@lolc Eléttronice ridicate

L WUDQVSRUWDWH OD VHGLXO RUJ®QasiiXILGE I dtinei,all U H

martorului sau & Q X L W X O X L per@rivaludiexela \AcEstuia L

A. Reyes i J. Wiles, vQ O X FleBésHIaMn Cybercrime and Digital Forensics Book
Period[61], au descris o parte dtipurile surseor GH GDWH vQ OHJ WXU FX WU
ar fi: firewall-urile (un ansamblu de componente hardwassftware care s QW HUSXQH vQ
reele pentru a reglai controla traficul dintre ele)i routerele (dispozitiv utilizat pentru
interconectarea mai multortdOH ORFDOH GH WLSXUL GLIH protéésl deG D U
nivel fizic); sistemele de detectageintruziunii +,'6 VLVWHPHOH FDUH PRQLW
reea L GHWHFWHD] v QifeHatcEs bda@dtiza ld ub siRtEm informatic); instrumentele
GH DQDOL] FULPKiQDOLVWLF D UH

iQ RSLQNDN. Epyrby, H[SXVQ PRQR&UDBIKDggu_ ~hdZaZl_evk
m]lhehigtp _kkmZevguc b djbfbgZebklIhg] k¥sdHHEZkD QILVWXO WU
SDUWLFLSH OD DXGLHUH DWXQFLGHKQGHRUFBIRYPOVRD XD A
S RV eLBGotin e vastaeferitoareOD VQWUHE WdrévHH VSSHFER@HV vQ GRPF
asemenesitutalLL SHUVRDQD DXGLDW VvVQFHSH V H[SOLFHi DFV
PXOWLS O H Orfite @4 fapi\pinUcare G/IH V R O nvél W Q BeXxwhoatere din parte
RUJDQXOXL GH XUPRUDWXPINQ BOMH»Rddpdditatedui GH Deleg®
noiunile.

1Q JKIi@XOicial CHFI Study Guide (Exam 328) for Computer Hacking Forensics
Investigatorg63], elaborat dd®. Kleiman este U H O kinp@rtdha specialistului ai domeniullT
vQ FDGUXO SURFHYV X ©exXcetagah@da ionilorHrifertddtive Rndluévy G UHJ WL L
tuturor softurilor, mijloacelor tehnicei echipamentelor necesaréed |HFW X U L lilorSH U |
informatice; VQUQWUHSULQGHUHD P VXULORUUW® OLH @WHiktrel®R $L+-
temporare- probe volatile (memori&AM, cache, componeneeISHULIHULFH DFHDVYV
fi iere disttuk Q@M RGDW F ¥rear QiEIURIQ XS L VLVWHP XQXH[D® LRWI
difertRU SUREH HOHFidéRmILMddum @fdrix&li€e: lista adreselor URL vizitate,
mesajele email i lista adreseloreDLO PHPRUDW vQ DJHQGD VXVSHFW
JUDILFH vQ FD]KQO QG PMWMRIWHD I L teyidtHiDdisvevidului dé. opekabeWurnale
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$FHDVW OK FWJDViRHe LS ISRJHOH  Fild BiceHwvndleke din spaul post
sovietiG consacrate FR O H F W abHklidei informaei criminaOLVWLFH vQ FDGU:
LQIUDF OKQDWRIUGH H [ VitdJdd Btllixarea sistankdlbr re elelor informaticeV.O.

"D Ydov D Q D O lakpkbtélegproblematice i lacunele legislative FDUH UHJOHPHQWHLEL
PLMORDFHORU HOHFWURQLFH DFWXDOLWDWHD IRUWLILF
utilizarea celor mai noi tehnologii de comunicare socialQ H F H VALWHDuIHSstem de
cunotin e criminalistice referitoareO D S D U WLLAFEK DDV U WU idnidlé. alir@dstigden
precum i insuficienD UHFRPD QG U Lptvintl efBdtldd GdeBbtbt investiganecesare
RUJDQHORULGH $SHRROWIDQHORU FDUH R4pddale ldpHmvgstigaF W L
$XWRUXO FRQFQXIDRQHABDPRU UHOD WD WHH WDULONWAPDGR B H
R V D proLit@ a criminalisticii contemporane.

IQ RSLQLD FHUMdaerkey RUNBXLY KR _gghklb djbfbgZebklb
oZjZdl_jbklbdb ij_klmie_gbc kh\ _jrz fuo \ kn_j_  dhfivxl_jg
khlh\hc k\84b FDUDFWHULVWLFD FULPLQDO XWWIOH | CBUHHUDP LH
metodicii decercetareD RULF UHL F D WudiJiRdusiva ¢eldr ibfQrindti2d-

Grupul de autori din cadruAgeniei Europene pentru Securitate a &elor i a
Informaiilor (ENISA), v Q | Ucxi BRNVAmdersopauelabora, vQ D Q X @n ghid cu privire la
probele electronigantitulat Electronic evidence a basic guide for First Respondege4]. Aici
sunt definite probele electronice, sursele din care provin acéstegputerele, suporturile de
stocare a datelor informatice, echipamentele mobile, dispozitivele e®,rprincipiile cu privire
la colectarea probelor electronice (integritatea datelor, auditul/controlul, suportul spkeciali
LQV WU XLUH Dalia@#).ENISANpropdéGLYHUVH UHFRPDQG iunile BeX S L
trebuie VQWUHSULQVH GH F WUH RUDDRRD® B XRRaUddii Gb

SUHJ WLUHD L @ssWwrukiPihfdpvtid ©riRninalistici a utilitarelor) F KW @mpul
DIO ULL QHPLMORFGNWHH desbrie(pREcHduba & &®htthiare a probelor electronice,
inclusiv extragereai analiza acestora. Separatint elaborate propuneri cu privire la evaluaiea
prezentarea probelor electronice.

2 DOWnogrfie VHPQ®&sWcriminalitii rui S.A. Kovaliov i V.B. Vehoy,
Hkh[_gghklb dhfivxl_jgh]l]h fh”_ebjh\Zgby ijb jZkke_~h\Zgbb
dhfivxl _jghc bgnhjflAjbleste FRQVDBtudkeWW SDUWLREORLULPR G H
computerizatev Qercetareal Q | U D F diX@iménhRrIUnformaticii LucrareaVH vQW e HL L
FHOH PDL UHFHI@®WH. FH QL pd &ilkgréa¥a VFDU ODUJ DiPLM

metodelor moderne de modelare la calculaps,practi@a S R]L W brganeldr de drept din
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Autorii americaniS. Bowles i J. Hernandezlastrq v Q O X HheDit$tHLD years of the
Trojan Horsedefencf88], au analizat evolia virusului A£al Troian’, precum i S U R Wile fip L D
Kal Troian’. Astfel, potrivit acestoradenumirea deAS UDUH & D Qi ard Brighe
aparentvQ SULPHOH FDXVMDPQRRPBXPHQW DOW HiISOAW QL AMDUHIiH® F X C
negat comiterea faptelor, sisQkQG F DFHVWHD DX |IRPWOARMRRIPWEHGH ¢
Troian’, o serie dintre inculpgfiind achitaL vQ XUPD pRLNMVWDIONVLNVIWHP X O LC
a unor asemene@rograme informatice,v Q W UX@ kBVF H V W, Hhu RRoQt@& Lfi ideéntificat,
GLQFROR GH RULFH, v @G/RLMMNOR UXH] RUHDEL O

Lucrarea JZkdjulb_ ij_kImie_gbc \ kn_j_ | _e_dhffmgbdZpbc
b gnhjfZ pebdutorilor rui V.I. Aleskerov i O.N. Kolokolcikova[89] UHSUH]JLQW XQ.
cele mai recente ghidurtiin ifico-practice destinat angajgor VXEGLYL]JLXQLORU V.
domeniul prevenirii i combaterii FU L P L @ Df@o&tice din cadrul organelor de drept din
FederaLD 5 XAteti autori D QD O Lipfbinjpia ca element GH E ¥ [@lescoperirea
infrac iunilor informatice, GHVFULX FDUDFWHULVWLEQIBDEPILR®EWXKWD]
studiu aparteprivind infraciunile V. Y kLW H el€e tleHcomunica electronie. Un element
LPSRUWDQW DO OXFU ULL vO FdRedariteVd xirat XSOIVE RItd pkid M DU |
utilizarea viruilor electronici i acumularea probatoriulype aceste cauzer RWRGDW D
relevate SDUWLEXOGDPRRWSHU ULL GLQWUH RUJRQXIQ KB KDEHU
DFWLYLWDWHD V SiH ¥ QD PODGEHKSIVEHBIOW ORI GH XUP ULUH S
P VXULORUeWhgdgaliDOH G

iQ UHFHQWD PRQRJUDILH DD B R OME \MiNUEX N. EvdokingEyw R U
O.A.Egherevaialii, LQWLWIKXODWKkImighklv djbfbgheh]bqg-kK&blk\hrma]h
m]lhehigthp_kkmZevguc b djbfbgZebklb®0]kdibd RAQZE Bdsigvii
IHQRPHQXOXL GH FUL P &uQtualizatdopnoblerrdleedd Or@iHIvgiklatxocesual
penal i criminalistic v @ombaterea acestor inframi, precum i soluiile pentru G H Bea
acesora. Dintre aspectelede ordin criminalistic v Q O Xskd Dnélbnate: caracteul
preponderent organizat al acestoQ | U D;FQIH¥QGIV LWDWHD GH]YROWRQDIORF
DFWLYLWDWHD RUJDQHO®R B UGB QHOR U L EBID BWIR BHBWMWOVAIDD
investigaii;, RSRUWXQLWDWHD FUH UL terdatatgak W R URdbhe hefiveS H F L D

Astfel, aceti autori au elaborat bazele metodologice Blél U F HH\WW | U DIF dib¥rQdtica R U
LQFOXVLY vQ YHOGHHFHDInfmatite LhuUdnhlizat aspectele organizatorice
QRUPDWLYH vQ FDGUXRARMRE HQ D BN WY AFRPHGIDIW. )R DQDOL]
a acestui fenomen (nonea, dinamicaLQlUDF, st QWO RWPRWLYHOH DikEH& WH
prevenire), precumi una juridico-SH QD/@ F D U kefle¢tdt® Wementele componente ale
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3) alterarea sau modificaredatelor sau aproduselor program (Produsul program
UHSUH]LQW R OLVW UG WX Q@IWNRED-ML Xc@®IL SBRDQREP DV
VHFYHRDUH VSXQH FDOFXODW R U0 XAcedteH progrdieseX L H
clasific v Qa) sisteme de operaret grupuri de programe care permit folosirea
calculatorului;b) DSOLFERPURIJUDPHOH FDUH H[HFEXW LQVWUX
LQFRUSRUDWH54)Q KDUGZDUH

4) accesul neautorizat kistemeinformatice(Sstemul informaticUHSUH]LQW X Q |
GH SURJUDPH L HFWKHSDWVHQWH SUHOXFUDUHDP DXW
DFFH&RO@YHCEISHILYLQG FULPLQDO130DWHBFX®IRUAD!
SULYLQG SUHYHQLUHD L FRPEDWHH BxpesiasBtei@ D O |
informatc GHVHPQHD] RULFH GLVSR]JLWLY L]JRODW \
LOQWHUFRQHFW Povekiui XIQ BOOYIVH RL PXOWH HOHPHC
SUHOXFUDUHD DXW RARDWMW L BL G hingEKeouRB EaWriuFdriogram

5 UHSURGXFHUHD QHDXWRUL]DW D SURJUDPHORU LQI

Convenia CE cu privire la criminalitatea informak F O DV L | Lidnile linfpiroaiide

GXS FXP X1BBIHD]

1) Infrac LXQL vPSRWULDDUFRIQQIMWGHI@ L WS RiiQlatéldar O siskémelor
informatice: DFFHVDUHDLQWHUP & S W [afécticdbea Lid/HH DD @aé|or,
D I HF W D U HiDsidtephWuilabuzukile asupra dispozitivelor;

2) Infraciuni informatice: IDOVLILFDUHDUDBXBODPIDOVRBPDWLF

3) Infraciuni referitoare la comut: SRUQRJUDILD LQIDQWLO

4) Infraciuni referitoare la atingerild G X VH S iR @ddtuddéNdrepturilor conexe;

5 ,QIUDFAKQ@Q@QDWXU UDVLVI®S GLMOQRLEELUHD PDWHL
xenofobe prin irgrmediul sistemelor informaticeDPHQLQ DUHD ED]DW S
rasiswW L [HQRQNEOWBDDWKHPEHL R PRWLYD L HnegdpedL VW
discriminarea JURVRODQ DSUREDUHD VDX MXVWLILFDUH
VPSRWULYD XPDQLW LL

Uniunea InternaL R Q D Oecdmnunhidddor a constatat c FODVLILFDUHD HCEDER

QX HVWH AHRPBOQWNMFYHQW GHRDUHFH HD QX VH EDjddle®] S
acesbr categorii de infrascuni SURSXQRQLG8QGHUVWDQGLQJ &\EHUFL
'"HYHORSLQJ ,&RRQWU F®DV Liuhilbrontbknddicd[ZB | ol RS

1) Infrac@ XQL vPSRWULDP @LEAR QQMEHI@ L WS RiQlateldr O sistemelo
informatice DFFHVXO LOHJDO VSLRQDM X OafézaWHDO RQIW HQ!
datelor,DIHF W D U HiDsidtepnWuif JU L W
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2) Infrac uni referitoare la corihut. maeriale erotice i pornografice, pornografia
L QI D Q&gikrul, incitarea D X U n @ddlrs, promovarea violen, infraciuni
privitoare la religiejocurile de noroc ilegale eline, dH | L P DiUrtfbbmaiile false,
spamul iamenin ULOH vQ OHJ WRHVDPM HWOEMHFXWUJRQLF QHVR

0 cantitate marf26, p. 146), alte forme de comut ilegal;

3) Infrac XQL UHIHULWRDUH OD Dijihtef@ctihle i dréptudiGrXXanekeS U R
precum i infrac @nile referitoare aPDUFD FRPHUFLDO

4) Infracni informatice TUDXGD LQIRUPDWLF IDOVXO LQIRU
abuzurile asupra dispozitivelor;

5) Infracuni combinate terorismul cibernetic (cyberterrorisml), r [ERL FLEHU(

(cyberwarfare),V S O D batilpe@ikérnephishingul.

I Quiziunea autorilor rui V.l. Aleskerov i O.N. Kolokolcikova [89, p. 29] toate
infraciunile din domeniulinformatic SRW IL GLYL]DWH vQ GRX FDWHJRULL
- Infrac @ni legate de accesuh activitatea sistemelor informaticeccesul neautorat la
informa LD FRP S XWatddakdeD W U W S k Q Gilot) thPodMdeteéxiru LORU vQ SUR
SURJUDPR OFDUHD UHJXOLO Rroel@ HreldlpGrRdnVEte) fdrtD irfolrivasy/

computerizate, idtrugerea informaei computerizate disificarea informaei computerizate.
- Infrac@ X QL We ¥kuillizarea sistemelor informati¢82]:

a) infrac LX QL eldg dg Bomunicai electroniceprin fir V Y kU L Wdperdbri GH
de comunicaH L[ S Wkiinflkeld area mijloacelor tehnice ale operatorilor;
arendaea numerelor i canalelor cu lterioara neachitarea serviciilor; LQIUDF L>
V Y k UcuLutiEBre resurselor de comuniga prin fir, prin accesul neautorizat la
staiile de telefonie i generaea traficului;

b) infrac LXQL el® d& Komunica electronice | U ILVM YkUvQWS ALY L
operatorilor de comunichH PRELO ptinUXWLOL]J]DUHD LOHJDO
telefonie; iNiLHUHD WUDILFXOXWH H \ARKAH K HVIF XAR Q W L
privire la prestarea serviciilor de comunica LQIUDF L XQ lcu \Mtillc&ka LW |
mijloacelor de comunicd H PRERLRQFUHWL]DWH v QF kigUaDote@dd W
606 GH OD EDQF 606 Gorulw, B9 della\bEyahiele e D8 XY
transferul eronat de mijloaceod de la operator;

c) infrac LXQL edpa Ulhtérnet:U V Sk Q G L UbH Draldé WX utilizarea relei
Internet;, DFWLYLWDWHD LOHBMHDIOFVEXIDRYHJID QMRB X Edu® R U

Internet;acces ilegal la serviciile de televiziune prin cablsatelit.
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1Q OLWHU DEdgX UDH WRFHKEL D O LiwieVihkbrmaiée ma sunb &tribuite
faptele de efectuara operaiunilor financiarH vQ PRG | UW®attepté@ddRd/ operanilor
ILQDQFLDUH HIHFW X DésplionaRinéuRta[128Da¢ GlXiiizae/de titluri de credit
VDX LQVWUXPH@EWSX @E3HJ H OvipWaF undrivXld@di Dfalsificate de deinere de
LQVWUXPHQWH vQ YHGH[33),05 UH® HdPotisEnul ILL UGHE RV IDXOR 24) | R U

p. 397]

$YKQG vQ YHGHUH VSHFLILFXO OHQMWODQ DHILRQDVi@2sR QIC
la care RM este ParteSUHFXBHILQL LD QRULRRQDOGAVDWE V@ RW R
FRQVLGHU P F LQIUDF LXQLOH LQIRUPDWLFH SRW IL GLYL
,QIUDF LXQL VPSRWULYBJUR®/ILGH QL LOIOLIR QLLLE LIOQ W

informatice:

1.

N

w

a)

b)

c)
d)

e)
f)

9)
h)

WQF OFDUHD LQYLRODELOWW KULLWLHFXL XS\HUOARD
informatice(art.177 CP);

VLRODUHD GUHSWXO XL OdkectdhiedbH. WXCP)FRUHV SR QC
accesulileJDO OD LQIRUPD LD FRPSXWHUL]DW DUW
pPURGXFHUHD LPSRUWXO FRPHUFLDOL]DUHD VI
mijloacelor tehnice saa produselor programa parolelor, codurilor de acces sau

D GDWHORU VLPLOCRY)H DUW L

interceptd HD LOHJDO [unkd® date Wfdirba€od fatt. 26CP);
aOWHUDUHD LQWHJIULW {uh sBtBriwrfodnRitic (arQ26@B)P D W L
PHUWXUEDUHD IXQF LRQ ULLEGPLVWHPXOXL LQIRUF
WQF OFDUHD UHJXO kigt&riuluGriformatiE pattl 260/ CPWV H D

,QIUDF LXQL LQIRUPDWLFH

a) falsulinformatic(art.263 CP)

b) fraudaL Q| R U Rdt\a65 EP).

,QIUDF LXQL UHIH UpoWdRrBfla H QO D QFWLENL QW WF X XWLOL]D
informatice(art.208 CP),

QUKL UHIHULWRDUH OD DWLQJHULOH DGXVH, SUF
V YKU LWH FX XWLOL]DUHD VEVSHEMHORU LQIRUPDWL
,QIUDFGHXQDWXU UDV LiapworiehtafgdY QRPRE L Q WSIQHL B kDD

vrajbei,diVFULP V@ XIAH]ELQ ULL QD LRQDOH HWQLFH U]

utilizarea sistemelor informatice (art.346 CP);

,QIUDF LXQL WRSRUVHSMWDWEXWHQWLFLW LV YW WW K|

utilizarea sistemelor informatice (&87 CP)
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7. $OWH LQIW@PHFLDXMALGDWHOH VLVWHPHOH L UH HOHO
FRPXQLFD LL HOHFWURQLFH VXQW XWLOL]DWH vQ FLC
LQIUDF LXQLL

1Q FHHD F HstafidticavadzeliHpenal examinateSH WHULWRULXO 50 F

parcursul anilor 2002017 DX IRVW VvVQUHJLVWUDWH G HceFcBtafgdd S
LQIUDF LXQLORU LQIRUPDWLFH GRDVHQV VXYWV URQQWD FGILX
art.259260° &3 1Q $QH [dn @érenta lucrare esgropusun tabel H U HIQKPWI X O
FDX]HORU SHQDOH SRUQLWH vQ DFHDVW SHULRDG vQ DI

2.2 Modelul L FDUDFWHULVW L F InfladJiuriddr Qnib@natice/ LF DO H

Cercetarea infrawnilor informatiFH HVWH GHRVHELGD\GH pleBa@@@éaW D C
special a legiuitorului pentru ocrotirea unor interese legitime ale proprietarismministratorilor
de sisteme informatice vQ OHJ WXU FX VHFXULWDWHD LQYLRC
confilen LDAULWGDWHORUL D W®W HDi KHBaterEdR ibformaticl7, p. 388]

Au trecut WL P S X U L @d4drhaCkeFi2tauHprofesiorti, D Y ke@rdtin H SHUIRUPD C
ceea ce priveée echipamentele informatice V Y k Umin@nicu ajutorul codurilor de program.
Acum orice adolescent studios, curios, daprea v P S R Ycuyih@ipii morale este capabil de a
crea utilizatorilor obinuii o mulime de probleme.

Un intrus, pentru avea acces la informaconfideniale, uneorinici nu are nevoie de
competere L DEiLspdcile 1Q P X O W Heste ByfiientA V X S R U W X @actdRul riddnW G
care poatelL R EXFDW, OGIpedNobitdf Is&llS X W X E VW L BAOD VONMRW KU H. H
V F Upaxbla. Parolele, de obicei, rae disting prinSUHD PXOW RUWULYKQID AUWC
Internetului vQ W R WM XD B IXQ S URJU DiRaRBUbh&él munca de rutirpentru
decodificareaelor maiuzualeparole.

PULPD VQFHUWDIGHH WHXLQLUH ADQWH VWH QXK LA GORYUHP/IWNA
FULPLQDOLVWLF LQIRUPDWLF ~ ALQYHVWLJDUH 6&fo3tL WD
UHDOL]DW +Q BBHIXMWDWGD FkQD ©BVEMMUF Bidlier de lucru anual
DYKQG F Dcevcktera RFBWPLQDOL VML F-39@F L3 VWDHO FR @EHBWXDOG
GLIJLWID QRVW G H HSQULHY HBiX4ie® Getodelor derivaté dovedite tiin ific cu
privire la conservarea, colectarea, validarea, identificarea, analiza, interpretarea, documentare:
prezentarea dovezilor digitale SURYHQLWH GLQ VXUVH GLJLWDOH vQ
reconstrudei evenimentelocaracterizateFD ILLQG GH Q D YeKtw a §jtit@nbcared D X
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VH FDUDFWHULQHDIH G U QO \BW pGLAS, 3D W H 22, p. 58, 87, p. §77]
cauzatde diveri factori obiectivi (Q H G R Wdti@el@r de aapelala organele de drept,
caracterul ascuns fa GH P D M RtilizaWwrlbW HGLILFXOW D W H D iuniPQ VW
respectivedin cauzaQ X P UiKsDfi€ientde specialiti din cadrul instituiilor abilitate cu
prevenirea i combaterea acestqrdnfractorul digital VH DVFXQGH G Xi&cuw DV
de a fidescoperit este destul de rifsel, p. 342]

GHQRW XQ FDUDFWHU HEIVOHH \VRMUBRQVY]DWJIDW FX FL
(atacurile de DDoS, banking, phishing, botnetua,) [79, p.5]. Spre exemplu, fraudele
LQIRUPDWLFH vQ VLVWHPXO GH SODW Héstd iWadsiBilQ L F
SUDFWLF FD R VLQJXU SHUVRDQ dnh PRFKHKQWRUFHOL
produsului progranv Q Y H Ghiitéil R Q 1U D F LL ¥ RQR.ED D (hEnildd DvAQexa

nr. 2 fiind prezentat un model tipic dasemeneal Q| U D.FShetificdl comiterii
infrac LXQLORU LQIRUP WREH WQ D BMAMKIBTHNXDWH FXQR
ei, iar comunicarea, pléicarea L FRR U GR Q Diurtftdar DRFEQLIHWH HIHFW
prin intermediul reelei interne{86, p. 42]

HVWH R FULPLQDOLWDWH SURIHVLR @BcCacestBlHR DDHR AR
SRVHG RzAaSinREIDROQLIGM curgd tin ele necesarev Q G R P H,QULEX\DS H7F \
anumite reguli L AOKIM.LO IR HDHUP L QR O R 3jrél exeBpitfalddhitarea
VHUYLFLLORU SUHVWDWH GH F QWJ N HP M WHE.DQI] HRRPX SN
obinui din infraciune VQUHJLVWUDUHD seRdggpeXpertdarie ihtdedns@u- D U |
VH XW LnjloheeDg comunicare nesecurizate/necriptate (cum ar fi ICQ sau Skype)
sunt folositeSVHXGRQLPH vQ IRUXRXU B O EXRNSIERE HitaCe ARNDH
XULORU FDUH DVLJXU F ReaHd tiptanel bripéatl & X H EjzRbalea Q L
DGUHVHORU ,3 FHDHBDDLQRRI RO HBh&V®ioh2Routingsau cu
ajutorul proxy serverelor)Reguli de acestI HQ VXQW HODE R PDIHAH HWX,
FULPLQDOH LDUDWFQLB OVBERROPI@XO RW, inkestig4iile organelor de
drept[86, p. 69]

are un caracter transfrontalid7, p. 451, 27, p. 10204, 22, p. 58] 1 Uimite teritoriale,
ceeacevL SHUPLWH deQdeJtBrikoiURUAX GtaM. F R P L Wiune&jd U DGFH
persoane din alte state;

sunt transnaonale: nfractorii, pentru ai v Q O N V\(kHa faptelor criminalg@e teritoriul

D GRX VDX PDL PXOWH VWDBQHDWKQM RUIPBXULOH FX

internaionale
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VXQW FHOH P DH YQRLOXPBIhErHEtde Qermanenta perféanare a noilor IT,
deapariia unornoi participan, de extindereapaiului cibernetic[165, p. 9]
- DUH FRVWXUL U H&cMdlitunielegaeR& ®©oti onute[26, p. 45, 22, p.
5] 6SUH H[HRB ®Xunc PG GLQ 50 D IRVW PHQ LRQDW ID
XUP ULUH SHQDRBUGIX® 56X DXWRULW | &uldfeEtRaP Sd¢ie H Q
GH DF LXQL GH XUP ULUH SHQDO LOQFEGORVUM]|RONXDW
au fost LGHQWLILFD L , WHWMSKQG FPOBRPHOUFLDOL]DX SL
Internet un produs programQ X P LW A @estiVaVGH@I'HFW ULL VLVWHPH
FROHBWWHDRU GHVSUH FRQWXULOH EDQRQUHOKX® [BA
SURFXURULL DX FRQVWDWDW F SULQ DF LXQLOH O
computere la nivel mondial, cdk QG LQVWLWX LLORU ILQDQFLDUH
materiale, estimate Buma de peste0 milioane USJ166].
- i-D VQVXHPQHOH VSHFLILEH HFRQRFRLFALWGDW ILLQC
infrac iunilor informaticesuntV. YKWH vQ VHFWRDUHCbBrpar&tiQ FDU IL
- vQ XOWIFRJWIPDQDOLWD W HDD VIR U P DR/pdlE2d] Y8, Hb L AR st F L
| L L Q GepFezentaii serviciilor speciale,ai structurilor defor din diverse state,
organizaiile extremiste L WHUR ULV ¥peétiadtQ) GBI MHID O W dirFd»@énidl F D L
IT [167];
- locul comiterii infraciunii informatice GH UHJXO QX FRPOQRILGHYV W)
consecirelor [81, p. 38] v Q W hideto nueste obligaty ILH SUH]JHQW OD
[26, p. 45]
3kQ vQ SOsBIqHEAWXpus referitor la aplicarea legidlaH L v Q LED JOF L X C
LQIRUPDWLFH vQ YHGHUHD DVLJXU ULL XQHL SUDFWLFL M

Personalitatea infractorului, scopuli motivele infracnii informatice

O preocupre S UL R @ ckviihblogilor este identificea cauzebr ce conduc aDSDUL L
FRPSRUWDPHQWXOXL FULPLQDO 3kQ vQ SUH]HIghdrarda QD O
IRUPXODUHD XQRU WIBHDRUBLYLQ VROIFSSLIFIH JHQH]D LQIUDF
ILLQG WHRULLOH GH RULHQEdcy8BYVEKRDWWIURSRORUWHRUL
VR FLRQ63Jh E00134]

iQ DFHVW VH®W FLOMMBMWYH A SURIHVLRQDOL]DUHD ca AV
efectal procesuluiGH FRQHFWDUH. IUQRIDSG/WOUH OD ILOLHUHGeeaFUL
FH D GHWHUPLQDW XQ DGHY UDW LPSR[1%99, GHI9BHKQRORJL
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FRPXQLFD LL WHOHIRQLFH E a@FRinof.ROPHVIPALR QH GSHU WRAKIPW
SXEOLFKkQG R SDUWH GLQ DFHVW#H Q QIRO FID G.H FOHDfF® JKX O
date din motive de interes investiggtid2].

8. Tipul bolnav psihic FDUH VXIHU GH m&adie s VQ R £ pakotdgii
informaionale sau fobii de computfs, 87, p. 680]

9kUVWD L Qintbratvi RrDLUA.DYIn digp¥zah destul de maf®d-45 ani): 33%-
VXQW SHUVRDEGQEY EBdeYakilJ54AW D Q 04 MHani, 13% peste 40 de anCu toate
DFHVWHD FDWHJRU\a® HMQ GEH 8 KIBHW @ W ddRunii informatice
V Yitd) spre exempluvQ FD]XO FUH UL LU XSkLAOAJULLL SURéAe/ HOF
persoaneleF X Y kUWUQ W RHde ani constituie circa 64% di@Q XP UXOFWEBMW P& YkU'®
21-25ani+22% i FHOH F XYeMd&2b\aEDI%[73, p. 2324].

MajoritateaFHORU LPSOLFD L vQ DFHR/WR QWVMSDHX L 8 HE DUH B C
cazul infraciunilor de extremism V Y k &l loMéirkea tehnologiiloavansateQ XP UXO ORU
cota de97%[83, p. 36, 175, p. 908, 92, p. 907]0 ULPHD SUHMXGLFLXOXL FDX]
desex PDVFXOleQVEIHEH RUL SH FHO UP\DXD BAf&ahin POVWIPBOJR SH

52 GLQ LQIUDFWRUL DX DYXW R SUHJ WLUH VSHFLDO
informaiei [114, p. 213] Majoritatea infractorilor(77%) au aut un nivel mediu de dezvoltare
LQWHOHFW Xé&st@ cel mediui doar 2% sub cel mediu. Doar 7 cazuri din 1000 de
LQIUDEQDPRQIP DWLFH itb de pRyamatoripkotdsioni [90, p. 230]

1Q SHV Wikcazuri, infractorii au ac. R Q D W [8XQpJ3BIX S

6H FRQVLGHUD FvQY DB RX&EXQU Lidlé esteHO hoghtahadde) davQ F D] X
grupurilor deviante digitaleDFHDVWD HVWH SUIBAMWehé vebale6]l. FX H[FHS

1Q GLQ FD]XU linfolmr@tididescop&iULEH F WUH RUJDQHOH G
VXQW SHUVRDQH I U [8SD,@QWHFHGHQWH SHQDOH

Potrivit OHJLVOD LHL SHQDOH D 50 VXELHFW DHV \sQhEe@\V L
opersoan ILILF UHVSBOV®RPHQWXO FRPLWHULL IDSWHdu D C
H[FH&rt260 CP FkQG YkUVWD SR DP¥/ddana ju@lid FXDELFHS LD DX
SXEOLFH HVWH \a¥kEB AW J\RQ IPLBOMRRIU L @ | (1B3F LRXXQ HORHIS D.@C
SUHY |XWHRA7 ail(iDY)) W8, 18% alin.(1), 266, 26¢, 260 L &3 1Q XQHOH
VXELHFWXO LQIUDF LXQLORU D(n® o pergoéh dargd HL R b @<Del W C
DXWRUL]DW vQ WHPHLXO OHBGHYDNM WA ®QKILWHREHFIER F/\R
SHUPLVLXQHD SHUVRDQHL FRPSHMWHQWHHVVDRORVHRE®W U
informatc RUL V GHVI RDUH FHUFHW UL WLLQ LILFH MiX V
sistem informatic (art.259)7 RWRGOIWLSRWH]D LQIUDF LXQLL SUHY ]JXW
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IL QXPDL SGWDWDMVRDEMWML REOLJD LL LQWU UHVSHFWDUHD U
GLIX]DUH UHSDUWL]DUH D LQIRUPD LHL RUL D3¢ H.BAS)LORL

1Q R Sdu@iuldi D.Ciuvaga[6], pe carenoi QX R DJUGIPDFWRULL GLJLW
FDWHJR UL HdeANrfr&d®Oda Aptkudini intelectuale dezvoltaté cu un nivel avansat de
cunotin H WHKQLFH vQ GRPHR®DRQ @I premidérénnoftviolent, au o
FDSDFLWDWH VSRULW LXGLGRW QMQLFMHWGHHUMHDDMH[S OIRD W L
informaticii. Este subiectul caeste predispuaacLRQD vQ VROkiHaIPQYYLP GH
se percepedrept criminal, ste 0 personalitatenai mult introvertt SUH]JHQWKQGuw U \
individ slab integrat sociali dezangajat moral. Incidem bolilor psihice L D WXOEXU U
SHUVRQDOLWDWH vQ UkQGXO LQIUDFWRULORU rgg lfabli ¥4 O L
manii.

IQ XUPD DQDOL]JHL VHQWLQ HORU GH FRQGDPQDUH HP
pe parcursul anilor 2003 DP FRQVWDWDW F FLUFD GLQ LQIL
comise din motive de cupiditate, 35% X QW u@¢tWWHQW V H}XbDfGst comisale
persoane dezorientate social, 2% H LQIUDFWRUL LQGH\D/OWDBD VWRWHJRUL
LQIUDF LRQDOH 9 hibvnatitl G IQQ UT0F WIRWLLED|BSwkmG:VEAYEINt persoane
cu Y k Usub\2b de ani, 52%D X YkUV WD F26S 133 &iV24%@§%te Bb de and2% din
LQIUDF LXQLOH LQIRUPDWLFH H[DPLQDWH vQ LQVWDQ HO!
fizice, dintre care doar 5% constituie persoaneselefeminin. 93% din infractorii informatici
FRQGDPQD L SH WHULWRULXO 50 QX DX sb Yed&s viQWHHMWR U
Anexa nr. 1 la prezenta lucrare

iQ RSLQLD QRDVWU LQIUDFW RYX LEDISQIRLANP DIW G H&RIV K B
WUHFHUH RSHUDWLY GH OD GLPHQVLXQHD UHDO OD FH
emotiv ILJLF OD R UHGEH LXIQPWS&D nficiHlPR WILRY SHUFHS Lsdu DO
GLPLQBBYWSUD LOHJDOLW LUdr, & taBr&i Bprovidate bl Qigcnti@iXde a fi
GHQXQedooperi L VDQF RERQ@DX | U FXQR WLQ HITWiHKr@miF M Q/ Q
GHSHQGHQ GH UROXO L IXQF LLOH S HuRD prefil prédoDidant Q |
nonviolent, DYKAQ® OLPEDM FRPXQ FX WHUPRD@RWRYIHLWSHGLUY
GLYHUVIEdLFDWH WéxbaD, ideologic SROLWEWVHGDW s&idl ssun® W X
LQYHVWLJD LH FIRY P M RARIOM BiViMiDdesex P DV F X O L Q/ WX FYxk3U |
vQWUB5 GH DQL DF LRQHD], @R U badtscedemdpénale G

Locul comiterii infrac @nilor informatice
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Stabilirea locului L PRPHQW Xi@ Xnifrad/ LNXKQLL LQIRUPDWLFH FRQV
FULPLQ D practicW H¥ HIDO

)DSWD FULPLQDO SRDWH IL FRPLV SldeMSHRWESNhRAIfdskeO X
vVQR/ WD MW 3H OkQJ DFHDVWD DYKkQG wQard H eeteUlrterSdt, L Q F
urmele infradunii se pot afla pe serveribP, care sar putea afla fizic pe teritoriul unui al treilea
stat[73, p. 14]

(IDPLQKkQG SDi¥ vataetrictiodJfun RQ ULL VLVWHPHORU LQIRL
pe de o partepocul comiterii infraciunii UHS UH]LQ¥&H DX L QIR dePddMubiEa
electronice vQ FDGUXO F UHLD VH HIHFWXHD] LOQWURGXFH
WUDQVPLWHUHD S VW Uddderdd dat8ids Hh@datiedd H HOH VDAW SDU
V Y kiUinfraciunii informatice v @onstituie VSD LX O X Q GstemvlHinf@rin@tic, prin
LOQWHUPHGLXO FetdAdpia. /X FHY k@ VISPHMEXW DIO YROXPXO C
informaiei, FH FDUDFWHUL]HD] irii SU® RHD/E(raxKiaiated, Uinstrmentele,
mijloacele D DGLF[9O®Q pP.RAHOH

Specific infacLXQLORU LQIRUPDWLFH HVWH IDIBW XDF W RV X S
sau climateric[184, p. 113] DGLF HOH SIR¥WH IvQV RdkliddelifubcRRQHD] XQ V|
informatic[73, p. 14]

I1Q RSLQLD X[QIR 1¥, B8fddi@ponera spaului cibernetic include:

1) WF SHULOH vQ FDUH VH DIO VLWWHRRKBQHDLQRRSBDMH |
funcionarea acestora (sistemele de comunida HQHUJLDMHOHFWULF

2) PLMORDFHOH GH SUHO XF U igi(hth iflilX ¢ Bac Ol VeikteB&ie lob); L Q |

3) canalele de comunidaelectronice i detransmiterea datelor;

4) suporturile electronice(VXSRUW PDWHULDO DOH F UXL FDOL\
S VWUDUHD L SUHOXFUDU HIB5]L Q XFPW MD vIOQHID HRARIHEXERBIXIWINED WY IF
tehniccHOHFW U R Q L F[23 H8b]QalURuUgdrtD® stbtare a datelor informatjce

5) datele informatice nemijlocite.

6SUH H[HBR®&aX. vQ WLPSXO FRPLWHULL dXe iHparticipdnXias H L
LQIUDFHUKG@W XHD] PuhD ¥épagateH QD FUH] X O W Ds¢/ X Q WK RISRBSeD
HYHQLPHferielDROX UL [1Q G3HS B &d6 Bafigbai multe variante de stabilire a
O R F X O Xirii infra¥ luhli [86, p. 103]
adresaleure D SURSULHWDU XO X bustragdyietimeix-i ORU E QH
adresale factoD SURSULHWDUXO X busthddORDFHORU E QH
DGUHVD DIO ULL RSHUDWRUXO XML WL @iepabb LietidaX L P LM
DGUHVD DIO ULL RSHUDWRUXO XLbxfeL GH BrWVWH AROU &
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- DGUHVD SHUVRDQHL S QEKPEOA®\H bpandtbrul intdtdivediat,
- DGUHVD RULF UXL DOW RSHUDYRWRYVOHYXE® GOGHRE DO
- ORFXO DIO ULL aHl2@iFietRDaN Mansidre,.a SXQFWXOXL GH FR
PLMORDFH HOHFVWAURQLBBHGHGHOWWD®RIN IBULELQHV D I
numerar;
- adresapersoaneiSH QXPHOHVWHR HIQDUHILVWUDW F Dich€figréa E D
PLMORDFH,ORU E QH
- ORFXO GH DIODUH IL]L Feaud int¢that Xdeiveie) Bi), Gtilizate UaH
UVSKQGLUHD YLUXVXOXL IRORVLUHD QHPLMORFLW
comitera L Q | U D Fgdsto@alrda centrului de control al botnet@hoiai multe dispozitive
conectate la internet, fiecare dintre cdbeX OHD] XQXO VD X), R§undergad L
accesului neautorizat la informaD FRPSXWaHUL]D W
/LVWD SUH]JHQWDW Q XL HS/RADHV K Q\DX HH{ K D YAA\RVBILYGLHF W DvE)L
circumstarelor cauzeli
'H UHJXO ORFXO &R, Bptediim U tdl al €uiveririi- consecirlor faptei nu
coincid, fiind, vQ S U &R719% diferite [103, p. 689] 7TRWRGDW LQIUGEQL X¢
informaticesunt comise de la domiciliul infractorului, 27% din cazttdela locXO GH PXQF
studii), 13%- din locuri publice i doar 7% suntomise O D O R F XiCtini2i [85]U L L
h FDGUXO XQHL FH[B3 pl WLTlidferiidar® laldcH Komiterii infraiunilor cu
privire la extremism V Y ikdJcu utilizarealT, sD FRQVWDWDW F DdorigiD v C
E QXLWW®D XL GLQ FD]XU Lddiicii Bt p@rBoahie:19,9% din cazuri (inclusiv
vVQ YHGHUHD DVFXQGRBXD GHWHXIRUITB 6%k Xréd/da{cDlatdrului
persmal de la serviciu sau al colegilor de servi@womputerelor de folosin F R P XIQcurile
GH XWLOL]DUH SXEOLF D VLVWHPHORU L QrtBrieP DAvwLdeH V
rec@mUH VDO GH OHFWXU DHURSR&W.a)DXWRJIJDU WUDQVS
1Q ¢ath internet sumumeroasedeprezentare” V Dpie efde desfacerepia D QHDPJU
GHVWLQDWH FRPHUFLDOL] ULL SURGXYV Er€éat pentru @énitetdal Y
LQIUDF infor@dtidRIVWHUYLFLLORU LOHJDOH FRPXQLF ULL GLC
GH OXFUX VROLFLW ULO R U inst#&n, retEX OhMilor Garticiddrs iE&ld_rAa)
veritabile siteuri suntcele private (inaccesibile publicului), iar pentt@ REKQGLUHD DFFH
DFHVWH UHVXUVH LWWH DQ K B H V. DW ddRERR XQEGH Ui LcaiBiarabile.
Pentru olinerea unorL Q | R Udgeeralé cu privire la activitateapropunerile pieei negre pot fi
UHFRPDQGDWH XseRinkhkeDéetddd & fidkdW/fXrum.zloy.bz www.darkmoney.cc

www.forum.antichat.ruwww.forum.beznal.c§86, p. 44]
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iQ XUPD DQDOL]HL VHQWH®LNGREHGIH) VN RVQRDIPQID WGH M X
pe parcursul anilor 2003 DP FRQVWDWDW F FLUFD GLQ LQIL
FRPLVH GH OD GRPLFLOLXO LQIUDFWRULORU GH OD «
SXEOLFH %d&IXdbiciliul victimei (Anexa nr. 1).

I1Q FRQFBRQIWH GHORRF X0 FRP LW H Uibformatxedddeeterrnat@eR U
FDUDFWHUXO SUHGRPLQDQW WUDQVIURQWQ CPLLHWR D) Q WDIF\M k
estediferitde loF XO VXUYHQLULL FRRBRNWWW DQUBGBRGNLOSMWH IIHD XD L
L GH FRPXQLFD LHKkVAORFXYWW RDQ OFVIL\LD X L V wdHR24HB. XSpecific
LQIUDF LXQLORU UHV S3HFWHNBGH VWIS WD LLRNHftactorului,
GH OD ORFXO V din IBadri publigé: VDX

7L P S XO inm infriacJ nilor informatice

6WXGLXO PDWHULDOHORU FDX]HORU SHiQndD iHfonaficel W C
estH LGHQWLILFDW WX GG&RQDFBIXWW LFPIWHBHBERMIGHIEHL]LH S
un minut, vQ7%- SKkQ oRlU \L@®Adin cazuriz SkQ o0@QD$FHDVWD VH GI
VQUHJILVWU loper@ukiWrRe&ldvamtel L IL[ ULL HYHQLPHQWHORU O
datelor [85].

1Q JHQWQXMEPul nu influenHD] PRE@DP®HWRPLWHUH VDXiu LQ>
informatice[73, p. 19]

De celemai multe ori, DWDFXULOH FLEHUQHWL@GHSNXOQRD GDYRUO
precum L vQ RUHOH PDWLQDOH DWXQFL FkQG VHLdititerkd OH
ajutoarelor est DL G L. pteBunOL OD ILQHOH JLOHL OXFU WRDUH VD>
|UDXG LWH ¥usthagereaumei de25 min de ruble rusé delao RFLHWDWH FRPH
Moscova,transferulfind HIHFW XDW OD PDUWLH DSUR[LPDW&a OL
VIkU 48V &6 P X Q FF k Qi@@dt personalul ergpreocupatde SUHJ WUEBHWRW L UL
internaionale a femeilor.Astfel vQ FD]XO IUDXGHORU LQIRUPDWLFH
P LM O R D F HiGIR Woriur@®Helectronice,R S L Xi@pumi de comitere aLQlUD FvaL X Q |
depinde d¢86, p. 64]

-VSHFLILFXO HHBRWXHYOHEWORQLFH GH F WUH YLFWLP

-eventualaeacLH D XWLOL]DWRUXOXL OHJDO DO FDOFXODW
DFFHV OD L NowdaW\aFrE@mraQun mesaj electronic sau de tip SM& privire la
operaLXQHD GH SODW

- posibilareacLH D DQJDMDWXOXL E QFLL FDUH YHULILF RUG

0 R G D ik Wmitere a infradunilor informatice
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IQ XUPD DQDOL]JHL DUWLFROHORU H[SXVH vQ FDSLWRC
cele mai frecvente PRGDOLW L GaHfapeR prejydiciabte vQ FD]XO LQIUD
informatice sunt

a) introducerea datelor informatice;

by GLVWUXJHUHD LQIRUPD LHL L WHUJHUHD GDWHORU

¢c) GHWHULRUDUHD LQIRUPD LHL GDWHORU LQIRUPDWL

d PRGLILFDUHD LQIRUPD LHL GDWHORU LQIRUPDWLFH

el EORFDUHD LQIRUPD LHL L UHNWdhd&EceRQDUHD DFFH\

) FRSLHUHD LQIRUPD LHL

g0 GHUHJODUHD IXQF LRVUVWHBDXRE6 X0 DLW RDUADORULF VD)

h) transferul (transmite) datelor informatice;

) ADFFHV" ADFFHV OD LQIRUPD LH”" ADFFHV LOHJDO C
Introducerea datelor informatic UHV XS X QH L-@nh\sidtenD ibfétiatiaQuwdtdate
FDUH QX H[LVWDX vQDLQWH vQ UHVSHFWLYXO VLVWHP 'D

prin utilizarea tastaturii ori a altor echipamente perifefdde p. 314, 843]

8QLL RDPHQL GHHWLGRV WHKQM U H Presupurie teRE Eakittie pe
suportul fizic[52, p. 38] SUHFXPRGLILFDUHD QHDXWRUL]D[0], @reFR P
VFKLPE HVHQ LDR&, p.RGILGIWXOVXQW GH S UHUHD F DU
LQIUDF QREDVAGRKWRLWI RUPMGERFHWDUHD H[LVWHQ HL DFF
v QoA\stare care exclude- vQ WRWDOLWDWtHzaréda eG HR@QIRWPY GHVWLQ
IXQF L RRQDVABQA RW RuDnai poafel L U H V Wib BEJIHBLONESISIake [104, p. 664]
sauprin tergerea din memoria suportului matefted5, p. 699] 2 FDWHJRULH GH VSl
FGLVWUXJHUHD LQIRURMHIUBH]EQRSXWHRVHEREE WG MNADQ R\
totalitate VD X v Q[188Dp) 888 7TRWXLDR ®XQFW GH YHGHUH WHRUHWL
RULF UHL LQIRUPD LL SULQ PHWRGD H[W10B, pHIT L 37, p.BHY W H
Cu toate acested®® X O L G L QtoviddhuXGWH. QIHIDEOOLW L L SRVLELOLW
UHVWDELO,dH @QRHWPD IMHUJHUHD LQIRUPD LHL FRPSXWHU
restabilirii acesteia prin mijloace tehnif®07, p. 45] XUPHD] D IL DSUHFLRW (
LQIRUPD LHL 7RWRGDW HVWH GH PHQ LRQDWHFLYRMFL
FKLDU L vQ FD]XO vQ FDUH SURSULBWDRXR SER VDB VIRUR
respective pemalt suport materigdl108, p. 69] ([ L ViWmeroaseroduse progranjcum ar fi:
HARA-KIRI, RedBut, BestCrypt, StrongDisk Pro, Cipher, Eraser, DBAN ¢1€9, 189] GDU L
metodetehnce (PHFDQLF WHUPLF F KL P LFcarelhlc dbizctivpdriRipal L |
GLVWUXJH U Hdomp@earRaigPdn, . H4]
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Deteriorarea L Q | R U Rdat@lotHimformaticese PD QLI HV WQ I®XHWODWMF LR (
QHPLMORFLW DVXSUBVIX@RUWR WMIU XW LUH FRQVLGHUD
GHYHQLQG LQXWLOL]DELO SDU LDO V Demediat préRIHSWD U DD
restauare sau prin alt procedeu de readucdde LQIRUPD LHL FRPSXWHUL]DW
'"HWHULRUDU Hde del@ hiabadtt®ori, FSIR D W H | Ldefatacl] nw virug191, p. 82]
care, deeorj este mascat sub un jf®2].

$XWRULL URBkQU3D, p. 314, 839]A. C. Moise [26, p. 80] L , Sgiridon
[42, p. 240]V XV In@dikcarea datelor informate SUHVXSXQH LQWURGXFHUHL
HIWUDJHUHD D Q xarelavdie pire3uRal fdrida@ela unor noi date informatice, diferite de
FHOH LQL LDOH L PDL D O HeflectiuddeséURiiUPHIU F X FIRAIHOUG H U
modificarea LQIRUPD LHL UHSUH]LQW LQWU R&XPpPHYWAHDORUILF
LQWURGXFHUHD RULF URU PRGLILF UL FX H[FHS LD DGD
bazelor de dat¢105, p. 700, 194, p. 160 $ WUHLD FDWHJRARHDRWIDQMBF
PRGLILFDUHD RUJDQL] ULL ORJ[BH p. R35LIQ FAH DQ B PY X DRHQ\E |
opinaF PRGLILGFIRWHD LHL FRQVW vQ VFKLPEDUHD FRQaLQX
FDUH HUD LQL LDO OD GLVSR]L LD SUR[305.HH V0@ WIS PX484]S R
indiferent de categoriP RGLILF ULORUFRSH UQRMRUIPNGS e [107, p. 45]
(VWH GH PHQ LRRDW LUBPBWHKD IRQIRUPD LHL SHID&/pI19L HIHFV

Blocarea inforPDOLMQ RSLQLD [¥05,RU70IXWRAJALIIFRQVQJIJUaGLU
DUWLIEtRLPD® VDX[3DRJIBE, 840t D DFFHVXOXL XWLOL]DWR
FRPSXWH U UllibtWgerea acesteia. O padm ei VXQW GH SDEHODNW DI DU \
FUHDUHD FRQGL LLORU LQFOXVLY FX DMXWRUXO XQRU S
LQIRUPD LHULFRWSXGWHH F WUH SURSU[18MpDA36{ Ov - Q\AHEEn&lde D C
timp rezonabil[26, p. 81] Noi FRQVLGHEORKFDUHD LUYH B U RphdBikllitatea
permanent VDX WHPSRUDU GH D HIHFWXD RULFH RSHUD LX¢
S VWUDUHD LQWDFW D DFHVWHLD

I1Q FHHD FHFRBLMHHDHL@ihR&ddErhaid de asemenea nu sunt unanime.
$VWIH@iune®QXQRU DXWRUL FRSLHUHD LQIRUPD LHL SULQ
textului de pe ecran noonstituie FRSLHUHD UI1RAW PRI BHLERQVLGHU FR
LQIRUPD LHL FD ILLQG S U RGHiattidd Dat&a@QaX P DSOHN. NMEP RO LF
PDWHULDO SUHBXWQ IPHRBUHM HMH XQ V X[$& ,pbW23bJGncRisiP D L
copierea pe supo DWHULDO LPSULPDU HD1, $H3IG) S Rautdi caeHv & kRHUQVH..
FRSLHUHD LQIRUPDSHMD BB OLILQEBEHPRUDUHD [1Q3,RU/BAsalHL
ca WUDQVFULHUH UHSURGQXRFRHWHD LUHRXEHGL SQWAU P DLodHL R U

67



664 6 XV LEHPHURWULYLARFLUMHD LQIRUPD LKW KUd&epB W D
SURGXFHUHD XQHL FRSLL D LQIRUD pH3 FX BWWHDWER
LQIRUPD LH[B6UMOIILQDOH
Dereglareal XQFOLRQ ULL FDOFXODWRDUHORU VLVWHRXOX
FRQVLGQ UDRNEMptoaltaterale lamRGXO QRUPDO GHD QALQH VIVRER:MIU 8B U
de a oferiL Q | R @ BdD grinacordareainei LQIRUPD LL GL04Vp.RB64 L(RIODW HS U
FDUH R HFKLYDOHD] FX FUHD& larDv ¢ UFRRILLGNRDIW G HF, Mxe@ H A
SHULRDG SHUPDQHQ 05, \bD X1|WhttFpp&RddD B drept oimdinuare a
IXQF LRQDOLW LL DQXPLWR Ualée!\DLHVAMHIDRAKHD 010 M DO QLEXHRADLF
558 HVWH R Da&3Wra &&stusulbtiectiQ FHHD FH, X $ QHPHSWUHHUHD V.
[36, p. 497]care H[ SO FHD VW V LGHWHIPARtRD@Ereaalculatoarelor, a sistemului
VDX D UH HOHL LQIRUPDWLFH DYKQG FD HIHFWeRIdiedL UF
LQIRAPDFIRDWHUHD GLQ IXQF LXQH VDX VQWUHUXSHUHD 11X
Transferul (transmiterea) datelor informaticee realizeaz GH OD GLVWIDBL |
IDFLOLW LOH RIHULWH GH FRQHFWDUHD VLVWHPXOXL
Transmiterea se poate realiza prin: transferul sistemului informesipectiv GH IL LHUH
SURJUDPH LQIHFWDW Htrenemigrta\dX8dsdjeRDH[OVBYKQG FD DWD
LQIHFWDWH GHVF UFDUHD GH IL LHUH VDX SURJP.B#H SXU
1R LXQ&ttrs&StdGHILQQWHJIHD FRP X Qrlofd2[197]@fiuhd pihetda la
GLVSR]L LD XQXL WHU DXWRUL]DW FRQIRUP OHJLL L vQ
VHUYLFLLORU vQ PRG H[FOXVLY VDX QHH[FOXVLY vQ
electronice.$FFHVXO OD LQIWHRDL]DW FB B & X X\6X\W H HLIQ WL_LYDUHHDX ¢
VDX QX Pdpharte QUN130, 42, p. 71] 7 RW RefgiesupuneRE L QFHRNHIELOL W
de a distruge, de a deteriora, de a modifica, deRaFbD GH D FRSLD HWF LQIRL
[102, p. 376] Accesul IHSUH]LQW RULFH IRUP GH S W UpkQuBliddedl O D
mijloacelor tehniceelectronice de identificare, care permit margpe&inf R U ReDcoimputerizag
[52, p. 37] Din punct de vedere tehniel SRDWH IL UHDOL]DW SULQ,&DlarP XC
fi: autentificare, evitare, citirea, copier@a sau furtXO LQIR[APR p. L389, 149, p. 58]
6SHFLOOGAMAHQLXO SUHYHQLULL L FRPEDWHULL LQIUDF |
de cyber atacuri L DQIsPEi161166) DWDFXUL Re8], @acblede@cces liber,
DWDFXULOH FDUH H[SORDWHD] ELEOLRWHFLOH SDUWDMD
DWDFXULOH SUL Q99Q2DD]Q RELIHOQOWRIHIDDGH GDWH LQIRUPDWLF
+RW UBOHDRXOXL &6- FX SULYLUH OD SUDFWLFD MXGLI
(pct.13)[201], RIHR LQWHUSUHWDUH D RIR@mi@isViaptei Orejutliciabilee® D W
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SRUQRJUDILH LQ IlI®ap\208 0P S U HDYQkBWeredfabricarea sau combinarea d
LPDJLQL VDX DO Wistridvie&S(DWIHXWDUWUHD GSH RULFH F L D DF
gratuif), difuzarea(expunereaSXEOLF FX VDX | U), \WipBriare&(I® GYYXKFKH D H H
propria D @ imaginilor sastea DOWRU UHSUH]JHQW U, esdadriafeal V AHR\DQV M WH
DIDUD ULL D UHVSHBWRGNKU R Uelidd (prdzdrtereaWwuith a aginilor sau
DOWRU UHSiuder(@WGDLUUHDY VW SKQLULL GHILQLWLYH DVX:
schimbul unei sume de banprocurared RE LQHUHD vVQDSRYHORH WD DOWR
schimbarea(cedarea unor imagini sau altor @dgpH]HQW UL SHQWUX D OXD v
asemeneaU H S U H)] Hiix&redlLY LILRQDUHD UHVSHPAWIHY HOQIRURBIK & DH
posesie VDX vQ PpawWwwsdragikl sau abtr UHSUH]JHQW UL DOH XQXL V
LPSOLFD L vQ DFWLYLW L VH[XD O#&lunbfi®dayiniFsaWakir UUHFSJ®IH H\QLE
ale organelor sexuale ale unui copil.

h urma analizei literaturide specialitateau fost relevate L DOWH FODVLILF Ul
categorile (grupurie  GH P RiIGI®@miwre aL Q 1 U D F infotiQdtics R Bnume:

1) DFFHVXO QHPLMORFLW Ol®miloate¥emieigledironiQet& eddinwW L F
date informaticev DX VXVWUDJHUHD DFHVY8®%U SXUW WRUL VDX PL

2) DFFHVXO OD GLVWDQ ol ISXIRWPWRLLIL IFRBDSXKWRHDM. LBV
$FHVWD VH SRDW H W QR UH\DWOLFHIFQXAWDUHD GDWHORU O
XUPD IRORVLULL dbr@afX@RONM B UDEOREFOrcdd FkQG LQIUDFWRUX
de acces cu utilizarea diverselor produse prograd)OHJHUHD S HF WQNGIHOHDWV B X |
slabe &8¢ VLVWHPHORU GHUBURWQWMHMEWRUXO FDXW EUH H v
produselor pRJUDP DWFDUDRBORVLUHD FRGXULORU GH, GREKQ ®IC
SULQ PLWXLUH L VWRMDistifiddle'H IRKD RQILRUBPDFRIGXBLORU GH
legali, RE L @GXWE& vQ Hs&hibX€aldateldr cAlultroan” LQWURGXFHUHD v
VWU LQ D SURGXVHORUsaiWRIJGBREKYGSGHBHDORLMARDFHOR
GHGXFHULORU GLQ PXOWX $0H'R BFRYVIY RFEDQMEH \VE&IH FRIQQHH W W
OD DOWH SURGKWHVBXIRD U D@L YLH U VR GIDAV L XL UXHD®RJUHIDWVHU R
infectat)[90, p. 213]

3) falsificarea datelor de intrared ire i acomenzilor de control,

4) PRGLILFDUHD QHDXWRUL]DW De BadtRIGiXt¥hieOrifotmaldé R J U
crearea softurilor destinate pentru comiteteQ IUDF [85QLOR U

5 U VSKkQGLUHD LOHJDO D VXSRidnglcttan@GRU GH VWRFDU

6) P R G DiGdmpexe.
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&DUGXO [, S IDWQFOXVLY GDWHOH DFHVWXLD VXQW (
DIL )LLQG SRUWRIHOXOii petsbhRéticdri@d & na@: frRaDdeld¥ UN-RNcu. W H
utilizarea datelodin carduriH GH &QMWF D Q XiRcalaloare. Fraudarea prin utilizarea
GDWHORU XQXL FDUG GH $03D s¢hiziNoharea RIB WuHuUrili Bs&rtcii sl Q
HIWUDJHUHD GLUHFWOb@Eerel L ®MDIDOCF HD EG@ MidthcaRdpoatepeslizaF D U
SULQ XQD GLQ XD BitakinbhlddfeCtiMitaeR Ge copiere a datelor valide de pe banda
PDJQHWLF D XQXL FDUG DXWHQWLF SULQ LQWHUPtitgalL X O
posesorului legitim, cu inteia de afL IRORVLWH vQ VFR®X 183 2D @ XIOREL
phishing(crearea mesajelor transmise prin f¢ D H O H Fp&dihfe@éld-care sunt reproduceri
exacte ale unor st UL H[LVWHQWH SHQWUX D LQGXFH vQ HURDL
financiare sau date privind parof@06, p. 164, 207]carding (modificarea codulus XUV DO X
pagini originale a unui site comerciaD D Q FkW Lil@ irbded2 de ddQ WRUXO OH.
datelor de contV Idikc LRQDWH F WUH MQIWBDEF WRIU2E LpUAA3D 34K L
generarea denumere de cardur{generarea unei liste de numere de cardquoinind de la un
VLQJIXU QXP rinGaglicar&adli@ritmului matematic al lui Luhn, pe cdrdolosesc
emitenii legali de carduri]26, p. 294]

iQ POJ IUDXGHORU LQIRD PIURIFH DV R URIQMOH QH D E X G
RULFH JHQ GH HFKLSDPHQW XWLODM DWMNKHIOH VODRPXED W HU
IL SOARRPXQDOB®BERAOWHMHRULFH JHQ GO KWRWIHDOAGRLKW LIRAIA
SXEOULFHWPWHX XWLOL]DUHD GDWHORU FDUGXULORU Gt
XUPHD] V SDUFXUJ FKWHYD HWDL®® &B WD SKRWF B HELH D&
GH GROHQYkKkQ] RMROLQHXLDGPLQLVWUDWRUKO M E WSWREYE FRAOHP
ED] VXQW

1) DOHJSURIGXVXOXL VDX VHUYLFLXOXL GRULW

2) FRPSOHWDUHD GDWHORU FX SULYLUH OD FXPS U WR!

3) HIHFWXDUHD RSHUD LXQLL GH SODW HOHFWURQLF

/D ILHFDUH ®/HOQMWWBSHFHRIUDFWRUXO ODV XUPH FDUH
L XWLOL]DWH OD GHVFRSHULUHD LQIUDF LXQLL

SUHOLPQRDSWULPIDQHWFWNRUXOXODYK XWWDRVXWHL HOHFW
GH SURGXVHOH VDX LVIOWYNYRRL LOB SHYBRWHD E L O L WPRWHHAX D |
LQIRUPOH SH FDUH XUPHD] V>OHR®RIHUA@ YkQ] WRUXOXL

QIUDFWRULL IRORVHVF XQ QXP U UHGXGEDGH DR NVAWUHPP
LQIRUPDWLF XWLOLOBWLINGSH DWHFKRSGIXIH D D@UEHVDY W LBH F
OD H[HFXWDUHD QHKXMNOSRHFQWBRPBE@KHEFHY X0 GH F XWDU
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VDX D VHUYLFLLORU SULQ XWLOL]DUHD DFHVWRU LQVWUX

'DWHOH FX SULYLXQOOH  FHMWWMHUEBFSRW IL J VLIWH YSOW ¥
MRPHUFLDQWXOXL HO HN YWU@RMA R J XXHQ M PH.R\BHY M PGMXH.DQ D O H
UHIOM@QYPW GUWQ SUH]HMDHWOH D G FOL @K AU 3\H_ WXL GUHR U F
FX SULYLUH OD

D F XW ULOH SWR®X WYX Q DADK VADUWQW EWOW H X WERXDPAXRD OFR
GLPHQVLXQHDLR DB@QWHXPDUDFWHULVWLBHUL®RD GUJ B®&XWX\O X
F XWDXWP UXO GH EHQHILFLDUDROMLHVE W DFOLXOKX & WA K C
F XW ULL EXQXOXL NOXHVIYBHBRIYDBDPOEMUL DL VLVWHPXOX
F XWDUHD SURGXVHORU VDX D VHUYLFLLORU

E DOHIJHUXOXEUWRBGXVHUYLFLXOXL GRULW

F FRPSOHWDUHD GDWHORU VR XSEHWQHIHFODWFXPS U WR

G HIHFWXDODXHLRLIRSGSHUPDODW HOHFWURQLF ITUDXGXORDV

2GDW FROWK&VRBHUD fratQuio@sR®H S@RLDWDQXO GH XUP U
WUHEXLH V VQWUHSULQG QHWQMXKQMDIWLKH PG\ W Bl OHOMHR B
(administratorului siteXOXL GH FRPHW WOQOHIQOHDVF GDWHOH FX
domernu al site XOXL GHeled®®éhdV IL[HJH GDWHOH VHUYHUMXOeXL F
FRPHU ;RQOLUBAHWXH]H LGHQWLILFDUHD DERQDViddeSeX IP aS U F
serverului; V.. FROH&W HKalH vV ULGLFH LQIRUSPDE Da CGorhercabtul
electronic/administratorul st O XL GH FRPMUDRQOL{}HH GDWHOH LQIR
de pe serverud D .G

iQ FDX]D SHQDO QY vQYLQXLUHD D Q vQ V YkU LU
de la art. Lrt.D6F &3 VS ODUHD EDQLORU {DIVBDELO®ER FPRI
anilor 20122014 vVQYLQWXRSWXHOXQ FX DOXWH B HKYEBDBIHWHOH FDUG:
HPLVH GH LQVW-bavcard di® rpohi®) hd& GPrivanidet | U WLUHD |
WLWXODULORU DFHVWRU FDUGXUL uL SRWM Q5R® WQH\DP H® U
)UDQ D 6 S DiQdldsinéi $#¥riiciile G H nxake a biletelor onlinea procurat bilete de avion
F WUH GLYHURBIUGHVWIWIDPEXO $QWDO\D %XFXUHOWL /R
3XQWD &DQD &RORPER et pgOrhimdeRairc& K LGIHQSHUVRDQH v
circa 400000 MDL SUHFXP L VHUYLFLL KRWHO PHUddedBllQ VRRKIHG
ilegD O vQY L ®IXH®B\AX X D-ligeQoentru P@curarea florilor, cadourilaa,combustibilului,
SURGXVHORU DOLPHQWDUH HWF HVWLPDWH OD FLUFD
QXPHUHORU GH WHOHIRQ vQ7RWR G@NWEHVWBH XRJIR WHIH
IDSWXGHFL vQ PRPHQWXQOUY R kKSVWMUWRUXO D PDVFDW DG
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LQIRUPDWLF XW L @iin DtiizaréaHdivers&ltr HPraxyOservere (din diverse state), la
PR P HQW XI@r gfelinare pe sitaill www.zbor.md conform criteriilor identice cu privire la
FOWRULH DHURSRUWXULOH GH GHFRODUH L DWHUL]D
UHWXUXOXL QXP UXOSBDVMDHUHUQREB UP LYW DV L BIVWOCL W RXU
XWLOL]DW R DOW DGUHV ,3 DISPUMRNHREW RIU 1LK)WR UsP B W L FF
VQUHJpaaWdd®BAG LQ P X Q &K Lirfrectotulloc@aaeémporarf209].

/ID FHD GH D GRXD HWDS GH FRPSOHWDUH D GDW&#HOR!
UHJXO DWXQFL FKkQG LQIUDFWRUXO WUH B produsePt, ceskaF L \
XWLOL]HD] GLYHUVH LQ@V®@DWPIDERW H G\HWRHIP\HFDR Ltizate laH H (
FRPLWHUHD LQVUituR kaf @dcunde infractoruel XUPHD] V i iRfbHndid
YHULGE&BW IlUdc@&ddD GRXD HdshipRtare® formularelor online, comercian
SROLFLW GLYHUVH GO2WHpEEBYSUH FXPS U WRU

6SUH H[HPLEGX RFXUDUHD ELOHX\HAYRIE FGUDRESY L @ QV B/HJ IV
LQWURGXFHSBUYDG B WHOEEW HQQOPMHHDAHHW KSWDWIW.D VH & D O LONOCHW |
SIDSRUWXOXL PWN\DDHHPUWGXW GCRWPD WhPeEeH UMRDQHL FDUH
UHJHUYDUHD QXP HROH. OSX @K@ XWPXI® 6 HHWHOHIR Q

'LQH[HPSOXO S @EJHDOWEW SRDWH REVHUYQXPISOHQXP!
SHUVRDQHL FDUH HIHFWXHD] UH]JHUYDUHD SIEDWSHD PRGN XK
DFHVWXLD WUHEXLH V ILH YHWGHEXIFHSHROIXFGE EILDWM M
SDVDJHWUWROPHQW X O viPEHDH BREMNM IELOHW QX YD SXWHI
GHFkW DWKW QLFL GDWHOH GH FRQWDFW DOH SHUVRDQ
WRWDOPHQWH GDW ILLQG IDSWXO F S H LBOGHUWHXY/MD HHQ@HHAWY
QXP UXO GHQWGH 6 BRI UP AO DGILLY HRIDAMWHW L X QL OHJIJDWH GH H
GH O WRULH

8QLL YkQ] WRUL RQODRQWHSRWWHH UMSGUHVEB[IORSOXULL |
SHUVRDQD GH FRQWDFW PHVDMXO FXPS U WRUXOXL HWF

IQ FDX]D SHQDO @WH vQYLQXLUH D OXL 09 D Q Vv
SUHY ]XWH & DIUWXG LQROUBeDWLF 09 D HIHEWWUDQ]DF
SURFXUDUH DPQEXQRBDORIUGH GH WUBRQGDILUL RODQGH]L
OXQJLPHD GRA+SH QXPHWOMHL SHBUVRDIOQMHWHUPHGLXO FRPSC
6 5/ XWLOL]kQG VHNOXEELOOWHUPHEHDRRMD QPGD ILLQG OLYU
GDWRWRGDW RUJDQXO GH XUP ULUH SHQDO D FRQVWDW
&KL LQ X QXP UXO GH WHOHIRQ oRHBDHQDH HEBDLXDO XL SUF

/D DFHDVWRURW®$O GH XUP ULUH SHQDO WUHEXLH V
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F WUHLVQIVFWLP F  vQ U Hijot Ga\wB BoXsttaliczonipet LID RIH® L R Q
DQJDMDQL® KW L WinsGficiendrdulkufiDuridice i altele[92, p. 907]

IQ OLWHUDW X U[B8,®.H33}58 bpid) O EW ¥ WHW L RuniiDnfor@aticd Be
cele maimulte ori devine SHUV RD Q 72%X 13865 B Totui, GDW ddoipQ@ésizarea
PDVLY iDprivateHVH UHPDUF R WHQGL @ X PGl deDpesbane EAc® U H |
juridice, victime & acestor categoridé QIUD.F LXQL

% QFLOH FRB8HUBHDRA V X @ Whotvd HIE \WWUpitMate & infractorilor
informatici, care de cele mai multe arsunt angaja proprii ai institu iei financiare persoanele
care cunosc bine structura instiéi saucele cardac uz de situg de serviciy73, p. 3132].

&ULWHULXO GH ED] FDUH FDUDF&tHWGOINHORW LX@Q/GBPH !
GRPHQLXOLVYHFXRBUWDWLFH VDX G L \WérLZ0rulfer)\¢htar] achileD D C
victimei GHWHUPLQ L P QddU®E DIDHFDLYXD H

BRWULYLW OHJLVOD DHIQQIDERXMAH LYQURWPPWLEHLBRI
VDX MXULGLF LQFOXVLY VWDWXO FDUH HVWH SURSL
computerizate,al sistemului [37, p. 843]sau al UH HribHirlatice al datelor informatice
interceptate, parolelor sau codurilor de acces ptmate i SHUVRDQD DO F UXL SD
prejudiciat[41]; ISP PLQRUXO FDUH ILH F HVWH LPSOLFDW vQ C
VLPXODWH ILH F vL VXQW UHSBRHPBHQWBW HORVFLYPH B XVF
vQ IRUP HOHFWURQLF WLWXO DU dréptuddd leié X aubonul &atl D
VXFFHVRUXO SURSULHW LL LQGXVWULDOH VROLFLWDQW.

IQ FRUHVSXQGHUH FX /HJHD FX SULYLUH OD LQIRUPEL
[145], proprietarul VLVWHP XO XL VDX UHésté® S H UMR B Q P DLOJILR Q DSOHHU v
sau statyl FDUH H[HUFLW LQWHJUDO GUHSWXO GH SRVHVLXQ
VLVWHPHORU LQIRUPD LRQDOH WHKQR O &ara; padésdtuleste® L M C
SHUVRDQ IL]JLF SHUVRDBRQG WHSM GILH SWRIVX WIWKMWXQ IRORYV
VLVWHPHORU LQIRUPD LRQDOH WHKQRORJLLORU L PLM
stabilite de titularul drepturilorespectiveutilizatoruleste oSHUVRDQ IL]JLF VDX SH
FH HIHFWXHD] DF LXQL GH SUH]JHQWDUH SULPLUH S VW
GRFXPHQWDWH vQ VLVWHP LQIRUPD LRQDO DXWRPDWL]DW

Un prejudiciu material considerabt D X]DW GH FULPLQD,CHLWY\DHV B G X\Q LR
din domeniul finanCirEDQFIBWHRWMHEL VHUYLFLLORD E Dd@SifRdieHes@D C
UHGDW vQ S6GH® SUMH]HQWD OXFUDUH 7RWRGDW vQ G
elecroQLFH GHX®QDW]DWH GH F WWHVROHRQOL V HEJ QIFREIORAR U
WUDG,LVHR®IDYA. |HD] vQ[86HO220 XUP WRU
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1) VLV W H P X-& Gl%ER@kipuneX WLOL]DUHD GH F WAB B LAHIQLWXQOV
unui produs programSXV OD GLVSR]JL LH GH F WUH EDQF L LQ
clientului;

2) sistemul de Internet banking Y LI HDIGPLQLVWUDUHD TRIQBVRS KU DL
prin intermediul siteXOXL E QFXWRBXODMQHL, VHWHW Hichikte) &NEAtX |
AFOLHQWXO VODE’ WIVVNVHH P H®OH PHQ DXW LFOOHBW U R Qdds OL
afectd din punct de vedere al fraudelor informatice;

3) sistemul de banking mob#t SUH F R QILIHHDUHD GH F WUH FOLHQW X
program LQVWDODW SH WHOHIRQXO V X PRELO ILLQG IRORVL
4) WHKQRORJLD VHUYLFLLORU EDQFDUH OD G d&géemipeQ O

EDQFPEDQFRPDWH WHUPLQDOH GH SODW L FKLR FXUL

'HL vQ WH[WXO &RQYHQ LHL SULYLQG FULPLQDOLWL
Ainor OD LPSOHPHQWDUHD DFHVWHLD vQ OHJLV@dpILDIQHC
OLSVD XQHL leGeHn 6ste clar&/F DFH WL GRL WHUPHQL VXQW
GHILQH WH H$SWH\RIDI ReiH GAd V H Pigisa® FDUH QX D vVPSOLQLW
DQL VLPLODU DUW [RBEW?245]GLQ &RQYHQ LH

TRWRGORQYHQ LD VWD E In@tdrial HhofRogMAIEEDRF KQ& OFD VXELH
GHVHPQHD] RULFH P DRMDHIH. D6 SS-BHhQ@@EWIEDNIXW P LQRU FDUH
unui comportament sexual expliciB SHUVRDQ PDMRWRR SSHIH|RRQW DRL QRL
GHG XQXL FRPSRUWDPLHRDWLH[ XBHO KU YIHFUWSUH]JHQWKQ C
comportament sexual explici&t X WRDWMH WDWLILFDUHD &RQYHQ LHL vC
vreorezerv vQ DFHDVW SULYLQ XOW Liefte@att VG RRXIHYLWXD LD Q

IQ DIDU GHWH¥BBIVOWDHD IDSWXOXL GDF LPDJLQLOH
VDX REVFHQ VSUH GHRVHELUH GH PDWHRIHXDHBH GH RBW
SURWHF LD PRUDOLW LL GH SH OkQJ O0LQLVRéglldKeDtul& X C
$JIHQ[A36].L

Urmeletipice (probele electronigev Q F D ] X Quriilqr inddinkatice

'XS FXP PRIQHWDM. Gavrilin i V.V. iplov  SUREDWRUILXQOUDFE ERC{
informatice este specific i de aceeaHVWH QHFHVDU H O D E R Unijloaddd X (
criminalistice noi. Urmele acestor categoriide inflaX QL WUHEXLH GLYL]DWH vQ

1) urmetradi nale (urmele idealeyrmesubstare, urmeobiectg |

2) netradibnale U H S U H piolea¥\ele@iGnicef231], care mai sunQ XPLWH vQ OL
de specialitatei virtuale [73, p. 57, 181, p. 73, 68, p. 184]
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La prima categorieV X QW D W U L E X L WiHpicxodre, pe@ieuleGdd pRle, alte urme
biologice, urme tramlogice (ale instrumentelor de sparggredocumente, vQ U H JlaeW U
sistemelor de monitorizare video, metadatéilatele care descriu alte datepnvorbirilor
WHOHIRQLFH HWF (OH VH SRWLIRHPBUL® RBW RBEKEXO XDLF ¥
extern [232, p. 653, 233, p. 33]depistk Q Ge&X fix k Q GeXse ridick Q GeXprin metode
criminalistice tradionale[234, p. 81, 235]A a-numiteleprobe electronicecare sunt atribuite la
a doua categorieYH SURGXF vQ PHGLXB SIUHRQRD WIH] XOWDWXO W
FRPSXWHUL]DWH UWIHXWWPDFRSLHULL ED RFUUdhEhRGILYQF U
funcionarea mijloacelor de stare, prelucrare sau transmitere a datelor informadiceelei de
comunicaii electronicesau informatie [86, p. 112]

/ID UKQGXO ORU SUREHOH HOMGEMREIBDCeFdH[7S,RVEOIL GLYL]

a) locale formate pe suporturi electroniceum ar fi discute solide (Hard Disk)[21],
discurie optice (CD, DVD, BD), cartelée de memorie (Secure Digital CariSD, Micro SD
Card, Compact Flash Card), stickurile USB, dideuft X E DRQBE] Q Hdshdzitivde periferice

ID[ VFDQQHU HIDPFEHUU PRIKREY GH FdQrblXdditor de carduri), telefoalee
mobile, garatle audio, video i foto, consolée de jocuri i alte dispozitive electronicécipuri,
tochen, GPS, ceasuri electroniceyD HWDSD LQFLSLHQW D SURFHVXOXL
din dispozitivele victimei sunprobelecele mai importantei mai accesibil¢49, p. 15, 182].

b) de re@a constituite pe suporturile sistemelor informaticé ale altor dispozitive de
comunicaii electronice(Port, MAC, Bandwidth, Network Attached Storage, Network Interface
Controller, Network Hub, Network Switch, Router, Server, Firewall, Access Paitilizate
pentru conectaedlare HD XD L Q| FROWRFDWLFU$IOREDO IQDFHDVW VXE
se includ i datelede LQXWH GH de hasting FDOFXODWRU FRQHFWDW OL
GLVSRIer EBOFXODWRDUH GLQ UH,Hd®tekiQriieOdderatotiMigabisteruriD O H
de PLMORDFH MR, p. B @ddum i din resursele internd?7, p. #8]. Analiza practicii
DUDW F FHOWH PDDRPROEOAEISunt comise prin Internet (6583, p. 61]

Potrivit Ghidului introductiv pentru aplicarea dispoidlior legale referitoare Ila
FULPLQDOLW D WislieladiGitiaie duhDMobtnkai cu valoare doveditoare pentru organele
judiciare, care sunt stocate, prelucrate sau tramspria intermediul unui sistem informafit49,
p. 74] Ele cuprind probe informatice, probe audio digitale, cele produse sau transmise pri
WHOHIRDQH PRELOH ID[XUL GLJLVWACESHMHFBWHIRQDL G H) WD
aparentele nu sunt evidente, find conQ XWH vQ HFKLSDP29,Ve1D, PEj] RiuP D W
sunt obiecte tangibil37, p. 683]

Probele eletronce SRVHG XUP WRDUHOH FDUDFWHULVWLFL FU
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- sunt practic invizibile unui simplu utlizatorL GH UHJXO SRW IL FROF
LQWHUSUHWDWH GRDU GH H1%2pHI2X4D, V. BHIB LpDO31YPpMVAAEQ G R
instrumente criminalistice specifice;

- pot fi modificate sau distruseneintenionat, prin utilizarea sistemului (spre exemplu,
suprascrierea datelor, deconectarea calculatofd®, p. 12, 49, p. 2, 31, p. 41]

- pot fi copiate nelimitat, cu uurin , pe diverse dispozitive electronicetransmse rapid la orice
distan [89, p. 19, 122, p. 12, 49, p.;6]

- vL VFKLPE drRAmas2ipX3, 75, p. 6]

- vQ FD]XO ULGLF UL Lei eomButdtizatesprelddddeibir® Be obiectele materiale,
DFHDVWD S Riparipodul®igihgls, p. 19, 75, p. 6]

- sunt volatile, DGLF VQ GMWMIPBE GLQ FH vQ FHiniDar uadotil. praciic G H
imposbil [238, p. 1, 122, p. 12, 49, p. 6, 31, p.;42]

- vQ PDMRULWDSVHD LEDYX RLORYIPEFWQVYWOWDRUH REAME W DG
[89, p. 19, 75, p. 6]

De L VQWUH SUREH ¢ld tiddDLHRFQADUORHQ H IF IHYV WH \VRHEZA. | HNAF R 8¢ X
D SOLF ikegui ProcBsualerivind admisibilitate, administrara i apreciera[122, p. 150]

iQ FRQP@MIPHQ LRQPUREHOH HOHFWUR Qdldai¢ déveditdard, Q | |
fiind stocate, prelucrate sau transmise prin intermediul unui sistem infornf@i¢cd VH SURG

PHGLXO LQIRUPDWLF L DNOBIRHIR QWL URIROWDWMKO FMRP S X W

FRSLHULL EORF Uadtric RAREeLL QMW HULRNWKQF LRQDUHD PLMOR

SUHOXFUDUH VDX WUDQVPLWHUH D GDWHORU LQIRUPL

SDUWLFXODULW LOH D BeHWQNVR UKD W HFIRUH. IG B BifafRotRERt D |

sunt evidentesunt volatile, FRQ LQ& QG K FKLSDPHQWH QQIRXE WWREIHHFV

23.Situa LLOH WLSLFH GH XudmBiuhlle trirhiralistigdd O

Situalle tipice GH XUP ULUH SHQDO

Prin VLWXDOLD GH XWMH WQ s$tcospHiitapt FLUFXPVWDQ HOH U
DF LRQHD] RUJDQXO GRBuiKtidndotcdnetet PHOQ BBUFHW U LUé ceFLU
GHWHUPLQ R DQWRLWItPRIGGGEEHDA LXQH vQ VFRSXO UHDOL
trasate[10, p. 312] 1R LXQWDWEBOLH GH X WR US WHIVHBHEDEERDE 0
stabiltate UHDYQ LPLQDOLVWLF L WUHSWDW VvVQFHSHXWQ LQIOL
mare degrobleme WLLQ LILFHLO,lp.SMDFWLFH
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SULQWUH OHJLW LOH DFWLYLW LL FULPLQDOIoV®LFH
vQVFULRBSDUL LD L UHSHWDMNMUWXDOHUCBRQHWWSLBH FGEH GHUIR
FDUDFWHUXO VLWXD LRQDO D, p.reg] Hikl ¥erelhlu fada LFYHBU Vi @QR. B
din domeniulinformaticii.

'"UHSW XUPDUH DWkKW vQ WDFWLFD FULPLQDOLVWLF F
GRPHQLXO LQIRUPDWLFLL XQ URO LPSRUWDQW OH UHYLQ

6LWXDOLLKRQWILSWKHH VQFHEXGMHX QU EDLJDUHRVORQYDOL L
cercetare, care corespundQu¥ kdod mai compleFHULQ HORU DFWXDOH DOH S
IHQRPHQXOXL[I0QIBIBJF LRQDO

$OHIJHUHD XQHL DQXPLWH Q@POXQRIG XK FRRIHWHQ D |
SHQDO FDUH GH UHJXO VH FRQGXFHOGH6E6EAYWXD LD FRQ

Astfel, lacercetareaLQIUDF LXQLORU te@VvirdgdrrD WILW K DS BRVIWE3S L F |
239, 48, 60, p. 684, 56, p. 691, 92, p. QOB

1)Proprietarul posesorul sau utilizatorut OHJDO DO LQIRUPIE ldatelorFRP
informatice), &sistemuluiV D X U iHfoH@tldel, d transmisiei de date informatical canalului
VDX VHUYLFLXOXL GH FR HesQ@pdFiDde kindd @ HW WMURRIQ WRQHF ©,F D U
DFFHVLELOLW Ldau ¢o@Qfigh RO ® EMg€ddraNV D LLLG H Q W L | L FilaWderiuratw X L
LQIUDE LXQHD

2)BURSULHWDUXO SRVHVRUXO VDX XWLOL]DWRUXO C
LQIRUPDWLFH DO VLVWHPXOXL VDX UH HOHL LQIRaWBDWL
VDX VHUYLFLXOXL GH FR Besqperit DelsineM @& HMQERRADAFBH D, L Q'
DFFHVLELOLW LLVDIXQ FIRRODE Ho®sttv® GIDW QIX D LGHQWLILF
denun k Q IGQ | U D Haloxg&helddde drept

3)IQF OFDUHD LQWHHWLEN OLLIW LLVDXQFRRODEH@ URSUIPLONVL
FRPSXWHUL]DWH GDWHORU LQIRUPDWLFH D VLVWHPXO
LQIRUPDWLFH D FDQDOXOXL VDX VekeUYILBMWXKR G K BEIRPX
devenit cunoscute publicului larg sau au fost descoperite eIl W GH F WUH RUJDQ'

4)1QF OFDUHD LQWAHH\WLUEN OILIW LLVDXQFRRODEH @ IIRBUGPLONL
computerizate (datelor informhatF H D VLVWHPXOXL VDX UH HOHL LQII
LQIRUPDWLFH D FDQDOXOXL VDX VHUYLFLXOXL GH FRPXQ
larg sau au fost descoperite ne®jFLW GH F WUH R UJD&3td CuHoSGUH SGNH.SMR
LQIUDF LXQLL

1IQ GHSH@GH LDV YWD SLF QDOHWD SDRFHVXOXL SHQDO
SHQDO YD vQMWWH SEH QXGHP MARJ M XS HQWSH F L DiGpdciicel LQYHV YV
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Mijloace€ficiente vQ Oci8nthDalitateD VXQW HYLGHQ HOH FULPLQDC

VLVWHP WLLQ LILF DUJXPHQWDW GH IL[DUH FODVLILFD
UHIHULWRDUH OD SHUVRDQHOH L RELHFWHOH FH DX LP¢
clarifLF ULL FLUFXPVWDQ RORUIPBPD]XULORU SHQDOH

1Q SU hoigaqelate drept nu dispun dgeo ED] GH G D W Hpiivid@iviburai@ L ] D \

operatv. VQFDX]HOH GH FULPLQ QML Ve2WH 1320 IIRU VB HR HD D
informaionale L DQDOLWLFH D RUJDQHORU FDUH HIHFWX$d]
UH]JRQDELO FD R DVWIHQ G IR fBitreR BYHH 125] FRQ

toate operaL XQLOH GH SODW HOHFW URR@UitE), IUDXGXORDVH
conturie EDQFDUH WHOHIRQLFH HOHFWUR BRERG®I UBDULHX
informatice, inclusiv ale victimelor, dauffer L SHQWUX OLFKHILHtWHD PLM
persoanelet PSOLFDWH QIQU DF HXWH
DGUHVHOH ,3 SULQ LQWHUPHGLXO F URUD DX IRVW H
V YikdJ i ascundere anfUDF I( X @urbhe ale servereloi sisemelor informatice
utilizate la gestionarea centrelor de control abtnetuluj la U VSKQGLIbH I YLL
DFFHVDUHD QH D X \EiRahppk¥ateDalte@)t R U P D
numele de domen XQ LU GH F®ddledpumidilunel aBirbsd IP numeraderente
unui server conectat permanent la Interna® sie X ULORU XWLOL]DWH
comitereaLQIUDF LXQLL
numerele de telefon, adresele fedor electronice, conturile din softurile de comunicare
UDSLG DGUHVHOH 0%$& OB YXIQO\MGSRHWWYXHORBUUHFW
viru i, botneturi etc.;
subdiviziunile organelor de drept care au efectuat invesliganstiiu LLOH GH HJ[S
care au examat sistemelei re elele informatice.

3H OkQJ GDWHOH WH[WXDOH |IRU Pthikerei posililiaida d@ H C

asalvadate HGLD WH[WH LPDJL Q hudio@bcdriénteWlebinice d& briceHgen:
spre exempluij iere de tip log ale dispozitivelor deea i ale sistemtHORU LQIRUPDWLFF

video i imagini foto de la bancomate; captde ecran efectuate cu produsele progrdestinate

pentru comitereal Q| U D F copliQaleL documentelor scanate al@roplor; concluzii de
specialitilor i experLORU vQ XUPD HIHFW expdrtizelér JugiviakeD ¥dpiede O R L
produselor programdestinate pentru comitered Q 1 U D Fi lak¢ @adurilor; copii offline ale

paginilor web; chei electronice certificate etc.
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Utilizarea unor astfel de date va permite identificarea conexiunilor dintre infrac
V YKWH vQ GLIHULWH ORFXUL VWDELOLUHD iQiHudmstaxd,) L OF
FKLDU vQ ED]D XQRU VHPQH PLQRUH

'"HVLIXU YD lirefpeckaleFRQGL LLORU SUHY ]XWH GH /HJHL
cu caracter personft43] IdelLegea cu privire la registi@44], inclusiv cunotificareala Centrul
Naional pentru Protec D 'DWHORU FX &DUDFWHU 3HUVRQDO D ED]H
XUPHD] D IL SUHOXFUDW XQ YROXP PDUH GH GDWH FX FD

ORGHODUHD HOHFWURQLF VRO X PLLEODEdaENMdghte dBeHaddizaw
FULPLQDOLVWLF D XQXL RELHKRW. FWP DYKPR & 0L iMBIEKX P L C
SXQHUHD vQ DSOLF Didf eririnaNsddiaxun RiketEnRMogity dvivisat.

9HUVLXQLOH v@nitoDihfondticg! UD F

3ULPXO VDYDQW FDUH D DERUGDW SUREOHPDWLFD DS
UD LRQDPHQWHORU ORJLFH D UHJXOLORU GH HOMDEmRUDU
vQ DQXO v Q\rt@ deBdoekiiH ) MID FOLX QLL [A.pOMMJJLOH ORJLFL]

Variantele posibile v@DUH LQIUDF LXQLOH L vVPSUHMXUWQUEDPHD
GDWHORU GH LQXWH OD R DQXPLW HWDS DBritintmhite/érsioM D U F
GH XUP ULU[BHp.28#DP DO

9HUVLXQHD FULMQL Dx@ihBaistelui autonton M.* KHRUJKQVHDPQ
H[SOLFD LD YHURVLPLO UHIHULWRU OD QDWQAXID LRWDEC
PRGXO GH FRPLWHUH L iDARSIRODLGH YSMRVYLAWHSDBRIELOX
cauzelecare aulDYRUL]DW V YkU LUHDSHQGWMHDXQDIG PE RRPAW U D
322], aceatafiind o teorie bineH O D E R UViD B\Eri@ur@listic [245, p. 4]

IQ PRQRJUBBWXULOH 3HUVRDQHL sa@nt@ WGRdADW PbléaX O
YRUEH WH L GHVSUH QR LXQHD SUH]JXRQIKQ GHWIDBX YF
B3UH]XP LD GH IDSW HVWH R JHQHUDOL]DUH DSOLFDELO F
DQXPLWRU VLWXD LL WLSLFH 9HUVLXQHD OD UtkQauxi®e HL
ILLQG vQV PR@BRGHKWQ ARELUGHKBDWDQ HOH246pX123. FRQFU

$ bGbU DFWLYLWDWHD GH HODERUDUH D YHUVLXQL
SUHVXSXVH GHVSUH IDSW vQ DQVDPEOX VYHUVLXQL JHQH
cercetatdversiuni particulare)247, 10, 9]

'UHSW XUPDUHHUG HA® IGWIDX ObfXrQdtieeRVWUXFWXUD GLQDPI
IRUPXODUH D YHUVLXQLORU GH F WUH RUJDQXO GH XUP U

1) cercetarea tuturor informaor relevante DGPLQLVWUDWH vQ FDGUXO X
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2) stabilirea circumstansi/circumstarelor necunoscute;

3) identificarea i unificarea problemelorn situaiilor;

4) formareabazeide factoa versiunlor criminalistice din informaL.D SUREDWRULH
J U X S D Wil circ@mistagelor nestabilite;

5) formarea bazei teoretice a versiunilor din sursele de infarmeaplimentare (spre
exemplu:dateledespre caracteristicile criminalistice ale acestei categorii de infngcexperierna
SHUVRIQBROHFWLY il@ FcBl&paatdriloner)t

6) formularea versiunilor cu ajutorul bazelor fapticéeoretice.

Pot firelevate FKWHYD VXEVLVWHPH[8QHIMHUVLXQLORU WLSL
, 9HUVLXQLOH FX SULYLUH O@! UIDHIFDMBHDBMWF HSLVRG G

1) Versiuni generate
aavutlocoinfracLXQH LQIRUPDW Lé&le coQuridate BeXdeMIWVIRQ
a avut loc o infracLXQH LQIRUPDWLF vi) ®DRM FERESGH P YW B QG
denun WRU
- D DYXW ORARPOM VLMWKB B FXW L OL]Dtg eldéor\infovhvetidd? H O R U
- D DYXW ORF R vQV FuhQribbratide. XQHL LQIUDF
2) Versiuni particularecu privire la:
- SUHJ WLUH DA R P nhtxehidet
- PR GDOLW Drihiftda ivhiiY k U
-V Ykdad infracLXQLL GH F WUH XQadUX@LOGH SHUV WR@H FSKRL W
infrac LXQLL S D ile\WdtribXid olurilovy

- caracterul instrumentelor mijloacelor utilizate;

- ascunderea urmelor infrawanii;
- locul comiterii faptei;
- timpul L VPSUHM X UriiUL@IK D/F YLKXJQ L L
- S D UWL FeXdorbpdritaviientului victimeial PDUWRULORU RFXODUL GSK®@
comiterea infragunii.
II. Versiunile cu privire la dérite episoade alé Q | U D infarQitedV YKWH GH FiWUH
grup criminalorganizat:
1) Versiunireferitoare la aria de aane a grupului criminal organizat:
- v QoNboalitate din R/;
- vQ GLIHULWMHR®RFDOLW
- petertoUL XO D G RXulty/daxe.P D L
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2)Versiunice LQ GH LPSOLFDUHD JUXSXOXL FULPLQDi@aRUJ
altor infraciuni:
- FDUH GHMD V Hdta@iveHdtaVdad kegionptGH F WUH VXMAGLYL]LXQL
- FDUH GHMD VH LQYHVRWJIEK® D |G & K & -INMARYBEGWR BXOUWD W X U
- DOH WHR@H vQF QX DX IRVW GHVFRSHULWH GH F WUH R
- GHVFRSHULWH ¥Q DQLL SUHFHGHQ
- QHGHVFRSHULWH.vQ DQLL SUHFHGHQ

[ll. Versiunile cu privire la componea i caracteristicilegrupuluicriminal organizat:

identitatea organizatorulua,autorului i complicilor, precum L ORFXO DIO ULL DFH\

- PRPHQWXO FUH ULL JUXSXOXL FULPLQDO RUJDQL]DW

QXP UXO PHPEULORU DFWLYL

speciai WLL FDUH SDUWLFLS QHPLMOR FdlaN i re@le®timdrhbtice. 0 G

IV. VersiunileFX SULYLUH OD HWDS$DDGHhri®agieet) WLUH D

- referitcare la obinerea (procurarea, crearea) sistemeloe elelor informaticea mijloacelor de
comunicaie, atransportuluiasurselori modaO LMORU GH SODW da W,UDILFXO

- referitor la influenarea participaiior la proces vQ YHGHUHD VvVPSLHGLF ULL 1

precum i consecirele acesteia.

V. Versiunile cu privire la existea altor surse de informa probatorie r©O HYDQW QHLGHC
anume privind:
- existena martorilor oculari i a altor martori ai L Q | U D Feekckt@téshua DOWRU i DFW
infracionale ale grupului criminal organizat ORFXO DIO ULL DFHVWRUD
- existenD +vAWUDQXPLW ORF ed €b OQidtdmy! inf@mati¢ v X UW d&/ R U |
informmLH HOHFWURQLF iudi; XUPHORU LQIUDF
- existenD OD R DQXPLW SHUVRDQ advcenéRéldd @IBVidnt® pewtrd judtd O
soluionare a cauzei.
VI. Versiunile cu privire la circumstagele (cauzele L VPSUHMXU ULOH FDitkeBl DX
infraciunii, i anume:
- referitoaela creareai activitatea grupului criminal organizat;
- FX SULYL Uitea@ltor sateghrt) de infraani.
3H OkQJ VYHUVLXQLO Hup& hhéi Lpot frainirdit® D @isiuDi legate de
personalitatea infractoruluide circumstanHOH vQ FDUH D IRVdY PFERPRMD
prejudiciului cauzat etd248, p. 624]
8UP WRap HrBsupuneYHULILFDUHD YHUVLXQLORU iwmiDdeQ WL
XUP ULUH SHQRcunildr pEdak de iMvestigh, L FRQVW vQ
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-GHGXFHUHD GLQ ILHFDUH YHUVLXQidnileiposthl€ DOLVWLF

- luarea deciziilor tactice;

-rHDOL]DUHD SUDFWLF D SODQXOXDRHKWUIPLUGDNWHGCRQ IO
LQILUP YHUVLXQLOH

- aprecierea tuturor probelor administrate,Q E @hDluziilor referitoare la caracterul
autentic sau fals al versiunilor verificate.

Specificpentru SURFHVXO SHQDO FX SULY L U hhfdniatideH W@ HNHDL
UHVWUKQV HVWH IDSWXO F vQ FRQIRUPLWDWH FX SUH
SHQDOH QX HVWH QHFHVDU SOKQJHUHD SILHDIGOFRELGUBRY
art.185 IQF OFDUHD GUHSWXOXL DVXSUD RELHFWHORCP GH
'"HFODUD LL LQWHQ LRQDW IDOVH vQ GRFXPHQWHOH GF
intelectuale).

Pe parcursul anului 2017GLQ FHOH GH VHVL] UL FX SULYLUH
LQIRUPDWLFH D IRVW GLVSXV XUP ULUHD SHQDO vQ
UHIX] vQ SRUQLUH Iy @da&iril43ro) Sge @@iuHunor pretinse fapte de fra@
LQIRUPDW L°EP); D @ tszuri (36%)+pemotivul vVQF WIHQYLRODELOLW LL Y
DUW &8 FkWH KIQV HDpe motivul vQ F Wreptului asupra obiectelor de
SURSULHWDWH Li@B)XpemotivulPadric Dddivpungr vQ FLUFXOD LH D F|
D DOWRU LQVWUXPHQWH GH ISE@ewotivid &aaesliui DOWJID O &3D LQ
FRPSXWHUL]DW DUW &3 ORWLYHOH FDUH DX VWD O
8 cazuri (57%) +F IDSWD QX VQWUXQH W Hv & @ruk BEAMHFOH LIVQN U DR
FLUFXPVWDQ H SUHY ]XWH GH OHJH FDUH FRQGL LRQHD]
SHQDO L FPIQX H[LVW IDSWXO LQddDOF vQAED]D$BEW R
SRUQLW XUP,VXOMDHBRDVO vQ $QH[D QU249].GLQ SUH]JHQWD

24 0 VXUL WDWVWUPWHJULAHH AHRENSYDFROHORU FD UrsfesaP SLF
F H U F HnifvadJilinilor informatice

$S UXW OD VQFHSXWXO DQLORU WHRULD vQYLQ:
FULPLQDOLVWLF L HVWH L QF®RMWSIIODWD E FXeRbbhread B Q
FRQWULEXLW PDL PRekiLiBEOUPQDOL WL 5

$FWLYLWDWHD RUJDQHORU GH XUP ULUH SHQDO GH
LQIUDF LXQLOdésaoN@M FHRIPLRBIQH FDUH DX DQXPLWH FXQR
GHSULQGHUL FUL BUMinOddle $p¥ccRDUDU V YkU LUHD LQIUDF
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SUHFHGDW GH R SUHJ WLUH PLQX LRDV 1Q Y LaraMitoww H D
FHUFHW ULL UHFODP GLQ SDUWHDa RHORQHORHWF GIHOKUEG H
VQDPWHVWULHcawWDEWLBKkQGXO HL UHSUH]JLQW XQ VLYV
SURFHGHH UHFRPDQGVULQME pKRE HEODWIDWHH SH GLVSR]L L LOF
SHQDOH L SH SUDPWL B@QFORMHYIPHQLW V DVLJIX&H H
p. 266 DFWLYLW LL RUJDQHORU W HJLGUHBSSW HQRWLP@ MDD R H
DFHVWRUD vQ LQVWDQ D GH MXGHFDW LQkQG FRQW GH
IRVW HEOPL 291]

8QD GLQ VDUFLQLPH BHNNEIDDiICIh®rhatice este stabilirea tuturor
circumstanH O R U i infredJiunii. Totu i la realizarea acesia deseori se opun persoancdee
doresccainfractorulV. VH HVEBKILOYB]H VSXQGHUHD SHQDO

I1IQ GHSH@GHH D FWRQIAL ARG IHD]REVWDFROHORU ufed H S
QRUPDO D SURFHVXOXL SHQDBO, DE3iVWHD SRW IL FODVLIL

1) obiective care apari ac LRQHD] LQGHSH @ Gé¢ispdiei Gspre ¥ekkemQlu,
condiiile meteorologice nefavorabile, care favorizatdistrugerea urmelor infraianii);

2) subiectivecreate GH F WUH | SWXLWRU GH F WUH DOWH SHL
idegre HOLOH RPLVLXQLOH RUJDQXOXL GH XUP ULUH SHQDO

3) relativ obiective carenu depind de voilD DQXPLWRU SHUVRDQH vQV
F WUH Dxépewehrhiu pot fi invocate S D U W L keXdDppttlkildf de stocara datelor
electronice, carstau la baza distrugerii informeei.

7 R W R @pedimentelecareaparla investigareaL Q | U D F doxXiQelSIRRNWJ IL FODV LI
legale (dreptul E Q XLW X O XL de@Yil @xdedddbO X GUHEWRO GHJD vQDLQ
GHPHUVXUL OLE&EVOXUWSAERIGWE ¥LDQ X O WKHOSHIQrHAlsE, Lobligeld- O D L
RUJDQXOXL GH XUP ULUH SHQDO G Hildgale (dddlarblilé falsy e V L
PDUWRULORU YLFWLPHL ,&btOGiHY GHpBECekempubefuddt QecaXda O F
declaraii, i camuflate vQ FDUH VW \WIHHAWEDVE de a contribui la stabilirea
DGHY U X O Xdisghibiktdda de a acorda ajutorul neceBaU JIDQ XO XL GH XUP UL
intenia saDGHY ddtbdé a drect RQD XUP ULUHD SHQDW@Wmpsdimditelek UV
camuflate HSUH ] IFXWSHU L F XedtRRWJIJBQXO GH XUP ULUH SHQDO

De cele mai multe orideclaraLL IDOVH VXQW 6 HBEXWH (&%), HD et i\

YLFWLP VERMHDUM WEHIDW RUHD] VWU bwshitHaleseHE HGIH W B
LQIUDFW R Uilor SR Vardewn® L \Bpecificulii infraciunii investigate [80, p. 26] 1Q
PDMRULWDWHD FD]XULORHRE QXQ WXG &b hERENEMIOtih WORW v
domeniulTa SHUVRDQHL FDUH vO DXGLD] XiD#®/sewvd rdzenta@reptD ] L

87



R SHUVRDQ LQVXIL pdanHuQillizated sistEnDrEIbf@matice sqentrua avea
intenii infrac ionale.

6SUH H[HPSOX $S UDUHT® aplD BDTUUHROL D @ JX DR LU B/IQQ FE XOE I
de complement al prezulthHL GH Qdl FR@QRWHVWKQG LGHQW LLI LIFDRIHD
SUDFWLFD IMX\GH F&AB W XFFHV GRDUY JHY LAL VXH OF WstdneSaJ D F'
U H DlorlsétiewWLL GLJLWDOH PDL FX VHDP vQ FDX]H@H I VEXW
exclusiv pe baza probelor digitale incriminatqgmeelevate din sistemul informatic al suspectului
ori inculpatului e exemplu,IRWRJUDILL FX PLQRUL viQtelL SRV W D PH D\GH
FRUHYVS X @ tliMialdspectelgrivind un eventuakontrol de la distan DVXSUD VLVV
informatic ori privind viru ii existenL FDUH DU IL SXWXW FRPLWH IDSWD -
vQ FDX]HOH vQLHDUGIBHBBKMHIAL Q Xdélalts\prbcEde® [8datgirdonim
VXSUDYHJKHUHD RSHUDWLY GRFXPHQWDUHIXGLW RLQODXQ® X
OHJ WXU FXltel® SiMdde menite a0 SODVD SH LQFXOSQiReddD V
comiterii fapteiori a proba distinct fapta sub aspectul laturii subiectiv® aF X P R, Healid] F
PDQXDOHOH GH EetctdreantitdcRWQEORQ GH FULPLQ@2BD h\VH W H
253, p. 162]

Scopul cererilorial GHPHUV XUWLORY W5 WLL Gd¢ dinkpuneQersikbdaly H
SUHJHQWKQG IDSWHOH VXVSHIiFWROWRIE BWXIS U QEPRQRIEH Q V
XUP ULUH SHQDO FX XQ Ydperl aribzdrienta.HDohik&winariea acestora,

v Q Y H Gdiitefl Bau respingdérlor U {8 Hnult timp i sustrage organul de drept de la
DFWLYLWDWHD GHHEDP DOM) 3W WRARMMENE utar€@organuli GH XUP UL
S H Q D ®ter@ikblogie, precumi prin procese XWLOL]DWH vQ VLVWHKRKeL QIF
v Qcest scopdemersuri cu privire la efectuarea diferitor expertize.

S$VFXQGHUHD XUPHORU LQIUD 8odr>anL distrigénaaHifoxnaiei U L V
computerizate va@elaL VFRS SRDWH IL HIHFWXDW EORFHDLUH® NBC
XUP ,idctorul vaoriental Q Y HV W L-3 Dirddielyres Q@54, p. 3] SFHDRMW R G H\
cea mai p&J L F X ORDQ/W UQ | B D FiWdatd x&sca identitatea prin modificarea datelor din
registrele electroniceprin schimbarea adresei IP, precuma pachetelor de date, fiind create
astfel,probe falsg71, p. 152]

Orice nedescoperire aLQIUDF LXQHLGHQWLILFDUH D | SWXLW
L Q 1 U D F W RIitdHition¢ lactivitatesar SUDFWLFD QHJDWLNO WD JS hhéldRaW HD
QX WUHEXLH O/D Oirai@R 1QVU D énaloyiceL

Influen DUHD DIFWIGH WUP ULUKISBDE MXQIDWRUVQ GRPHQL
DQDOL]JHL GH lteidyWild80 pl B2,25b, p. 146]
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- de a prezenta infrat XQHD IMNVY kKGU HISYL. VRDIWWAHWV RFLDOPHQWH- QH S
SHQDO FRPLY GLQ FXULR]JLWDWH
- GH D UHGD IDSWD FRPLVVQGNKHS\W W RFORMEHRHIFIAQL R QB O
lipsei unor cunotin H DSURIXQGDWH D | SWXLWRUXOXL vQ G
$S U Dpinlibvocarea nepriceperii utilizatorujus LQH V SUH HackEsBau@ avut-
intenia de a pune la dispo® materialele ilegaleGHVF UFDWH SULQ VLVWHF
fi iere[256] I F nua W L XphbgFamul de partajare punea automat la dispoi véa UH
GRFXPHQWHORGHVF UFDWH
- GH D GHPRQWMXA\WQU WK IDBAWXLWRUXOXL VXQW UH]XOWadW X
IRVW YWHW[FOXVLY LW QWHUHVXO VRF
- deaconvingeRUJDQXO GH X WPonkktithkta pet<pan€l suspecte, daréel ca i
acestadore WH V.. VWDELOHDPD@RQNGNR-YIQIPRQILUPHaQHYLQRY
- GH D GHPRQV W tkBcr&dit BV ISGIIUWHRD QHL FDUH HIHFVWXKBIR|U LXQ
ei de a stabili toate circumstahe cauzei;
- GH D SUH]J]HQWD VXVSHFWXOU B /ditBe\. R H YeRRaf4\dPabil® a
circumstarelor cauzei;
- GH D DUJXPHQWD QHFHNitowadiwiHmocesuBlE&E WX YHG HDUGHDD v Q
procesului penadpreun punct mort;
- GH D DUJXPHQWD LQDGPLVLEL QubiWimxMsh ProebsHafe)extr) td. D (
unelev P S UH MeX\WU YkiUinfrac LXQLL V U PkQ QHLGHQWLILFDWH
- dea crea impresia incompeten SHUVRDQHL FDUH HIHFWXHD] XUP Ul
D E Li@rndé/acercetaR FDX] FRPSOH]
- de a crea opiniepublic pozitiv despre suspect.
La cercetareanfrac iunilor informatice FHOH PDL U VSKQGLWH IRUPH Gl
sunt[255, p. 146]
1) 7 LQXLUH uniiL Q U ddbelor IQ MXP WDWIE d& LQ | FDFXIU
informatice L QIU D FWRR ddntentvdz€&tuxile pecUHDUHD REVWDFROHORU
L FHUFHW ULL VXSRUWXULKIR H GGHF W W R G D ebirgi:QiuQsHRINERD V
suporturilor respectivepentru a creampresia la examinarea acestor&d& QX D IRVLW V
infraciunea.
Una din cauzeleU H X D ¥W\M i delopdunere a rezisten contradescoperir infrac iunilor
informatice este late® VSRULW D DFHVQIRWD.RRM@EHSECiLhildinGibimeniul
IT, precum i datele informatice pot fi wr depersonalizate. Totudatele informatice nu sunt
OLSVLWH GH DQXPLWH VHPQH FDUH V OH LQGLYiuBXDO
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| SWXLWRUXO vQWUHSDER BB VWeHIQ & HRWDBWGMN FBEHUL
p. 161] Baza informaLRQDO HVWH IRDUWH FRPSOLFDW SHQWUX |
L GRDU GXS DFHDVWD SRD&VH IL XWLOL]DW vQ LQYHVWL.

2) 1QVFH @D%W)HI2le maiU V Sk @G VW H@azulile de crimin® LWDWH LQIF
sunt:

- VLPXODUHD IDSWOOORLIFVWQRUPDDW vQ UH]J]XOWDWXO X
persoanele care aveau drept de acces la ea;

- virusarea din neatehH GH F WUH SHUVRDQHOH FDUH DY&DX
CRPSXWHUL]DW

- defeciunea suportului de stocare a informea electronice, sub pretextul unormotive
independente de vom persoanelor;

- imitarea unei alte fapte prejudiciahilpentru a susage atenL,D RUJDQXOXL GH XU
[71, p. 152]

A+DFNHULL" FDdhmcdDX PERIHW.RQDOH PDL EXQH GHFkW
informaticic SUHIHU XWLOL]J]DUHD VQVFHQ@ W. QORYUDDPIW ¥QLXQHC

3) Formarea ung opinii publice favorabile infractorului(3%). Aceasta seJ HD O InyH D ]
doar prin utilizarea mijloacelor tradi RQDOH GH LQIRUP D g ieleviQurieD Ndio)S H U |
dar i prin publicaL L vé&audliRternet. Ea este D U D F WpErsbaneWilcBe H vVQFDOF UH.
exploatare a sistemelarre elelor informatice.

4) Inffluen O UHD GLUHFW D RUJDQ XO(X%). @tdangle) Be WteptHsur@ H C
VQYLQXLWH SH QréebGuiblBoN der €en@id, Y HIHFWXDUHD GHIHFWXF
penale L DOWHOH 'H UHJXO Shed WRDWH B UQH BRE WEL\ON
SURFXURUXO LHUDUKLF VXSHULRUetc.O Bgalthie&g HEMENRIBIX O
FRUHFWLW XG L QitthiDor ipridddsivdli® WQ LL O A Hal répre2¢Qant al organului de
XUP ULUH SHQDO FXQRVFKQG FDX]J]HOH vQO WXU ULNkaGH
fi, PDL FRRSHUDQW FXi &Dadcéptd Dnab & propunérile acesteia referitor la
G H \iarea procesului penal.

5) -antajarea victimeiare loc prin vVQFHSHUHD FRQWLQXDUHD DWDF
resurselorei informatice,prin U V Sk Q G L U Hilbr dogfitlBnihke Rlespre ea, carear putea
afecta reputéa.

IQ FD]XO FRGVWDIW HIDS U WU D GRIRW BH F WUH RU
SHQ&east FRQVWRWWHH YHD G R HI&QnalbuMtaz, avocatiel Y D tB U
RUJDQXOXL GH XUP WDNHWEBDeDEcE MKIH W FH U Hnise USKQL OBID
momentulfavorabil pentrueaGLQ SXQFW GH YHGHUH WDFWLF FKLDU ¢
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FDX]HL v@Q VBGRDIQULL ORU SHQW aobiie oséntiny e dchitdie &R 8D U
VOQFHWDUH D S2BBFpH IBHIOXL SHQDO

SHUVRDQHORU FDUH FUHHD] R HiMWDGEIR®E K LOD UHDI FHEW & [
domeniul informaLHL FRPSXWHUW Lt DW Hv QF LQ@M43%, martori Siu
Y W PRBWH DS U WARW,lali participani la proces +10%), le sunt caracteristice
XUP WRDUiHSD,i. FIDO LW

- au unnivel sporit de rezisten OD VWUHYV
- SRVabiitatea GH FRQFHQ WiildiliceH vQ VLWXD
- suntfoarte critic vQ D SéaRimaIHLORU DS UXWH

- suntechilibr D emoional;

- suntVLIXBDYQF L Wntele@udleO R U

- auunQLYHO LQWHOHFWXDO vQDOW

SULQWUH SHUVRDQHOH FDutateé av pr&cestiGi Lpenal ESMiflact@uH V |
DS U WRUXO DFHVWXLD UXGHOH | SW XdeMbRridIX €arelau @iddréa\W
GH D QX IL U VSIlk@&lé poatd aecklihiginepie exempluyQ LXQLH KL
aureuLW VLQREDFFHVY OD GDWIHr® H 360000 GIX pdrsodde] cEda @d-a fost
confrmat rtHFHQW GH F WUH RFREOUDERUDBVQ BLL H @@dprd ac@sXfaptX L
organele de drepimp detUH L V S t¢e&& @éxpus clien la prejudicii i mai mari)[259].

Este pecific IDSWX®@ XOWLPD pénitWlLRING® & AFKWAKOWDWH vQ SUH
obstacolée v @westigareainfrac LXQLL VXQW FUHDWH GH F WUH SHUVI
$FHDVWD I Hackeer Iddrg sunt pispui V. H[HFX® W H &Qid&@itdte, anumite
m F UL vQ ,lM@QWHURHHWYH BDWW DUIHULL OD U VSXQGHUH D DOW

SULQWUH LQVWUXPHQWHOH XWLDLRDWHQ RO XEUE B UHDP
caracteristie L Q | U D F ihfoti@Qdtica Rudemreleva[255, p. 146]

- produsele program utilizate la comiterea inflaX QLL FDUH ,QeXte@DngtanX U P

L VDX FULSWIiH[?], pl6],I1R \pPI5354, 213228];

- softurle FDUH IDF LQDGPLVLELO L<aud QtiNzarndaE® sdrvBre S H

intermediareatunciFkQG HVWH LPSRVLELO[11GA 58/ B7XP.B36HD XU

- programée care vQ RSLQLD LQIUDFWRUXOXL QX SRé&vVdelL L

securitate;

- remailersurle FDUH UHSUH]LQW FDOFXQORWRMBJARQHHD |S UFL R

DGUHVD HOHFWU RQ WH UK Q0D VGRIDVWH. @D[B7 HO596]G HV S U |

- datekinformatice S V W&JdBAH[73, p. 63, 11, p. 156]

- manevret de distragere a ateai (de exemplu, atacueicibernetice);
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- alte SRVLEHLWIHWQLFH GH) W D fXdi@td chiversemetode i mijloace
(cum arfi situtaLD vQ FDUH YLFWLPHL vL HVWHielL&#HpRQY F
infraF LiX\Q YkdJ)DYKkQG vQ Y H GilphateafeDtS&fgutain). F
Metodele i mijloacele devQ Y L @JékldtehHL RSXVH WUHEXLH VHGHFW

caracterul i specificul obstacolelor] Q O L W H U D \ehtouDdebberhbka@ctivit  Lokganului

GH XUP ULUdenaeGpey QY LlLQIYRPSRWULYLULL OD HIHFVEXD UH]
folosi L GRL W HeutPakiz@réa oBstacolelof260, p. 75] L @\H Bea obstacolelor[261, p.

77].

'H Sirea obstacolelor v (tercetareainfraciunilor informatice presupuneealizarea

XUP WRDUHQRRJ 2681 L4B]

asigurarea confideh D @ laVwolectarea informdlor despre L Q | U D F ARXR)LI/@espre
susped, despre aciunile procesuale planificate sau realizafg62, p. 236] (prin
OLPLWDUHD LQWHU]JLFHUHD ecataQriiemat & sidteiGatoF RiQriddtice U L |
constituieobiecul LQIUDF S§X¥ DQLFR QW L @ &nibrig A actineiWwdniy_a\u atrage
atenia la investigaLLOH HIHFWXDWH SULQ SODIiLpioEd3uild,D B U R
VQFkMhil®fa GH SHUVRDQHOH FD UiRveSigaior GLfieXIOH D OG DD\
XOWLP LGWWQCHIHFW XIDUWHDU SHOFKHEALF ULORU vQ SHU!
HYLWDW D SRIHRH@rtorior; prin supunerea unui controlypermanent a tuturor
mesajelor electroniceexpediateGH F WUH VXEGLYL]JLXQHD Rpe ERzZHIH]
prin stabilirea defe XQLORU vQ VLV WH P X Oie@ sistdrrefeUrnfomviativet-aled L
victimei, precumi apericolebr DVFXQVH vQ VLVWHPHOH LQIRUPDWLF
colectarea datelor despre persoanele care au acces la docurhel R UH SRW vighW UH
vQ YHGHUHD GLVWUXJHULL SUREHORUL RIXITHFX®W RAdeX & UG
YD WUHdeLF KW POLQ S XQ iRdedpe investigie efectuate i persoanele
VXVSHFWH vQ DFWHOH SURFHVXDOH F® #HIBP, YopetatoliLdeS U H
telefonie etc.);

stabilirea informaLLORU QHFHVDUH SHQWUX SRUQIiLpéHBrcuksulP U
procesului penal;

identificarea s VHORU GLQ FDUH SRW IL GREKQGLWH SUREH
SODQLILFDUHD HIHFWX ULL P ViKk WMORIWH SAS BH WLHD @ifrii G H C
infoorma LLORU FDUH SRW IL XWLOL]J]DWH OD «xé€célafea@ddwud D L
Asemenealatesepot referi la personalitatea infractorulla,persoanele care patordaajutor

| SWXLWRMUXQXKRUPD DIFOWHLWSHALYQDRGQLILFDWH igSdima&tic8Q) H L ¢
p. 154}
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- colaborareaofi eruui GH XUPUH SHQDO FX RUJDQXO FDUH HIHF'
investigaii, orientarea acestuiavQ S U Lifdr@aibor FDUH WUHEXLH V 11
monitorizareacontinu  Dxctivit L L ©Ovétificareacorectitudini informaiilor prezentate
[263, p. 240]

- DQWLFLSDUHD SRVLELOHORU SLHGLFL FDUH SRWaDS
comportamentuli infractorului [264, p. 190] planificarea i1 realizarea anilor de
] G U Q[9Fadddstora, inclusia PV Yotdde ordin tehnic (identificarea softurilor specjale
destinate pentru prevenirea accesului neautorizat la infiesntestalarea filtrelor);

- planificarea L HIHF W X D WdHD ®HF WRlt¥sibg¥acolelor deja existente, cu implicarea
VSHFLDOLVWXOXL vQ GRPHQLXO

- organizarea L vQWUH S UDQEHWRHD VRS UHSWDWH vQ YHGHUHD
HIHFWXDUHD XUP ULULL SHQDOHH UWWHKEX IGHY FXXSP QD V |
FRQGXF WRXQ@DXRWBEFUXSXOXL[26FIpXWUa ULUH SHQDO

- HIHFWXDUHD FRQFRPLWHQW D FKkWRUYDQ@ WEKK&HUSDR FR
existenei cazurilor de influermre Q H S H WaPdnyajalor organelor de dreptL DQLKLO
acestora, identificarea surselor de inflaea, stabilirea scopuluii sarcinilor acesteia,
infiltrarea unorinforma LL IDOVH FX SULYHIS GCDQ DIRWDWIHVGH F W
uneim VXUL SUHYHQWLYH PDL VHYHUH

- HIHFWXDUHD UL GiLdispo4itiielvr infornidtle¢uiRate la comiterea infraiwinii,
chiar la etapaLQFLSLHQW D SURFHVX®XP Séhtd PH @AM DV W B UI
apariia i efectul negativ al aftacolelor la investigee [266, p. 167]

- colectarea probelor suplimentareUJDQXO GH XUP ULUH SHQDO ieWUF
VSRULW LGHQWLILF ULL I SWXWLQV R D XXX IF KOQHDeQuUhs\BHY 5 R
simpla prezen D PDWHULDOHORU LOHJDOH W@kQGYVWHPSHIFW
LQFXOSDWXOXL F DFHVWD VH IDFH YLQ RNUligddtarde P L W\
DOW QDWXU GREXWIE)HIRUPDWLF

IXKkQG vQ RROMiasitatdeDL. UDILQDPHQMLX G HD F\B LURHM-FE W
LQIUDF LQERWOAROWLFH P VXULOH GH vQYLQJHUH Dio® Flal VW F
FHO P Driivel, @IDu@livarea operanilor tactice[267, p. 295]

IQ DFHVW VHQVmulBHoriF HWVAVHP DQHFHVDU  XilwrLt€hbit® bl¢I D
sistemelor informaticei ale produselor prograrpentru blocarea accesului ilegal persoanelor
interesatda infforma LD FR P S X \U HUL \\Bl&¢ @fothtdtice.

Operaiunile tactice, specifice acestor categorii H& | U D, Bumif8@ . 165]
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- ULGLFDUHD SXUW WRUL @G RunpGterizt®@WRF DBIH W XUQ | R X PALC
V Y itdfaptele ilegale;
- VQDLQWDUHD D F Kgudiekda deedppX L W X O X L
Autorul rusN.A. Ivanovmen LRQH D] @lidiv Sligitdl “ Ai anume despre activitatea
VXVSHFWXOXL OD FDOFX@iOnivee Wniv @17 BRIIDG W X BDVGHQR W
IDSWXOXL DEVHQ HL SHUVRDQHL E QXLWH OD @Rifod@ V
LQIUDF QRQBX vQVHDPQ F SHUVRDQD UHVSHFWLY QX D
SHUVRDQD SXWHD V QX DSDU vQ FDOLWDWH GH H[HFXW|
DFHVWHLD vQ FDOLWDWH GH RUJDQL]DMHR P RETHU QK V \IJ Lt
VHUYLFLXO " LQIUDFWRULORU GH H[HPSOX PLMORDFHOH
RUJDQL]DWRUXOXL LQIUDF LXQLL V LQ VXE FRQWURO
FRPSOLFLORU , \&HOMH VGi4DiriNgiE ] partea lor a unor semnale urgentd V
elaborezevQ ED]D DQDQG]HID @QROH GH ULJRDUH IQDLQWDUHD
] G UQLFLUHD HIRUWXOXL R WéRgeXWOLE GOIL XJFPHYLU KOS H@
GH D LQIOXHQ D VLVWHPXO SUREDWRULX vQ IRORVXO V X
7RW PDL GHWk@X XRFLUHIHULQ O/l AW OYHDX OSG LW WX
PRPHQWXO V YkU L& Udcrau Qé¢UD Ealeua@iul personadag se foloseau de
telefoanelePRELOH SHUVRQDOH VH DIODX vQ SHULPHWUXO GH
FRQHFWDX OD UH HOHOH LQIRUPDW kRHUSIDICH \D BRO\CR UQ] DO
$FHVWBate finumitADOLEL Gasem#m&a@azub@DQXO GH XUP ULUH SH
efectueze VQDLQWHDGE HL AWQRRMDWWDFWLF GH DXGLHUH D SHUVR
SLFL RUJDQXO GH XUP ULUH SHQDO XUPHD] V VWDE
E QXLWXOXL vQ PRPHQ@WMD KNV LYK@LL L VLVWHPXO HOHFW
| FKQG ORF DSDUL LHL QR IP8Q I268] G HQ ADMM HH O L&AV X/D &/ 'D
urmelor materiale cad amprentele papilare de peVAD W X IO VERWPHHF @ $udbrip@re, etc.
7LPSXO IRUP ULL DFHVWRU XUPH HivdutaHQW U KB F5 HXIJJUH XS(
SHUVRDQHL FX GLVSR]LWLYHOH H[WHUQH DOH VLVWHPXC
PLQWHPBRQ WLLQ D SHUVRDQHL FHD FDUH QHPLMORFLW PI
IQ XUPD DQDOL]JHL ORJLF H @QWuihXcaz)coheret RUQIIRQYPO® GIHO R
SHQDO HODERUHD] YHUVLXQLOH
1) E QXLWXO aQADQXEMKXGLIJLWDO-
2) E QXLWXO VvQEéEAQRILEXXO GQIXLWDO-
3) ADOLELX® BGQXUWDX@XL vVQYLQXLWXOXL D IRVW IDOV
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$WUDJHUHD VSHFLDOLVWXOXL OD LGHQWLILFDUHD XQ
RUJDQXO GH ROP RDWHSIBQHOD OD FXQR WLQ HOH VSHFLI
OD SUHJ WLUHD vQ WadiddatdFL Q R UWHKEDPH andi@il, al FHUFHW ULL
ORFXOXL SRDWH L NKhribdpe spedilidtullporil RDeWpL F D a djuta la
LGHQWLILFDUHD FLUFXPVWDQ HORU DIHUHQWH FD]XOXL
PRQLWRUL]DUHD FHORU ,UBl ®DWDRKW (dézuFidvatREL oM&QUIIL dé
XUP ULUH SHQDO 2UJDQXODEGHPXI QM D LFUH XSHQDWUHERL H
QHFHVDU GH FXQR WLQ H VSHFLDOH DOH VSHFLDOLVWXO X
deoarece este imposibil ceespectivul V. SRVHGH FXQReWLQ W RBR\PHS OGR
LQIRUPD plt@iRatd26%R. P

De asemeneayQ SURFHVXO G/HH YWIUX QLFIRUH AIDROLILQOOX IG B LY
SHQDf@ecYdDGDF E Q X hrdajtiuddibbidi®sionalspecialevQ G R PIH QG M @aQ H
diplomdor, veriiFDUHD QRWHORU RE LQXWH GHVFULHUHD FRPSEt
VHUYLFLX VWLPXO ULOH DQJDMDWRUXGoKyuri V' DIRRB QG M
scopuri criminalistice SXWHP RE LQH ASRUWUHWXO i8evtifisaReQ ik F
GDWD DQXO QD WHULEe tele®bnd,FadrEse EleQrXriade pdrsoéne FDUH LQ)Y
ADOLELXGIGQ I QVROPD LD SCGWYWDWvV Q5 M H HADXHD QRRHHUUHQ HH O\
sociale e exemplu, )DFHERRN ,QVWDJUDP 2GQRNODVVQLNL 0
LQIRUPD LH HVWH SXEOLF VH UHJ @M WHRHY LW HDXDR UQ
asttel FRQVLGHUDELO OXFUXO RUJDQXOXL GH XUP ULUH SHQ

'XS GHPDVFDUHDOKDOXEDXGKD IRUPHOH FHOH PDL U
E QXLWXOXL VvVQYLQXLWXOXL L VH SURSXQH V UHODWH]
LQIUDF LXQHDp.PHUFHWDW

Prin urmare, ® LELXO HWOWH RSWISQUFDUH VH VXV LQH LPSF
GHVI XUDUHD XQHL DFWLYLW L LAOWLWDBIDDVEWXQLBHUKR
sD GHVI XUDW DFWLYLWDWHD D ML QW pMEM faceHdEBEW se v Q
LQFULPL@GHRWUX F QX SXWHDHIENE@ \G dibig\BdEe\doMada de
QHYLQRY LH FRQVWDWDW F OD GDWD V YkU LULL LQIU
ORFXO V[2Y®UvQWXLQL vQ FD]XO LQIUDF L X QiruDiRfarmhat@ Infketé® D W
ODV XtiPKHNV DU VQFHUFD V AFDPXIOH]H  SDH]PQOIV & VIV
FXQRVWKHWGLQ D DFHVWXLD GH etihtde uhHde XP@R.V # § @/ Ottt UBH
GHOLQF $do@Qpen®urcdré SWXLWR U XX FH @HD X QW k P\6@ YW Bl VXOk ¥
pentruD RE a&peelerdd D OGWHRAL QF YBI G HHO\RWXLQL LD L vQ GeReBrE QL

esteinteresainfractorul informatic
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2.5. Concluzii la Capitolul 2

1. Conceptul decriminalitate LQIRUPOWAHD] D IL H[DPLQDW VXE G|
VHQV ODUJ FkW L vQ VHEQWHWYUKEON LV OWHW RWDOLW
V YkU LWH SH XQ DQKPL®X WHN Lo&/ Ripl RDEWHSWDWH vPSR
VRFLDOH vQ GRPHQH KR PXI RUF D WD RWHHDHAWU RLQLVW B W X (
SURSULHW LL LQWHOHFWXDROWLHLLLG BRI W BWIHO RUH FRIDWM
electronice, SUHFXPDXWHQWLFLW LL LQVWUXPHQWHORU GH S
LQIRUPDWLFH U VSXQGHUHD SHQDO SHQW4ESRPDE A3V H V
259261 L &3

CULPLQDOLWDWHE nd IggRBIBDWILLFQWQDQVDPEOXO LQIUDF
DQXPLW WHR DWQRXPLXY d8igL ROGUHSWDWH vVPSRWULYD UHO
LQIRUPDWLFLL L FRPXQAFVDHIFIXWRW HQHNVWDRQIMIRS U PH
intelectX DOH L GUHSWXUY.OHRRUL FRQHYBWH VHFUHWXOXL F
DXWHQWLFLW LL LQVWUXPH Qtivdl &it& tapGridri fudizéy Q FOMHHXE D
VLVWHPHOH L UH HOHOH LQIRUPDWUAHHOHPWURQIOAH U HX
RELHFWXO IDSWHL SUHMXGLFLDELOH GDU VXQW XWLOL]D
LQIUDF LXQLL

22 ORGHOXOUDIFWHULVWLFD FUL P Ligf@rmdticevohgttuiddur. stdnD F
vastdeLQIRUPD LL L FRQFOX]JLL WLLQ LILFH FX SULYLUH OL
V YKkU LUH D la@énddpditdteaQniractoruluia SURSULHW LOH L V3HFLI
RELHFWXO IDSWIA EF LLAXPVFW.IREQUPLIOHL @ RPLW LXQLL SDUWLF
VFRSXULORU FDUH DAMURHWYW REWQAPHDQQWDUHD vQ SUDFV
PHWRGHORU FULPLQDOLVWLFH vQDLQWDUHD YHUVLXQLO
XUP WBHUQDOH vQ YHGHUHD DGRSW ULL XQRU GHFL]JLL SURT

3 3ULQWUH FHOH PDL UHOHYDQWH ViHferQdticE\DXI@QW WO H L
cu alte genuridd QI UD Fvil@dsedi FX FULPLQDOLWDWHD RURBDQEPOMD F\
WHKQRORJLF DYDQVDW QLYHOXO vQDOW GH ODWHQ FD
WUDQYV QDF HR Q/IHO LAdUMHFOIHX @ D L G IHQY IRFOLBFYHKi€ Quri reduse pentru
V Y kUHDUH FW-BdprintkQ G XV XUL SROLWLFH H[WUHPLVWH L W

4. Infractorii informatici sunt persoane ecu IOH[LELOLWDWH vQDOW GH
GLPHQVLXQHD UHDO OD FHD YLUWXDO GHIOD R AQrH @DUul
PHGLDW G HemcQvavtidal LKL VH FDUDFW-6 SHWHPHS SHLOWWHUL
DVXSUD LOHJDOLW Udr, & BeRi®ER provds®Rdd QUL X B XULORU GH D
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descoperi L VDQF LRXQUDX I U FXQR WLQ HITWithd G- IDAVHH ¥ QG RC
GHSHQGHQ GH UROXO L IXQF LLOH SH FDUH OH DX vQ [
non YLROHQW DYKkQG XXOWREHPMQRRORIMHP NB/HFDILH LQIU
GLYHUVLILFDW VHI[KDEECHRIOBBIRO®LWLF R E\$aiGBIWL Q&HH W\WLDIM
PDMRULWDWHD FRY kdUsunWigsexPHD WF R D XU LIOXR Y k U &V Ib5FIX S U L
DQL DF LRQHD] vQGHJ X 8hieebleDt¥ hepde.

5. Probele electronice sunt informacu valoare doveditoare, care sunt stocate, prelucrate
VDX WUDQVPLVH SULQ LQWHUPHGLXO XQXL VLVWHP LQIF
UHSUH]LQW UH]J]XOWDWXO WUDQVIRUP ULL LQIRUPD LHL F
modilLF UL&aontDXidite LQWHWYHOXRF LRQDUHD PLMORDFHORU
WUDQVPLWHUH D GDWHORU LQIRUPDWLFH VDX D UH HOF
categorii de probev H U HRpW F, aparentele nusunt¥ LGHQWH VXQW YRODW
vQ HFKLSDPHQWH LQIRUPDW L Faii dQobicéidRQBVQ K P L MF W D G\RCDQU

6 I1Q SUHJHQW RUJDQHOH GH GUHSW GLQ 50 QX GL\
LQIRUPD LHLriv&8 EBXPMOKY HGI3 FULPLQD OEMMDHW M LRRQ hiikye WaLOF
la RSHUD fiafdlbaBéHs H SODW  HdOrtuF implieat@ LaBrese IPconexe,nume de
domeni FX WD QJHXI UD bddtX YLOX L ERGDQHWRHGLD LQ @&Hodp WH
LPDJLQL IRWR FDSWXUL GH HFRuDoddc&é&Xubdr aStigIRIé d&ePva L
SHUPLWH LGHQWLILFDUHD FRI& W[LXQLIORKW L QAN UHIU LW HJU
OHJ WXULORU GLQWUH GLIPUWWE HHNBKRDDHX QREIVWH PLQ AL

7.3H OkQJ VWDELOLUHD WXWXURU FLUFXPVWDQ HORU
v QercetarealL Q 1U D F infer@&tiCeRVWH v Q V Keéhtifldarea tuturor formelor posibile de
opunere de ree VWNQ@HFLILFH LQIUDFWRULORU GLJLWDOL FXP D
VQVFHQDUHD IRUPDUHD XQHL RSLQLL SXEOLFH IDYRUDEL
GH XUP ULUH SHQDO absrwrientbhiUutiiateYd ¢résred piedicilor, stabilirea
specificuluiacestoraL DSOLFDUHD PHWRGHKHQRUQBHRIHMORDFHORU G
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3.TACTICAEFECTU 5,,8125 $& ,81, '( 850 5,5( 3(1%$/
, 0 685LE 63(&,$/( '( ,19(67,*$ ,,
/$ &(5&(7$5($ ,1)5%$& ,81,/25 ,1)250%$7,&(

3.1 Aspecte generale privind efectuarea unor aciuni ini iale L XOWHULRDUH GF
SHQDO

Examinarea FULPLQDOLVWLF D VLVWHPHORU LQIRUPDWL
caracteristiciVSHFLILFH QHFHVDUH DVLJXU Urela coqrKitiilal dePuBate Q D
vQ XUPD DFHVWHL BIXPHQ DXWHQWLFLWDWH GRYDGD V;
credibilitate (lipsa dublor vQ SULFURGLELOLW LL L VROLGLW LL
SUHOHYDUHD WXWXURU SUREHORU H[LVWHQWH L LQWI
GHILQLWH SHQWUX VLWXD LLOH vQWKkQQIRQNW b LYUWDLFIW S E
re] XOWDW DO LQYHVWLJD LHL SRVLELOLWDWHD UHSHW L
LGHQWLFH DQWLFLSDUHD SRVLELOHORU FULWLFL DOH F
XWLOL]DWH OD XQ PRPHQW GDW SRWD Q@NIHF VXEUHBDWSXR KC
admisibilitatea probeldi149, p. 73]

Spre deosebire de alte categorii de inftad, vQ FDGUXO F URUD DGPLQLVYV
HIHFWXHD] @&I® padférivspre Eent) D G L kal du@ bcumulate probele existente
DIODWH GHSDUWH GBunVXVGHFMWVH BBWRBDHIQYIDAODWH QHPL
| SWXLWRURSXQL @ R DD F infoti@dtica RIHJI X OD U H \iabdédadé.L Y

Acest faptVH G D Wspetifidiiu] volatil al probelor electroniceDin PRPHQW Xi@ V Y
LQIUDBKHXQQD HIHEWXDWRHD ®H X,d&chlectdrel aPraligidr@lectronice pot
IL HIHFWXDWH PXQWGEBDBbRQHR&HBIM idrkatis/ ldiverse opedlaX QL v C
sistemul de operare sau asupra acestuia (spre exefrggmentarea informeei, reinstalarea
sistemului oper@nal, tergerea, modificarefp0, p. 58]sau suprascrierea datelor informatice),
IRORVLUHD VLVWHPXO XL utlligatétiUiPaelé.L Foa® tdceBted/ dukl laDp@rderea
LUHPHGLDELO D XUPHORU HOHFWURQLFH UHOHYDQWH

SWXQFHFKWWE VXVSLFLXQL FX SULYLUHYODkdam8aziumiD U H
LQIRUPDWLFH RUJDQXO LGIRRUXDB XJQ UFHD SHQWKDOL]JHD] D
investigaii au sarcina S UH O L Rle @ Btabil toate circumstaele cauzei cu implicarea
proprietarului sistemului informatici fixarea probeloy inclusiv. D VvQF OFDUMBauL QW
confiden L D @ Liormaiei computerizate;b) prejudiciul cauzat;F PHFDQLVHKO V
infraciunii; d) FRUHGDQWMDUH | S WXX WRAD, pl D48]W
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TDFWLFD HIHFWIX ORU HYYWHYVEGLUMHFW OHJDW GHirdd&SHFL
acestor categorii de infragni [245]. UnexempluGH VDUFLQL GH ED] DOH FHL
GH LQIUDF LXQXDQVROEBRPDNVWIHAH YEU X L O Rdin preYewadluGade/ F U L V

Cercetareal Q | UD F ibfér@dtiCeRHY WH XQD GLQ FHOH PDL FRVWLV
VWDWXO WU H E Xrégdrs¥ finar@idrebvsrdédddiéE D W krifloac@ tehnicH i produse
program F kW Q LL Q V pvoteXiandl Hhpersoaneloimplicaie vFRPEDWHUHD ITHQR
FDX]

Activitatea de descoperire a inframilor informatice SRDWH |IL GENRWERN® vC
interdependentei consecutivg26, p. 203, 44, p. 189, 77, p. 911, 27, p. 8486, 124, p. 529]

a) identificarea incidentulyi b) SUHJ WLUHD LUYHYWILYU WD L MésKdag H L
SUHJ WLUHD LQVWUXP HQLWVOHWRIWLD GHR A XQPYHHQY\WHDOUR WHL.Q. HRSEH R B
de investigare, formularea unui plan deiwt); c) colectarea probelofsecurizarea, evaluarea
VQUHJLVWUDUHDXQ RE X 6psbal@QHHdiBréa persoanelor implicate, conservarea
probelor); d) examinarea probelorevaluarea i extragerea informalor relevante din datele
colectate);e) analiza probelor (studierea datelori determinareaUH O H Y D Qenttl. c&R U
f) prezentarearezultatelor (rezumarea pdor v Q W U HiSaJdoqellziilor obLQ XWH vQ W
FHUFERAUIWL L

Cercetarea la fa locului, perchezia sistemelor informatice ridicarea de obiectei
documente etc.v Q F D] X @nllo®ihtdin&tice p U H] L Q WsinRlixu@inhdih punct de vedere
tehnic[26, p. 212]

Obiectelespecificeaciunilor procesuale di cadrul FH U F H\WW | U DIF ibfari@dtiCeRdy

IL GLYL]DWH vQ FkiwWBDOBRPH) K SHUFOHW H VH DIO VLVWHP
LQIRUPDWLFH GLVSR]LWLYHOH )idispBzRivel@ infobmatitésistainelsy H U
LQIRUPDWLFH vQ vQ HOHWXR LMWRY MWVOUH D EDUIRQRQF LRQHD]
permit accesul laUH HOH L QIR UP B InétebookO, WetbDdkRi Rtablete, telefoane
mobile, book readeXUL L BOWSRJHWLYH GH WHKQRORJSM,FGRR Q L |
("*( * L * PRGHPH URXWHUH &' € SupdrturileOde [stotd®/ & datelor
informatice (discurile optice CD, DVD, BluRay, GLVSR]LWLYH SH ED]: USBI PH
stickurile, cartelele de memorie ale telefoanelor molaile aparatelor fotoale camerelor video,

FDUWHOH B ,@cunientelds3, p. 116]

$FOLXQL SUHSDUDWRUL D B\W LEEHV>XOR HJ HEF MW 6Bl QDD
1Q F D BHXPHiéc Wwiilor informatice vQ S UR FH V X OpdatHietiudea Widi U H
aciuni GH XUP UL,din SrHiCza&darea la fa locului, perchezia, ridicarea de obiecte
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documente etcofi HUXO GH XUP ULUH S HfQuDi@acMi preQevdtorHG i LEXDH H
[272, p. 200, 273, p. 3, 274]

Astfel, se vaasiguraconservaredocului i a probelor temporard fragile [25, p. 328] ce
XUPHD] D ILelSkQHVOWDLYRWLUHD SHUVR Ee@étddel dceBtD[TBHp.Y R U
93].

2I1L HUXO GH XUP WMWMHE SHIQFAOUKOPO GH SHUVRDQH FL
efectuareaad. XQLL GH XUP ULUH SHQDO FRQVUHFERWQ ML \BDiWRDL Y
GH F WUH ILHERDWHPSPHWLIFLISIXSXI® X3HQ@HEWK UPOLVWXTQ vQ
specialisticriminalist VSHFLDOLVWXO FDUH HItid W Xited,] persdaheld J L v
antrenate v @siguareasecurit LORFXOXL HIHxX@DL UGH RBP[E3Lp) HI3EHQD
QXP UXO DFHVWRUD YDULLQG vQ GHSddQXIRQU X G H5 N XvSQUFD §
XUPHD] D IL FHUFHWDMpH3I &G HUFKH]L LRQDWH

I1Q SURFHVXO pérnittu S UHRWXIDUHHD X XIUP R LYEB® SHQDO V
IQVWUXFWDMXO PHPEULORU JUdates YD particigeH lagalizaredaciifli S H (
respective | Qadrul instructajuluj membrilor grupului li se va atrage v Q V Sdtehila IrO
legislaLD SHUMAL®Q 81 @V8 D U W L FeXr@réx WihiVgercetatela obiectele i documentele
FDUH XUPHD] D ridic&ddl8 mddileVIbcru cu echipamentudg modalitatea de
asigurare a confidei. D @ isei de iITRUPDUH R ¥R U DIW LDrWaHoQmpdrtgnizntul
celorlali participani la aciune, la necesitatea de a B U X Gcd @ijlbacele tehnicéepistate i
dea interziceer elor persoanale a le ating¢s6, p. 693] le vor fi explicate drepturilei obligaiile
procesual¢275, p. 8]

2IL HUXO GH XUP UL U khvigare@speaoialidtwuidnddrbe@iw[M103, p. 690,

232, p. 69] i vaasiguraS U H ] Ho®stlida instructajuldescris mai susPrintre sarcinildui de

ED] VXQW VWD Ek déstindiéi BistevnulBiXidoxnatic examinarea dispozitivelori
conexiunilor cu alte sisteme informatice&/ W D E L O L stéidully Wifouatic WQ PRPHQW
respectiy a tipului sistemului de operareg DFWIioY LWWHDOL]J]DWH vQ VLVWQHP.
momentul indicgtluarea deciziilor cu privire laat XQLOH XUP WRDUH DVXSUD °
OXDUHD P VXU linerBdJactadl@uiNaUdorRlED FRPSXWHUL]DW VDX SU
informatic pentru transportafé4, p. 39, 60, p. 890]; conservarea probelor volatileonsultarea
RIL HUXOXL GH XUBWLWHIISHIID RUEGEXQHDQHWIKILFAW XU HDLFBP
pentru transpoftHWLFKHWDUHD vQUHJLV WU DilptellcrakeB grovelfasvig.D U H
328329] 7TRWRGDWspunéd BUHD WlFUWDIH VSHFLDOLVW mijloAvelow X U
tehnice[29, p. 215] precum i a altor echipamente neces§8, p. 150, 122, p. 390, 49, p. 23
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24, 44, p. 911] nmAnexanr. 8 la prezenta lucrareind H[SXV OLVWD LQVWUXPHQ'
leconLQ R WUXYV Fpéhifade@&aDelarad iuklor informatice

IQ P VXUD SIBrvdela @bing/ L Q | R U Ref2ritoBre la sistemutle organiare a
procesului de funonare a sistemeloi reelelor LQIRUPDWLFH FDUH XUBRHD] L
41] S UHF XBistemeldr de operare utilizatS HQWU X FD V Stid lé DeOpgradugex O
program i dispozitive tehnice va avea nevoie la efectuarearacprocesual¢103, p. 691]

2 VDUFLQ HVH@WDBLOMHWMED FODQXOXL ORFXWXUDEX QG
procesual [68, p. 171]

1X vQ XOWLPXO Ukpgerru KIB BAVHDOUWADUEBED LXQLL GH XUP
XUP ULUH v& st@ia @ersonalitatea V XV S H F Wi08eKiL nivel) cundin elor lui
SURIHVLRQDOH B8 pGIRBEHQLX

0 VXUL SUHOLPLQDUH OD HIHFWXDUHD DFOLXQLORU GH

2GDW DxiMuiCob HUXO GH XU R dedetdiidp&ntiQelieQuarea denii
procesuale premizate YD v Q W WkuBitelPQ GXdkliminare GH E[R7R, p. 205] cum ar
fi VWDELOLUHD SHUL Pishivpyo¢e€sxaleaHQ) K P WX € KdmeD dleamplasare a
tehnicii de calcu[175, p. 910 vQO W XUDUHD &dé & VaR Dol [@9RA) 2Y2]Hbkécum
i prevenirea apaiiei acestora pe parcursid | HF W Xunii ptoc&skald175, p. 910] asigurarea
VHFEFXWWULYRFXOXL HXQEW)XGH XUPFULUH SHQDO WHQ@XWR ULR
DIO ULL VLVWHPXOXL lBiliRfdiRdidy care cdiirblbzd deXdatel privire la
operaLXQLOH HIHFWXDWH OR Falir@entrd ErRHHFIA LUH) LBRY i EINA L FC
175,p.914,92,p.913]'H UHJXO VHUY-RUXIF \StH DHOV  BWD W F IDUYH
a aerului175, p. 914, 92, p. 913]

7RWRGDW RIL HUXO, ®W XQMW ODUHYPH QEBYW XGH IDS'
LQIUDFWRUXO SRDWH DFWLYD DQXPLW tu ddinigereg linfénmeH S|
HOHFWURQLFH FXP DU IL FkPSXUL P I{Q PIRNQLHFHHX Bata\pblateQ L F
fi scos echipamentul electronifd76, p. 635] va colecta informae S U H O L BeI® Bndaja
VOQWUHSULQGHULL FDUH XUPHD] D IL @Xberiica poQbilfaike F X (
accesului persoaneloeautorizatevQ vQF SHULOH vQ FDUH VH DIO wLVS
identifica persoam FD UH D G P L Qeadawflgédhid Jsisterfl informatic, deoarecarsputea ca
suspecLL V VQFHUFH V DILUPH @ VIDRHN WGRDD X IGN VIEDSJRIM@IR V L
GH XUP ULUH SHQDO WUHBXULHFW DLEHBMWRLOLGHHMR U DV XS
GLVSR]LWLLY WXL SHuGNGiHe tbspectivgd9, p. 26]
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RHSUHJHQWDQWXO RUJDQXO XL <HHilirgdJeRisteeiUddle®HQ@AEO Y
topologia acestra, precum i a calculatoarelor conexte la acestreele, careVH DIO vQ DID
locului examina{l175, p. 910] vQ YHGHUHD SUHYHQLIgipkinvVe BIDQF D PO R/FHDL
a HODERU ULL iwioD Q@NKOXUPDUWL Utd3,SH QRIOVWDELOLUHD GHQ
FDUDFWHULVWLFLORU GLYVSR] lelactudrgaOfatagraiitdr i FaRVFXUH JHAD/ WU
video panoramicei de orientard83, p. 115, 49, p. 271 &RQVHPQDUHD vQ YDULD
are relevan L SHQWUX D DU WD VWDUHD vQ FDUH VH J VHELC
SUHYHQLQG DVWIHO SOkKkQJHULOH OHJIDWZ2D, G.R21R AparatuQ W X
IRWR YLGHR XUPHD] V, vQAHKW HW D W HD Y W]IIHEY IOP S XM WDH
IRWRJUDILHL44®WPHIJLVWU ULL

5HIJXOL GH RUGLQ JHQHUDO XM HIHFWXBSHEDMFOLXQLC

h cadrul HIHFWaX LXIQLORU GH X YderddtardalaSaHIQeD@, perchezi,
ridicarea de obiectei documente etc,) v @Qercetareal Q| U D F infdi@atioeRdganul de
XUP ULUH SHQDO WUHEXLHg&#erdbkHVSHFWH DQXPLWH UHJXC

Cercetarea, perchet RQDUHD vQF S Hébpdctake@ prd&HurilBrXcriminalistice
generale de examinare a spli i de colectarea probelor tradionale [29, p. 212] amprente
dLJLWDOH GH SH WD M¥he ebbponei@e/ald sidtexGluMhioiingtd, p. 43, 49, p.
26, 248, p. 626Jurme deSLFLRDUIPLQ@MHODOH LQVWUXPHGWHARU G
probe material§89, p. 55]

1Q F DA K O F khitac tihilor informatice V.Y KWH FX XWLOL]DUHD LQV\
HOHFWURQLF SH OkQJ FDUGXUL ED Qfaduti geld &fiSi@ pétldy H
de la bancomate, de la comerclatn RUJDQXO GH XUP ULUH 3HQDW. GWE
dispoziive specifice elementelor exterioare ale unancomatcadispozitivde pentru scrierea de
GDWH SH EDQGD PDJZHWPRH D FDUGXULORU

Este necesar cagsaciali tii criminali ti V. ILH 3 WaXit@izh@a prafurilor i reactivelor
chimice pentru descoperireai fixarea urmelor, D I Q Fpliitulele acestoraVv  QDXX Qpk
suprafaa i winteriorul dispozitivelorelectronice. 7/ RWRGWWHE XLH LQWHU]JLV X\
de aluminiy pentru a nu deterioechipamente i dateke.

6LVWHPXO LQIRUPDWLF WUHEXLH H[DPLQ xiviecta® sauW D
deconectdt IQFD]X0O vEDOFXKMDWRUXO D IRVW J VLW ,GHFRRQHE
conectatOD VXUVD GH DOLPHQW®MMUpH2HX HQHUJLH HOHFWULF

(VWH LQWHU]LV PDQLSXO D iaHiateNrLinfoNratR atarate, FLk@iEse) P D \

cunoate rezultatul acestor aani.
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Specialiti vQ GRPIHQLXMEXLH V XWLOL]JH]H GCrRjDate $eric& X V
certificate VQUHJIJLVWUDWH G Lp@ptesii QrEpurilGrrtie autdpd, pH1IBJIODGLF  V
GLVSXQ GH'/®pPpFHZY 7TUHEXLH OLPLWDW VDX H[FOXV - XWI
criminalistice, DO F purRipiu de funcLRQDUH FRQVW vQ XWLOL]DUHI
electromagneticea razelor roentgena razelor ultraviolete i altor emisii, deoarece acestea pot
afecta datele informatce¢ WRFDWH vQ GLVSR]LWLYHOH HOHFWURQLF

La fixarea caracteristicilori proceselorfunc LRQ ULL VL Y¥\Weld?P iforRatice v Q
proceswverbal al acLXQLL GH XUR WH XAVISOIQIBIO] WHU,RWLE&RICGRAL D
semnificaiei acestia[56, p. 698]

1Q S UR F HeXatmhar€aHdispozitivelor electronice se respecSULQFLSLXO F|
concentrice (de la general la particuladescrindu-se LQL SDO W L keX &terdd. ale
dispozitivului electronic FXORDUHD P ULPHD WLSXO FDWHJRULD C
de identificareseria,existenD v QV F Ud 8@ K WIHOURLIRMheldd[Z3R pl 123, 277, p. 11]

SHQWUX RSWLPL]J]DUHD LQYHVWLJ ULL XRXW HY RIO XaFs QPLL
F XW ULEXG/R Viog, g- K3IL H

(VWH LQWHU]JLY RULFH PDQLSXODUH GLiddiférent ddV X
circumstarele cauzei. TrebuieV  llektlue FRQHFW ULOH VLVWHPXOXL
WUDQVPLWHUHD DHHV@®HNLHD] FSHWWH] L QIVW LW J X id bddes@re.P V
Astfel, pentru eaminarea datelor informatic&ebuie vQ DL Q W H \G HI LWFRXBWGpie de
UHIHUYQD F®IRVFXO XL FRSLDieRelgttoRicz.Cloba infQriiRitl Rdhstituie o
FRSLH LGHQWLF D VXSRUWXOXL RULJINQDMY KEdit @ \WSRED U H
sector cu sector, inclusiv ferele temporare, fierele de schimbfi ierele terse, chiar i
informa LD D 10O D Winil& &asakeldle disculpetc.[29, p. 215] $FHDVW P VXU Y
eventualitateaFD X] ULL GDXQHORU GH F WUH VRIWXULOH GH DXV

Atunci FkQG vQ VLVWHPXO LQIRUPDWLF Hi¥\gpte exevpii® O D \
SDURO F RiQpobEedomiutel @ distrugerea datelor informatice, deoaeste posibil ca
| SW X LW RnstX@diverVH AFDSFDQH ™ G H 7RXWRRDLNSYUIUPOAtE thie
unele comenzi care produc pierderea datf0r p. 691] ele pot fi mascate sub numele unor
comenzi uzuale ale sistemului de operare folfis#9, p. 78] Din aceste considerentau se
permite pornirea sistemui informaticrespectiv prirutilizarea S U R S U L XisdbexhLde\bpXrare

$VWIHO vQ YH GitauHiBscbeqidirujulul discurilor rigide ale calculatorului,
sistemul informatic va fi porboW FX DMXWRUXO XQXL VXSRUW SUHJ Wl
VQF UFDUH D VLVWHPXOXL GH RSHUDUHRT7RA [V QQS VLMY XD
FDUH D IRVW LQVWDODW R SDURO BRQPEHNLIDW U MQ%F!?
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angaaLORU FRPSDQLHL VDX YD IL GH]DFWLYDW SULQ LQ\
GHFRQHFWDUHD EDWHULHL DFXP X @Daeuldatgralof ID X AVRUHR B O
VXUVD GH DOLPHQWDUH 1Q %¢d@ éisy/ predumll $BWDP MW 8 XIO (I
sistemului @ operareD RQF kW VV VW H®&¥Oia, GH SH XQLWDWHD GH Gl
sistemul de opera extern74, p. 43]

Toate suporturile magnetice de&M sSRFDUH D GDWHORU WUHEXLH SUI
coninutului lor. Unele tipuri de hardGLVFXUL DX FRQWDFWH VSHFLDOH
scriere[29, p. 214]

7 R W R GdD4&¥ ele@ronice pot existd ca fi iere distruse sau ascun248, p. 628, 56, p.
696], iar datele, legate de acesteiefie pot fi salvate doar cu ajutorul produselor program
specializate. Cele mai simple softuri sunt de tipul SafeB&&k.UW WRULL PDJQHWLFL
D IL FRSLDWDLQVBEHERLH VMvQLBUSDOD B/LQ H DY X J M [XkQVEG X
informaie pe eld74, p. 26]

O G D WteridareaFORQ ULLY HUWHIERPOW L Q WpHrd wha WIrDAW IR DWVR DW
metod€g44, p. 6] CRC[277, p. 12] MD5, SHA-1[26, p. 234] SHA-256[122, p. 135]

'XS FH D IRVW UHDOL]DW FRSLD L GHQWeLdFdidpoatiXubur U W
examinat, se va efectua verificarea pregeviru LORU 6SHFLDOLVWXO WUHEXL
fi ierelor infectate. Faptul stabilirii prezenviru LORU GRDU ViereleLiptdddafte vorLfi
prezentate intacte expertulpentru a stabili categoriavirk ORU PR G X O @Gdasatingl& k Q C
XWLOL] ULL DFHVWRiUiReluvid ealfizate al QevsvabeDcadd klaborati/sau ta
instalat[74, p. 34]

'H UHJXO YHULILFDUHD W1 proddde\anxirs]difdride eeHeaenp
Bitdefender, Kaspersky, Norton, Avira D 6SHFLDOLVWIXDY NQWGE BRdRMaQ L X[
efectuaaa QXPLWD LQJLQHULH LQYHUV GH OD HQJO AUHYHU
va restabili i se va studia coduV XUV obDuSulub Program, structura, furanalitatea,
SRVLEIOHWHW ULOH DGUHVHOH EHDOWHHORU WXUGLULMD!!

Simpla prezen v QiVdistem informaticconectat la reaua Interngta unor materiale
ilegale £spre exemplu IRWRJUDIKQGV®@ILQRUL vQ LSRVW Dt pdadd X D (
justifica prezumLD F LQHWRUXO RUL XWLOL]J]DWRUXO GH GUHSW D
VLQJXUD SHUVRDQ FDUH D DYXW SWKHW RIJGX@HE B /D YV MHH®
SULQ SUREH D LSRWH]J]HORU DOWHUQDWL¥ persaadher RFQL WR Gt
automatizatprin aciunea unui program de tipul virlor informatici [278, p. 50]

Una din cele mafrecveene VWUDWHJLL GH DS UilnilbH info@natch JoK O
FRQVWLW XL HC&d Broldl UHD R DM AW XQY LQAHWXOIDSWXO F DL
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faptei i susinefie F LQLXMHD D IRWW HY kUWdiMid Xp@n Writrdlul de la
distan D VLV WHP X O KiectattuRiUg?dgiahh. éfe tiprus sau Cal Troian ce oferea acces

( dack door) atacatorului real, fietF IDSWD D IRVW FRPLV vQ PRG DXW
care executa automat un set predefinit de instmictvQ DPEHQH Mt Xtihzatorului
sauade L Q WiiReditn®al sistemului informati§252, p. 167]

Conceptude $S UDUH & Dware orgihda@Q SULPHOH F D X ]WHQGRHXIPRHI
anului 2003 vQ ODUHD %SUAWZDIE LWHY FD U H iilaQ Regar S DY k U faptetdD
incriminate susLQkQG F DFHVWHD DX IRVW FRPLYVHD@H vEEERAW D |
dintre inculpa au fostachitai, vQ XUPD FRQVWIOWvQLYVLYWHRAROnoL QIR
asemenegrograme informaticeGH FRQWURO ODL ®GLVYWPDRYV L mElbdentii¢a L L
| SWXLWRUXO UH D @88} QQD B H Eodtd®t PRIRYVIW VERODOMWRUP (

antaj FH FRQVWD vQ SODQWDUHD QXQRBUSBDYRJIUQIRH PIQVD
informatic vulnerabil L FRQVWUKQJHUHD XOWHULRDU DaWwadn$ieka@D U ;
sum de bani280, p. 24]

Trebuie exclus SRVLELOLWDWHD vQYLQXLULL Rlg ibudaxea X L
inten LRQDW D VLVWHPXB QX IL\g KFROXR-DWQIiNEo:@p€le MV X@DX LH I H F W >
acLXQLORU GH XUP ULUH SGDQW O L VOX I@EINDAM™ HAQ OUF FS\KWVHH
SXQ OD VQGRLDO WR badhclizie@destiuill [ SHUW XO XL

Este necesar a interzieecesul i apropiereasuspectuluide sistemul informatic original
mai DOHV GDF SHUVRDGH AX@HGRUPHII WX Q29, Q.| RLP]piedih Fa
refuza ajutorul altor persoane neautoriz&iepot cript sau distrug informaia chiarvQ S UH]HC
RUJDQXOXL GH XDiR dddeste¢ HnoSVdI® po@te fi permis accesulumaila clona
suportului de stocare a inforn electronicq74, p. 24]

2UJDQXO GH XUP ULUH SHQ@DPOH SBRMHDPLMORDFHOH WH
existaiformaLL UHOHYDQW6b, 3. WU X FDX]

IQ FD]XO vQ FDUH VH LPsBfuti @feraticD AFHFDWHDFRP SR
acestuaWUHEXLH, NQYDERQRMWDGMH PRGLLHADUGADYHFERUHXULD.GLF
SULYRQEDXULORU VH HWL Fikipotttie de DndelaVibsEde i aXDp. EIKMW
49, p. 31, 56, p. 695, 92, p. 911]

5LGLFDUHD VLVWHPHORU LQIRUPDWLFH [65Hp.9THR WX H D ]
GH XUP ULUH SHQDO XUPHD] V VH DVLURQHDHridisRLegtS R]L
deconectat (cablul de alentare este decuplat de la sursa de alimerfiafe HQ HU J L, thud®© H F
DXGH YHQWLODWRU X QicluRikdidatoQ Q X XH [@n¥diii QeHedrpnsistemul nu
este cal§i[49, p. 27, 60, p. 691]
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'LVSR]LWLYHOH ULGLFDWOFKW WP SIDAKFHWHYHOQLW GHWFE
distrugerea acestorde lovituri, de temperaturi ridicatesau VF | XWH $ deHoscilddile
acestorace ar putea cauaaeunscutcircuit provocat deeondensatde particule mici i prafuri,
de mijloacele tehnicecriminalistice de detectare a undelor magnetiteradiaii ultraviolete i
infraro ii, de FkPSXULOH HO H»>WUIE Delégtrosvaticete pieUL VDX JJKULH'
dispozitivelor de stocare a datelor informatice (cum ar fi dischete, suporturi opttiele).
7TRWRGDW VvPSDFKHWDUHD WUHEXLH V DVLJXUH SUHYHC
DOLPHQWDUH FX Hi@zasbanidlareatChipanvendulidd, p. 42, 175, p. 915]

La sistemet informatice i alte dispozitive electronicev P S D F Ksd valaiéHb foaie de
KKUWLDAHPURDLH GH vQVRpé tare BeXWONDRFGIL KU P W Rl DXIR B M Q
cauzei penal§81, p. 3Jac LXQHD GH XU PvQ LRMHG®XQ®EYdidat, ) OP UXO C
ordine conform procesuhvierbal [92, p. 914] data VP SDFKHW RIEX O v Pdefriencad W |
V XF F L QWinutDlui,FrieiQele, prenumeleL VHPQ WXUD ILHF UXiuned Ri&J W L
XUP ULUHIGHDPHOVWPHRE X0 IL HWLFKHWDWH WRDWHaREL
locului.

IQ FD]IXQ XMLLOHQWUX VLIJLODUH D EHQ]LL D&W]LDYBD IB
VQFkW GDF VH YD erQ¥FHUEDDVHFRWWMUHBHQW HJ bk, iWebhidhakeD | R
supra[282, p. 25] ceea cgoatemotivacontesteeainformaiei FH VH DIR9, i FIB]JO R

Este de menRQDW F GLVFXULOH PDJQHWLFH VROL&H V
deterioraredor PHF D @h& XFH OD LQDFFHVLEL@B3}WD3BHD WRWDO D

1Q FDM$®R VL E ded wansportoncomitent toiechipamentul ridicat, se va asigura
SD]D EXQXULORN QRFDXBXWQBQSHWU IH. 78,H D3, T2 V. 914]

5HFRPDQG UL GH ED] OD HIHFWXDUHD DFOLXQLORU GH

OUJDQXO GH XUP ULUH SHQDO reW drumid LUHH VR PLLEARKEOU E R
valabile pentru adunile GH XUP ULWKKEHRWD® GH ABUFKWBXEXQD SHI
ULGLFDUH GH REL dfedidiev Q G RIBXNMHDOWDHIU D IFLinfofi@atice R U

Astfel, pentru H{ DPLQDUHD, POHRINRIEDLSBRS XV vQ OL\28BUDW X!
188] HVWH FHD H[FHQWULF DGLF GH OD FHO PDL LPSRU\
periferii.

IQ FD]XO vQ PDQH XFLY W R QV L G H Uildt Lréxle Griforivaticevétd P H
XUPHD] D IL H[DPLQDWRALLQGHD & U R@/PHFHIIGHQID @LWHUDYV
VSHFLDOLWDWM MiHdtel fdR Rt€s@Egrupuride participan la aciune, conduse
GH F WUIHfiGHUHUGH XUP ULUH SHQ Béparatéeicetrta YoBiettel s&F W X
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VQF SHE&BLP.RIWI] &RQVLGHIMP XWLOL]DUHD D FHW®E]L mGltd RFFH
probleme procesuale, cumar D VLJIXUDUH,Dv G UHHHQ Wt pér¥daddin QS SUL Y L ¢
F UHLHW IDFH DF LXQHD GH XUP ULUH SHQDO RUL D FHC
respectve VQWRFPLUHIF HUWBETFFHWDWXOOXE LXQLL GH XUP ULUH SHQ

SHQWUX LGHQWLILFRodhpliclloBW XYW RBXBRD G XULGLFDU
dH v QU H Jilfixaw WUdeatel SH WHULW R U L X CceVa@idtehHaBestei@ [&2 i R39]V D X

AWXQFL FKQG RUJDQXO GHLRQRDJLUWH Byiganm kpd \deH Q
informaii, fie din OLSVD VSHFLDOLVWZXDKX213)Q LEREHQ LLXPANHIG LD
aprofundat informaL.D H[LVWHQW vQ VLVWHPHOH LQIRUPDWLFH
asupralor, deoareceaceste investigh L LQIRUPDWLFH GXUHD] tX@edNLPS
necesik QB SUHJ WLUH SUHDODELO ii @ ®BR2HAD LVWXOXL VDX

Ofif HUXO GH XUP ULUH $9QIr®&® QWY HBDXXFHX ¥DWRU SRW
speciale de securitate, care Q F DF]KK@G sunt introdusenumit coduri sausuntintroduse
codurigre ite, G HF O D @stii@efea informa. L O R U H [ laseviehe€aladi, eb@ oportun a
RE bé&nelol,vQ P VYWoslilt L Qakddte coduri.

6H UHFR&f&QaEecaD GRX FRSLL FORQH DOH GLVSR]LW
LQIRUPDWLFH SH XQD-s6amlaprpizBH PHDODDW G LQG R F
[149,p.79] 2 FRSLH FHUWLILFDW DDDSWHRMMXHULIRDU V MQS O RFXKD ]V &
i va fi pus la dispoziia instanei la solicitareaei [31, p. 49]

Pot exista GLIH lWhee@erit DO H v Qi HMockReQter dublate v Qadesteapot
UHSUH]JHQWD R YDORDUH SURE DWRpdoatéd fi WX HRRIGHLDI OdE Badkuy ,
redactoarar modernede text [74, p. 26]

2UGLQHD VWIRRBQUULLIX®FWXULORU FDUHatigXpeein] i & H V
GHFRQHFW ULL VLVWHPXO X berifiotRd Bpedidlist[26H. EBBRUGRQHD]

'DF VXVSHFWXO LQVLVW V DMXWH RUJDQXO GH XUF
ULGLFDUH D FRPSRQHQWHORU VLVWERIKOOHEraiundd Re) €aeW L F
dore WH V OH H[HKXDMWHY OH GHVFULH SH KEHQDBD apligdyOQ>
indicaiile suspectului, ci le va remite specisilor/exper LORU FH HIHFWXHD,Jcar® QD ¢
vor putea fi avertiza, vQ D F H,\dd&evBriR@lele capcane introduse de su$p@cp. 213]

IQ FD]XO ULGLF ULL EORFXOXL GH VLVWHP +ud¢hNoWIX O |
tastiera, mousal QX VH VXSXQ ULGLF ULL

IQ VULWXWDQ FDUH H[LVW XQ HOcHne¢t:tS Bablvdgcecbmaio WH | L H
etichetateca Aeutilizae " [29, p. 214, 49, p. 32]
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/ID VPSDFKHWDUHD VL ViVdle&ter AiRpozitive ¢lRdtéhiaas \loF tiliza, v Q
P VXUD SRVLEFXQULW OHORULJL QD Gike @utd BhuSSadR4; X R6WSRUAXIOX lv
FDUH VH DIO GLVSR]JLWOYDXO kQ GXIORIP\ME D WHKIHHMD Bsitd v Q WQ
SROLHWKOWQWRULL PDJQHWLFL HVWHi t@hbpditslD ¥ QV F RIQNV D
ecranatg175, p. 915] VD X v Q irKa{WwhishiuGare previn influed UHD QHJDWLY D
magneticei electromagneticei DV L ppotecLD HOHFWURV WD, W PH 6@ pDA92] V W F
din aceste motvedDF ODRLXRHD SURFHVXDO SDVUWLBHFRRGOGE
v P S D F K H ¥gbddeld Dbiectelor electronick 1BV vQ VDUF[BQ P. IBFEANIW X L I
DGHI|LWUHEXLH V ILH DSOLFDW SH VXSUDID D VXSRUWXC

La transportarealL S VWUDUHD VLVW&HPXOWR UV RYIIRARPD @ Het AW R
HOHFWURQLFH VH YRU vQWWHYISWo@id:d aRvibraXilon exc€sivey & G H |
emisiilor radio sawa radiaiil or electromagnetic9, p. 214[(sSUH H[HPSOX PRQLWR
D IL WUDQVSRUWDWH SH VFDXQ FX HFUDQXO[49(Q.BBRY IL
excluderiiinteraciunii acestora cu substachimice actvea UHVSHFW ULL UHJXOLC
mijloacelor tehnice HY L Wek @n@lXateaH [ F H Vilp¥aful, se vaexclude expuneala soare
VDX vQ D X&RemperatlrviRate [285, p. 30] nu se va admitaranpreavQ VWLY PD
de trei sisteme informaticege va asiguraepoziareavQ vQF SHUL vQF O]r¥wpl | LU
47,175, p. 916]

S5LGLFDUHD LQIRUPD®EHHXX P HOPWVURSREFWXO GH VWWRFDL
FDGUXO DFOLXQLORU GH XUP ULUH SHQDO

Inffooma LD HOHFWURQLF SRDWH IL ULGLFDW DWKW VvPES
electroQLFH LFIkW OFHHV1IE D3, p.215]

IQ FD]XO vQ FDDHRPSRWHML]DW HVWH ULGLFDW VPS
GDWHORU LQIRUPDWLFHIi:VXQW SRVLELOH GRX VLWXD

- ridicareanemijRFLW D VXSRUW XO X LeiGdiscM Wjid,Foprtid shulndgetiR U F
i altele)[283, p. 216]

- ridicarea sistemului informatic (bloculde sistem, procesorul) cu HDBID conectat.
Aceasta este calea cea "R W U IPMIWR SHUBPWILHIHFWLY FDUH XUPHD
F WUH RUIJDQHOH GH GUHSW

iQ VILWX\DQ LKOUBFOLXRWW LW YIEX PXOW WIL RSX vi) LVWP E
UHJRQDELOH F URQWE P HIR QQULBIBHEHUQIMormétic\poate fi deconectat
de la sursa de alimentaie X HQHUJLH IH@eHBIWGHFD SLHUGH GDWHOH
acLXQHD GH XUP ULUH SHQDO XUPHD] D IL SODQLILFDW
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sistemul informatic estdeconectat de la sursa de alimentare, spre exempy RUHOH PD
TotuL WUHEXLH OXDW vQ FDOFXO IDISRMOHDF VWOHRYQHNILHIOHK (¢
'HVHRUL VXSRUWXULOH GH VWRFDUH D GDWHORUILQITF
informatic SULQ LQWHUPHGLXO FQURODVV HDPAHUWHVWHIDA FKLDU vQ
1Q SURJEMa ¥lGacLXQLL GH XUP ULUH SHQD®RQ@VWIBIVD WD+
funcionale a dispozitivului L RUGLQHD GHFR (oEUF&Undsdide dildrédd/ dbigdtului
ridicat, precum i poziionarea acestuiafa GH DOWH RELHFWH FXplanQritof D UH
necesare[57, p. 564] PRGXO GH FRQH[LXQH D WXWXURU GLVSR]
SDUWLEORNUDPWHVWRUD FXORDUHD Q«iRdiddu&e ake dcabl@ildd S
muftelor, marcajul); stabilirea existeri reelei informatice i de comunicai electronice a
canaluui utilizat; tipul ambalajului i stabilirea moduli de transportare a obiectelor ridic#s,
p. 97]

Ridicarea informal HL HOHFWURQLFH I U VXSRUWXO GH VWRF

Acest procedeweste mult mai complicaGHFKkW ULGLFDUHD LQIRUPD LH
acesteiavQ DIDU GiHiobr@HDVW.BLFDW HVWH SQREFPESXHW UHARSB
IL DSOLFDW vQ SUDFWQF/LWCSHD H QH [PPSO XOFWLYAWE&AVHD
informatice nu poate IVWRS8QWHJ WXU H L@ SSURFPHMD FRPSO&H[H
XWLOL] ULL vQ FDOL visiaahpoat®Hcadzal Prejtidicii i tHalwieli materiale
considerabile, precum alte F R Q V Hrfatd@pthkbile.

IGituaLD vQ FDUH OD HWDSD L QFéaflaredbarvelorQ X cbdutiRv W
SURGXVHORU SURJUDP DWXQFL GLVSR]JLWLY XIO Y@ AHRI|G IL
de laboratarcu implicarea specialilor, pentru a identificgarmlele i codurile de acces.

iQ XQHOHL VEWQX® H[LVW E QXLDOD F GRFXPHQWHOH
QHFHVDU LGHQWLILFDUHD LPSULPDQWHNVWIID @ BBHVDAIR WV
LPSULPDQWHL IQ PHPRIU IW R F B VA RDRSIR dWitdenteld timpul
LPSULP ULL IDSW FDUH SRDWH7Lp2WDELOLW vQ FDGUXO |

IQ FDGUXO UL Gdi BinistemulQrif@tda®idv Q X Q H Q Ke Fipynétdpieea
coninutului discului cu aplica specializatd272, p. 215] 'DF OD HIHEWQXDW BB R P
SHQDO SDUWLR.G@ G\RRPHRQIRKEDMVWKK OVD WELQ vL UHYLQH

1Q S U Rvetdar ¥ @junii procesualeH VW H Q H F H,VhBlusiv, IR [PUPIWRDUHO
VRIWXULOH WOQRRPHQIAWMKD] HIHDFQX WH OFP UHIXDO WD Q/IHO H
softurilor depistate;PDQLSXO ULOH SULQ LQWHU RIH®duselor Priodgnd R D F
mediile de stocargrecum i rezultatele obnute[272, p. 215]
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Este L Q G L FdlaWorarda unor model®ofmulare de proceseerbale VSHFLILFH, FHLU
SHUFKH]LLLBRQGUWELU L L r&/dlélovinifomatiad? & datelor electroni¢@l, p. 48]

1Q OLWH B BM&X teDspecialitate [29, p. 210] precum L vQ OHD L5k QL |
investigaiile efectuate asupra suporturilor decae a datelor informatice suntimiteperchezite
a sistemelor informatice LD U v Q F H DxCorRgdterlFerericR86, p. 1]

ExaminareaVLVWHPHORU LQIRUPDWLFH DIODWH vQ IXQFOLX

I1Q VILWXVIQ FDUHQMRWWPBWXE ilhs/ \R H D@ XXOQEH XUP ULUH
Vv QW UadBriitd F) & Xspkkifice[89, p. 56]

'DFDQWHULRU vQ OLWHUDWXUD @tiu Y29, H.R1L4), Gd.conBideral Vv
QHFHVDU G HF R Q H F ¥ Dedetigie eléc@it. PHKQWWIXL VDOYDUHD HIL
LQIRUPDWLFH SkQ iubiDprac€sbdleelobhHIRADAN FX LPSOHPWH@Q W I
sistemele informatice surselor de alimentar&é X HQHUJLH HOHEFWURFHDVW
pierdut din eficacitatg8l, p. 40]

h dependen G H V Wobitddll (conectat, deconectat sau regim de suspendaeh
efectuaori L QY HV WiteJ euLdescriecreaGDWHORU GH SH VXSUDIDsBu GH
ASRVWRMWWHP" GHVFULV mbki mMR[20, p.RRQIR bl P23 49, p.-3Q, 92, p.

911]

Prin LQWHUPHGLXO A0DQDL'HUXDXW DM D FVRIOBERPHoWiH Q W
vizualizate procesele produsele progranFDUH UYX@Q HM VW H P X.Ootu@ kBfturiteD W L
destinate distrugerii informiai potrulg vQ FD]XUL H,[¥®Qdihdseqgd O H

Oprirea SURJUDPHORU V@ UAR RISOCOMIDY  Vrhiai kiesl VY XHD|XO D
SUREHORU vQ SHULFROSURHGLVXW |8 H PHPPPBIATSNHMIXSy B LV F
DMXWRUXO A0DEWINUPFMOQARBHWHQW S VW DKD BWYiRBI&He L Q |
activitate [74, p. 40] LDU vide &capiohBle chiar i cu deconectaeesistemului. Multe
softuri pot fi oprite prin tastare& R Q F R P L W €W/ CtriBidk,Gau CtrlD. Deseoripentru
VQFKLGHUHD XHQMW HS QRFUHIYPU WDVWDUHD FRPHQ]LL (;,7 V
DS VDUHD WDVWHL (VF VDX FOLF FX FXUVRUX6, 56945 LFWR

Asigurareaaccesului ulterior la informee,la OLVWD GLVFXULORU ORJLFH
GH UHWWDH Uddidraduaékedogin-ului utilizatorului i parolei acestuid74, p. 40]

Specialisul vQ GRPIHOQWXHOE XLH V R VeUhbktBddref@GYHGHUHD GH:!
UHDOL] UL lierdidR E&mpdraréLprobe volatile(memoria: RAM, cachecomponentelor
periferice [287, p. 5, 77, p.90]. $FHDVW FDWHHRBHLWHGGEHLWWUXJIH RGD
func LRQ ULL VLVWHRG68MPX139L Q DRAUHPMHYV V MeéiRIE 2hvarare @t fi lextrem
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GH IRORVGWRDH HLie®Dr# ial ld_fost criptat sau documentul a fastprimat dar
QLFLRGDW QX744 pl ROY WV ievele @empovdre com date L Ppr¥ire lasofturile care
UXOHD]

Pentru copierea informai temporare sunt utilizate diverse produse program destinate
SHQWUX GLIHULWH VLVWHPH LQIRUPDWLFH SH FDUH OH
informa LLORU UHVSHFWLYH XUrPbHabX P LIddtdecttivithkeWex RjWorul iQali
multor utilitare[83, p. 130, 122, p. 7?34, 44, p. 1113, R OLVW H[HP 8Q LD E HhWL Y H
SUHIHQOWWBH@YHID QU

Informaii relevante se pot stoclvQ PHPRULD RSHUDWLY D VLVWWHP
DumpRAM), a dispozitivului periferic i a anumitor suporturi externe de stocare a inforena
)LIDUHD GDWHORU GLQ PHPRULD RSHUDWLY RSRAD\G He0KLk LI\
p. 692]sauprin copiera cu ajutorul VRIWXULORU V SH MLTL@ih pRe¥eétia lucpar® Q +
HVWH GeuMildevexempluXQD GLQ F LQHUBHDREHPRULHL 'XPS
operareA:LQGRZV

2 DOW FDW Hé&rR temploraeeHsuhEwap Fileurile, carefunc LRQHD] DVH]
discului de memorie, repréztQ WRQ & DH QR W® date i conin k Q @verse fragmente
temporare de informa L 1Q 6ZDS )LOH SRW téxtel& HER N XVFDHDHV RO RO v
26]. Stabilireaexistenei fi ierelor de tip logi copierea acestoranclusiv a fiierelor de tip Swap
pot fi restabilite cu ajutorul produselor program specializate (Hetman Partitiav&tgclazesoft
Data Recovery, File Rescue Plua.) [83, p. 124]

2IL HUXO GH XUP UL U ktaslédmH] L WWUHHE Ocriitate M Q HFORRALS X W
(spre exemplucu ajutorul softurilor BitlockerfFileVault, eCryptFSSteganos, PGRPretty Good
Privacy, Folderlock, SafeHous&;rueCrypt ultimul V LV WabwW20v4etc.). ' DF H[DPLQDW
nu cunoate parola de decriptareai HUHORU FULSWDWH SUDFWLF HVWH
vQ WILIP®tuL LQYHVWLIJDWRUXO YD SXWHIDH VR FGtél peiRdUHR
V X'V S lduvivitele, cifrele, precumi combinaiile acestora GHSLVWDWH vQ DSURS
informatic, vQ D JH Q G HOdtt., BaHsaV Kai des folosw parole (cum ar fi: 123456,
password, qwerty, superman, football, adma)[122, p. 142]

IQ VLWXVPQ FDUH GLVFXULOH VDX FRQWDLQHUHOH FUL
copierea acestord) WKkWD WLRP HHKWWel O FBAVPRRIDWDUHD D IRVW HII
Bitocker DWXQFL WUHEXLH VDOY@iw XWK8 LPD GHD UFHERERGI )LD L
protectors J H 22, p. 78]

7TRWRGE@MXO GH XUP ULUH SIHERHD@OW W IUHHEpQIdeRIsteX&or de
operare LQVWDODWH vQ VLVWHPR®SHUQIRH PEDAULH- SHRDaNitaQUDIW H
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datelor din registre (File registryfrebuie V determinelSP-ului, precumiadUHVD ,3,BU0ORF
LQGLFDUHD DO WXUDW D WLRS&piA kistelnuld KBIOB)FIH WML R EX O
sistemul de operare (conform datelor din registrele electrof@8e). 125] inclusiv timpul setat
vQ WHOHIRQXO PRELO VDXi &t EuOUA \tkadeF &S D UKE3GBietBdteD
probelepoteniale, de exemply GDF LQYHVWLJDW RIUKWD FXHM PW HQ N LXQAI
SXWHD IL R IRWRJU XIQXL SFRRESQLRJUDOLW UB E X L H-Wrbal Qunélel L V'
fi ierului, locul unde fiierul este localizat pe hard disc, datanarcajul de timpprecum i alte
S U R Silale H Wrului [220, p. 582]

h funcie de tipul infraciuni informatice se vor examina diferite probe electronice, cum ar
fi: lista adreselor URL vizitate; mesajelemail i lista adreselor eaill, PHPRUDW vQ C
VXVSHFWXOXL GRFXPHQWHOH SURFHVDWH JOQDHHAH WMQ |
registrul sistemului de operare; jurnale prezentatoare de evenimente (event viewer logs); jurn:
de aplicae; fi iere de derulare a documentelor imprim&® p. 188]

7RDWH F i)alinile ébiizitateVX QW GLVSRQLE L O HuluiQunipvogra L F |
GH AQDYLJDUH" [288]),\saxelpante Vi QizZakizhirin tastareL TRL-H, vQ VLVWHPH
operare Windowsi Linux, sau prin Commanti, vQ ODF 2RW R D U H O H(u ptodrand W D
apelabiGH F XWDUH DFFHVHD] ,QWHUQHWXO vQ PRG DROWWR P
ED] G Hitld2Wittde-FKHLH L SDU LDO FKLDU[BRGoo@XiBINgO SL
S VWUHD] LVWRUImpXde FKXW W@RU*RRIJOH S VWUHD] L

utilizatorului la adresanttp://www.google.com/historyiar Windows Live (Bing) le afiHD] OD

link-ul http://www.bing.com/profile/history

2IL HUXO GH XU P fikelLrezdItafebldg D R Q YR U vIQWHLHiStEHR@NAH
acested272, p. 254]vastabili H[LVWHHR@ DFW ULL GLYV S RJupuvturiorde Rtacare[ W |
a informaiei.

2GDW FX FRgsiveDddmokithdlor de conectare la distan VH YD GHFR
cablul de reea, D PQFKkW V QX ILH SRVLELO PRGLIL&.DRMistdhaV D X
re HOHORU LQIRUPDWL Fitpris Br&zévdd malL mulddf Bister@el idformatice sau
componentelor de réi D F D U Wed O calébuid, éd¢thipamente wireless LAN, routere, furh
comutatoare, serverg)9, p. 1617, 32]

7TRWRGDW SULQWUH LQGLFLSRMV RIF dHikroGDpAR @R O L
PDLOXO S VWUDW SH ,0%$3 VDX ([FKIDQtdle raspettiveHrdbui¥ Ebpidte. F
DWWWPS FKkW FDOFXOE)2RHX80] VH
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2 VDUFLQ LPSRWWEQWL UHH\DWGBGIRFXOXL DIO ULL VHUYHU
informatic examinat, precumL QXP UXO GH DOWH, btobh&twtel IR HeelsteRe),RD W
DVLIJXUDUHD H[DPLQ ULL FRQFRPLWHQWH DOH DFHVWRUD

DeconectareaV LVWHPXOXL LQIRUPDWLF SRDWH QX LHNHMWDXD
VQWUHUXSHUHD DOLPHQWQ WL FX FI9 HRRA WO QIKIHAQL F D ] X
VQFKLGHute LVREIUR G XF XefePte Wil henpHei virtuale a hardiscului se
pierde, sunt lansate procese de distrugere a probelor, sistemuéde fifi LHUHOH U PkQ
1Q XURDWUHUXSWUUWLL DFOX. HHQQH @fgtiéle pradbise \WUdd P W Rdatdlel O H
volatile sunt terse,sistemul de fiiere poate fi deteriorat, accesul viitor la date poate fi pierdut
IQWUHUXSHUHD VH YD IDFH SULQ H[WUDJHUHD FBBHORXO
HFKLSDPHQW GO49,@Z1]JGH OD SUL]

| @adrul investigailor efectuate asupra sistemului informatic, toatéumile organului de
XUP ULUH SHQD@e spsdiatistulPXUPHD] D IL H[& Qarfchaxldr s X W .
DFHDWW QBIFS U R F HivVIxnibapacces®ii73, p. 912]

B8OWHULRU RIL HUXO XG3HP XWIP WH D Adipi¢@\DSHFLILFH UL
sistemelor informatigedeconectate de la sursa de alimentané HQ H U J L H cat©QDE W X QR

funciune descrise mai jas

([ DPLQDUHD VLVWHPHORU LQIRUPDWLFH FDUH QX VXQV

'DF VLVWHPXO LQIR U Pin&drganQ ¥edreptWatdfecQall R @ A V W B RY W
MRUWRB® p. 57] FDUH FRRYMWUHOD ORFXOXL DI ddispoziize®r X O
periferice; GHVFULHUHD GHWDOLDW D RU@L€spdctiieRuQredfiaared L L
fotografieriisaul LOP ULL DFHV[B6RA 689Rd@ebheckaleh dispozitivelor periferice de
la calculatof{49, p. 31] realizareaGH F W UH [§35 B E40[a Copiwi\Buportului de stocare a
infformaLHL FRSLD RJOLQG FORQD GLVFXOXL FX DMXWRI
EnCase, FTK SafeBack,SMART, ProDiscover VDX VRIWX®XIH AHB/\GVH R FRP
sistemului de operare de tipul Unix/lux [83, p. 124] precum i a dispozitivelor de blocare a
VQUHJLVWU ULORU SH VXI®BUWNE 2G7Hp.APWPHS D QK R WD DF N
suporturilor destocare a informdcHL HOHFWURQLFH M9 pS 350 ¥ P SO\ HWWIL
ILHF UXL GilcabfiRl¢ caMaxiine.

Examinarea noteboolurilor (inclusiv a ultrabook-urilor, netbook-urilor), tabletelor i a
telefoanelor mobile moderne SH OkQJ S Dilg delsdrixeOntalU 4u¥6 U H | Li limite
WU VspacKiceLiQ DFHVWH,GEDSRVHWIRQVLGHUDELO D GDWHOR
PHPRULD RSHUDWLY GHSHQGHQW GH VXUVD GH H&&HUJL
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XQ DVWIHO GH GLVSR]bWSLYH UGH UHDI XIQJ H Y HSthxéh Hre@mulp G
AGHARFI¢BAHCUHSUH]LQW UHJLPXDWEH) AK IFKQGQHQHUJILD H(
doar pentru meimerea memoriei operative.

'DE vQ PRPHQWXO ithliphfowestalg didpobitivul este activ, atunci se impune
[83, p. 1261 V QX ILH DWLQuha, ldéoaréc® & @st® knHelélvent fioral, iar fiecare
DWLQJHUH HVWH SHUFMS X \28] figded B i WddoR RMiQuGIui ecranului
[175, p. 912] stabilirea aplicaLLORU FDUH UXOHD] GH UHURBU EDBHWR
DSDU vQ MRVXO HFUDQXOXL O Deterihagea Hpdldi BorneXWiRQesi@ X L .
internet (3G, 4GWi-) L SULQ YL]XDOL]DUHD SLFWRJUDPHL UHVSH
prin DWLQJHUHD SLFWIROXEBRPHE DAY B W WAL)P BRBEIQAKL &8 WHD LR
acestor interf@ wirelessgeconectarea prinLQHUHD DS V Daka s&dunBeSa Butbnidki de
SRUQLUH GHFR Q iHtEryicBrearextady®atthuilatorului dispozitivului.

SWXQFL FKkQG VLVWHPXO LQIRUPDWIURE HYXVH G XWRB LWL
SXWHD V vDOWINRdatori vO YD DHRWWQY@utReQanului LGHFR QHIFWK
ulterior.

Pentru deconectarea notebedkO XL QX HVWH VXILFLHQW VvQWUHUX
FX HQHUJLH HOHPRMatemEnesi@aidr 8 WatFekde la energia acumulatorului, din
aceste cCQVLGHUHQWH HVMWW UIHHUMWMDU DFXPXODWRUXOXL 1X
FDSDFXOXL ODSWRSXOXL GDW ILLaQde hiletheveX Cee& ceVddceDd W
modificarea informaei pe disd83, p. 127]

La cercetarea telefoanelor mobilepot fi obinute datele despre identificatorii
echipamentului, dateleonvorbirilor telefonice i, GXS ,ARRQUHILVWU ULOH DFH
coninutul mesajelor(inclusiv po WD H O H,FWWIHRQE@GEF W HtQrieul RiQLLW U HubioV L W |

F XW ULORU vQ LQWHUQHW SURJU v WH DLH/ \@ & §&iRENEalE Gl d
SRDWH ILIVWRERGDWSR]|LWLYXOXL O R#lixatr Bl la0edtui disgpEtv)V R [
vQ DQXPLW te 8HUACRDEW SRVLELOLDNDIMWHGH WHVBHHR BEWU D
PRELO vQ FD]XO DSHOWXIXA &RQ NWAMXDLRQAQ'BIHMWFE WU LQ |
H[LV W HQp dispdzitiv (spre exemplu, cdaQ GLFDW vQ IRWRJUDILLOH Ul
DFHVWXL WHOHIRQLULDDQVWRRQBE®YH DRPLPL IL VHW ULOH LI

Verificarea IME}ului telefonului mobilsau al tableteSRDWH IL HIHFWXDW GH
XUP ULUHSSHQDIOQWURGXFHUHD X#H&, \bare el RRWH IF|D/ QD BDW$
cartelei SIM[81, p. 44] IMEI-ul con LQH FLIUH FDUH iL&adeForighR® @HO
echipamentulumobil de comunicae (primele 8clUH SURGXF WRUXO UHVWXO F
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Deblocarea (resetarea) codului PIN poate fi Lo X W VSUH H[HPSOX Sl
comenzii *05*<Codul PUK >*<noul cod PIN>*<confirmarea noului cod PIN># i altele.
Astfel de aplicai (comenzi) pot fi obinute e la Centrele de deservire ale operatorilor de telefonie
PRE[291]. Parola PIN L 38. SRDWH IL GHSLVWdaM foStHletdXV8 R B VX\W
6,0 vQ FDGUXO DXGLHULL SURSULHWDUQOXUWLXWUOLBEIWMRL
deblocare a codului PINXWLOL]kQ GleFr&PeBtlv@QOIVKOQLWH SULQ LQWHUS
WHOHIRQLH PRELO SULQ H§&SYORDDQMODHERIE@LM] HFRVD IRV R X W\
autentificare prin intermeGLXO SURJUDPHORU VDX PLMOSaDFHaR U V
metode

'H UHJXO SH FDUWHOD 6,0 HVWH LPS WEIDMoAtRIinJ X O
20 de cifre (prefixul de identificare industrial, codulULL QXP UXO GH LG
proGXF WRUXOXL QXP UXO GH LGHQWRLWR@DNE SIMD peaReQtdcX O )
informaii privind ,&&," 06,6'1 QXP UXO GH DSHODUH UDSLG X0
IMSI, informaii de localizare (LOCI), cheia de criptare (Kc)

Introducerea de diferite cartele SIM poate conducddegerea datelor din dispozitivul de
comunicaie. De aceeauneori GDF QX VWH XR@BE&BXO 38. VDX vQ YHGHU
datelor) VH LPSXQH UHDOL]DUHD XQHL FDUWBOHREOJVNQD®F >
obinerea unor astfel de cartele pot fi folosite diverse instrumente criminalistice, cum ar fi:
Forensic SIM Toolkit, GSM.XRY.SIM ID Cloner, TULP 26IMIC [26, p. 320]

Echipamentele utilizate ctelefonul mobil sau tablat cum ar fi suporturile de date
detaabile, cartelaSIM, pot constitui potemale probe mai valoroasehiar GHFKkW WHGHIRC
$FHVWHD ,VHUUIDGUED®HWGH OD W H O HtdpietariDséu \Wtihz&torid W
dispozitivului de comunicé poate fi interogat pentru a se afla cotkide securitate sau partde
[26, p. 314]

IQ YHGHUHD VPSLHGLF U hlpavehliD hieBaje®iXiL ap@litiloGrdiyaH
suprascridr datelor existente, putem eviddnD FkWHY O de RadpeOa.dépozitivului de
astfel de comunicee [26, p. 315 VQFKLGHUHD WaW B BROQHAVOHKIL Vv @pXéeFHD
DFWLYHD] FRGXULQ#te @diV D XQWddiip$tute invdtiggatoruluiytilizarea unui
FR QW D L Q H ada)fdlillbbde BIuminiu(ceea ceS U R Y R Direafethsumului de energie
GH OD DFXPXODW R Uzadaritide con&ttare @ Feb)utiizaréalop L X Q LirplaAes
ORGH” PHWRGD UHVSHFWdnY cauzdimdfailinii X\Q tatidle/ Bau ecranul
dispozitivului).

3 UR G X F ngdelliX&efonului, codul IMEISRW IL J VLWH vQ FDYLWD

acumulatorul. Detaarea acumulatorului poate afectaarst telefonului, mai ales camutul
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tehnice,a HIHFWX ULL OXFU ULORU SURIXAMULF®HFHR QH B5W DUWHHS
UH HOHOH GH FRPXQLFD LL WHOHIRQLFH LQvawb @DUH
administratorulu- SHUVRDQ WSXHRIALFXO DFWLYLW LL lactelel@L XO
SULYLUH OD VQUHJLVWUDUHD &HIH RD RHAQ LM XOLBHEAH/Y\NLMG
pazeia VLVWHPHOR W pGridtuDi@GCHUFRQWURO SURJUDPXO LQWHL
YROXPXO DFWLYLW LL FDUDFWHUXO WLSXO L SUHYHGH
conFXUHQFIRARUQXWXO L YROXPXO LQIRUPD LHL VWRRDWF
SDUROHORU GH DFFHV FSWRE HXFHH PWOW HUQIRAHP X UL Y LU
volumul prejudiciului cauzatine dintreDQJDMD L D L QR VWV S® AR XYWV DLF W/(
perioada de activitata lui vQ D F HD YV WtemeKQj#ridicHde reprezentare a intereselor
FRPSDQLHL vQ FDGU X proutd FOREHADURDUF &/ X 5 G oS die ¢ distbtareV H
a incidentului; FLUF X P VaWmseuidslSHUVRDQHOH FDUH SRW FRPXQLF
SHQDO LQIBHPRUGLQ WHKHILFWHQMX WG LD GUXO FRPSDC
VSHFLDOL]DWH GH XWLOL]J]DUH D UH HOHORU LQIRUPDW
FRPSHWHQ D FBEEEAWWLIRADRD HD VR IW X & nffidateloG tdhnigsd)si Wtk L H
RUJDQL]DWRULF D VLVWHPHORUVWH®QHDHOHORQWLQRURURBM
VLVWHPHORU L UH HOHORU LQIRUPDWL FpHvincbdd¢ésE H B XXIOL C
PRQLWRUL]DUHD OHVWBFW@ERMBRORW vQ SHULRDGD UF
concedierii; FD]XUL GH S WUXQGHUH QHDXWRUL]DW vQ vQF SH
FD]XUL GH DFFHVDUH QHDXWRUL]DW &l VQ MRNHPHIOHRU FLRPIS
altele;opLQLD FX SULYLUH OD PHFDQLVPXO GH V YkU LUH D L
parvenirii rezultatelol. QIUDF LXQLL

IQ FRUHVSXQGHUH FX SORPYMGQHWIXA DQWDUHGUQSRUW
clar sau are unele deficien pentruD F WRO WXUDUH QX VX QiVdupdrrehRtary,D U +
RUL D DS UXW QHFHVLWDWHD GH D SUHFL]D RAuWwWR&HAH D!
XUP ULUH SWHOQDQ GUHSW V DBBXXELHSH H ASHVYDWXHE [ YHDLBWR U]
UH YV S l-BaNple@@erile art. 16509 dinCPPR

IQ FDGUXO DXGLHULQYE @XIWXXI@DXNL vQ ILHFDUH FD] F
SHQDO WUHEXLHFWO VS&DiffEOndungtetnH GH P8 p. 215] Printre
FLUFXPVWDQ HOH GH ED] FDUH XUPHD] DXQGWWDE@ LFKH WH!
vQ FH FDOLWODWXGDL LIDAHVREDOW XWH LQVWERKXSIHW HER PIIO@IL &
calculator, dispunerea dmumite softuri, nivelul de calificargersoana careD LQVWUXLW
XWLOL]JH]IH VRRARBX WIQO AD X ] SaD foR acbrdate (e H OXFUX vQ V
L VDX UH HDXDSIWQREBXYPWHFSURJUDP OD F Rastdui;Dputle BeF FH'

120



RSHUD LXQL HOHFWURQLFH SH FDUH OH Hprddedivd De acgesare P
D VLVWHPXaOXH HOMDXL QG RBPDWHFHHVWULF LL GH DFFHV
instalate sistemele informatic GDFD LIRVW DGXV OD FXQR WLQ L
IXQF LR®DEDHK IRVW DGXVH OD FXQR WLQ UHJXOLOH GH ¢
FX SULYLUH OD XWLOL]DUHD L VHMP{XUW DOMHDQ ¥ LAfiMdaHPHH (
lucruya SURFHGXULL GH HIHFRNUXILUH ID COHXK BT FH\O BRD L ¢ho8U P D
dedistruygeeaXUPHORU LQIUDF LXQLL
IQ GHSHQGHQ GH FDWHJRULD LQIUDF LXQdrea LC

E QXLWXOXL VWOHY E@RIQEK G XL D Q X[, Sptd exéiw HE UL

e vVQ FD]XO LQIIBIDHYLPXOWH ROWD @dbitdt LQID il LQIRUPD |
FRPSXWHUL]DW ORSHDUHLXQH MHFKRH SUHOXFUDUH D LQIR
execute;nivelul GUHSWXULORU GH DPRHD GO DVNDOYHOURIHLBFFHV
LQIRUPD LHL FRFSGXHWBIHDWWUXQGHUH vQ VvVQF SHUHD v(
LQIRUPDWLFH L GH FRQHFW NWUWHY VOWDL B K LHOOHX [ H. DR FSHPD W ¢
instalate sistemele informaticeGH XQGH D DIODW SDUROHOH L FRG?
SDUYHQLUHD SURSXQHULORU GH OD DOWH S Hiersadanzie earé H
iDX PDQLIHVWDW LQWHUH V XcOdufed deDacBeg;FIX@HR 05 BVUHRJBHDO HD
LQIRUPD LD RE LQXW H¢erdoahe ddraHNODNA deSpie @aktleHhformatice
VWRFDWH vVQFRQ QRXOWDAVRUQIRUPD ioH& diStHisoF ® Qdteri@at) & F H V
modificato, ablocato sau a copiap; VFRSXO XUP ULW O propriertBrulivtiizdteri 1D .
OHJDO DO LQIRUPD JdokdgabmbduiRié)idV DOL FHEBN MDWVWLQIRUPD LHL F

e vQ FOUQWWDF LXQLL SUHY ]X&V&toOIDQ DUDVEINilXr€&iBodul de
GREKQGLUH D PLMORFXOXL WHKREDMBORGEN XDXRIJSDRDUE
scopul producerji LPSRUWXO XL F R P H UdfiL Dnijldaceldt Ltehnidélgriodpseer
program; VSHFLILFXO L PRGXO GH tehwdptodjsuluiHrogramgtaldildea F X C
SURGXVHORU S Wiargsiemebu@osEu R XUL GH SHUWXUEDUH D 1>
WHKQLGELVYLSR]LWLYHORU GH SURRVBR XPILD LYHRURDIReH G H/
cazurilor de alterardDd I XQF LRQ ULL SURGXVHORU SURJUDP LGHQ\
L DOMHHVQ IXIQF LR QD lalg®ituRdaANXXQUA. QORQDUH D SURGXVXO0OX

e VQ FRIXIWDF LXQLL SUHY ]aitdt LD UDSWLa(eQd®DF LLQH PL
UHJXOLOH GH SUHOXFUDUH D LQIRUPD LHL FRPSXWHUL]DV
DWULEX LLOH VDOH IXQF LRQBOGKHPHD WHO®WX QA vQWEWISWAQL
DFWLYLWDWHD MDLQ@QUDRBKOBKRIUXQUWIOH HIH EMSHDW IR D@D FD;
vQ JLXD FRPLWHWHYBERWIFUIHXOQEHULQ HORBR PG \8 X B WHRR
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Procedurarce QHULL FHUFHW ULLR@ WHG VDX $HGIFHaelse WU
GHVI RQOQXUP WRDUHOH HWDSH
1) ordonanD FX SULYLUH OD GLVSXQH U H Di, Bre¢utrlilaltoNz8ial F L D
MXGHF WRUXOQOeXde tahbmit &@MuViksKtkiei po tale (pct. 119 din Regulile privind
prestarea serviciilor ptale);
vQ FD]XO vQ FDUH S\DDLOH QLY GLPDWHULPSRUG RQRQH [
F WUH E QXYMWQOOLWRRDVER) WIBXULIDY DQIRVW GLVSXV P Vi X& VS
instituieipotalelereLQH SkQ OD H[DPLQDUHD DFHVWRUD GH F W
3) despre aceastaful instituieipo WDOH vL FRPXQLF LPHGLDW SUREF;
4)repUH]HQWDQWXO RUJDQXOXL G HWVHUPQUERQMAWIHADD O G X
cunotina efului acestei institiLL FRQWUD VHP@ d¥ Xxhmindd] GdRcqQr® @
trimiterilor po tale;
UHSUH]JHQWDQWXO RUJDQ @& L GIHDRU B RADRJUHH ]SHHQ D O
LQVWLW X ttirditeri® Bo WDOMH SDUYHQLWH GH OD E QXLW vQYLQ
vQ FD]XO GHVFRSH U abietteloGeRrE APigpNampEnRUF D XD SHQL
UHSUHIHQWDQWXO RUJDQXOXL GH XUP ULUH SHQDO OH L
asemenea documentt. RELHFWH UHSUH]JHQWDQWXO RUJDQXOXL
trimiterilor po tale examinate adresantului, ®QW RFPLUH D Y QUEDOURF BDFHV W
Procesulverbal cu privire la examinarea ridicarea trimiterilor poWDOH V Htewd® W R |
F WUH UHSUHJHQWDQWXO RUJDQXOXER@I& X W Ritl ¥&tx& HIQD
pentru fiecare cade examinare a trimiterilor ptale.
3H OkQJ HOHPHQWHOH B26Hdn JCOR, HhroGeDuWHUMED O WUHE X
LQFOXBLQH XQGH FKkQG D H[DPLQWWO aUE BXFOW vV B ke DWH
adresantului;genul de trimitee po W Dd2 pe care trimiteri poVDOH DX IRV Wcel FX
mijloace tehnice au fost utilizate;e sa depistat;consemnarea faptului prevenirii tuturor
participanilor i a celor prezen la aciunea SURFHVXDO GHVSUH REO b WLY
coresponderHL QHGLYXOJLWUWILL FXQ IRWIPYDLUH OD XUP Wldéspr® S|
UVSXQGHUHD SHQDO it ¢RW OD DUW
O situaie aparteS U H ] Jco@SdonderD v Q WWUtHLGIHY RFDW XO V X vQ FD
RegatuluiUnit [329], Curtea a merL R Q DadenteneaoresponderD SRDWH IL FLWL\

situaii excepionale.
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Monitorizareaconexiunilor comunicablor telegrafice i electronice

Potrivit alin.(1) al art.134 CPP, monitorizare@onexiunilor comuniciilor telegrafice i
electronice L D D OW R U pFeBupuh@dcesulilverificarea =1 U turQarea expeditorului
saua destinataruluiza FRPXQLF ULORU FH DX IIR\OR W ED QKN PLWHHV MY
livrare a orespondelrHL HOHFWURQLFH VD iXa &ebidowde prirkikeiHeif@ lale U L
abonatului.

'DF GLQ GHQXPLUHD &3BW IARINORUL]DUHD FRIQHI[LX
telegrafice L HOHFWVWHR GUAHHD] LPSUHVLD WH O/H JU N 1L Q/HRRIIK@W G |
descoperireide FDSW XUDU Hdib rOFWW LFGWF D GDWHORU UHIHULW/|
atunci din lecturarea canutului articolului respectiF RQVWDW P F DHHYVMID HR S
cu privire la intercptarea L VQUHJLVWUDUHD G D \Wu. Q\Betst fapi tditseL R D
alin.(2), care menLRQHD] HUXJILGH XUP ULUH SHQDGQin VD R HGJRDAX L
QX PDL WkU]JLX GH GH RUMR @ lLUQ LPileiRonPDd XUWOH FRE® X QL F
DGRSW R GHFL]JLH SULYLQG ULGLFDUHD DFHVWHLD VDX
fotografierea, copierea sau fixarea prin alt mijloc tehnic alc@aphX W XO XL FRPXQLF ULL

SRWULYLW /HJLL FX SULY tdfiddl iDf@miat@ ILRRUSPUDH L © ivVdBtRIBN F X

L D SURJUDPHORU vQ WilzétorG; Bridate® xef&iareRaxti@fitvQ FRUHV S X (
cu Legea cu privire la prevenired FR P E D W H U HiDinferthatled. £cbnStitvg orice date
DYKQGWHJ FX R FRPXQLFDXEG WIMMHWRPLWYIBURRDWUF SURC
calitate de elementallak O XL GH FRPXQLFDUHQK® ALF& QH RWH OIHQRIQ
alte elemente de identificare ale dispozitivului de comuida KLU ,63 vL DF RBROGp. VH I
6]), destinaa (elementele de identificare ale dispozitivului de comurida F WUH FDU
WUDQVPLVH HFR® ¥l AtingdaIHora, dataP ULPHD GXUDWD VDX W
subiacen{ WLSXO GH VHUYLFLX F D UéfeiHI¥ gxémplutiaasie] BDeirey g WD G L
HOHFWURQLF VDX PRB2MpEULH LQVWDQWDQHH

Legiuitorul nu G H O L P lirs¥i¢tiDihformatic (Traffic data) de coLQ XWX O FRPX
informatice Contentdatg, dei ConveniaCE FX SULYLUH OD FULPLQDOLWD\
articole(art.20 i21) L UHJOHPHQW UL VHSDudiDOV thate Bdestaléhdenia R X
DGPLWH FDile @a ORQDWOGDD OHLVW DIWH MW BFDELOH QRUPH |
GRX L D[22, pVe&]

SHOQWUKOHIYUH PDL VLPSO OH S XWHPiilor refepitddrel&d X U
dHVFLIU ULOH FRQYRUWRERL B DDA ci\pHWDEHA Rr&fit FiHcu interceptarea
FRPXQLF ULORWQWHRHI MR @IDAMH O R Uinut [326] LAY, RBBAUDMh &résteF R Q
FRQVLGHUHQWH SOHG P SHQWUX R ®HNO BttbRedareazlateloF UL
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referitoare la coLQXW H[FOX]kQG FROHFWDUHD GDWHOGORY F0WNXDY
GRDU vQ FDX]HOH féa isftatinnlldy éhudd&ate eXHaUstiv dat.132 alin.(2) CPP.

CRQVWR W PFXQ O Hahumeosoede ¥ahcuren GLQWUH QRUPHOH !
OD DUW &nBrea, AcBadtarea, predarea, perclwmrea sau ridicarea trimiterilor
po WD Q kgle de laart.134 833 GHRDUHFH DPEHOH DUWLFROH UHJ(
FRPXQLF ULORU HOHFWURQLWIB HERPWQRRK UEL SHXFF REF
AFRUHVSRIQGFQURQLF ~ 2U WRDWH DFH VX [Selddtdtd V F
prin intermediullT: prinpo W HOHFWURQLF ILH SWluiGal gpledidd) Pt L X C
programe pentru schimb rapid de mesaje (WhatsApp, Viber, Jabber, ICQ, Skype).

Astfel, potrivit Raportului explicativ la Convea cu SULYLUH OD FULPLQDOL
[320, p. 35) OD FRPXQLF ULOH HOH E&etianSriise itV iRterdcheditd @eldd W k \
LQIRUPDWLFH SIUERPRKDE® XYW LEKW S XE O L FdaninubuKpr&oduz¥salw H
F R P X Q Lnfresdjélé, precum alte informaii transmise

Aceasta situdtH SURYRDF FRQIX]LD QRUPHORU FDUHIiWUF
ULGLF uiutuluiFcBréspondeni electronice, iadeosebireaPDMRU FRQV W careQ L
XUPHD] D IL LPSOLFDwtituvapoDFBIOWYBDXBRRHWHVWHD] VHUY
coresponderi electronice.

Din aceste considerente, propunem modificarea alin.(2) al art.133 CPP, prin excludere
FXYLQW Hrid Rdta Alecw U R Q ILP U VA»ES. Q BcdddrDde orice gen,V  lihtkbduse
F XY L Qcwebtepih delor electronice,

Colectarea datelor referitoare la traficul informaticSH OkQJ |8 ledgsEivé] M
poate ridicai anumite probleme tehniceum arfi: stocarea datelo(aW XQFL FKkQG H[LVW
PDUH GH DFWHD LPDWBOHVWH) WLPSXO XQRU HYHQLPHQW!
DU SXWHD vVQUHJLVWUIDX® XYOWIS NFNK QWP HDRW HYXQMWMINM Ide G L V
stocare, informaLLOH GHVSUH DFWLYLWDWH D ipidredteQtusficuDddiptdtX W H
(ckQG WUDILFXO LQIRUPDWLF HVWH FULSWDW -DGDWX®RMOV I
FULSWDWH Y G QXPDL FDU D Hayddtd aMj\e dxertphd, shitda Badtjinai® O H
adreselor IP, de aceea sursa de date trebuie lpBZQDW DFROR XQGH SRDW
G H F U L Sdheihsvea punctelor de accéaWDFDWRULL L @ D O WEHHRWOHKD & B X
acces SHQWUX D HYLWD GHWHFWDUHD GH F WUH FRQWURDC
acces importanjd26, p. 257]

$YKkQG vQ catddeHIUdarteintruziv al colect ULL vQUHRIIERWXQLF UL
electrorice asupra vidi private a persoang820, p. 37] OHJLXLWR U kart.D3ZalinH{y ] XV
SFW OLW H GLQ &33 REOLJDWdp¥dive BWHD WXNW RMXL.G HH
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instruc LH DV usXddht@IA judiciar. 7T RWRGDW RUJDQXO WUHEKé&H V
FX SULYLUH OD LPL[WDX®HWDV R DQMLX O DEQ OYILWH DQWHUI
pentru Drepturile Omului (a se vedea cazukilass[331], Kruslin [332] , Huvig [333], Malone
[334], Halford[335], Lambert336]).

Datele cu privire la conexiunile comuniglr informatice pot constitui sau pot furniza
GRYH]L LPSRUWDQWH SHQWUX FiD&dl8lorSrifograide desDturRidite W
F D QiWrakivde date, inclusinde text scris, imagini L VXQHW $WXQRFU DHREsR)XGQ R
FRPLMai aks,de la distan SULQ LQWHUPHGLXO ,QWesenBW XD XV
XUP UHDVF UXWDORBPXQLFD YLFWERfi coréM4b dta,l datd\exdaw R U
destinaia comunicailor suspectului cu momentuintruziunilor v Qist&mele informatice ale
victimelor, pot fi identificate ale victime [320, p. 37] IQ FDGUXO H[DPLQ ULL WU
(de reea) XQ LQYHVWLJIDW R¢N&RERWHWIHIIRFDEBUHY 3 DORFCLC
DGUHVD 0%& D SO FEXetil E§RQWKEDDVWIHO LGHQWRE6LFD X
253].

Actele procesuale cu privire la dispunerete DXWRUL]DUHD P VXULLI VSFH
WUHEXLH V VSWFLRPKHQIFRQEOH SHQWUX FDUH XUPHD] D
trafic, deoarece Convea CE SULYLQG FULPLQDOLWDWHD LQIRUPDWIL
JH Q H Urizdiferen L D[@20, p. 38] Asigurarea gecut Utehnie D PRQLWRUL] ULL F
HVWH SXV IS iaéalir@tiu LHL FDUH SUHVWHD] VHUYLELL G
electronice, a apelurilor de intrareie LUH VDX D D O VDRIiUedisRia ¥rQdesualslH Q D O
nusSHFLILFi ISPWRMWHKEXLH V SRVHGH R DQXPLW LQIUDVWU X
50 FKLDU GDF DRX MW OWRIOH GH ED] VDX VHGLXO vQVW
IL QHFHVDU VQWRFPLUHD XQHDWRBPXVLLQUROSAW RUILDIOQ IO

7TRWRGH®DIFP QX DUH SRVLE HeOd réaravddlestare QUGEUHILVWUD U
UHIHULWRDUH OD WUDILFXO LQIRUPDWLF DFHDVW P VXU
SHQUDO/€@&u organulFH HIHFWXHD] DFWLYLWDWH®DN ¢@eckted®® G
echipamentul insttt HL FDUH SUHVWHD] VHUY L& Eelecttohice)d apelrildH D
de intrareiie LUH VDX D DOYVSR p.BBRPXQLF UL

Monitorizarea conexiunilor comuniggor telegrafice i electronice are uaracter secret,
din care motiviSP WUHEXLH V ILH SUHvQW KPEQ QW W G Bi¢itiek UFLR
GH]Y OXLULL -augvéhiDdrndsEUBRAHp.L39]

Legislaia internaLRQ pré&kum iceanaLRQDO QX SUHYHGH PRGDOLW
XUPHD] D OWH[PIRQWW R U L] D tbrinidaifoftelddrafiCeli elétibnice.
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TRWRGCGOPSMMHUDWRULQIRRIHPERXMFOHYLUH OD LGHQWLILFDUI
(numele, adresa, datele de facturare, serviciile prestate, inclusiv de roaming, numerele de tele
VQUHIJLVWUDWH HWF GLVSXQ L GH vQUHJLVWU ULOH F
reX LWH H XDWH HIHFWXDWH DSHOXULOH WHOHIRQLFH UF
PHVDMHOH 606 006 UHFHS LRQDWH XWLOL]DUHD GDWHOR
apelantului), numerele de telefon finale (ale apelatului), HWMiHe echipamentelor de
FRPXQLRKWILGILIDWH L GHQXPLUHD ORFD LHL &HOWdyrataw L S
FRQYRUELULORU ORFDOL]J]DUHD JHRJUDILF D DQWHQHL G

/IRFDOL]DUHD JHRJUDILF D DQWHQHL ONH H®EH KEiED W
LGHQWLILFDUHD ORFXOXL DIO ULL -RORDXAQX\WPLBYHHERDSD
FD]XO XWLOL] ULLVGDMWSHHIOOLRYDPREYQH.ELO ORFD LD SHVW
TRWRGHOWLQ LQWHUPHG L XencdxiehVAKH IL GRH WA QULFDUHD WLF
QHPLMORFLW GH FRPLWHUH DO IDSWHL FULPLQDOH LDU
SRVLELO LGHQWLILFDUHD WXWXURU HFKLSDPHQWHORU
UHVSHDBDWIs&poateGHWHUPLQD FLRH @XPRWN MQV WD [2&) pD Q X
326].

SHQWUX DQDOL]D L VLVWHPDWL]DU HWDi, HILMW QWD LDP
produse program (spre exemplu, i2 Analystétook).

,GHQWLILFDUHD DERQDWXOXL SURSULHWDUXOXL VDX
electronice ori al unui punct de acces la un sistem informatic

Potrivit art.132 alin.(1) din CPRdentificarea abonatulug proprietarului sau utilizatorului
XQXL VLVWHP GH FRPXQLFD LL HOHFWURQLFH RUERIOD/WQ X
solicitarea de la udSP de a identifica abonatul, proprietarul sau utilizatorul unui sistem de
FRPXQLFD LL HOHFWURQLFH DO XQXL PLMORF GH FRPXQL
VLVWHP LQIRUPDWLF VDX GH D FRPXQLFD GinpunX e &XPL
la un sistem informatic este folosit sau este avtly PR P HQ W X @i &/fBsOftlésit $aula fost
DFWLY OD R DQXPLW GDW

IQ VHQVX0O CEROQYHYQL QBLFULPLQDOLWDWHD LQIRUPDWLH
Aate referitoareD DERQIHNHPQHD] RULFGEHLIQQRWPDRBEHIRYP GH
LQIRUPDWLFH VDX VXEURIHFHWROWH I®D PD E R QDG HLF KDNWF H3/DNA
UHIHULWRDUH OD WUDILFXO LQIR&RRDIWLF VDX FRQ LQXW

a) tpu GH VHUYLFLX GH FRPXQLFD LL XWLOL]DW GH H[H
DSHOXUL PHVDMH YRRWHKHM/.FH OXDABR JLQL DEad&WEMui;SULY L C
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b) identinteg adrea SR Vé&u@eografic QXP UXO GO WHRGQ DRAMaX L L
QXP U GH FRQWDFW LQFOXVLY QXP -UlX®auGhdm&leHi® donfreqiu, D
adresa de-eDLO HWF S& HAXHPU LWEDWHOOD IDFWXUDUH L S
contract sau a unui aranjamentsaevicii;

c) oricarealt LQIRUPBIHHLWRDUH OD ORFXO vQ FDUH VH J V
FXP DU IL DSDUDWHOH GH WH O HhibReQv QUHDH D K Q RIF TF® I WLU |
aranjament de servidi820, p. 30]

JRUPXODQHEDD XQXL FRQWUDFW WIWDHKER DHQX L ID H BuGDNVCH
VHQV ODUJ L LQFOXGHER UDefxBEKUDHOO G HQUWH OO H WH VHUY

6XV LQHP SR]JL LD OHJLXLWRUXOXL QD L Rkpbad GHADW HL OF
de proprietar lutilizator FHHD FH HV W ldseie@iV/Y. MIERW XIQW REOLJD |
HYLGHQ D MXUQDOHOH XQHL JDRUYUVRDLQ & OFUDILH GHX FVOQLAHKC
SUHVW UL VHUY LFGIH ALRQ WEMQPRBWW HODDERQBQLLL A3UH3
LQFOXVLY FHL FDUH EHQHILFLD] GH VHUYLFLL JUDWXLWE
contul abonatuli (utilizatori) [320, p. 30]

7TRWX L SRWULYLW 5DSRUWXCEXSUHYEQIGFBWILFRL QD O& R
SUHYHGHULOH UHVSHFWLYH QX WUHEXLH V ISRNMN v® \HOUN
GRFXPHQWH FRSLL GH GRFXPFPad §WMH DIA HF B ERRUH IEQ/R. W XX
SUHIHQWDWH GH F WUHISB BXQBVIWH RERGDDW WKQvQUHJILV
LGHQWLWDWHD XWLOL]DWRHIAMR G HEW WX YHO R UFAULEB8-0 W
HVWH LPSXV V YHULILFH LGHQWLWDWHD DERQD LORU VI
utilizatorii serviciilor salg320, p. 31]

$FHVWHL P VXUEDHL X QWUDSOLLOH SURFHVXDOH GH
VWDELOH WH F RUJDQXO VWDWXOXL SRDWH DSHOD OD
DERQD L 6SUH H[HPSOX SUQQEBDPIJ R DG RRMMNM GLVSXV LGH
poDWH VROLFLWD LQIRUPD LD FX SULYLUH OD -x&), d3qiite L W
SHUVRDQHL LQYHVWLJDWH 2UJDQXO GIPXWP GH]JYHO 3HK)
GLVFHUQ PkQW LQIRUPD LL SULYLQG WR DPERRD L LRADIFHL
p. 233]

‘XS FXP DP PHQ LRQDW DripovihetidiL R@Q SQVOWOH WR[ERLLQ F
V YkU HVF IDSWHOH FUL Pt QIO A DG/HRADMRIRVEHLDEILES Lité Olde
facto DO DFHVWRUD QX FRLQFLGH FHHD FH RRPUBIOdomiIterii G H C
LQIUDF LXQLL GHRDUHFH vQ EDJHOH GH GDWH SXEOLFH ¢
activitatea special GH LQYHYMSIVIHDVELLQIRUPD LL F de fatidaMerdddn€.D C
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7TRWX L G Hmulte @i inRdatorii informatici VQFKHLH FRQWUDFWH GH S
internet cu operatorii, personal sau prin intermediul persoanelor By H HYLWKQG
FRQWUDFWXOXL GH F WUH SURSULHWDUXO LPRELOXOXL
FXQRD WH QXPHOH VXVSHFWXOXL RIL ISRIX®IFREWHP DQLYH VW LS
ORFD LD SHQWUXDFBREWUWOFRSMIFW XXOHUYLFLL GH LQMWHIDQ
consideree L IDSWXO F DFH WL LQIUDFWRUL SRW FRUXSH DAC
internef SHQWUX D IL LQIRUPD L GHVSUH LQWHUS3$38®. 461l OH SD

'DW ILLQG IDSWXO F LQJHULQ DL®W D Maktlicalea @boOnatuiv H
VH UHDOL]HD] GRDU FX DXWRUL]D LOHSGRVFIXRUXB XD Pv¥
GH LQYHVWLJD LL HOHPHQWHOH REOLJD20.RQLD @HPBIa® W H
prezenta lucrare, la sugestd[SHU L O R din Moxn@riidFIL DR[IS XV v Q FRKIHG/WXLAR Q
acestoraa fostelaboratunformular DO RUGRQDQ HL FX SULYLUH OD GLVS
proprietarului sau utilizatorului.

ISP WUHEXLH V ILH SUHVQWKPSLQDW GHVSUH FRQILGH
datebr care 1au devenit cunoscutedl U VSX®B HRUSEBRDUW vQ FD]XO vQF OF

7TRWRGDW vQ FRUHVSXQGHUH FX 5HFRPDQG ULOH SHC
D OHBPLWPISRWULYD FULP L Q IDGER\S W.I W_H |(RE) FEHWVE R HBH YV SR Q (
GLQWUH RUJDQHOH G$P WEBEKLRUHWHVD FXBILLQG QXP UXO
MXULGLF LQIRUPD LD VROLFLWDW FRQFUHWL]DW SUHFX
FHUHULL LQFOXVLY QXP UXO GH WHOHIRQ DGUHVD GH
tranVPLWHUHD [[326RPB3) LHL

1R LX@rieddlatA WUHEXLH vQ HORDYDQ@ROVBE VXIOP FUL USP SHC
WLPS VXILFLHQW SHQWUX D U VSXQGH OD LQWHUBPNO DIUH
vQ VLWXD LD vQ FDUH WUHEXLH V U VSXQGQGl42|p.BIOWRU FH!

$WKkW OHIJHBSIBQBOHVRKIOWMW L &RQYHQ LD SXQ H[HFXWI
sarcinalSP, care dispuneleasemeneecGDWH VDX OH LQH OD FRQWURO

Expresia de la pct.1) al alin.(2) al art.?36 L Q &&pure de datele VH UHIHU OD
ILILF D GDWHORU UHIHULWRDUH OD DERQ DailnjloagadRdkU L H
FRPXQLFD LL HOHFWURQLFH RUL DL SXQFWHORSP dehe DFF
WHULWRULXO 50 OH SUHVWHD] WBHX OIH LILQ HEQNDRIRERBEYWY LR
vQ FDUHRUGWIOOHDER QD ILO Q XQV BR V HSA_ ¢t tbhtpLaEestPa, el le poate
FRQWUROD vQ PRG OLEHU GH SH WHULWRULXO 50 SULQ ¢
PLMORDFH WHKQLFH GH DFFHVY OD GLVWDQ OD GDMlt¢OH
FRPSDQLL GLQ DU VB2K 2]SHVWH KRWDUH
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http://anrceti.md/lista_furnizori_servicii_retele_ce
http://www.apple.com/legal/privacy/emeia-le-inforequest.pdf
mailto:law.enf.emeia@apple.com

program:ale celei LQIRUP ® (riir@Dadet LQIRUPDWLFH VW ifobratie) ¥ Q \
DvVXSUD UH HOHL LQIRUPDWLFH L FRPSRQHQWHORU DFHV
8 IQ YHOGAHEDRUWNXD LHL H[LVWHQWH vQ GRRE& @UXD WL
UHFRPDQG ULORU PHWe®tafeh ¢GM B LKXIQUKROD LQIRUPDWL
V YkU LWH SULQ LQWHUPHG p¥@mVLVOH FRORIEWDQURIDP,BWR
indiferent de categorid Q | U D 360 XpQI156]
Avantajele acestorreddD QG UHOWY XUP WRDUHOH GRPHQLL
Domeniul legislatvn. SULQ LPSOHPHQWDUHD U K4 RR REGralL O
uniformizarea sistemului juridic SUHFXP L FRQVHFYHQ DpeaRpAHOR
finalitatea lor UHSUH]HIQ WkRRBQ WHE X DO HOD UHDOL]DUHD REOL
QRVWUX GH D DGXFH OHJLVOD LD LQWHUQ vQ FRUHHD/ABXRXt
cu prevederile& R Q YeHGE fdrivind FULPLQDOLWDWHDOVWRRUPPWH F-FH GH!
'RPHQLXO MXUs¥ 8dDNVEAHGUIDDOSOLFDUHD FR Wigédnéle del. X
XUP ULUH SIHIMMDWODQ IHOH 5 HQ RMMXRGHOAFDW FX SULYLUH I@D F
informatice; e vaSXQH OD GLVSR]L LD RUJDQH®@RF GMQLUW IVRAWH
strategice L P HWcR @ilife la cercetarea QIUDF LXQLORU GLQ GRPHQLXO
Domeniul economicse va realiza prevenirgaejudiciilor materiale considerabjleauzate
GH DFHDVW FDWHJRULH G LROQUDIFHUXIQLSYRFHGIRVYDR U
GHMD FDX]DWH vQ XUPD G&HNVNGROWUWLIUR WU ILIQ | U DO-WXBRIIHIUR U
| SWXLWRUDOQXW® GH XUP ULUH SHQDOptapbntFHD SR IHE L PIL
mai SURSRU LRQDO FDOH GH DGPLQLVWUDUH,D BWURBDEBEWRL
ILHFDUH GDW OD PHWRGH L SURFHGHH FR&SWrHé¢ticeF R
cheltuielie JHQHUDWH GH HYHQWRepullii Medoa DaPAX UW HID IXUR' S
'"UHSWXULORU 2PXOXL vQ OHJ WXU FX vVQF OFDUHD &RQYH
30DQXO FHUeéerN WHFWQAR\D GHIVSV L J DotigdtBtspieH PHL HV W H
e 'HVI XUDUHD FHUFHW UL O R Uicidued bHnlde WahnbddtigaréaD  +
LQIUDF LXQLORU GLQ GRPHQLXO LQIRUPDWLFLL
e (ODERUDUHD XQXL S(URQHFOR\BMUIi&RW UKBNHSUHPH G
D 5HSXEOLFLL OROGRYD FX SULYLUH OD H[DPLQDU
L GH DBi@&Rla@robelor electronice.
e (YDOXDUHD LPSDFWXOXL DPHQGDPHQWSIDRDOS WDR/S
FDOLW LL DSOLF UndtodciHEHU RIQWGBPIH QQXWDd- L X QLC
e Dezvoltarea o UW L F XrCFCHWLAML QU O DIE dinXd@nhe@ilR lnformaticii.
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