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ADNOTARE  
�3�X�U�L�F�L���6�Y�H�W�O�D�Q�D�����Ä�0�H�W�R�G�L�F�D���F�H�U�F�H�W���U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���G�L�Q���G�R�P�H�Q�L�X�O���L�Q�I�R�U�P�D�W�L�F�L�L� �́����W�H�]�����G�H���G�R�F�W�R�U���v�Q��

drept. Specialitatea: 554.04 �± �&�U�L�P�L�Q�D�O�L�V�W�L�F�������H�[�S�H�U�W�L�]�����M�X�G�L�F�L�D�U�������L�Q�Y�H�V�W�L�J�D�
�L�L���R�S�H�U�D�W�L�Y�H�����&�K�L���L�Q���X�������������� 

Structura tezei: 140 �S�D�J�L�Q�L���W�H�[�W���G�H���E�D�]�������D�G�Q�R�W�D�U�H���v�Q���O�L�P�E�L�O�H���U�R�P�k�Q�������H�Q�J�O�H�]�������L���U�X�V�������O�L�V�W�D���D�E�U�H�Y�L�H�U�L�O�R�U����

�L�Q�W�U�R�G�X�F�H�U�H�����W�U�H�L���F�D�S�L�W�R�O�H�����F�R�Q�F�O�X�]�L�L���J�H�Q�H�U�D�O�H�����L���U�H�F�R�P�D�Q�G���U�L�����E�L�E�O�L�Rgrafia din 360 �W�L�W�O�X�U�L�����������D�Q�H�[�H�����G�H�F�O�D�U�D�
�L�D��

�S�U�L�Y�L�Q�G���D�V�X�P�D�U�H�D���U���V�S�X�Q�G�H�U�L�L�����&�9-�X�O�����5�H�]�X�O�W�D�W�H�O�H���R�E�
�L�Q�X�W�H���V�X�Q�W���S�X�E�O�L�F�D�W�H���v�Q����2 �O�X�F�U���U�L�����W�L�L�Q�
�L�I�L�F�H�� 

Cuvinte-cheie���� �F�U�L�P�L�Q�D�O�L�W�D�W�H�� �L�Q�I�R�U�P�D�W�L�F������ �L�Q�W�H�U�Q�H�W���� �V�L�V�W�H�P�� �L�Q�I�R�U�P�D�W�L�F���� �S�U�R�E�H�� �H�O�H�F�W�U�R�Q�L�F�H����

versiuni criminalisti�F�H�����P�H�W�R�G�L�F�������F�H�U�F�H�W�D�U�H�D���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�����P���V�X�U�L���V�S�H�F�L�D�O�H���G�H���L�Q�Y�H�V�W�L�J�D�
�L�L. 

Domeniul de studiu �G�H�U�L�Y���� �G�L�Q�� �F�H�O�H�� �P�D�L�� �L�P�S�R�U�W�D�Q�W�H�� ���L��mai �Q�R�L�� �D�V�S�H�F�W�H�� �D�O�H�� �F�H�U�F�H�W���U�L�L��

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �G�L�Q�� �G�R�P�H�Q�L�X�O�� �L�Q�I�R�U�P�D�W�L�F�L�L���� �F�R�U�R�E�R�U�k�Q�G�� �S�H�U�V�S�H�F�W�L�Y�D�� �G�R�F�W�U�L�Q�D�U-�Q�R�U�P�D�W�L�Y����cu cea 

practico-�D�S�O�L�F�D�W�L�Y���� 

�6�F�R�S�X�O�� ���L�� �R�E�L�H�F�W�L�Y�H�O�H�� �O�X�F�U���U�L�L: Scopul �W�H�]�H�L�� �U�H�]�L�G���� �v�Q�� �H�O�D�E�R�U�D�U�H�D�� �P�H�W�R�G�L�F�L�L�� �G�H�� �F�H�U�F�H�W�D�U�H�� �D��

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �G�L�Q�� �G�R�P�H�Q�L�X�O�� �L�Q�I�R�U�P�D�W�L�F�L�L�� �v�Q�� �Y�H�G�H�U�H�D�� �G�H�V�F�R�S�H�U�L�U�L�L�����F�H�U�F�H�W���U�L�L �H�I�L�F�L�H�Q�W�H���� �S�U�H�Y�H�Q�L�U�L�L�� ���L��

co�P�E�D�W�H�U�L�L�� �D�F�H�V�W�R�U�� �L�Q�I�U�D�F�
�L�X�Q�L���� �'intre obiectivele �O�X�F�U���U�L�L���P�H�Q�
�L�R�Q���P: analiza studiilor din 

literatura de specialitate referitoare la metodica de cercetare �D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �G�L�Q�� �G�R�P�H�Q�L�X�O��

�L�Q�I�R�U�P�D�W�L�F�L�L���� �S�U�H�]�H�Q�W�D�U�H�D�� �P�R�G�H�O�X�O�X�L�� �F�U�L�P�L�Q�D�O�L�V�W�L�F�� �D�O�� �D�F�H�V�W�H�L�� �F�D�W�H�J�R�U�L�L�� �G�H�� �L�Q�I�U�D�F�
�L�X�Q�L���� �G�H�V�F�U�L�H�U�H�D��

�V�L�W�X�D�
�L�L�O�R�U�� �W�L�S�L�F�H�� ���L�� �D�� �Y�H�U�V�L�X�Q�L�O�R�U�� �F�U�L�P�L�Q�D�O�L�V�W�L�F�H���� �H�[�S�X�Q�H�U�H�D�� �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�R�U�� �W�D�F�W�L�F�H�� �G�H�� �H�I�H�F�W�X�D�U�H�� �D��

�X�Q�R�U���D�F�
�L�X�Q�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������L���P���V�X�U�L���V�S�H�F�L�D�O�H���G�H���L�Q�Y�H�V�W�L�J�D�
�Li �v�Q���G�R�P�H�Q�L�X�O���G�D�W�� 

�1�R�X�W�D�W�H�D�� ���L�� �R�U�L�J�L�Q�D�O�L�W�D�W�H�D�� ���W�L�L�Q�
�L�I�L�F���� �D�� �U�H�]�X�O�W�D�W�H�O�R�U�� �R�E�
�L�Q�X�W�H �G�H�U�L�Y���� �G�L�Q�� �I�D�S�W�X�O�� �F����studiul 

nostru �U�H�S�U�H�]�L�Q�W���� �R�� �S�U�L�P���� �v�Q�F�H�U�F�D�U�H�� �G�H�� �F�H�U�F�H�W�D�U�H�� ���W�L�L�Q�
�L�I�L�F���� �P�X�O�W�L�D�V�S�H�F�W�X�D�O���� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��

informatice �O�D���Q�L�Y�H�O���Q�D�
�L�R�Q�D�O�����(�V�W�H���R���D�E�R�U�G�D�U�H���F�R�P�S�O�H�[���� �v�Q�V�R�
�L�W�����G�H���D�Q�D�O�L�]�D�����L���H�Y�D�O�X�D�U�H�D���Y�L�]�L�X�Q�L�O�R�U��

�G�R�F�W�U�L�Q�D�U�H���v�Q���P�D�W�H�U�L�H����constituind �D�V�W�I�H�O���X�Q���Y�H�U�L�W�D�E�L�O���V�X�S�R�U�W�����W�L�L�Q�
�L�I�L�F�R-practic �v�Q �V�R�O�X�
�L�R�Q�D�U�H�D���P�X�O�W�R�U��

probleme �v�Q���S�U�R�F�H�V�X�O���G�H���L�Q�Y�H�V�W�L�J�D�U�H���D �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�� 

�3�U�R�E�O�H�P�D�� ���W�L�L�Q�
�L�I�L�F�� importan�W�� �V�R�O�X�
�L�R�Q�D�W�� �U�H�]�L�G���� �v�Q��elaborarea metodicii de cercetare 

�F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��din domeniul informaticii, ceea ce a contribuit la identificarea 

procedeelor �W�D�F�W�L�F�H���� �P�H�W�R�G�L�F�H�� ���L�� �W�H�K�Q�L�F�H��adecvate���� �v�Q�� �Y�H�G�H�U�H�D��aplic���U�L�L�� �O�R�U la investigarea acestor 

�L�Q�I�U�D�F�
�L�X�Q�L�� 

�6�H�P�Q�L�I�L�F�D�
�L�D�� �W�H�R�U�H�W�L�F���� ���L�� �Y�D�O�R�D�U�H�D�� �D�S�O�L�F�D�W�L�Y���� �D�� �O�X�F�U���U�L�L�����9�D�O�H�Q�
�H�O�H�� �W�H�R�U�H�W�L�F�H���D�O�H�� �O�X�F�U���U�L�L��

sunt relevate �G�H�� �F�D�U�D�F�W�H�U�X�O�� �L�Q�W�H�U�G�L�V�F�L�S�O�L�Q�D�U�� �D�O�� �F�H�U�F�H�W���U�L�L���� �R�U�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F����are �O�R�F�� �v�Q��

�V�S�D�
�L�X�O�� �Y�L�U�W�X�D�O�����F�H�H�D�� �F�H�� �U�H�Y�H�Q�G�L�F�� abordarea ei �Q�X�� �G�R�D�U�� �G�L�Q�� �S�X�Q�F�W�� �G�H�� �Y�H�G�H�U�H�� �M�X�U�L�G�L�F���� �G�D�U�� ���L��

informatic. �0�H�W�R�G�H�O�H�� �D�S�O�L�F�D�W�H�� ���L�� �F�R�Q�V�W�D�W���U�L�O�H���H�I�H�F�W�X�D�W�H�� �v�Q�� �X�U�P�D�� �F�H�U�F�H�W���U�L�L�� �S�R�W�� �V�H�U�Y�L�� �G�U�H�S�W ghid 

�S�H�Q�W�U�X���V�W�X�G�H�Q�
�Li, practicieni�L�����L���D�O�
�L���V�S�H�F�L�D�O�L��ti din domeniul dreptului. 

�,�P�S�O�H�P�H�Q�W�D�U�H�D���U�H�]�X�O�W�D�W�H�O�R�U�����W�L�L�Q�
�L�I�L�F�H���Y�L�]�H�D�]���� �v�Q���S�U�L�P�X�O �U�k�Q�G�����D�F�W�L�Y�L�W�D�W�H�D���S�U�D�F�W�L�F�����v�Q���V�I�H�U�D��

�U�H�V�S�H�F�W�L�Y�������Lar concluziile studiului pot fi aplicate unor noi �F�H�U�F�H�W���U�L teoretice �v�Q���G�R�P�H�Q�L�X.
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�:�G�G�H�L�:�P�B�Y 

�I�m�j�b�q�� �K�\�_�l�e�Z�g�Z�����Ä�F�_�l�h�^�b�d�Z�� �j�Z�k�k�e�_�^�h�\�Z�g�b�y�� �i�j�_�k�l�m�i�e�_�g�b�c�� �\�� �h�[�e�Z�k�l�b�� �b�g�n�h�j�f�Z�l�b�d�b� .́ 

�>�b�k�k�����^�h�d�l���� �x�j�b�^���� �g�Z�m�d�� �D�b�r�b�g�w�m���� ��������. �K�i�_�p�b�Z�e�v�g�h�k�l�v���� ���������������± �D�j�b�f�b�g�Z�e�b�k�l�b�d�Z�����k�m�^�_�[�g�Z�y��

�w�d�k�i�_�j�l�b�a�Z, �h�i�_�j�Z�l�b�\�g�u�_���j�Z�k�k�e�_�^�h�\�Z�g�b�y.  

�K�l�j�m�d�l�m�j�Z���j�Z�[�h�l�u�����<�\�_� �̂_�g�b�_���������]�e�Z�\�u�����h�[�s�b�_���\�u�\�h� �̂u���b���j�_�d�h�f�_�g� �̂Z�p�b�b�����[�b�[�e�b�h�]�j�Z�n�b�y �b�a 360 

�b�k�l�h�q�g�b�d�h�\, 25 �i�j�b�e�h� �̀_�g�b�c������40 �k�l�j�Z�g�b�p���h�k�g�h�\�g�h�]�h���l�_�d�k�l�Z�����J�_�a�m�e�v�l�Z�l�u���h�i�m�[�e�b�d�h�\�Z�g�u���\����2 �g�Z�m�q�g�u�o��

�j�Z�[�h�l�Z�o�� 

�D�e�x�q�_�\�u�_�� �k�e�h�\�Z�����b�g�n�h�j�f�Z�p�b�h�g�g�Z�y�� �i�j�_�k�l�m�i�g�h�k�l�v���� �b�g�l�_�j�g�_�l���� �w�e�_�d�l�j�h�g�g�u�_�� � �̂h�d�Z�a�Z�l�_�e�v�k�l�\�Z����

�d�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�b�_���\�_�j�k�b�b�����k�i�_�p�b�Z�e�v�g�u�_���f�_�j�u���i�h���j�Z�k�k�e�_� �̂h�\�Z�g�b�x���i�j�_�k�l�m�i�e�_�g�b�c�� 

�H�[�e�Z�k�l�v���b�k�k�e�_�^�h�\�Z�g�b�y�����J�Z�[�h�l�Z���h�l�g�h�k�b�l�k�y���d���j�Z�a� �̂_�e�m���d�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�h�c���f�_�l�h� �̂b�d�b�� 

�P�_�e�v���b���h�k�g�h�\�g�u�_���a�Z�^�Z�q�b � �̂b�k�k�_�j�l�Z�p�b�b�����P�_�e�v�����J�Z�a�j�Z�[�h�l�d�Z���j�_�d�h�f�_�g� �̂Z�p�b�c���i�h���i�j�_�^�m�i�j�_� �̀ �̂_�g�b�x����

�j�Z�k�d�j�u�l�b�x�� �b�� �j�Z�k�k�e�_� �̂h�\�Z�g�b�x�� �i�j�_�k�l�m�i�e�_�g�b�c�� �\�� �k�n�_�j�_�� �b�g�n�h�j�f�Z�l�b�d�b�����A�Z�^�Z�q�b���� �� �Z�g�Z�e�b�a�b�j�h�\�Z�l�v��

�i�m�[�e�b�d�Z�p�b�b�� �i�h�� �f�_�l�h� �̂b�d�_�� �j�Z�k�k�e�_� �̂h�\�Z�g�b�y�� �i�j�_�k�l�m�i�e�_�g�b�c�� �\�� �k�n�_�j�_�� �b�g�n�h�j�f�Z�l�b�d�b���� �i�j�_� �̂k�l�Z�\�b�l�v��

�j�Z�a�\�_�j�g�m�l�m�x���d�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�m�x���f�h� �̂_�e�v���i�j�_�k�l�m�i�e�_�g�b�c���\���h�[�e�Z�k�l�b���b�g�n�h�j�f�Z�l�b�d�b�����h�i�b�k�Z�l�v���l�b�i�b�q�g�u�_��

�k�e�_� �̂k�l�\�_�g�g�u�_�� �k�b�l�m�Z�p�b�b�� �b�� �d�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�b�_�� �\�_�j�k�b�b���� �i�h�d�Z�a�Z�l�v�� �h�k�h�[�_�g�g�h�k�l�b�� �i�j�h�\�_� �̂_�g�b�y��

�k�e�_� �̂k�l�\�_�g�g�u�o�� � �̂_�c�k�l�\�b�c�� �b�� �k�i�_�p�b�Z�e�v�g�u�o�� �f�_�j�h�i�j�b�y�l�b�c�� �i�h�� �\�u�y�\�e�_�g�b�x�� �b�� �j�Z�k�d�j�u�l�b�x�� �l�Z�d�h�]�h�� �j�h� �̂Z��

�i�j�_�k�l�m�i�e�_�g�b�c���g�Z���i�_�j�\�h�g�Z�q�Z�e�v�g�h�f���b���i�h�k�e�_�^�m�x�s�_�f���w�l�Z�i�Z�o���b�o���j�Z�k�k�e�_� �̂h�\�Z�g�b�y�� 

�G�h�\�b�a�g�Z�� �b�� �g�Z�m�q�g�Z�y�� �h�j�b�]�b�g�Z�e�v�g�h�k�l�v � �̂b�k�k�_�j�l�Z�p�b�b �h�i�j�_� �̂_�e�_�g�Z�� �l�_�f���� �q�l�h��� �̂Z�g�g�Z�y �j�Z�[�h�l�Z��

�y�\�e�y�_�l�k�y���h� �̂g�b�f���b�a���i�_�j�\�u�o���b�k�k�e�_� �̂h�\�Z�g�b�c���\���g�Z�r�_�c���k�l�j�Z�g�_���i�h���f�_�l�h� �̂b�d�_���j�Z�k�k�e�_� �̂h�\�Z�g�b�y���i�j�_�k�l�m�i�e�_�g�b�c���\��

�h�[�e�Z�k�l�b�� �b�g�n�h�j�f�Z�l�b�d�b�����H�j�b�]�b�g�Z�e�v�g�h�k�l�v �k�h�k�l�h�b�l�� �\���f�g�h�]�h�h�Z�k�i�_�d�l�g�h�f�� �i�h� �̂o�h� �̂_�� �d�� � �̂Z�g�g�h�c�� �i�j�h�[�e�_�f�_����

�b�k�o�h� �̂y�� �b�a�� �g�Z�m�q�g�h�]�h�� �h�[�h�k�g�h�\�Z�g�b�y�� �b�� �i�j�Z�d�l�b�q�_�k�d�b�o�� �j�_�d�h�f�_�g� �̂Z�p�b�c���i�h�� �m�e�m�q�r�_�g�b�x�� �j�Z�k�k�e�_� �̂h�\�Z�g�b�y��

� �̂Z�g�g�h�]�h���\�b� �̂Z���i�j�_�k�l�m�i�e�_�g�b�c�����\�d�e�x�q�Z�y���Z�e�]�h�j�b�l�f��� �̂_�c�k�l�\�b�c���i�h���h�k�f�h�l�j�m���f�_�k�l�Z���i�j�h�b�k�r�_�k�l�\�b�y�����h�[�u�k�d�Z���b��

�\�u�_�f�d�b�� �w�e�_�d�l�j�h�g�g�u�o�� � �̂h�d�m�f�_�g�l�h�\���� �Z�j�]�m�f�_�g�l�Z�p�b�b�� �k�h�[�e�x� �̂_�g�b�y�� �k�i�_�p�b�n�b�q�_�k�d�b�o�� �i�j�Z�\�b�e�� �i�j�b��

�i�j�h�\�_� �̂_�g�b�b���h�i�_�j�Z�l�b�\�g�h-�k�e�_� �̂k�l�\�_�g�g�u�o���f�_�j�h�i�j�b�y�l�b�c���\���j�Z�f�d�Z�o���b�o���j�Z�k�k�e�_� �̂h�\�Z�g�b�y�� 

�J�_�r�_�g�g�Z�y���\�Z� �̀g�Z�y���g�Z�m�q�g�Z�y���i�j�h�[�e�_�f�Z �k�h�k�l�h�b�l���\���j�Z�a�j�Z�[�h�l�d�_���f�_�l�h� �̂b�d�b���d�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�h�]�h��

�j�Z�k�k�e�_� �̂h�\�Z�g�b�y���i�j�_�k�l�m�i�e�_�g�b�c���\���h�[�e�Z�k�l�b���b�g�n�h�j�f�Z�l�b�d�b�����q�l�h���k�i�h�k�h�[�k�l�\�h�\�Z�e�h���\�u�y�\�e�_�g�b�x���l�Z�d�l�b�q�_�k�d�b�o����

�f�_�l�h� �̂b�q�_�k�d�b�o�� �b�� �l�_�o�g�b�q�_�k�d�b�o�� �i�j�b�_�f�h�\�� �k�� �p�_�e�v�x�� �b�o�� �i�j�b�f�_�g�_�g�b�y�� �i�j�b�� �j�Z�k�k�e�_� �̂h�\�Z�g�b�b�� � �̂Z�g�g�u�o��

�i�j�_�k�l�m�i�e�_�g�b�c�� 

�L�_�h�j�_�l�b�q�_�k�d�Z�y �\�Z� �̀g�h�k�l�v�� �b�� �i�j�b�d�e�Z�^�g�h�_�� �a�g�Z�q�_�g�b�_ �j�Z�[�h�l�u�� �k�h�k�l�h�b�l���\���j�Z�a�\�b�l�b�b�� � �̂h�d�l�j�b�g�u��

�f�_�l�h� �̂b�d�b���j�Z�k�k�e�_� �̂h�\�Z�g�b�y���i�j�_�k�l�m�i�e�_�g�b�c���\���h�[�e�Z�k�l�b���b�g�n�h�j�f�Z�l�b�d�b���k���m�q�_�l�h�f���h�[�h�[�s�_�g�g�h�]�h���h�i�u�l�Z���g�Z�r�_�c��

�k�l�j�Z�g�u �b �i�h�k�e�_� �̂g�b�o�� �g�Z�m�q�g�h-�l�_�o�g�b�q�_�k�d�b�o�� � �̂h�k�l�b� �̀_�g�b�c�� �b�� �b�g�n�h�j�f�Z�p�b�h�g�g�u�o�� �l�_�o�g�h�e�h�]�b�c�� �\�� �[�h�j�v�[�_�� �k��

�k�h�\�j�_�f�_�g�g�h�c�� �i�j�_�k�l�m�i�g�h�k�l�v�x���� �Z�� �l�Z�d� �̀_�� �\���o�Z�j�Z�d�l�_�j�b�k�l�b�d�_�� �l�Z�d�l�b�q�_�k�d�b�o���� �f�_�l�h� �̂b�q�_�k�d�b�o�� �b�� �l�_�o�g�b�q�_�k�d�b�o��

�h�k�h�[�_�g�g�h�k�l�_�c�����i�j�b�f�_�g�y�_�f�u�o���\ �j�Z�k�k�e�_� �̂h�\�Z�g�b�b���w�l�b�o���i�j�_�k�l�m�i�e�_�g�b�c. 

�<�g�_� �̂j�_�g�b�_���g�Z�m�q�g�u�o���j�_�a�m�e�v�l�Z�l�h�\���g�Z�i�j�Z�\�e�_�g�Z���i�j�_� �̀ �̂_���\�k�_�]�h���g�Z���i�j�Z�d�l�b�q�_�k�d�m�x��� �̂_�y�l�_�e�v�g�h�k�l�v���\��

�k�h�h�l�\�_�l�k�l�\�m�x�s�_�c�� �k�n�_�j�_���� �Z�� �\�u�\�h� �̂u�� �b�k�k�e�_� �̂h�\�Z�g�b�y�� �f�h�]�m�l�� �[�u�l�v�� �i�j�b�f�_�g�_�g�u�� �d�� �g�h�\�u�f�� �l�_�h�j�_�l�b�q�_�k�d�b�f��

�b�k�k�e�_� �̂h�\�Z�g�b�y�f �i�j�b���j�Z�k�k�e�_� �̂h�\�Z�g�b�y���i�j�_�k�l�m�i�e�_�g�b�c���\���h�[�e�Z�k�l�b���b�g�n�h�j�f�Z�l�b�d�b. 
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�0�'�/  -���O�H�X���P�R�O�G�R�Y�H�Q�H�V�F 
�0�'��  -���0�H�V�V�D�J�H���'�L�J�H�V�W���� 
�0���2�I�� -���0�R�Q�L�W�R�U�X�O���2�I�L�F�L�D�O 
�0�6�,�6�'�1 -���1�X�P���U�X�O���,�Q�W�H�U�Q�D�
�L�R�Q�D�O���,�6�'�1���D�O���6�W�D�
�L�H�L���0�R�E�L�O�H 
�S�� -���3�D�J�L�Q�D 
�S�F�W�� -���S�X�Q�F�W 
�3�* -���3�U�R�F�X�U�D�W�X�U�D���*�H�Q�H�U�D�O�� 
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INTRODUCERE  
 

Actualitatea ��i importan �
a problemei abordate. Dezvoltarea IT ��i continua globalizare a 

re�
elelor informatice au condus la un progres incontestabil �D�O�� �V�R�F�L�H�W���
ii ��i la asigurarea 

transparen�
�H�L�� �v�Q�� �Y�L�D�
�D�� �S�X�E�O�L�F������ �G�D�U�� �D�X�� �G�H�W�H�U�P�L�Q�D�W����i apari�
ia unei noi forme de criminalitate �± 

�F�U�L�P�L�Q�D�O�L�W�D�W�H�D���L�Q�I�R�U�P�D�W�L�F��. 

�,�Q�W�H�U�Q�H�W�X�O�����v�Q���I�R�U�Pa �v�Q���F�D�U�H���v�O���F�X�Q�R�D��tem la �H�W�D�S�D���D�F�W�X�D�O�������D���W�U�H�F�X�W���S�U�L�Q�W�U-un proces complex 

de evolu�
ie, devenind, �v�Q���S�U�H�]�H�Q�W, un instrument �L�Q�G�L�V�S�H�Q�V�D�E�L�O���R�P�X�O�X�L���v�Q via�
�D���F�R�W�L�G�L�D�Q�� ���L oferind 

un mediu �F�H�� �S�H�U�P�L�W�H�� �G�H�V�I����urarea diferitor ac�
iuni, chiar ��i a celor nepermise de lege. Treptat, 

�O�X�P�H�D���Y�L�U�W�X�D�O����a internetului a evoluat ���L���G�L�Q���S�H�U�V�S�H�F�W�L�Y�D �R�S�R�U�W�X�Q�L�W���
�L�O�R�U���S�H���F�D�U�H���O�H���R�I�H�U�����R�D�P�H�Q�L�O�R�U����

�I�L�L�Q�G���� �I���U���� �v�Q�G�R�L�D�O������un izvor nesecat de resurse �L�Q�I�R�U�P�D�
�Lonale �Y�D�O�R�U�R�D�V�H���� �G�D�U�� ���L�� �X�Q�� �V�S�D�
�L�X��imens 

pentru �Y�L�F�W�L�P�H�� ���L�� �L�Q�I�U�D�F�W�R�U�L�� �$�V�W�I�H�O���� �U���V�S�k�Q�Girea internetului a facilitat migrarea infrac�
iunilor 

tradi�
�L�R�Q�D�O�H���v�Q���V�S�D�
iul virtual, ceea ce a condus la �D�S�D�U�L�
�L�D��infrac�
iunilor informatice. 

Progresul semnificativ �v�Q dezvoltarea IT ��i a �P�L�M�O�R�D�F�H�O�R�U���F�D�U�H���I�R�U�P�H�D�]���� �V�S�D�
iul cibernetic a 

adus nu doar beneficii, el a avut ��i �X�Q�� ���L�U�� �v�Q�W�U�H�J�� �G�H�� �F�R�Q�V�H�F�L�Q�
�H negative, �v�Q�� �V�S�H�F�L�D�O�� �O�H�J�D�W�H�� �G�H��

posibilitatea �X�W�L�O�L�]���U�L�L�� �D�F�H�V�W�R�U�� �W�H�K�Q�R�O�R�J�L�L�����L�� �P�L�M�O�R�D�F�H�� �v�Q�� �V�F�R�S�X�U�L�� �L�Q�F�R�P�S�D�W�L�E�L�O�H�� �F�X�� �V�D�U�F�L�Q�L�O�H�� �G�H��

�D�V�L�J�X�U�D�U�H���D���V�H�F�X�U�L�W���
ii personale, na�
ionale ���L��interna�
ionale. 

Criminalitatea inf�R�U�P�D�W�L�F�����F�R�Q�V�W�L�W�X�L�H���X�Q���S�H�U�L�F�R�O���V�S�R�U�L�W���D�W�k�W���S�H�Q�W�U�X���V�X�E�L�H�F�
ii �L�Q�G�L�Y�L�G�X�D�O�L�����F�k�W����i 

pentru statele lumii , precum ���L�� �S�H�Q�W�U�X�� �v�Q�W�U�H�D�J�D�� �F�R�P�X�Q�L�W�D�W�H�� �L�Q�W�H�U�Q�D�
�L�R�Q�D�O�������D�Y�k�Q�G un caracter 

�W�U�D�Q�V�I�U�R�Q�W�D�O�L�H�U���� �/�X�S�W�D�� �F�X�� �D�F�H�D�V�W���� �F�D�W�H�J�R�U�L�H�� �G�H���L�Q�I�U�D�F�
�L�X�Q�L �W�U�H�E�X�L�H�� �V�����G�H�Y�L�Q�� �X�Q�D�� �G�L�Q�W�U�H�� �S�U�L�R�U�L�W���
ile  

�F�R�P�X�Q�L�W���
ii interna�
ionale, �L�P�S�X�Q�k�Q�G�X-se elaborarea unor �U�H�J�O�H�P�H�Q�W���U�L���V�L�P�L�O�D�U�H��pentru combaterea 

lor. 

�Ìn ultimii ani, cre���W�H�U�H�D���Q�X�P���U�X�O�X�L���G�H��ISP, accesul liber la abonamente gratuite ��i lejeritatea 

cu care po�
�L�� �F���G�H�D�� �v�Q��cursa unui infractor informatic au sporit complexitatea investiga�
iilor 

�F�U�L�P�L�Q�D�O�L�V�W�L�F�H�� �v�Q�� �G�R�P�H�Q�L�X���� �'�L�Q�� �S�H�U�V�S�H�F�W�L�Y�D�� �X�Q�H�L�� �D�V�H�P�H�Q�H�D�� �S�U�R�E�O�H�P�D�W�L�F�L���� �L�Q�I�U�D�F�
iunile din mediul 

�U�H�V�S�H�F�W�L�Y�� �S�U�H�]�L�Q�W���� �G�L�I�L�F�X�O�W���
i �v�Q �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �V�X�E�L�H�F�W�X�O�X�L�� �D�F�W�L�Y�� �V�D�X���� �G�L�Q�F�R�O�R�� �G�H�� �R�U�L�F�H�� �v�Q�G�R�L�D�O����

�U�H�]�R�Q�D�E�L�O�������D���D�X�W�R�U�X�O�X�L���U�H�D�O���D�O���L�Q�I�U�D�F�
�L�X�Q�L�L���v�Q���F�D�X�]���� 

Astfel, lipsa unui cadru normativ juridic interna�
ional uniformizat, a diferitor strategii 

globale, insuficien�
a instrumentelor interna�
�L�R�Q�D�O�H�� �G�H�� �F�R�R�S�H�U�D�U�H���� �U�H�J�O�H�P�H�Q�W���U�L�O�H��confuze la nivel 

na�
ional, complexitatea procedurii de cercetare a infrac�
iunilor informatice ��i necesitatea unei 

�S�U�H�J���W�L�Ui adecvate �D�� �R�U�J�D�Q�H�O�R�U�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������i a speciali���W�L�O�R�U�� �v�Q�� �G�R�P�H�Q�L�X���� �U�H�V�X�U�V�H�O�H��

�I�L�Q�D�Q�F�L�D�U�H�� �O�L�P�L�W�D�W�H�� �v�Q�� �Y�H�G�H�U�H�D���F�H�U�F�H�W���U�L�L acestor tipuri de infrac�
iuni, disperarea victimelor ��i 

ezitarea lor de a apela la organele de drept, �S�U�H�F�X�P�� ���L���Y�X�O�Q�H�U�D�E�L�O�L�W�D�W�H�D�� �L�Q�W�H�U�Q�H�W�X�O�X�L�� �F�D�� �S�O�D�W�I�R�U�P����
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- descrierea �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�R�U�� �W�D�F�W�L�F�H�� �G�H�� �H�I�H�F�W�X�D�U�H�� �D�� �X�Q�R�U�� �D�F�
�L�X�Q�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� ���L��a 

�P���V�X�U�Llor �V�S�H�F�L�D�O�H���G�H���L�Q�Y�H�V�W�L�J�D�
�Li �v�Q���Y�H�G�H�U�H�D���G�H�V�F�R�S�H�U�L�U�L�L���D�F�H�V�W�X�L���J�H�Q���G�H���L�Q�I�U�D�F�
�L�X�Q�L�� 

- elaborarea propunerilor de ameliorare �D�� �V�L�W�X�D�
�L�H�L�� �v�Q�� �G�R�P�H�Q�L�Xl vizat, menite �V���� �D�V�L�J�X�U�H o 

�F�H�U�F�H�W�D�U�H���H�I�L�F�L�H�Q�W�����D���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice; 

- elaborarea unor metode eficiente de descoperire, prevenire ��i de cercetare a infrac�
iunilor 

�v�Q���F�D�X�]���� 

�1�R�X�W�D�W�H�D�� ���L�� �R�U�L�J�L�Q�D�O�L�W�D�W�H�D�� ���W�L�L�Q�
�L�I�L�F���� �D�� �U�H�]�X�O�W�D�W�H�O�R�U�� �R�E�
�L�Q�X�W�H �G�H�U�L�Y���� �G�L�Q�� �I�D�S�W�X�O�� �F����studiul 

nostru �U�H�S�U�H�]�L�Q�W���� �R�� �S�U�L�P���� �v�Q�F�H�U�F�D�U�H�� �G�H�� �F�H�U�F�H�W�D�U�H�� ���W�L�L�Q�
�L�I�L�F���� �P�X�O�W�L�D�V�S�H�F�W�X�D�O���� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��

informatice �O�D���Q�L�Y�H�O���Q�D�
�L�R�Q�D�O�����(�V�W�H���R���D�E�R�U�G�D�U�H���F�R�P�S�O�H�[���� �v�Q�V�R�
�L�W�����G�H���D�Q�D�O�L�]�D�����L���H�Y�D�O�X�D�U�H�D���Y�L�]�L�X�Q�L�O�R�U��

�G�R�F�W�U�L�Q�D�U�H���v�Q���P�D�W�H�U�L�H����constituind �D�V�W�I�H�O���X�Q���Y�H�U�L�W�D�E�L�O���V�X�S�R�U�W�����W�L�L�Q�
ifico-practic �v�Q �V�R�O�X�
�L�R�Q�D�U�H�D���P�X�O�W�R�U��

probleme �v�Q���S�U�R�F�H�V�X�O���G�H���L�Q�Y�H�V�W�L�J�D�U�H���D �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�� 

�3�U�R�E�O�H�P�D�� ���W�L�L�Q�
�L�I�L�F�� �L�P�S�R�U�W�D�Q�W���� �V�R�O�X�
�L�R�Q�D�W�� �U�H�]�L�G���� �v�Q�� �H�O�D�E�R�U�D�U�H�D�� �P�H�W�R�G�L�F�L�L�� �G�H�� �F�H�U�F�H�W�D�U�H��

�F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �G�L�Q�� �G�R�P�H�Q�L�X�O�� �L�Q�I�R�U�P�D�W�L�F�L�L���� �F�H�H�D��ce a contribuit la identificarea 

�S�U�R�F�H�G�H�H�O�R�U�� �W�D�F�W�L�F�H���� �P�H�W�R�G�L�F�H�� ���L�� �W�H�K�Q�L�F�H�� �D�G�H�F�Y�D�W�H���� �v�Q�� �Y�H�G�H�U�H�D�� �D�S�O�L�F���U�L�L�� �O�R�U�� �O�D�� �L�Q�Y�H�V�W�Lgarea acestor 

�L�Q�I�U�D�F�
�L�X�Q�L�� 

Importan �
�D�� �W�H�R�U�H�W�L�F��. Problema metodelor de �L�Q�Y�H�V�W�L�J�D�
�Li �D�� �F�U�L�P�L�Q�D�O�L�W���
ii informatice 

�F�R�Q�V�W�L�W�X�L�H�� �X�Q�� �V�X�E�L�H�F�W�� �G�H�� �F�H�U�F�H�W�D�U�H�� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �H�[�W�U�H�P�� �G�H�� �L�P�S�R�U�W�D�Q�W�����Ì�Q�� �D�F�H�V�W�� �V�H�Q�V���� �O�X�F�U�D�U�H�D��

�Q�R�D�V�W�U�������U�H�S�U�H�]�L�Q�W����o sintez�� a �U�H�D�O�L�]���U�L�O�R�U �v�Q���W�H�K�Q�L�F�D�����W�D�F�W�L�F�D�����L���P�H�W�R�G�L�F�D���F�U�L�P�L�Q�D�O�L�V�W�L�F�������v�Q���G�L�Y�H�U�V�H 

aspecte de �S�U�R�F�H�G�X�U�����S�H�Q�D�O������de �D�F�W�L�Y�L�W�D�W�H���V�S�H�F�L�D�O�����G�H���L�Qvestiga�
ii, �v�Q���L�Q�I�R�U�P�D�W�L�F�������v�Q���M�X�U�L�V�S�U�X�G�H�Q�
a 

na�
�L�R�Q�D�O�������V�W�U���L�Q������i interna�
�L�R�Q�D�O��, perspectivele enun�
ate �S�H�U�P�L�
�k�Q�G���D��expune pozi�
ii, a deduce ��i 

formula rigori ��i reguli privind identificarea unor tactici ��i metode �F�R�Q�F�U�H�W�H���� �D�G�P�L�V�L�E�L�O�H�� �v�Q��

solu�
�L�R�Q�D�U�H�D�� �H�I�L�F�L�H�Q�W�����D�� �S�U�R�E�O�H�P�H�O�R�U�� �D�S���U�X�W�H���v�Q��cadrul �F�H�U�F�H�W���U�L�L�� �L�Q�I�U�D�F�
iunilor din domeniul 

informaticii, precum ��i a propune solu�
ii pentru situa�
iil e create de inconsecven�
a sau ambiguitatea 

prevederilor normative. 

�9�D�O�R�D�U�H�D�� �D�S�O�L�F�D�W�L�Y���� �D�� �O�X�F�U���U�L�L. �Ì�Q�� �E�D�]�D�� �U�H�]�X�O�W�D�W�H�O�R�U�� �F�H�U�F�H�W���U�L�L�� �H�I�H�F�W�X�D�W�H�� �v�Q�� �O�X�F�U�D�U�H, sunt 

relevate situa�
iile tipice ���L�� �S�D�U�W�L�F�X�O�D�U�L�W���
ile specifice ale �H�O�D�E�R�U���U�L�L�� �Y�H�U�V�L�X�Q�L�O�R�U�� �S�U�H�O�L�P�L�Q�D�U�H�� �v�Q��

cauzele legate de �L�Q�I�U�D�F�
�L�X�Q�L�O�H informatice. 

�'�H�P�H�U�V�X�O�� �Q�R�V�W�U�X�� ���W�L�L�Q�
�L�I�L�F �V�H�� �E�D�]�H�D�]���� �S�H�� �X�Q�� �Y�R�O�X�P�� �Y�D�V�W�� �G�H�� �P�D�W�Hriale teoretice ��i empirice 

�F�H�H�D���F�H�����F�X���F�H�U�W�L�W�X�G�L�Q�H�����v�L���V�S�R�U�H���W�H �Y�D�O�R�D�U�H�D���W�H�R�U�H�W�L�F�������L���D�S�O�L�F�D�W�L�Y���� 

Concluziile ���L�� �U�H�F�R�P�D�Q�G���U�L�O�H��formulate �v�Q�� �S�U�H�]�H�Q�W�D�� �W�H�]���� �V�X�Q�W�� �R�U�L�H�Q�W�D�W�H�� �v�Q�� �Y�H�G�H�U�H�D�� �X�W�L�O�L�]���U�L�L��

�D�F�H�V�W�R�U�D�� �G�H�� �F���W�U�H�� �F�R�U�S�X�O��profesoral-didactic ��i cel studen�
esc la studierea criminalisticii, a altor 

discipline specializate din planurile de studii ale �v�Q�Y���
���P�k�Q�Wului juridic superior, la elaborarea 

suporturilor de curs, precum ��i la instruirea ini�
�L�D�O�������L���F�R�Q�W�L�Q�X�����D���D�Q�J�D�M�D�
ilor organelor de drept din 

domeniul prevenirii ���L���F�R�P�E�D�W�H�U�L�L���F�U�L�P�L�Q�D�O�L�W���
�L�L���v�Q���J�H�Q�H�U�D�O����i a celei informatice �v�Q���V�S�H�F�L�D�O�����(�O�H��pot 
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de drept, culegeri ��i spe�
�H���G�H���S�U�D�F�W�L�F�����M�X�G�L�F�L�D�U���������F�H���U�H�I�O�H�F�W�� diverse aspecte ale problematicii tezei, 

materiale �S�X�E�O�L�F�D�W�H���D�W�k�W�� �v�Q��Republica Moldova, �F�k�W�� ���L�� �v�Q���5�R�P�k�Q�L�D���� �)�H�G�H�U�D�
�L�D�� �5�X�V�������L�� �v�Q�� �D�O�W�H�� �V�W�D�W�H��

apar�
�L�Q�k�Q�G���G�L�I�H�U�L�W�R�U���V�L�V�W�H�P�H���G�H���G�U�H�S�W�����'�H���R���D�W�H�Q�
�L�H���V�S�R�U�L�W�����D�X���E�H�Q�H�I�L�F�L�D�W �O�X�F�U���U�L�Oe semnate de  autori 

ca: Gh. Golubenco, M. �*�K�H�R�U�J�K�L�
��, S. �'�R�U�D��, T. �9�L�]�G�R�D�J��, E. Croitor, I. Dolea, D. Roman, S. 

�%�U�k�Q�]������i V. Stati, �$���� �%�D�U�E���Q�H�D�J�U��, T. Amza, C. Amza, M. Dobrinoiu, A. C. Moise, F. Encescu, 

M. ��cheau, S. Lungu, M. Tilea, D. Voinea, I. Vasiu, L. Vasiu, G. Olteanu, E. Stancu, G. �,�R�Q�L�
��, D. 

Ghervase, M. �1�H�D�P�
�X, A. �7�U�D�Q�F��, D. �7�U�D�Q�F��, N. Lazareva, E.N. �%�kstreacov, A. N. Ivanov, V.A. 

Klimov, V. �0�H���H�U�H�D�N�R�Y, B.V. Andreev, P.N. Pak, V. Horst, A. �-�P�khov, A. Filippov, D.V. 

Dobrovolskii, N. Iablokov, T.M. Lopatina, A.V. Vardanian, E.V. Nikitina, M. Menjega, P.V. 

Hudeakov, D. Ovseanikov, V.I. Aleskerov, I. Maximenko, A.B. Sizonenko, V. ��i��kin, T. 

�9�R�U�R���L�O�R�Y�D, A. K�R�V�knkin, V. �'�D�Y�kdov, C.A. Kovaliov, V.B. Vehov, S. Propastin, M. Sussmann, 

A. Reyes, J. Wiles, D. Kleiman �7�R�W�R�G�D�W������ �D�� �I�R�V�W���X�U�P���U�L�W�� �H�Y�R�O�X�
�L�D�� �L�Q�V�W�U�X�P�H�Q�W�H�O�R�U�� ���L�� �L�Q�V�W�L�W�X�
�L�L�Oor 

�Q�D�
�L�R�Q�D�O�H�����U�H�J�L�R�Q�D�O�H�����L���L�Q�W�H�U�Q�D�
�L�R�Q�D�O�H���v�Q vederea prevenirii  ���L���F�R�P�E�D�W�H�Uii  �F�U�L�P�L�Q�D�O�L�W���
�L�L���L�Q�I�R�U�P�D�W�L�F�H�� 

�Ì�Q���X�U�P�D���D�Q�D�O�L�]�H�L���P�D�W�H�U�L�D�O�H�O�R�U����tiin�
ifice, au fost relevate defini�
�L�L�����F�D�U�D�F�W�H�U�L�V�W�L�F�L�����S�D�U�W�L�F�X�O�D�U�L�W���
i 

��i viziuni ale autorilor privind infrac�
iunile informatice �v�Q general, precum ��i metodica �F�H�U�F�H�W���U�L�L��

acestor categorii de infrac�
�L�X�Q�L�����v�Q���S�D�U�W�L�F�X�O�D�U�� 

Cel de-al doilea capitol al studiului, cu titlul �&�D�U�D�F�W�H�U�L�V�W�L�F�D�� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �.�L�� �R�U�J�D�Q�L�]�D�U�H�D��

�F�H�U�F�H�W���U�L�L�� �L�Q�I�U�D�F�0�L�X�Q�L�O�R�U�� �G�L�Q�� �G�R�P�H�Q�L�X�O�� �L�Q�I�R�U�P�D�W�L�F�L�L, cuprinde unele considera�
ii generale privind 

no�
iunea ��i clasificarea infrac�
iunilor informatice, fiind relevate modelul ��i caracteristica 

�F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D�O�H�� �L�Q�I�U�D�F�
iunilor informatice, �V�L�W�X�D�
�L�L�Oe �W�L�S�L�F�H�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� ���L�� �Y�H�U�V�L�X�Q�L�Oe 

criminalistice privind cercetarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�����S�U�H�F�X�P�����L �P���V�X�U�L�O�H���W�D�F�W�L�F�H����i strategice 

�G�H���G�H�S�����L�U�H���D���R�E�V�W�D�F�R�O�H�O�R�U���F�D�U�H���v�P�S�L�H�G�L�F�����E�X�Q�D���G�H�V�I����urare a �F�H�U�F�H�W���U�L�L��infrac�
iunilor informatice. 

Capitolul al treilea al tezei, intitulat Tactica efectu���U�L�L �X�Q�R�U���D�F�0�L�X�Q�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O���� �.�L��

�P���V�X�U�Lle �V�S�H�F�L�D�O�H�� �G�H�� �L�Q�Y�H�V�W�L�J�D�0�Li �v�Q�� �F�H�U�F�H�W�D�U�H�D�� �L�Q�I�U�D�F�0�L�X�Q�L�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H, este dedicat analizei 

�S�D�U�W�L�F�X�O�D�U�L�W���
ilor tactice de efectuare a ac�
iunilor ini�
iale ��i a celor �X�O�W�H�U�L�R�D�U�H�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������

ca: �D�X�G�L�H�U�H�D�� �S�H�U�V�R�D�Q�H�O�R�U�� �L�P�S�O�L�F�D�W�H�� �v�Q�� �F�D�X�]�H�O�H�� �L�Q�Y�H�V�W�L�J�D�W�H���� �F�H�U�F�H�W�D�U�H�D�� �O�D�� �I�D�
a locului, perchezi�
ia, 

ridicarea ���L�� �F�R�Q�V�H�U�Y�D�U�H�D�� �G�D�W�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H���� �8�Q�� �O�R�F�� �D�S�D�U�W�H�� �L�Q�� �D�F�H�V�W�� �F�R�P�S�D�U�W�L�P�H�Q�W�� �v�O�� �R�F�X�S����

expertiza ��i constatarea tehnico-��tiin�
�L�I�L�F�������S�U�H�F�X�P�����L���P���V�X�U�L�O�H���V�S�H�F�L�D�O�H���G�H���L�Q�Y�H�V�W�L�J�D�
ii, �H�I�H�F�W�X�D�W�H���v�Q��

cazurile infrac�
iunilor �Y�L�]�D�W�H���v�Q���S�U�H�]�H�Q�W�X�O studiu. 
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1. �6�,�7�8�$�	�,�$���$�&�7�8�$�/�� �ÌN DOMENIUL �&�(�5�&�(�7���5�,�, INFRAC �	 IUNILOR 
INFORMATICE  

 

1.1. �,�Q�I�U�D�F�
�L�X�Q�L�O�H�� �L�Q�I�R�U�P�D�W�L�F�H�� �F�D�� �R�E�L�H�F�W�� �G�H�� �F�H�U�F�H�W�D�U�H�� ���W�L�L�Q�
�L�I�L�F�� �v�Q�� �5�H�S�X�E�O�L�F�D�� �0�R�O�G�R�Y�D����i 

�5�R�P�knia  
 

Evolu�0ia fenomenului  

�&�D�O�F�X�O�D�W�R�D�U�H�O�H�� �D�X�� �S���W�U�X�Q�V�� �v�Q���Y�L�D�
�D�� �R�D�P�H�Q�L�O�R�U�� �G�L�Q��toate �
���U�L�Oe, devenind instrumente 

indispensabile pentru realizarea �G�L�I�H�U�L�W�R�U�� �D�F�W�L�Y�L�W���
i. Acestea au avut un impact global asupra 

�H�[�S�H�U�L�H�Q�
�H�L �G�H���]�L���F�X���]�L�����D�V�X�S�U�D���P�R�G�X�O�X�L���G�H���G�H�V�I����urare a afacerilor, de comunicare �L�Q�W�H�U�S�H�U�V�R�Q�D�O������i 

de gestiune a informa�
iei. 

Apari�
ia calculatorului a adus nu numai mari ���L�� �Q�X�P�H�U�R�D�V�H�� �D�Y�D�Q�W�D�M�H�� �v�Q�� �H�Y�R�O�X�
�L�D�� �U�D�S�L�G������i 

�U�D�G�L�F�D�O���� �D�� �Q�R�L�O�R�U�� �W�H�K�Q�R�O�R�J�L�L���� �G�D�U�� �D�� �G�H�V�F�K�L�V����i posibilitatea �V���Y�k�U���L�U�L�L unei game largi de ac�
iuni 

�L�O�H�J�D�O�H�����D�G�L�F����a generat �F�U�L�P�L�Q�D�O�L�W�D�W�H�D���L�Q�I�R�U�P�D�W�L�F�� [1]. 

�3�H�Q�W�U�X�� �S�U�L�P�D�� �G�D�W���� �Q�R�
iunea de infrac�0�L�X�Q�H�� �L�Q�I�R�U�P�D�W�L�F�� a fost �D�W�H�V�W�D�W�� �v�Q�� �O�H�J�L�V�O�D�
ia SUA 

���/�H�J�H�D���L�Q�W�L�W�X�O�D�W����Computer crime act of 1978) [2, p. 107], unde, �v�Q���D�Q�L�L���Œ����, �D�X�W�R�U�L�W���
ile au depistat 

�R���V�H�U�L�H���G�H���v�Q�F���O�F���U�L���D�O�H���O�H�J�L�V�O�D�
�L�H�L�����H�I�H�F�W�X�D�W�H �v�Q���S�H�U�L�R�D�G�D���D�Q�L�O�R�U���Œ����-�Œ�������D�L���V�H�F�����;�;�����3�U�L�P�X�O���L�Q�I�U�D�F�W�R�U��

din SUA care a comis o infrac�
iune prin intermediul sistemelor informatice a fost Alfonce 

Konfessore. �$�F�H�V�W�D�����vn 1969, a prejudiciat statul, �S�U�L�Q���D�F�
�L�X�Q�L�O�H���V�D�O�H�� cu 620.000 USD, fiind �J���V�L�W��

vinovat �G�H���F���W�U�H���������G�H���L�Q�V�W�D�Q�
�H���M�X�G�H�F���W�R�U�H���W�L��de comiterea infrac�
iunii computerizate. 

Ini�
ial, orice infrac�
�L�X�Q�H�� �F�R�P�L�V���� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �H�U�D�� �F�D�O�L�I�L�F�D�W���� �G�U�H�S�W��

infrac�
iune �L�Q�I�R�U�P�D�W�L�F������ �D�V�W���]�L���v�Q�V���� �V�H�� �I�D�F�H o diferen�
�L�H�U�H�� �vntre infrac�
iunile �v�Q�� �F�D�U�H sistemul 

informatic este folosit ca mijloc de comitere a lor ��i cele �v�Q�� �F�D�U�H�� �R�E�L�H�F�W�X�O �D�W�H�Q�W���U�L�L�� �V�X�Q�W��datele 

informatice. 

�Ì�Q�W�U�X�F�k�W �D�Q�X�P�H���v�Q��SUA �D�X���D�Y�X�W���O�R�F���S�U�L�P�H�O�H���S�U�R�J�U�H�V�H���W�H�K�Q�R�O�R�J�L�F�H���v�Q���G�H�]�Yoltarea tehnicii de 

calcul, �H�V�W�H�� �I�L�U�H�V�F�� �F�����D�F�H�D�V�W�����
�D�U���� �D�� �I�R�V�W�� �S�U�L�P�D�� �F�D�U�H�� �V-a confruntat cu noul fenomen negativ. 

Organele de drept luptau cu el prin �P�H�W�R�G�H�O�H�� �F�O�D�V�L�F�H���� �F�D�O�L�I�L�F�k�Q�G�� �D�F�
iunile drept furt, delapidare a 

�D�Y�H�U�L�L���V�W�U���L�Q�H sau ca alte componente de infrac�
�L�X�Q�L�����Ì�Q�V�����W�L�P�S�X�O���D���G�H�P�R�Q�V�W�U�D�W���L�Q�H�I�L�F�L�H�Q�
a metodelor 

tradi�
ionale ���L���Q�H�F�H�V�L�W�D�W�H�D���H�O�D�E�R�U���U�L�L���X�Q�R�U��procedee noi ���L���D�G�H�F�Y�D�W�H���I�H�Q�R�P�H�Q�X�O�X�L���v�Q���F�D�X�]���� 

Obiectivul fundamental al politicii de stat a RM, fixat �v�Q��Concep�0�L�D�� �V�H�F�X�U�L�W���0ii na�0ionale a 

RM [3], este securitatea na�
�L�R�Q�D�O���� �v�Q�� �F�D�O�L�W�D�W�H�� �G�H�� �F�R�Q�G�L�
ie esen�
�L�D�O���� �D�� �H�[�L�V�W�H�Q�
ei poporului RM ��i a 

�U�H�D�O�L�]���U�L�L�� �R�E�O�L�J�D�
iilor pozitive ale statului. Pericolele din domeniul IT fac parte din spectrul 

�D�P�H�Q�L�Q�
���U�L�O�R�U �O�D���D�G�U�H�V�D���V�H�F�X�U�L�W���
ii na�
ionale, iar combaterea lor este una dintre ac�
�L�X�Q�L�O�H���G�H���E�D�]�����v�Q��

�D�V�L�J�X�U�D�U�H�D���V�H�F�X�U�L�W���
ii informatice. 
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Astfel, instabilitatea ��i disfunc�
ionalitatea sistemelor informatice �S�R�W���V�����U�H�S�U�H�]�L�Q�W�H���D�P�H�Q�L�Q�
���U�L��

�D�F�F�H�Q�W�X�D�W�H�� �O�D�� �D�G�U�H�V�D�� �V�H�F�X�U�L�W���
ii na�
ionale. Dezvolt�D�U�H�D�� �S�U�R�J�U�H�V�L�Y���� �D�� �V�L�V�W�H�P�H�O�R�U�� �H�O�H�F�W�U�R�Q�L�F�H�� �G�H��

informa�
ii din RM���� �J�U�D�G�X�O�� �O�R�U�� �v�Q�D�O�W�� �G�H�� �L�Q�W�H�U�F�R�Q�H�[�L�X�Q�H�� �F�X�� �V�L�V�W�H�P�H�O�H��informatice interna�
ionale 

�I�D�F�L�O�L�W�H�D�]���� �D�F�W�L�Y�L�W�D�W�H�D�� �I�D�F�W�R�U�X�O�X�L�� �F�U�L�P�L�Q�R�J�H�Q�� �v�Q�� �V�I�H�U�D�� �L�Q�I�R�U�P�D�
�L�R�Q�D�O�������L�� �I�D�F�� �V���� �V�S�R�U�H�D�V�F����

vulnerabilitatea sistemelor �U�H�V�S�H�F�W�L�Y�H���� �L�Q�F�O�X�V�L�Y�� �v�Q�� �V�I�H�U�H�O�H�� �G�H�� �L�P�S�R�U�W�D�Q�
���� �S�U�L�P�R�U�G�L�D�O���� �S�H�Q�W�U�X��

securitatea na�
�L�R�Q�D�O���� 

Pornind de la cre���W�H�U�H�D�� �U�R�O�X�O�X�L�� �S�H�� �F�D�U�H�� �v�O�� �D�X��IT �v�Q�� �G�R�P�H�Q�L�X�O�� �V�H�F�X�U�L�W���
ii statului ���L potrivit 

�6�W�U�D�W�H�J�L�H�L���V�H�F�X�U�L�W���0ii na�0ionale a RM [4], institu�
�L�L�O�H���D�E�L�O�L�W�D�W�H���X�U�P�H�D�]�����V�����v�Q�W�U�H�S�U�L�Q�G�����D�F�
iuni pentru 

�D�V�L�J�X�U�D�U�H�D�� �V�H�F�X�U�L�W���
ii ���L�� �D�G�P�L�Q�L�V�W�U���U�L�L�� �H�I�L�F�L�H�Q�W�H�� �D�� �V�L�V�W�H�P�H�O�R�U��informatice na�
ionale �± �D�W�k�W�� �O�D�� �Q�L�Y�H�O��

�M�X�U�L�G�L�F���� �F�k�W����i la nivel func�
ional �± prin reducerea principalilor factori de risc, precum sunt: 

atacurile din re�
ea (cyber-crimes), viru��ii informatici, vulnerabilitatea softurilor, neglijen�
a sau rea-

voin�
�D���X�W�L�O�L�]�D�W�R�U�L�O�R�U�����F�R�Q�H�F�W�D�U�H�D���Q�H�D�X�W�R�U�L�]�D�W�����D���W�H�U�
�H�O�R�U��persoane etc. 

�7�R�W�R�G�D�W��, institu�
�L�L�O�H�� �D�E�L�O�L�W�D�W�H���X�U�P�H�D�]���� �V���� �H�O�D�E�R�U�H�]�H�� �V�R�O�X�
ii tehnice speciale privind sporirea 

�I�L�D�E�L�O�L�W���
ii re�
�H�O�H�O�R�U���v�Q���F�D�]�X�U�L���F�U�L�W�L�F�H�����S�U�H�F�X�P����i �V�� creeze arhive ��i stocuri de documente electronice 

�v�Q�� �Y�H�G�H�U�H�D�� �G�H�S�R�]�L�W���U�L�L�� �V�H�F�X�U�L�]�D�W�H�� �D�� �E�D�]�H�L�� �G�H�� �G�D�W�H�� �G�H��importan�
�� na�
�L�R�Q�D�O������ �v�Q�� �F�R�Q�I�R�U�P�L�W�D�W�H�� �F�X��

regimul de stocare, �S���V�W�U�D�U�H����i de eviden�
��, stabilit de legisla�
ie, referitor la documentul electronic 

��i �O�D���V�H�P�Q���W�X�U�D���G�L�J�L�W�D�O�������O�D���U�H�J�L�V�W�U�H����i la protec�
ia datelor cu caracter personal [5, p. 187]. 

Influen�
a digitalului asupra �F�U�L�P�L�Q�D�O�L�W���
�L�L �G�H�W�H�U�P�L�Q���� �P�R�G�L�I�L�F�D�U�H�D�� �I�R�U�P�H�O�R�U�� �G�H�O�L�Q�F�Y�H�Q�
iale 

tradi�
ionale ��i apari�
ia unor configura�
ii infrac�
ionale noi, din moment ce mediul �L�Q�I�U�D�F�
�L�R�Q�D�O este 

receptiv la tot ce presupune minimizarea eforturilor ��i a riscurilor la �R�E�
�L�Q�H�U�H�D foloaselor ca urmare 

�D���D�F�W�L�Y�L�W���
ii infrac�
�L�R�Q�D�O�H�����3�U�L�Q���X�U�P�D�U�H�����S�H���O�k�Q�J����infrac�
iunile deja arhicunoscute, cum ar fi furtul de 

informa�
ii  ��i spionajul, escrocheriile ��i fraudele, jocurile de hazard, prostitu�
ia, traficul de arme, 

droguri ��i organe, �K��r�
uirile, amenin�
��rile���� �S�H�G�R�I�L�O�L�D���� �S�H�G�R�I�L�O�L�D�� �R�U�J�D�Q�L�]�D�W������ �F�U�L�P�L�Q�D�O�L�W�D�W�H�D��

�R�U�J�D�Q�L�]�D�W������ �V�S���O�D�U�H�D�� �E�D�Q�L�O�R�U���� �W�H�U�R�U�L�V�P�X�O���� �S�U�R�]�H�O�L�W�L�V�P�X�O�� �V�H�F�W�H�O�R�U���� �V�H�� �P�D�L�� �D�G�D�X�J������i cele noi, ca 

cyberpedofilia, cyberterorismul, hackingul, difuzarea virusurilor informatice, escrocheriile 

informatice prin intermediul e-mailului, skimmingul, fraudele informatice, e-mail spammingul 

(procesul de expediere a mesajelor electronice nesolicitate), violarea confiden�
�L�D�O�L�W���
ii  �G�H�� �F���W�U�H��

organiza�
ii, net-strike-ul, gamblingul online, difuzarea informa�
iilor  ilegale (violen�
��, rasism, 

explozive, droguri, secte satanice, pedofilie etc.) [6]. 
  



16 

�,�Q�W�H�U�S�U�H�W���U�L���D�O�H���I�H�Q�R�P�H�Q�X�O�X�L���F�U�L�P�L�Q�D�O�L�W���0�L�L���L�Q�I�R�U�P�D�W�L�F�H �v�Q���V�W�X�G�L�L�O�H���G�H���V�S�H�F�L�D�O�L�W�D�W�H���S�X�E�O�L�F�D�W�H��

�v�Q Republica Moldova �.i �v�Q���5�R�P�k�Q�L�D  

Printre lucr���U�L�O�H �G�H���U�H�]�R�Q�D�Q�
�������F�X���L�P�S�D�F�W���L�V�W�R�U�L�F���S�U�R�I�X�Q�G�����X�Q���O�R�F���D�S�D�U�W�H���v�L���U�H�Y�L�Q�H monografiei 

savantului autohton Gh. Golubenco, intitulate �&�U�L�P�L�Q�D�O�L�V�W�L�F������ �R�E�L�H�F�W���� �V�L�V�W�H�P���� �L�V�W�R�U�L�H [7]���� �v�Q�� �F�D�U�H 

�D�X�W�R�U�X�O���D���V�F�R�V���v�Q���H�Y�L�G�H�Q�
�����F�H�O�H���P�D�L���L�P�S�R�U�W�D�Q�W�H��aspecte din �L�V�W�R�U�L�D���D�S�D�U�L�
�L�H�L��Criminalisticii  ca ���W�L�L�Q�
��, 

�S�U�H�F�X�P�����L���S�U�L�Q�F�L�S�D�O�H�O�H���H�W�D�S�H���v�Q���G�H�]�Y�R�O�W�D�U�H�D���F�U�L�P�L�Q�D�O�L�V�W�L�F�L�L���G�Ln RM. De o �Y�D�O�R�D�U�H���L�Q�F�R�Q�W�H�V�W�D�E�L�O����este 

analiza�����U�H�D�O�L�]�D�W�����v�Q���F�R�U�S�X�O���D�F�H�V�W�X�L���V�W�X�G�L�X���P�R�Q�R�Jrafic, a �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�R�U �F�U�L�P�L�Q�D�O�L�V�W�L�F�L�L���P�R�G�H�U�Q�H�����L��

a locului ei �v�Q���V�L�V�W�H�P�X�O�����W�L�L�Q�
�H�O�R�U juridice. 

Tratatul fundamental al eruditului criminalist autohton S. �'�R�U�D��, Criminalistica [8], 

�U�H�S�U�H�]�L�Q�W���� �S�L�D�W�U�D�� �G�H�� �W�H�P�H�O�L�H�� �D�� ���W�L�L�Q�
�H�L��Criminalistica �v�Q�� �V�S�D�
�L�X�O�� �P�R�O�G�D�Y ���L�� �F�D�U�W�H�D�� �G�H�� �F���S���W�k�L�� �D��

�V�S�H�F�L�D�O�L���W�L�O�R�U�� �G�L�Q�� �D�F�H�V�W�� �G�R�P�H�Q�L�X. Autorul descrie aici tehnicile �Q�R�L�� �G�H�� �L�Q�Y�H�V�W�L�J�D�U�H�� �F�U�L�P�L�Q�D�O�L�V�W�L�F������

elementele �Q�H�W�U�D�G�L�
�L�R�Q�D�O�H���G�H�� �W�D�F�W�L�F���� �F�U�L�P�L�Q�D�O�L�V�W�L�F������menite a consolida �L�Q�I�R�U�P�D�
�La necesar�� 

�L�G�H�Q�W�L�I�L�F���U�L�L���� �G�H�S�L�V�W���U�L�L�� ���L�� �U�H�
�L�Q�H�U�L�L�� �S�H�U�V�R�D�Q�H�O�R�U �E���Q�X�L�W�H�� �G�H�� �F�U�L�P��, �P�H�Q�
�L�R�Q�k�Q�G�����L�� �L�P�S�R�U�W�D�Q�
�D��

�L�Q�W�H�U�F�H�S�W���U�L�L���F�R�Q�Y�R�U�E�L�U�L�O�R�U���W�H�O�H�I�R�Q�L�F�H �S�H�Q�W�U�X���D�F�
�L�X�Q�L�O�H���Y�L�]�D�W�H. 

Un alt savant autohton, M. �*�K�H�R�U�J�K�L�
������ �v�Q�� �O�X�F�U�D�U�H�D�� �L�Q�W�L�W�X�O�D�W�����7�U�D�W�D�W�� �G�H�� �P�H�W�R�G�L�F����

�F�U�L�P�L�Q�D�O�L�V�W�L�F�� [9], a cercetat reperele conceptuale pentru �P�H�W�R�G�L�F�D�� �F�H�U�F�H�W���U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U, 

elabor�k�Q�G ���L�� �D�Q�D�O�L�]�k�Q�G �P�L�Q�X�
�L�R�V�� �F�R�Q�F�H�S�W�X�O�� �G�H��model ���L��de �F�D�U�D�F�W�H�U�L�V�W�L�F�� �F�U�L�P�L�Q�D�O�L�V�W�L�F�� a 

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���� �8�Q��aspect �L�P�S�R�U�W�D�Q�W�� ���L�� �G�H�� �R�� �Y�D�O�R�D�U�H���L�Q�G�L�V�F�X�W�D�E�L�O�� �D�O�� �D�F�H�V�W�X�L�� �V�W�X�G�L�X�� �v�O���U�H�S�U�H�]�L�Q�W����

definirea �Q�R�
�L�X�Qii  de �v�Q�Y�L�Q�J�H�U�H �D�� �v�P�S�R�W�U�L�Y�L�U�L�L���I�D�0���� �G�H���X�U�P���U�L�Uea penal������ ���L���v�Q�� �V�S�H�F�L�D�O�� 

�S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�H��alibiului, concept care a fost �D�Q�D�O�L�]�D�W�� ���L��dezvoltat ulterior, �v�Q�� �S�U�H�]�H�Q�W�D�� �W�H�]���� �G�H��

doctor, pe dimensiune�D���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H. 

O �L�Q�G�X�E�L�W�D�E�L�O�� realizare �D�����W�L�L�Q�
�H�L���D�X�W�R�K�W�R�Q�H���H�V�W�H�����L��un al�W���V�W�X�G�L�X���D�O���D�F�H�O�X�L�D���L���D�X�W�R�U����Tratatul de 

c�U�L�P�L�Q�D�O�L�V�W�L�F�� [10], unde se pune un accent special �S�H�� �U�R�O�X�O�� ���L�� �L�P�S�R�U�W�D�Q�
�D�� �V�L�W�X�D�
�L�L�O�R�U�� �G�H�� �X�U�P���U�L�U�H��

�S�H�Q�D�O�������L��a versiunilor criminalistice. Un �V�S�D�
�L�X aparte este rezervat �D�F�
�L�X�Q�L�O�R�U���W�D�F�W�L�F�H�����F�H�U�F�H�W�D�U�H�D���O�D��

�I�D�
�D�� �O�R�F�X�O�X�L, �U�H�
�L�Q�H�U�H�D�� �E���Q�X�L�W�X�O�X�L / �v�Q�Y�L�Q�X�L�W�X�O�X�L���� �S�H�U�F�K�H�]�L�
�L�D�� ���L�� �U�L�G�L�F�D�U�H�D�� �G�H�� �R�E�L�H�F�W�H�� ���L�� �G�R�F�X�P�H�Q�W�H, 

audierea persoanelor etc. 

�8�Q�D�� �G�L�Q�W�U�H�� �S�U�L�P�H�O�H�� �O�X�F�U���U�L�� �G�L�Q�� �V�S�D�
�L�X�O�� �U�R�P�k�Q�H�V�F, �v�Q�� �F�D�U�H�� �V-a efectuat o cercetare ��tiin�
�L�I�L�F����

�D�S�U�R�I�X�Q�G�D�W���� �D�� �I�H�Q�R�P�H�Q�X�O�X�L�� �F�U�L�P�L�Q�D�O�L�W���
ii informatice, este studiul �&�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F��, 

�D�Y�k�Q�G�X-i ca autori pe T. Amza ��i C. P. Amza ��i �S�X�E�O�L�F�D�W�����v�Q���5�R�P�k�Q�L�D���v�Q���D�Q�X�O������������[11]. �Ì�Q���D�F�H�D�V�W����

monografie sunt expuse mai multe defini�
ii ��i concepte ale delictului informatic, ale �F�U�L�P�L�Q�D�O�L�W���
ii 

�L�Q�I�R�U�P�D�W�L�F�H���� �H�[�S�O�L�F�k�Q�G�X-�V�H�� ���L�� �D�O�
�L termeni utiliza�
�L�� �v�Q�� �O�H�J�L�V�O�D�
ia interna�
�L�R�Q�D�O�������$�V�W�I�H�O���� �v�Q�� �D�F�F�H�S�
ia 

�D�X�W�R�U�L�O�R�U���� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F���� �U�H�S�U�H�]�L�Q�W���� �D�Q�V�D�P�E�O�X�O�� �W�X�W�X�U�R�U�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �v�Q�� �G�R�P�H�Q�L�X�O��IT, 

�v�Q�W�U-�R���D�Q�X�P�L�W�����S�H�U�L�R�D�G�����G�H���W�L�P�S����i pe un teritoriu bine determinat.  
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�Ì�Qtr-un articol intitulat Considera�0�L�L�� �S�U�L�Y�L�Q�G�� �I�H�Q�R�P�H�Q�X�O�� �G�H�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�� �L�Q�I�R�U�P�D�W�L�F�� [22], 

semnat de E. Stancu ��i A. C. Moise, au fost �V�F�R�D�V�H�� �v�Q�� �H�Y�L�G�H�Q�
�� cele mai relevante semne 

caracteristice ale infrac�
iunilor informatice: ele �S�R�D�U�W���� �X�Q�� �F�D�U�D�F�W�H�U�� �W�H�K�Q�R�O�R�J�L�F�� �D�Y�D�Q�V�D�W���� �D�Y�k�Q�G�� �v�Q��

vedere utilizarea IT, a re�
elelor informatice ��i de comunica�
ii, a sistemelor informatice, a 

�S�X�U�W���W�R�U�L�O�R�U�� �G�H�� �V�W�R�F�D�U�H�� �D�� �G�D�W�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H������.a., care constituie instrumente ��i mijloace de 

�V���Y�k�U��ire a �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice; ele �S�R�V�H�G���� �X�Q�� �Q�L�Y�H�O�� �v�Q�D�O�W�� �G�H�� �O�D�W�H�Q�
���� au un caracter 

transfrontalier. au �F�R�V�W�X�U�L���U�H�G�X�V�H�����v�Q���F�R�P�S�D�U�D�
ie cu beneficiile ilegale care pot fi ob�
inute. 

�$�X�W�R�U�L�L�� �F�L�W�D�
�L�� �P�D�L�� �V�X�V�� �D�X�� �H�O�D�E�R�U�D�W, recent, un tratat intitulat Criminalistica. Elemente 

�P�H�W�R�G�R�O�R�J�L�F�H���G�H���L�Q�Y�H�V�W�L�J�D�U�H���D���L�Q�I�U�D�F�0�L�X�Q�L�O�R�U [23]�����v�Q���F�D�U�H���D�E�R�U�G�H�D�]�����P�H�W�R�G�R�O�R�J�L�D���F�U�L�P�L�Q�D�O�L�V�W�L�F��, ce 

�Y�L�]�H�D�]�� stabilirea cadrului metodologic general de cercetare a unor categorii de �L�Q�I�U�D�F�
�L�X�Q�L, a 

�D�F�W�L�Y�L�W���
�L�O�R�U procedurale care trebuie �G�H�V�I�����X�U�D�W�H cu ocazia �F�H�U�F�H�W���U�L�L��criminalistice a unei anumite 

�L�Q�I�U�D�F�
�L�X�Q�L���� �S�U�H�F�X�P�� ��i clarificarea altor aspecte importante, cum sunt caracterul complex al 

procesului de �X�U�P���U�L�U�H �S�H�Q�D�O�������F�R�P�S�R�Q�H�Q�W�H�O�H����i etapele �F�H�U�F�H�W���U�L�L��criminalistice a unor �L�Q�I�U�D�F�
�L�X�Q�L, 

elementele metodologice de cercetare a acestor �L�Q�I�U�D�F�
�L�X�Q�L ��i rolul criminalist�L�F�L�L�� �v�Q�� �S�U�H�Y�H�Q�L�U�H�D�� ��i 

combaterea fenomenului �L�Q�I�U�D�F�
�L�R�Q�D�O.  

G. I. �,�R�Q�L�
��, �v�Q���&�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F�����.�L�� �L�Q�Y�H�V�W�L�J�D�U�H�D�� �F�U�L�P�L�Q�D�O�L�V�W�L�F�� �G�L�J�L�W�D�O��. 

Controverse terminologice �.i de con�0inut [24], a realizat o cercetare ��tiin�
�L�I�L�F����a no�
iunii de 

�F�U�L�P�L�Q�D�O�L�W�D�W�H���L�Q�I�R�U�P�D�W�L�F�������D�M�X�Q�J�k�Q�G���O�D���F�R�Q�F�O�X�]�L�D���F�����D�F�H�D�V�W�D���U�H�S�U�H�]�L�Q�W�����R�U�L�F�H���L�Q�I�U�D�F�
�L�X�Q�H���v�Q���F�D�U�H���X�Q��

calculator sau o re�
ea de calculatoare este obiectul unei infrac�
�L�X�Q�L�����V�D�X���v�Q���F�D�U�H���X�Q���F�D�O�F�X�O�D�W�R�U���V�D�X���R��

re�
ea de calculatoare este instrumentul sau mijlocul �G�H�� �v�Q�I���S�W�X�L�U�H�� �D�� �X�Q�H�L�� �L�Q�I�U�D�F�
iuni. �7�R�W�R�G�D�W��, o 

aten�
ie �V�S�R�U�L�W�� a fost �D�F�R�U�G�D�W�� descrierii anumitor categorii specifice de �L�Q�I�U�D�F�
�L�X�Q�L informatice, 

cum ar fi terorismul ���L���U���]�E�R�L�X�O���L�Q�I�R�U�P�D�W�L�F�� 

A. C. Moise, �v�Q�� �D�U�W�L�F�R�O�X�O���3�U�H�J���W�L�U�H�D�� �F�H�U�F�H�W���U�L�L�� �O�D��fa�0�D�� �O�R�F�X�O�X�L�� �v�Q�� �F�D�]�X�O�� �L�Q�I�U�D�F�0iunilor 

informatice [25], �D���W�U�H�F�X�W���v�Q���U�H�Y�L�V�W�����D�F�
�L�X�Q�L�O�H���S�U�H�S�D�U�D�W�R�U�L�L���G�H���E�D�]�����S�H���F�D�U�H���X�U�P�H�D�]�����V�����O�H���v�Q�W�U�H�S�U�L�Q�G������

ofi�
�H�U�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����v�Q���F�D�G�U�X�O���F�H�U�F�H�W���U�L�L��infrac�
iunilor informatice�����v�Q���S�U�R�F�H�V�X�O���G�H���S�U�H�J���W�L�U�H��

pentru efectuarea unei ac�
iuni �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �F�X�P�� �D�U�� �I�L�� �F�H�U�F�H�W�D�U�H�D�� �O�D�� �I�D�
a locului, 

reconstituirea faptei, experimentul, perchezi�
ia, ridicarea de obiecte ���L���G�R�F�X�P�H�Q�W�H���H�W�F�����Ì�Q���Y�L�]�L�X�Q�H�D��

autorului, este necesar ca �P���V�X�U�L�O�H�� �S�U�H�O�L�P�L�Q�D�U�H�� �G�H�� �E�D�]�����V�� fie �H�I�H�F�W�X�D�W�H�� �G�H�� �F���W�U�H�� �R�U�J�D�Q�X�O�� �G�H��

�X�U�P���U�L�U�H�� �S�H�Q�D�O��, �R�G�D�W���� �D�M�X�Q�V�� �O�D�� �I�D�
a locului pentru realizarea ac�
iunii procesuale preconizate, iar 

�G�D�W�H�O�H���X�U�P�H�D�]�����D���I�L���I�L�[�D�W�H���v�Q���S�U�R�F�H�V�X�O-verbal al ac�
�L�X�Q�L�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O���� 

�Ì�Q�� �O�X�F�U�D�U�H�D��autorului �U�R�P�k�Q�� �$���� �&����Moise, �0�H�W�R�G�R�O�R�J�L�D�� �L�Q�Y�H�V�W�L�J���U�L�L�� �F�U�L�P�L�Q�D�O�L�V�W�L�F�H�� �D��

infrac�0iunilor informatice [26], �H�V�W�H�� �D�E�R�U�G�D�W���� �S�U�R�E�O�H�P�D cercet���U�L�L infrac�
iunilor informatice ca 

urmare a cre���W�H�U�L�L���I�H�Q�R�P�H�Q�X�O�X�L���F�U�L�P�L�Q�D�O�L�W���
�L�L���L�Q�I�R�U�P�D�W�L�F�H�����F�D�U�H���V�H���G�D�W�R�U�H�D�]�����G�H�]�Y�R�O�W���U�L�L���F�R�Q�W�L�Q�X�H���D��

IT ��i comunica�
�L�L�O�R�U���� �D�F�H�V�W�� �O�X�F�U�X�� �D�Y�k�Q�G�� �X�Q�� �L�P�S�D�F�W�� �L�P�S�R�U�W�D�Q�W�� �D�V�X�S�U�D�� �V�R�F�L�H�W���
ii contemporane. �Ì�Q��
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opinia savantului, cercetarea infrac�
iunilor informatice �Y�L�]�H�D�]�� �D�W�k�W��un aspect juridic, caracterizat 

de legisla�
�L�D�� �v�Q�� �Y�L�J�R�D�U�H�� �S�U�L�Y�L�Q�G�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F������ �F�k�W����i un aspect tehnico-��tiin�
ific , 

determinat de metodologii ��i tehnici de cercetare, �X�W�L�O�L�]�D�W�H�� �v�Q�� �Y�H�G�H�Uea ob�
inerii probelor digitale. 

Autorul men�
�L�R�Q�H�D�]�����F�����Srobele digitale sun�W���X�W�L�O�L�]�D�W�H���v�Q���S�U�R�F�H�V�X�O���G�H��cercetare �v�Q���D�F�H�O�H�D��i scopuri 

ca ��i probele fizice, iar diferen�
�D���P�D�M�R�U�����v�Q�W�U�H���F�H�O�H���G�R�X�����W�L�S�X�U�L���G�H���S�U�R�E�H���H�V�W�H���G�H�W�H�U�P�L�Q�D�W�����G�H���I�D�S�W�X�O��

�F�����S�U�R�E�H�O�H���G�L�J�L�W�D�O�H���U�H�S�U�H�]�L�Q�W�����Q�X�P�D�L���R���Y�D�O�R�D�U�H����i nu sunt obiecte tangibile. 

�$�V�W�I�H�O�����v�Q���O�X�F�U�D�U�H�D��men�
�L�R�Q�D�W�����P�D�L���V�X�V���V�H���D�F�R�U�G�� o aten�
�L�H���G�H�R�V�H�E�L�W�����F�O�D�V�L�I�L�F���U�L�L���L�Q�I�U�D�F�
iunilor 

informatice, descrierii semnelor obiective ��i subiective ale componen�
ei infrac�
iunii informatice, 

�D�Q�D�O�L�]�H�L�� �H�W�D�S�H�O�R�U�� �D�F�W�L�Y�L�W���
�L�L�� �G�H�� �G�H�V�F�R�S�H�U�L�U�H�� �D�� �F�U�L�P�L�Q�D�O�L�W���
�L�L�� �v�Q�� �G�R�P�H�Q�L�X���� �F�H�U�F�H�W���U�L�L�� �S�D�U�W�L�F�X�O�D�U�L�W���
ilor 

�H�I�H�F�W�X���U�L�L���D�Q�X�P�L�W�R�U���D�F�
�L�X�Q�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������L���P���V�X�U�L���V�S�H�F�L�D�O�H���G�H���L�Q�Y�H�V�W�L�J�D�
�L�L���v�Q���F�D�G�U�X�O���X�U�P���U�L�U�L�L��

penale la cercetarea delictelor informatice. 

�Ì�Q�� �P�R�Q�R�J�U�D�I�L�D��sa, Securitatea informa�0iilor �.i internetul �± criminalitatea informatic�� [27], 

D. G. Ghervase ��i-�D�� �S�U�R�S�X�V�� �V����traseze o paralel���� �vntre securitatea informa�
iilor ��i internet, 

�L�Q�W�H�U�S�U�H�W�k�Q�G���P�R�G�D�O�L�W���
�L�O�H�� �G�H�� �S�U�H�Y�H�Q�L�U�H�� �D�� �I�H�Q�R�P�H�Q�X�O�X�L�� �G�H�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�� �L�Q�I�R�U�P�D�W�L�F����drept urmare a 

�G�H�]�Y�R�O�W���U�L�L���F�R�Q�W�L�Q�X�H���D��IT ��i comunica�
iilor  ���L���G�H�V�F�U�L�L�Q�G���G�L�Y�H�U�V�H metodologii ��i tehnici de cercetare a 

infrac�
iunilor informatice. �$�X�W�R�U�X�O���D�E�R�U�G�H�D�]�������v�Q���D�F�H�D�V�W�� lucrare, �R���S�U�R�E�O�H�P�����G�H���L�P�S�R�U�W�D�Q�
�����P�D�M�R�U����

pentru �L�Q�Y�H�V�W�L�J�D�U�H�D�� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H���� �v�Q�F�H�U�F�k�Q�G�� �V���� �F�O�D�U�Lfice, astfel, 

�U���V�S�k�Q�G�L�U�H�D fenomen�X�O�X�L���v�Q���F�D�X�]�� nu numai pe plan interna�
ional, dar ��i pe cel intern. 

�&�H�U�F�H�W���W�R�U�X�O men�
�L�R�Q�H�D�]�����I�D�S�W�X�O���F�������v�Q���F�R�Q�W�H�[�W�X�O���V�F�K�L�P�E���U�L�O�R�U���L�Q�W�H�U�Y�H�Q�L�W�H���v�Q���X�Otimele decenii 

�D�W�k�W���v�Q���G�R�P�H�Q�L�X�O���V�R�F�L�D�O�����L���S�R�O�L�W�L�F�����F�k�W����i �v�Q���F�H�O��tehnologic, informa�
ia a devenit elementul esen�
ial ��i 

versatil pentru protec�
ia ���L���V�H�F�X�U�L�W�D�W�H�D���V�R�F�L�H�W���
�L�L�����v�Q���V�H�Q�V�X�O���F�� procesul de globalizare �V�H���G�H�]�Y�R�O�W����ca 

un fenomen necesar ��i ireversibil, fiiind ���L�� �V�X�U�V�D�� �W�X�W�X�U�R�U�� �V�F�K�L�P�E���U�L�O�R�U�� �H�F�R�Q�R�P�L�F�H����i politice ale 

lumii mod�H�U�Q�H���� �F�H�H�D�� �F�H�� �J�H�Q�H�U�H�D�]���� �Q�R�L�� �U�L�V�F�X�U�L����i amenin�
���U�L�� IT a afectat ��i va afecta major 

conceptele care stau la baza informa�
�L�L�O�R�U�����D�W�k�W��pe cele referitoare �O�D���D�U�K�L�W�H�F�W�X�U�D���D�F�H�V�W�R�U�D�����F�k�W����i pe 

�F�H�O�H�� �F�H�� �
�L�Q�� �G�H metodele ��i procedeele de protec�
ie, de �I�D�F�W�R�U�X�O�� �X�P�D�Q�� �F�D�U�H�� �R�S�H�U�H�D�]���� �F�X�� �G�L�I�H�U�L�W�H��

sisteme, precum ��i de impactul unei asemenea tehnologii asupra evolu�
�L�H�L���V�R�F�L�H�W���
ii.  

�2�� �D�O�W���� �O�X�F�U�D�U�H�� �G�H�G�L�F�D�W���� �V�H�F�X�U�L�W���
ii informatice, cu titlul �9�X�O�Q�H�U�D�E�L�O�L�W���0�L�� �D�O�H�� �V�L�V�W�H�P�H�O�R�U��

�L�Q�I�R�U�P�D�W�L�F�H�����V�H�F�X�U�L�W�D�W�H�D���.�L���V�H�F�X�U�L�]�D�U�H�D��acestora [28], �D���I�R�V�W���H�O�D�E�R�U�D�W�����G�H���F���W�U�H���F�H�U�F�H�W���W�R�U�X�O �U�R�P�k�Q��

M. I. �1�H�D�P�
u. Aici autorul �G�H�I�L�Q�H���W�H no�
iunea, elementele ��i principiile de activitate ale re�
elelor 

de calculatoare, ale aplica�
iilor ��i protocoalelor, ale po��tei electronice ��i WWW, ale sistemelor de 

fi ��iere, precum ��i mecanismele de administrare a acestora, nivelele de comunica�
ie, tipurile de 

re�
ele. �7�R�W�R�G�D�W������ �v�Q�� �O�X�F�U�D�U�H���D�W�H�V�W���P descrierea �F�U�L�P�L�Q�D�O�L�W���
ii informatice, clasificarea riscurilor ��i 

incidentelor, �Y�X�O�Q�H�U�D�E�L�O�L�W���
ilor la care sunt expuse sistemele ��i re�
elele informatice. Autorul a 
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identificat mai multe tipuri de infractori informatici, clasifica�
�L���v�Q���G�H�S�H�Q�G�H�Q�
�����G�H���P�R�W�L�Y�D�
ia acestora 

pentru comiterea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U �v�Q���F�D�X�]���� 

�&�U�L�P�L�Q�D�O�L�V�W�X�O�� �U�R�P�k�Q��M. Ruiu���� �v�Q�� �O�X�F�U�D�U�H�D sa, �&�U�L�P�L�Q�D�O�L�V�W�L�F��, �F�R�Q�V�D�F�U�D�W�� �F�H�U�F�H�W���U�L�L�� �W�D�F�W�L�F�L�L��

criminalistice, a studiat specificul perchezi�
iei informatice [29]�����P�H�Q�
�L�R�Q�k�Q�G���F�����O�H�J�L�X�L�W�R�U�X�O���U�R�P�k�Q���D��

�v�Q�
�H�O�H�V�� �V���� �D�F�R�U�G�H, pe de o parte, o protec�
�L�H�� �M�X�U�L�G�L�F���� �V�Lstemelor �L�Q�I�R�U�P�D�W�L�F�H�� �v�P�S�R�W�U�L�Y�D�� �G�L�I�H�U�L�Wor 

�I�R�U�P�H�� �G�H�� �D�W�D�F�� �L�Q�I�R�U�P�D�W�L�F�� �V�D�X�� �G�H�� �P�R�G�L�I�L�F�D�U�H�� �D�� �G�D�W�H�O�R�U���� �L�D�U�� �S�H�� �G�H�� �D�O�W���� �S�D�U�W�H���� �D�� �S�X�V�� �O�D�� �G�L�V�S�R�]�L�
ia 

organelor judiciare noi mijloace speciale de investiga�
ii, �v�Q���Y�H�G�H�U�H�D���R�E�
inerii de probe, printre care 

�V�H���U�H�J���V�H��te ��i perchezi�
ia sistemelor informatice. �7�R�W�R�G�D�W�������V-a precizat �F�� perchezi�
iile sistemelor 

informatice ori a suporturilor de stocare a datelor informatice presupune inspectarea acestora de 

�F���W�U�H�� �R�U�J�D�Q�H�O�H�� �M�X�G�L�F�L�D�U�H�� �v�Q�� �Y�H�G�H�U�H�D�� �G�H�V�F�R�S�H�U�L�U�L�L�����L�� �V�W�U�k�Q�J�H�U�L�L�� �S�U�R�E�H�O�R�U. Autorul a descris 

�S�D�U�W�L�F�X�O�D�U�L�W���
ile probelor digitale, precum ��i importan�
�D���L�P�S�O�L�F���U�L�L���V�S�H�F�L�D�O�L�V�W�X�O�X�L���v�Q���G�R�P�H�Q�L�X�O��IT la 

administrarea acestora. 

�Ì�Q���O�X�F�U�D�U�H sunt propuse �P�D�L���P�X�O�W�H���U�H�F�R�P�D�Q�G���U�L�����L���P���V�X�U�L���S�U�H�O�L�P�L�Q�D�U�H���G�H���E�D�]��, pe care trebuie 

�V�����O�H���v�Q�W�U�H�S�U�L�Q�G�����R�I�L�
�H�U�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O��, �R�G�D�W�����D�M�X�Q�V���O�D���I�D�
a locului pentru efectuarea ac�
iunii 

�G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������precum ���L�� �O�D�� �U�H�D�O�L�]�D�U�H�D�� �Q�H�P�L�M�O�R�F�L�W���� �D�� �D�F�H�V�W�H�L�D (cum ar fi modelarea clonelor 

suporturilor de stocare a informa�
iei digitale, fixarea ��i etichetarea probelor depistate, 

�v�P�S�D�F�K�H�W�D�U�H�D���� �V�L�J�L�O�D�U�H�D����i transportarea acestora). O �D�W�H�Q�
�L�H aparte este �D�F�R�U�G�D�W�� modului de 

cercetare a informa�
�L�L�O�R�U�� �H�O�H�F�W�U�R�Q�L�F�H�� �Y�R�O�X�P�L�Q�R�D�V�H���� �L�Q�F�O�X�V�L�Y�� �v�Q�� �O�L�S�V�D�� �V�S�H�F�L�D�O�L�V�W�X�O�X�L�� �v�Q�� �G�R�P�H�Q�L�X�� 

Autorul a punct�D�W�� �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�H�� �U�L�G�L�F���U�L�L�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �v�Q�� �G�H�S�H�Q�G�H�Q�
���� �G�H�� �I�D�S�W�X�O�� �G�D�F����

�V�X�Q�W���V�D�X���Q�X���F�R�Q�H�F�W�D�W�H���O�D���V�X�U�V�D���G�H���D�O�L�P�H�Q�W�D�U�H���F�X���H�Q�H�U�J�L�H���H�O�H�F�W�U�L�F���� 

�8�Q�� �D�Q�� �P�D�L�� �W�k�U�]�L�X���� �D�F�H�O�D���L�� �D�X�W�R�U���S�X�E�O�L�F�� lucrarea �0�H�W�R�G�R�O�R�J�L�D�� �L�Q�Y�H�V�W�L�J���U�L�L�� �F�U�L�P�L�Q�D�O�L�V�W�L�F�H�� �D��

unor genuri de �L�Q�I�U�D�F�0�L�X�Q�L [30], �v�Q���F�D�U�H �v���L���S�U�R�S�X�Q�H���V�����V�H�P�Q�D�O�H�]�H, din perspectiva unui inventar de 

�S�U�R�E�O�H�P�H���� �W�H�K�Q�L�F�L�� ���L�� �W�H�Q�G�L�Q�
�H����necesitatea �V�W�U�L�Q�J�H�Q�W���� �D�� �U�H�J�O�H�P�H�Q�W���U�L�O�R�U�� �J�O�R�E�D�O�H�� ���L��a �G�H�]�Y�R�O�W���U�L�L��

�U�D�P�X�U�L�L���G�U�H�S�W�X�O�X�L���V�S�D�
�L�X�O�X�L �Y�L�U�W�X�D�O�����V�� abordeze noi �G�L�U�H�F�
�L�L���vn cercetarea acestui fenomen. 

�&�H�U�F�H�W���W�R�U�L�L�� �U�R�P�k�Q�L�� �'���� �,����Cristescu ��i V. C. Enescu���� �v�Q��studiul Prolegomene privind 

administrarea �.i expertizarea probelor multimedia (din perspectiva prevederilor noului Cod de 

�S�U�R�F�H�G�X�U�����S�H�Q�D�O���� [31], �S�U�H�]�L�Q�W����unele explica�
�L�L���S�U�H�O�L�P�L�Q�D�U�H���S�U�L�Y�L�Q�G���S�U�R�E�O�H�P�H�O�H���S�H���F�D�U�H���O�H���U�L�G�L�F����

�v�Q�U�H�J�L�V�W�U���U�L�O�H���M�X�G�L�F�L�D�U�H���D�X�G�L�R-video ���L���I�R�W�R�J�U�D�I�L�L�O�H�����L�P�D�J�L�Q�L�O�H�������D�G�L�F�����S�U�R�E�H�O�H���P�X�O�W�L�P�H�G�L�D�����D�Q�D�O�R�J�L�F�H��

ori originale) din perspectiva expertizelor judiciare, �F�H���V�H���S�R�W���G�L�V�S�X�Q�H���v�Q���O�H�J���W�X�U�����F�X���D�F�H�V�W�H�D�����
�L�Q�k�Q�G��

seama de prevederile Noului CPP �D�O���5�R�P�k�Q�L�H�L�� 

Autorii investig�K�H�D�]�� �D�W�k�W�� �v�Q�U�H�J�L�V�W�U���U�L�O�H�� �R�I�L�F�L�D�O�H���� �U�H�D�O�L�]�D�W�H�� �G�H�� �U�H�S�U�H�]�H�Q�W�D�Q�
�L�L�� �D�X�W�R�U�L�W���
ilor 

publice ���L�Q�F�O�X�V�L�Y�� �v�Q�U�H�J�L�V�W�U���U�L�O�H�� �D�X�G�L�R-�Y�L�G�H�R���� �I�L�O�P���U�L�O�H�����L�� �I�R�W�R�J�U�D�I�L�L�O�H�� �D�X�W�R�U�L�]�D�W�H�� �G�H�� �F���W�U�H�� �M�X�G�H�F���W�R�U��

�R�U�L���F�H�O�H���U�H�D�O�L�]�D�W�H���G�H���R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����v�Q���W�L�P�S�X�O �F�H�U�F�H�W���U�L�L���O�D���I�D�
a locului, perchezi�
iei etc., 

�v�Q���V�F�R�S�X�O���I�L�[���U�L�L���U�H�]�X�O�W�D�W�H�O�R�U���D�F�W�L�Y�L�W���
�L�L���v�Q�W�U�H�S�U�L�Q�V�H�������F�k�W�����L���v�Q�U�H�J�L�V�W�U���U�L�O�H���Q�H�R�I�L�F�L�D�O�H�����D�W�X�Q�F�L���F�k�Q�G���V�Xnt 
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�&�H�U�F�H�W���W�R�U�L�L S. �%�U�k�Q�]������i V. Stati, �v�Q��Tratatul de drept penal [34], similar legiuitorului 

moldav, au consacrat un capitol separat �F�H�U�F�H�W���U�L�L aspectelor juridico-penale privind infrac�
iunile 

informatice ��i din domeniul telecomunica�
iilor , obiectul analizei constituindu-l totalitatea 

elementelor ��i semnelor componen�
ei de infrac�
iune pentru fiecare infrac�
�L�X�Q�H�� �v�Q�� �S�D�U�W�H�� Autorii 

definesc infrac�
iunile informatice ��i cele din domeniul comunica�
iilor electronice ca fiind fapte 

�V�R�F�L�D�O�P�H�Q�W�H�� �S�H�U�L�F�X�O�R�D�V�H���� �V���Y�k�U��ite cu inten�
ie sau din impruden�
������ �F�D�U�H�� �D�G�X�F�� �D�W�L�Q�J�H�U�H���� �S�U�L�Q��

excelen�
�������U�H�O�D�
iilor sociale din domeniul informaticii ��i al comunica�
iilor  electronice�����U���V�S�X�Q�G�H�U�H�D��

�S�H�Q�D�O�����S�H�Q�W�U�X���F�D�U�H���V�H���V�W�D�E�L�O�H��te la art.259-2611 CP. 

�Ì�Q�� �O�X�F�U�D�U�H�D���&�R�G�X�O�� �G�H�� �S�U�R�F�H�G�X�U���� �S�H�Q�D�O���� �D�O�� �5�H�S�X�E�O�L�F�L�L�� �0�R�O�G�R�Y�D�� ���F�R�P�H�Q�W�D�U�L�X�� �D�S�O�L�F�D�W�L�Y�� [35], 

autorul ei, I. Dolea, a descris ac�
�L�X�Q�L�O�H�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� ���L�� �P���V�X�U�L�O�H�� �V�S�H�F�L�D�O�H�� �G�H�� �L�Q�Y�H�V�W�L�J�D�
ii, 

�S�U�H�Y���]�X�W�H�� �G�H�� �O�H�J�L�V�O�D�
ia na�
�L�R�Q�D�O������ �L�Q�F�O�X�V�L�Y�� �F�H�O�H�� �V�S�H�F�L�I�L�F�H���F�H�U�F�H�W���U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice, 

�D�E�R�U�G�D�W�H�����L prin prisma practicii judiciare a CtEDO. 

�Ì�Q���D�I�D�U�����G�H���V�W�X�G�L�L�O�H���S�U�H�]�H�Q�W�D�W�H��supra�����S�R�W���I�L���P�H�Q�
�L�R�Q�D�W�H�����L���D�O�W�H�O�H�����V�H�P�Q�D�W�H���G�H���D�X�W�R�U�L���G�L�Q���5�0�����L��

�5�R�P�k�Q�L�D�����L���F�R�Q�V�D�F�U�D�W�H���G�L�I�H�U�L�W�R�U��probleme referitoare la aspectele juridico-penale �D�O�H���F�U�L�P�L�Q�D�O�L�W���
�L�L 

informatice, ��i anume: colectivul de autori S. �%�U�k�Q�]��, X. Ulianovschi, V. Stati �����D���� �v�Q��lucrarea 

�'�U�H�S�W�� �S�H�Q�D�O���� �3�D�U�W�H�D�� �V�S�H�F�L�D�O�� [36], V. Dobrinoiu, I. Pascu, M. A. Hotca �����D���� �v�Q��Noul Cod Penal 

comentat [37], M. Dobrinoiu �v�Q���$�Q�D�O�L�]�D���M�X�U�L�G�L�F�����D���L�Q�I�U�D�F�0iunii de fals informatic [38], I. Vasiu ��i 

L. Vasiu �v�Q�� �O�X�F�U�D�U�H�D���)�U�D�X�G�D�� �L�Q�I�R�U�P�D�W�L�F�� [39], A. T. �'�U���J�D�Q���v�Q���)�U�D�X�G�D�� �L�Q�I�R�U�P�D�W�L�F���� �v�Q�� �V�L�V�W�H�P�X�O��

infrac�0�L�X�Q�L�O�R�U���F�R�Q�W�U�D���S�D�W�U�L�P�R�Q�L�X�O�X�L���v�Q���Q�R�X�O���&�R�G���S�H�Q�D�O���U�R�P�k�Q [40], Gh. Alecu �v�Q��Subiec�0ii activi �.i 

pasivi ai infrac�0�L�X�Q�L�O�R�U�� �F�R�P�L�V�H�� �S�U�L�Q�� �V�L�V�W�H�P�H�� �L�Q�I�R�U�P�D�W�L�F�H���� �v�Q�� �Y�L�]�L�X�Q�H�D�� �Q�R�X�O�X�L Cod Penal [41], I. C. 

Spiridon �v�Q��Reflec�0ii cu privire la legisla�0�L�D���U�R�P�k�Q�����v�Q���G�R�P�H�Q�L�X�O���F�U�L�P�L�Q�D�O�L�W���0ii informatice [42], M. 

Dobrinoiu �v�Q��Accesul ilegal la po�.�W�D���H�O�H�F�W�U�R�Q�L�F�� [43], F. Encescu �v�Q��Considera�0ii asupra disputei 

dintre teoreticienii �.�L�� �S�U�D�F�W�L�F�L�H�Q�L�L�� �G�U�H�S�W�X�O�X�L�� �S�U�L�Y�L�Q�G�� �v�Q�F�D�G�U�D�U�H�D�� �M�X�U�L�G�L�F���� �S�H�Q�D�O���� �D�� �V�N�L�P�P�L�Q�J-ului 

[44], M. Dobrinoiu �v�Q Infrac�0�L�X�Q�H�D���G�H���D�O�W�H�U�D�U�H���D���L�Q�W�H�J�U�L�W���0ii datelor informatice [45], M. A. Hotca 

��i M. Dobrinoiu �v�Q��Infrac�0�L�X�Q�L���S�U�H�Y���]�X�W�H���v�Q���O�H�J�L���V�S�H�F�L�D�O�H [46] ��.a. 

 

1.2. �6�W�X�G�L�H�U�H�D���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���U�H�I�O�H�F�W�D�W�����v�Q���O�L�W�H�U�D�W�X�U�D���G�H���V�S�H�F�L�D�O�L�W�D�W�H���G�L�Q���D�O�W�H���V�W�D�W�H�� 
 

M. A. Sussmann, �v�Q�� �D�U�W�L�F�R�O�X�O��The critical challenges from international high-tech and 

computer-related crime at the millennium [47], men�
�L�R�Q�H�D�]���� �F���� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D���L�Q�I�R�U�P�D�W�L�F���� �D�U�H���X�Q��

�F�D�U�D�F�W�H�U�� �W�U�D�Q�V�I�U�R�Q�W�D�O�L�H�U���� �Q�H�D�Y�k�Q�G�� �O�L�P�L�W�H�� �W�H�U�L�W�R�U�L�D�O�H, ceea ce �v�L�� �S�H�U�P�L�W�H�� �L�Q�I�U�D�F�W�R�U�X�O�X�L�� �V���� �F�R�P�L�W����

infrac�
iunea de pe teritoriul unui stat fa�
�����G�H���S�H�U�V�R�D�Q�H���G�L�Q���D�O�W�H���V�W�D�W�H�� 

�&�H�U�F�H�W���W�R�U�L�L ru��i, E.N. �%�kstreakov, A.N. Ivanov, V.A. Klimov, �v�Q��studiul �J�Z�k�k�e�_�^�h�\�Z�g�b�_��

�d�h�f�i�v�x�l�_�j�g�u�o�� �i�j�_�k�l�m�i�e�_�g�b�c���� �m�q�_�[�g�h�_�� �i�h�k�h�[�b�_ [48], definesc �F�D�U�D�F�W�H�U�L�V�W�L�F�D�� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D��
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�L�Q�I�R�U�P�D�
�L�H�L���� �U�H�L�Q�V�W�D�O�D�U�H�D�� �V�L�V�W�H�P�X�O�X�L�� �R�S�H�U�D�
�L�R�Q�D�O���� ���W�H�U�J�H�U�H�D���� �P�R�G�L�I�L�F�D�U�H�D�� �V�D�X�� �V�X�S�U�D�V�F�U�L�H�U�H�D�� �G�D�W�H�O�R�U��

�L�Q�I�R�U�P�D�W�L�F�H������ �I�R�O�R�V�L�U�H�D�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F�� �G�H�� �F���W�U�H��num�H�U�R���L �D�O�
�L�� �X�W�L�O�L�]�D�W�R�U�L�� ��.a.m.d. �Ì�Q��

�F�R�Q�V�H�F�L�Q�
�������Woate acestea con�G�X�F���O�D���S�L�H�U�G�H�U�H�D���L�U�H�P�H�G�L�D�E�L�O�����D���X�U�P�H�O�R�U���H�O�H�F�W�U�R�Q�L�F�H���U�H�O�H�Y�D�Q�W�H�� 

�Ì�Q�� �D�X�W�R�U�H�I�H�U�D�W�X�O���H�k�g�h�\�u�� �f�_�l�h�^�b�d�b�� �j�Z�k�k�e�_�^�h�\�Z�g�y�� �i�j�_�k�l�m�i�e�_�g�b�c�� �\�� �k�n�_�j�_�� �d�h�f�i�v�x�l�_�j�g�h�c��

�b�g�n�h�j�f�Z�p�b�b��[51], V.A. �0�H���H�U�H�D�N�R�Y��sus�
�L�Q�H���F����structura spa�
�L�X�O�X�L���F�L�E�H�U�Q�H�W�L�F���L�Q�F�O�X�G�H���v�Q�F���S�H�U�L�O�H���v�Q��

�F�D�U�H���V�H���D�I�O�����V�L�V�W�H�P�H�O�H���L�Q�I�R�U�P�D�W�L�F�H�����S�U�H�F�X�P�����L���W�H�K�Q�L�F�D���F�R�P�S�O�H�[�����F�D�U�H���D�V�L�J�X�U�����I�X�Q�F�
ionarea acestora; 

�P�L�M�O�R�D�F�H�O�H���G�H���S�U�H�O�X�F�U�D�U�H���D�X�W�R�P�D�W�L�]�D�W�����D���L�Q�I�R�U�P�D�
iei; canalele de comunica�
ii electronice ��i cele de 

transmitere a datelor; suporturile de stocare a datelor informatice; �v�Q�V�H���L��datele informatice 

nemijlocite.  

Un colectiv de autori, constituit din B.V. Andreev, P.N. Pak ��i V.P. Horst, �v�Q�� �O�X�F�U�D�U�H�D��

�J�Z�k�k�e�_�^�h�\�Z�g�b�_���i�j�_�k�l�m�i�e�_�g�b�c���\���k�n�_�j�_���d�h�f�i�v�x�l�_�j�g�h�c���b�g�n�h�j�f�Z�p�b�b [52], au efectuat o cercetare 

�S�H�U�W�L�Q�H�Q�W�����D���I�H�Q�R�P�H�Q�X�O�X�L���F�U�L�P�L�Q�D�O�L�W���
ii informatice �± �D�W�k�W���G�L�Q���S�X�Q�F�W���G�H���Y�H�G�H�U�H���S�H�Q�D�O�����F�k�W����i din cel 

procesual-penal. Ei au propus �G�L�Y�H�U�V�H���L�Q�W�H�U�S�U�H�W���U�L����tiin�
ifice ale anumitor �Q�R�
�L�X�Q�L din legisla�
�L�D���U�X�V�� 

ce �
in de infrac�
iunile informatice, spre exemplu: distrugerea ��i ��tergerea informa�
iei 

computerizate, accesul la date informatice etc. 

�Ì�Q��opinia autorului american S. Smith���� �H�[�S�X�V�� �v�Q�� �O�X�F�U�D�U�H�D��The Concept of Security in a 

Globalized World [53]���� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F������ �v�Q�� �V�H�Q�V�� �U�H�V�W�U�k�Q�V���� �U�H�S�U�H�]�L�Q�W���� �W�R�W�D�O�L�W�D�W�H�D��

infrac�
�L�X�Q�L�O�R�U�� �v�Q�� �F�D�U�H��drept �R�E�L�H�F�W�� �M�X�U�L�G�L�F�� �G�H�� �E�D�]����apar �U�D�S�R�U�W�X�U�L�O�H�� �M�X�U�L�G�L�F�H�� �v�Q�� �G�R�P�H�Q�L�X�O�� �F�U�H���U�L�L����

�S���V�W�U���U�L�L�����S�U�H�O�X�F�U���U�L�L����i transmiterii securizate a informa�
iei computerizate, iar obiectul nemijlocit �v�O��

constituie datele informatice, �S�U�H�F�X�P�����L��mijloacele de securizare a datelor informatice. 

�&�H�U�F�H�W���W�R�U�X�O rus A.I. Golovin, �v�Q���D�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�Z�y���k�b�k�l�_�f�Z�l�b�d�Z��[54], referindu-se la 

�W���L�Q�X�L�U�H�D�� �S�U�R�E�H�O�R�U�� �v�Q�� �F�D�X�]�H�O�H�� �G�H�� �F�U�L�P�L�Q�D�O�L�W�D�W�H���L�Q�I�R�U�P�D�W�L�F������ �R�S�L�Q�H�D�]���� �F�� una din cauzele �U�H�X���L�W�H�L 

actului de opunere a rezisten�
�H�L�� �v�Q�� �G�H�V�F�R�S�H�U�L�U�H�D�� �L�Q�I�U�D�F�
iunilor informatice este laten�
�D�� �V�S�R�U�L�W���� �D��

acestor categorii de �L�Q�I�U�D�F�
�L�X�Q�L. Numeroase ac�
iuni din domeniul IT, precum ��i datele informatice 

pot fi u��or depersonalizate. Totu��i �G�D�W�H�O�H���L�Q�I�R�U�P�D�W�L�F�H���Q�X���V�X�Q�W���O�L�S�V�L�W�H���G�H���D�Q�X�P�L�W�H���V�H�P�Q�H���F�D�U�H���V���� �O�H��

individualizeze���� �F�K�L�D�U�� �G�D�F������ �v�Q�F���� �G�H�� �O�D�� �H�W�D�S�D�� �S�U�H�J���W�L�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L���� �I���S�W�X�L�W�R�U�X�O�� �v�Q�W�U�H�S�U�L�Q�G�H�� �P���V�X�U�L��

pentru ca �D�F�H�D�V�W�D���V�����Q�X���I�L���L�G�H�Q�W�L�I�L�F�D�W�������F�H�U�F�H�W�D�W�� ���L���G�H�V�F�R�S�H�U�L�W���� 

�Ì�Q�� �O�X�F�U�D�U�H�D���D�h�f�i�v�x�l�_�j�g�Z�y�� �i�j�_�k�l�m�i�g�h�k�l�v�� �a�Z�� �j�m�[�_�`�h�f�� �b�� �_�_�� �i�j�_�^�m�i�j�_�`�^�_�g�b�_��[55] a 

�F�H�U�F�H�W���W�R�U�X�O�X�L rus A.A. �-�P�khov, au fost analizate aspectele juridico-penale ��i criminologice ale 

criminalit���
�L�L informatice �v�Q�� �G�L�I�H�U�L�W�H�� �V�W�D�W�H���� �L�Q�F�O�X�V�L�Y�� �v�Q�� �)�H�G�H�U�D�
�L�D�� �5�X�V������ �Ì�Q�� �R�S�L�Q�L�D��autorului, 

�F�U�L�P�L�Q�D�O�L�W�D�W�H�� �L�Q�I�R�U�P�D�W�L�F�����U�H�S�U�H�]�L�Q�W�� orice infrac�
�L�X�Q�H�� �v�Q�� �F�D�U�H�� �X�Q�� �F�D�O�F�X�O�D�W�R�U�� �V�D�X�� �R�� �U�H�
ea de 

calculatoare este obiectul unei infrac�
iuni, sau �v�Q���F�D�U�H���X�Q���F�D�O�F�X�O�D�W�R�U���V�D�X���R���U�H�
ea de calculatoare este 

instrumentul sau mijlocul �G�H���v�Q�I���S�W�X�L�U�H���D���X�Q�H�L���L�Q�I�U�D�F�
iuni. 
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�Ì�Q�� �D�F�H�O�D���L�� �W�L�P�S, s-a atras aten�
ia asupra unor �S�D�U�W�L�F�X�O�D�U�L�W���
i de cercetate a acestui gen de 

�L�Q�I�U�D�F�
�L�X�Q�L, ��i anume: �Q�H�F�H�V�L�W�D�W�H�D���L�Q�Y�L�W���U�L�L���V�S�H�F�L�D�O�L�V�W�X�O�X�L���O�D���U�H�D�O�L�]�D�U�H�D���D�F�
�L�X�Q�L�O�R�U���G�H���X�U�P���U�L�U�H���S�H�Q�D�O������

�S�H�U�L�F�R�O�X�O�� �Äcurselor�´�� �S�U�H�J���W�L�W�H�� �G�H�� �F���W�U�H�� �I���S�W�X�L�W�R�U, �F�D�U�H�� �V���� �F�R�Q�G�X�F���� �O�D autodistrugerea informa�
iei 

electronice, pa���L�L���S�H���F�D�U�H���W�U�H�E�X�L�H���V��-i �v�Q�W�U�H�S�U�L�Q�G�� ofi�
�H�U�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O��, �S�H�Q�W�U�X���D���V�W�D�E�L�O�L���G�D�F����

�X�Q�� �V�L�V�W�H�P�� �L�Q�I�R�U�P�D�W�L�F�� �H�V�W�H�� �G�H�F�R�Q�H�F�W�D�W�� �G�H�� �O�D�� �V�X�U�V�D�� �G�H�� �D�O�L�P�H�Q�W�D�U�H�� �F�X�� �H�Q�H�U�J�L�H�� �H�O�H�F�W�U�L�F������ �L�Q�I�O�X�H�Q�
a 

�Q�H�J�D�W�L�Y���� �D�� �F�k�P�S�X�U�L�O�R�U���H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F�H����i electrostatice asupra dispozitivelor electronice ridicate 

���L�� �W�U�D�Q�V�S�R�U�W�D�W�H�� �O�D�� �V�H�G�L�X�O�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �L�P�S�R�U�W�D�Q�
a stabilirii �L�G�H�Q�W�L�W���
�L�L victimei, a 

martorului sau a �E���Q�X�L�W�X�O�X�L���v�Q�Y�L�Q�X�L�W�X�O�X�L pentru audierea acestuia. 

A. Reyes ��i J. Wiles, �v�Q�� �O�X�F�U�D�U�H�D��The Best Damn Cybercrime and Digital Forensics Book 

Period [61], au descris o parte din tipurile surselor �G�H���G�D�W�H���v�Q���O�H�J���W�X�U�����F�X���W�U�D�I�L�F�X�O���L�Q�I�R�U�P�D�W�L�F�����F�X�P��

ar fi: firewall-urile (un ansamblu de componente hardware ��i software care se �L�Q�W�H�U�S�X�Q�H���v�Q�W�U�H���G�R�X����

re�
ele pentru a regla ��i controla traficul dintre ele) ��i router-ele (dispozitiv utilizat pentru 

interconectarea mai multor re�
�H�O�H�� �O�R�F�D�O�H�� �G�H�� �W�L�S�X�U�L�� �G�L�I�H�U�L�W�H���� �G�D�U�� �F�D�U�H�� �X�W�L�O�L�]�H�D�]���� �D�F�H�O�D��i protocol de 

nivel fizic); sistemele de detectare a intruziunii �± �,�'�6�� ���V�L�V�W�H�P�H�O�H�� �F�D�U�H�� �P�R�Q�L�W�R�U�L�]�H�D�]���� �W�U�D�I�L�F�X�O�� �G�H��

re�
ea ���L���G�H�W�H�F�W�H�D�]�����v�Q�F�H�U�F���U�L�O�H���G�H���D���R�E�
ine acces neautorizat la un sistem informatic); instrumentele 

�G�H���D�Q�D�O�L�]�����F�U�L�P�L�Q�D�O�L�V�W�L�F�����D���U�H�
elei. 

�Ì�Q�� �R�S�L�Q�L�D�� �O�X�L��N.N. Egorov, �H�[�S�X�V�� �v�Q�� �P�R�Q�R�J�U�D�I�L�D���<�_�s�_�k�l�\�_�g�g�u�_�� �^�h�d�Z�a�Z�l�_�e�v�k�l�\�Z����

�m�]�h�e�h�\�g�h-�i�j�h�p�_�k�k�m�Z�e�v�g�u�c�� �b�� �d�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�b�c�� �Z�k�i�_�d�l [62]���� �V�S�H�F�L�D�O�L�V�W�X�O�� �W�U�H�E�X�L�H�� �L�Q�Y�L�W�D�W�� �V����

�S�D�U�W�L�F�L�S�H���O�D���D�X�G�L�H�U�H�����D�W�X�Q�F�L���F�k�Q�G���R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����G�H�
�L�Q�H���L�Q�I�R�U�P�D�
�L�L �F�����S�H�U�V�R�D�Q�D���D�X�G�L�D�W����

�S�R�V�H�G�� cuno��tin�
e vaste referitoare �O�D���v�Q�W�U�H�E���U�L�O�H���V�S�H�F�L�D�O�H����i are o �H�[�S�H�U�L�H�Q�
�� �E�R�J�D�W�����v�Q���G�R�P�H�Q�L�X�����Ì�Q��

asemenea situa�
�L�L���� �S�H�U�V�R�D�Q�D�� �D�X�G�L�D�W���� �v�Q�F�H�S�H�� �V���� �H�[�S�O�L�F�H�� �D�F�W�L�Y�� �V�F�K�H�P�D�� �F�R�P�S�O�L�F�D�W���� �D�� �R�E�L�H�F�W�H�O�R�U����i 

�P�X�O�W�L�S�O�H�O�H�� �O�H�J���W�X�U�L�� �G�Lntre ele, fapt prin care �V�H�� �V�R�O�L�F�L�W���� �X�Q nivel �v�Q�D�O�W de cunoa��tere din partea 

�R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �v�Q�W�U-�R�� �D�Q�X�P�L�W���� �U�D�P�X�U��, �S�U�H�F�X�P�� ���L��capacitatea lui �G�H�� �D�� �v�Q�
elege 

no�
iunile. 

�Ì�Q�� �J�K�L�G�X�O��The Official CHFI Study Guide (Exam 312-49) for Computer Hacking Forensics 

Investigators [63], elaborat de D. Kleiman, este �U�H�O�H�Y�D�W�� importan�
a specialistului din domeniul IT 

�v�Q�� �F�D�G�U�X�O�� �S�U�R�F�H�V�X�O�X�L�� �S�H�Q�D�O�� �U�H�I�H�U�L�W�R�U�� �O�D��cercetarea infrac�
iunilor informatice, inclusiv �v�Q���S�U�H�J���W�L�U�H�D��

tuturor softurilor, mijloacelor tehnice ��i echipamentelor necesare �H�I�H�F�W�X���U�L�L�� �S�H�U�F�K�H�]�L�
iilor 

informatice; �v�Q���v�Q�W�U�H�S�U�L�Q�G�H�U�H�D�� �P���V�X�U�L�O�R�U�� �v�Q�� �Y�H�G�H�U�H�D�� �G�H�S�L�V�W���U�L�L�����L�� �U�H�D�O�L�]���U�L�L�� �F�R�S�L�H�L�� �I�L��ierelor 

temporare - probe volatile (memoria RAM, cache, componentele �S�H�U�L�I�H�U�L�F�H�������D�F�H�D�V�W�����F�D�W�H�J�R�U�L�H���G�H��

fi ��iere distrug�k�Q�G�X-s�H�� �R�G�D�W���� �F�X�� �v�Q�W�U�H�U�X�Serea func�
�L�R�Q���U�L�L�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F�����v�Q�� �H�[�D�P�L�Q�D�U�H�D��

diferit�R�U���S�U�R�E�H���H�O�H�F�W�U�R�Q�L�F�H�����v�Q���I�X�Q�F�
ie de tipul infrac�
iuni informatice: lista adreselor URL vizitate, 

mesajele e-mail ��i lista adreselor e-�P�D�L�O���P�H�P�R�U�D�W�����v�Q���D�J�H�Q�G�D���V�X�V�S�H�F�W�X�O�X�L�����G�R�F�X�P�H�Q�W�H�O�H���S�U�R�F�H�V�D�W�H����

�J�U�D�I�L�F�H�� ���v�Q�� �F�D�]�X�O�� �S�R�U�Q�R�J�U�D�I�L�H�L�� �L�Q�I�D�Q�W�L�O�H������ �v�Q�U�H�J�L�V�W�U���U�L�� �F�K�D�W�� registrul sistemului de operare, jurnale 
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�$�F�H�D�V�W���� �O�X�F�U�D�U�H���V�H�� �v�Q�V�F�U�L�H�� �S�Uintre �S�U�L�P�H�O�H�� �F�H�U�F�H�W���U�L����tiin�
ifice complexe din spa�
iul post-

sovietic, consacrate �F�R�O�H�F�W���U�L�L����i analizei informa�
iei crimina�O�L�V�W�L�F�H�� �v�Q�� �F�D�G�U�X�O�� �F�H�U�F�H�W���U�L�L��

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U �O�H�J�D�W�H���G�H���H�[�W�U�H�P�L�V�P�����V���Y�k�U��ite cu utilizarea sistemelor ��i re�
elelor informatice. V.O. 

�'�D�Y�kdov �D�Q�D�O�L�]�H�D�]����aspectele problematice ��i lacunele legislative, �F�D�U�H�� �U�H�J�O�H�P�H�Q�W�H�D�]���� �X�W�L�O�L�]�D�U�H�D��

�P�L�M�O�R�D�F�H�O�R�U���H�O�H�F�W�U�R�Q�L�F�H�����D�F�W�X�D�O�L�W�D�W�H�D���I�R�U�W�L�I�L�F���U�L�L���O�X�S�W�H�L���v�P�S�R�W�U�L�Y�D���I�D�S�W�H�O�R�U���G�H���H�[�W�U�H�P�L�V�P�����L�Q�F�O�X�V�L�Y���F�X��

utilizarea celor mai noi tehnologii de comunicare social������ �Q�H�F�H�V�L�W�D�W�H�D���F�U�H���U�L�L unui sistem de 

cuno��tin�
e criminalistice referitoare �O�D�� �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�H�� �D�V�L�J�X�U���U�L�L�� �L�Q�I�R�U�P�D�
ionale a investiga�
iilor, 

precum ��i insuficien�
�D�� �U�H�F�R�P�D�Q�G���U�L�O�R�U�� �P�H�W�R�G�L�F�H��privind efectuarea acestor investiga�
ii , necesare 

�R�U�J�D�Q�H�O�R�U�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�������L�� �R�U�J�D�Q�H�O�R�U�� �F�D�U�H�� �R�U�J�D�Q�L�]�H�D�]���� �D�F�W�L�Y�L�W���
i speciale de investiga�
ii. 

�$�X�W�R�U�X�O���F�R�Q�F�O�X�]�L�R�Q�H�D�]��, �v�Q���E�D�]�D���F�H�O�R�U���U�H�O�D�W�D�W�H���P�D�L���V�X�V, �F�����R���F�H�U�F�H�W�D�U�H���v�Q���G�R�P�H�Q�L�X�O���Y�L�]�D�W���U�H�S�U�H�]�L�Q�W����

�R���V�D�U�F�L�Q�� prioritar�� a criminalisticii contemporane. 

�Ì�Q�� �R�S�L�Q�L�D�� �F�H�U�F�H�W���W�R�U�X�O�X�L�� �U�X�V��Musienko O., �H�[�S�X�V���� �v�Q���H�k�h�[�_�g�g�h�k�l�b�� �d�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�h�c��

�o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �i�j�_�k�l�m�i�e�_�g�b�c���� �k�h�\�_�j�r�Z�_�f�u�o�� �\�� �k�n�_�j�_�� �d�h�f�i�v�x�l�_�j�g�h�c�� �b�g�n�h�j�f�Z�p�b�b�� �b��

�k�h�l�h�\�h�c�� �k�\�y�a�b [84]���� �F�D�U�D�F�W�H�U�L�V�W�L�F�D�� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �S�H�U�P�L�W�H�� �H�O�D�E�R�U�D�U�H�D�����L�� �X�W�L�O�L�]�D�U�H�D�� �H�I�L�F�L�H�Q�W���� �D��

metodicii de cercetare �D���R�U�L�F���U�H�L���F�D�W�H�J�R�U�L�L���G�H���L�Q�I�U�D�F�
iuni, inclusiv a celor informatice. 

Grupul de autori din cadrul Agen�
iei Europene pentru Securitate a Re�
elelor ��i a 

Informa�
iilor (ENISA), �v�Q���I�U�X�Q�W�H cu Ph. Anderson, au elaborat, �v�Q���D�Q�X�O����������, un ghid cu privire la 

probele electronice, intitulat Electronic evidence - a basic guide for First Responders [44]. Aici  

sunt definite probele electronice, sursele din care provin acestea (computerele, suporturile de 

stocare a datelor informatice, echipamentele mobile, dispozitivele de re�
ea), principiile cu privire 

la colectarea probelor electronice (integritatea datelor, auditul/controlul, suportul speciali��tilor, 

�L�Q�V�W�U�X�L�U�H�D�� �D�G�H�F�Y�D�W������ �O�Hgalitatea). ENISA propune �G�L�Y�H�U�V�H�� �U�H�F�R�P�D�Q�G���U�L�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �D�F�
iunile ce 

trebuie �v�Q�W�U�H�S�U�L�Q�V�H�� �G�H�� �F���W�U�H�� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�����D�W�k�W���S�k�Q���� �O�D�� �V�R�V�L�U�H�D�� �O�D�� �I�D�
a locului 

���S�U�H�J���W�L�U�H�D�� �L�Q�V�W�U�X�P�H�Q�W�H�O�R�U����a sistemului informatic criminalistic ��i a utilitarelor)���� �F�k�W����i �v�Q timpul 

�D�I�O���U�L�L�� �Q�H�P�L�M�O�R�F�L�W�H�� �O�D�� �O�R�F�X�O�� �I�D�S�W�H�L�� Ghidul descrie procedura de examinare a probelor electronice, 

inclusiv extragerea ��i analiza acestora. Separat, sunt elaborate propuneri cu privire la evaluarea ��i 

prezentarea probelor electronice. 

�2�� �D�O�W���� �Ponografie, �V�H�P�Q�D�W�� de criminali��tii ru��i S.A. Kovaliov ��i V.B. Vehov, 

�H�k�h�[�_�g�g�h�k�l�b�� �d�h�f�i�v�x�l�_�j�g�h�]�h�� �f�h�^�_�e�b�j�h�\�Z�g�b�y�� �i�j�b�� �j�Z�k�k�e�_�^�h�\�Z�g�b�b�� �i�j�_�k�l�m�i�e�_�g�b�c�� �\�� �k�n�_�j�_��

�d�h�f�i�v�x�l�_�j�g�h�c�� �b�g�n�h�j�f�Z�p�b�b [85], este �F�R�Q�V�D�F�U�D�W�� studierii �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�R�U�� �P�R�G�H�O���U�L�L��

computerizate �v�Q cercetarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U din domeniul informaticii. Lucrarea �V�H�� �v�Q�W�H�P�H�L�D�]�� pe 

�F�H�O�H�� �P�D�L�� �U�H�F�H�Q�W�H�� �U�H�D�O�L�]���U�L����tiin�
�L�I�L�F�H�� �v�Q�� �G�R�P�H�Q�L�X����pe utilizarea la �V�F�D�U���� �O�D�U�J���� �D�� �P�L�M�O�R�D�F�H�O�R�U����i 

metodelor moderne de modelare la calculator, pe practica �S�R�]�L�W�L�Y���� �D organelor de drept din 
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Autorii americani S. Bowles ��i J. Hernandez-Castro,  �v�Q�� �O�X�F�U�D�U�H�D��The first 10 years of the 

Trojan Horsedefence [88], au analizat evolu�
ia virusului �ÄCal Troian� ,́ precum ��i �S�U�R�W�H�F�
�L�D de tip 

�ÄCal Troian� .́ Astfel, potrivit acestora, denumirea de �Ä�$�S���U�D�U�H�� �&�D�O�� �7�U�R�L�D�Q�  ́ �v��i are originea, 

aparent, �v�Q���S�U�L�P�H�O�H���F�D�X�]�H���G�R�F�X�P�H�Q�W�D�W�H���v�Q �D�Q�X�O�������������v�Q���0�D�U�H�D���%�U�L�W�D�Q�L�H����i SUA, �v�Q���F�D�U�H���L�Q�F�X�O�S�D�
ii au 

negat comiterea faptelor, sus�
�L�Q�k�Q�G���F���� �D�F�H�V�W�H�D���D�X�� �I�R�V�W���F�R�P�L�V�H���G�H���S�U�R�J�U�D�P�H���P�D�O�L�
�L�R�D�V�H de tip �ÄCal 

Troian� ,́ o serie dintre inculpa�
i fiind achita�
�L���v�Q���X�U�P�D���F�R�Q�V�W�D�W���U�L�L��prezen�
ei, �v�Q���V�L�V�W�H�P�X�O���L�Q�I�R�U�P�D�W�L�F, 

a unor asemenea programe informatice, �v�Q�W�U�X�F�k�W�����v�Q�� �D�F�H�V�W�H�� �F�R�Q�G�L�
�L�L, nu a putut fi identificat, 

�G�L�Q�F�R�O�R���G�H���R�U�L�F�H���v�Q�G�R�L�D�O�����U�H�]�R�Q�D�E�L�O��, �I���S�W�X�L�W�R�U�X�O���U�H�D�O�� 

Lucrarea �J�Z�k�d�j�u�l�b�_�� �i�j�_�k�l�m�i�e�_�g�b�c�� �\�� �k�n�_�j�_�� �l�_�e�_�d�h�f�f�m�g�b�d�Z�p�b�c�� �b�� �d�h�f�i�v�x�l�_�j�g�h�c��

�b�g�n�h�j�f�Z�p�b�b a autorilor ru��i V.I. Aleskerov ��i O.N. Kolokolcikova [89] �U�H�S�U�H�]�L�Q�W���� �X�Q�X�O�� �G�L�Q�W�U�H��

cele mai recente ghiduri ��tiin�
ifico-practice, destinat angaja�
ilor �V�X�E�G�L�Y�L�]�L�X�Q�L�O�R�U�� �V�S�H�F�L�D�O�L�]�D�W�H�� �v�Q��

domeniul prevenirii ��i combaterii �F�U�L�P�L�Q�D�O�L�W���
ii informatice, din cadrul organelor de drept din 

Federa�
�L�D�� �5�X�V���� Ace��ti autori �D�Q�D�O�L�]�H�D�]�� informa�
ia ca element �G�H�� �E�D�]�����v�Q descoperirea 

infrac�
iunilor informatice, �G�H�V�F�U�L�X���F�D�U�D�F�W�H�U�L�V�W�L�F�D���F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D���D�F�H�V�W�R�U���L�Q�I�U�D�F�
�L�X�Q�L���� �H�I�H�F�W�X�H�D�]���� �X�Q��

studiu aparte privind infrac�
iunile �V���Y�k�U���L�W�H�� �v�Q�� �U�H�
elele de comunica�
ii electronice. Un element 

�L�P�S�R�U�W�D�Q�W���D�O���O�X�F�U���U�L�L���v�O���F�R�Q�V�W�L�W�X�L�H���G�H�V�F�U�L�H�U�H�D���P�R�G�X�O�X�L���G�H��descoperire a infrac�
�L�X�Q�L�O�R�U���V���Y�k�U��ite prin 

utilizarea viru��ilor electronici ��i acumularea probatoriului pe aceste cauze. �7�R�W�R�G�D�W������ �D�X�� �I�R�V�W��

relevate �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�H�� �F�R�R�S�H�U���U�L�L�� �G�L�Q�W�U�H�� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�������L�� �R�U�J�D�Q�X�O�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]����

�D�F�W�L�Y�L�W�D�W�H�D�� �V�S�H�F�L�D�O���� �G�H�� �L�Q�Y�H�V�W�L�J�D�
ii �v�Q�� �F�D�G�U�X�O �v�Q�I���S�W�X�L�Uii  ac�
�L�X�Q�L�O�R�U�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �L�Q�F�O�X�V�L�Y�� �D��

�P���V�X�U�L�O�R�U���V�S�H�F�L�D�O�H���Ge investiga�
ii. 

�Ì�Q���U�H�F�H�Q�W�D���P�R�Q�R�J�U�D�I�L�H���D���F�R�O�H�F�W�L�Y�X�O�X�L���G�H���D�X�W�R�U�L�����D�O�F���W�X�L�W���G�L�Q I.G. Smirnova, C.N. Evdokimov, 

O.A. Eghereva ��i al�
ii,  �L�Q�W�L�W�X�O�D�W�� �D�b�[�_�j�i�j�_�k�l�m�i�g�h�k�l�v�����d�j�b�f�b�g�h�e�h�]�b�q�_�k�d�b�c�����m�]�h�e�h�\�g�h-�i�j�Z�\�h�\�h�c����

�m�]�h�e�h�\�g�h-�i�j�h�p�_�k�k�m�Z�e�v�g�u�c�� �b�� �d�j�b�f�b�g�Z�e�b�k�l�b�q�_�k�d�b�c�� �Z�g�Z�e�b�a [90] ��i �F�R�Q�V�D�F�U�D�W�� descrierii 

�I�H�Q�R�P�H�Q�X�O�X�L���G�H���F�U�L�P�L�Q�D�O�L�W�D�W�H���F�L�E�H�U�Q�H�W�L�F��, sunt analizate problemele de ordin legislativ, procesual-

penal ��i criminalistic �v�Q combaterea acestor infrac�
iuni, precum ��i solu�
iile pentru �G�H�S����irea 

acestora. Dintre aspectele de ordin criminalistic���� �v�Q�� �O�X�F�U�D�U�H sunt men�
ionate: caracterul 

preponderent organizat al acestor �L�Q�I�U�D�F�
�L�X�Q�L; �Q�H�F�H�V�L�W�D�W�H�D�� �G�H�]�Y�R�O�W���U�L�L�� �P�H�W�R�G�H�O�R�U�� �Q�H�W�U�D�G�L�
�L�R�Q�D�O�H�� �v�Q��

�D�F�W�L�Y�L�W�D�W�H�D�� �R�U�J�D�Q�H�O�R�U�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������i a �R�U�J�D�Q�H�O�R�U�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]�� �D�F�W�L�Y�L�W�D�W�H�D�� �V�S�H�F�L�D�O���� �G�H��

investiga�
ii; �R�S�R�U�W�X�Q�L�W�D�W�H�D���F�U�H���U�L�L���V�W�U�X�F�W�X�U�L�O�R�U���V�S�H�F�L�D�O�L�]�D�W�H���v�Q��cercetarea �F�U�L�P�L�Q�D�O�L�W���
ii cibernetice. 

Astfel, ace��ti autori au elaborat bazele metodologice ale �F�H�U�F�H�W���U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U cibernetice, 

�L�Q�F�O�X�V�L�Y�� �v�Q�� �Y�H�G�H�U�H�D�� �D�V�L�J�X�U���U�L�L �V�H�F�X�U�L�W���
ii informatice, au analizat aspectele organizatorice ��i 

�Q�R�U�P�D�W�L�Y�H���v�Q���F�D�G�U�X�O���F�R�R�S�H�U���U�L�L���L�Q�W�H�U�Q�D�
�L�R�Q�D�O�H���v�Q���D�F�H�V�W���G�R�P�H�Q�L�X, a�X���H�I�H�F�W�X�D�W���R���D�Q�D�O�L�]�����F�U�L�P�L�Q�R�O�R�J�L�F����

a acestui fenomen (no�
iunea, dinamica �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U, structura ���L�� �P�R�W�L�Y�H�O�H�� �D�F�H�V�W�H�L�D���� �P���V�Xrile de 

prevenire), precum ��i una juridico-�S�H�Q�D�O��, �v�Q�� �F�D�U�H�� �V�X�Q�W reflectate elementele componente ale 
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3) alterarea sau modificarea datelor sau a produselor program (Produsul program 

�U�H�S�U�H�]�L�Q�W���� �� �R�� �O�L�V�W���� �G�H�� �L�Q�V�W�U�X�F�
�L�X�Q�L, �V�F�U�L�V���� �v�Q�W�U-�X�Q�� �O�L�P�E�D�M�� �G�H�� �S�U�R�J�U�D�P�D�U�H���� �v�Q�W�U-�R�� �D�Q�X�P�L�W����

�V�H�F�Y�H�Q�
��, �F�D�U�H�� �V�S�X�Q�H�� �F�D�O�F�X�O�D�W�R�U�X�O�X�L�� �F�H�� �W�U�H�E�X�L�H�� �V���� �I�D�F�� [151]. Aceste programe se 

clasific�� �v�Q����a) sisteme de operare �± grupuri de programe care permit folosirea 

calculatorului; b) �D�S�O�L�F�D�
�L�L���± �S�U�R�J�U�D�P�H�O�H���F�D�U�H���H�[�H�F�X�W�����L�Q�V�W�U�X�F�
�L�X�Q�L�O�H���X�W�L�O�L�]�D�W�R�U�X�O�X�L�����L���F�H�O�H��

�L�Q�F�R�U�S�R�U�D�W�H���v�Q���K�D�U�G�Z�D�U�H [154]); 

4) accesul neautorizat la sisteme informatice (Sistemul informatic �U�H�S�U�H�]�L�Q�W���� �X�Q���D�Q�V�D�P�E�O�X��

�G�H�� �S�U�R�J�U�D�P�H�� ���L�� �H�F�K�L�S�D�P�H�Q�W�H, �F�D�U�H�� �D�V�L�J�X�U���� �S�U�H�O�X�F�U�D�U�H�D�� �D�X�W�R�P�D�W���� �D�� �G�D�W�H�O�R�U [151]���� �Ì�Q��

�D�F�F�H�S�
�L�D �&�R�Q�Y�H�Q�
�L�H�L��CE �S�U�L�Y�L�Q�G�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F�� [130]���� �S�U�H�F�X�P�� ���L�� �D�� �/�H�J�L�L��

�S�U�L�Y�L�Q�G�� �S�U�H�Y�H�Q�L�U�H�D�� ���L�� �F�R�P�E�D�W�H�U�H�D�� �F�U�L�P�L�Q�D�O�L�W���
�L�L�� �L�Q�I�R�U�P�D�W�L�F�H [155], expresia sistem 

informatic �G�H�V�H�P�Q�H�D�]���� �R�U�L�F�H�� �G�L�V�S�R�]�L�W�L�Y�� �L�]�R�O�D�W�� �V�D�X�� �D�Q�V�D�P�E�O�X�� �G�H�� �G�L�V�S�R�]�L�W�L�Y�H��

�L�Q�W�H�U�F�R�Q�H�F�W�D�W�H�� �R�U�L�� �D�I�O�D�W�H�� �v�Q��conexiune, �X�Q�X�O�� �V�D�X�� �P�D�L�� �P�X�O�W�H�� �H�O�H�P�H�Q�W�H�� �D�O�H�� �F���U�X�L�D�� �D�V�L�J�X�U����

�S�U�H�O�X�F�U�D�U�H�D���D�X�W�R�P�D�W�����D���G�D�W�H�O�R�U) ���L���V�H�U�Y�L�F�L�L���L�Q�I�R�U�P�D�W�L�F�H prin executarea unui program; 

5) �U�H�S�U�R�G�X�F�H�U�H�D���Q�H�D�X�W�R�U�L�]�D�W�����D���S�U�R�J�U�D�P�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���S�U�R�W�H�M�D�W�H���G�H���O�H�J�H�� 

Conven�
ia CE cu privire la criminalitatea informati�F���� �F�O�D�V�L�I�L�F���� �L�Q�I�U�D�F�
iunile informatice, 

�G�X�S�����F�X�P���X�U�P�H�D�]�� [130]: 

1) Infrac�
�L�X�Q�L���v�P�S�R�W�U�L�Y�D���F�R�Q�I�L�G�H�Q�
�L�D�O�L�W���
�L�L�����L�Q�W�H�J�U�L�W���
ii ���L���G�L�V�S�R�Q�L�E�L�O�L�W���
ii datelor ��i sistemelor 

informatice: �D�F�F�H�V�D�U�H�D�� �L�O�H�J�D�O��, �L�Q�W�H�U�F�H�S�W�D�U�H�D�� �L�O�H�J�D�O��, afectarea in�W�H�J�U�L�W���
ii datelor, 

�D�I�H�F�W�D�U�H�D���L�Q�W�H�J�U�L�W���
ii sistemului, abuzurile asupra dispozitivelor; 

2) Infrac�
iuni informatice: �I�D�O�V�L�I�L�F�D�U�H�D���L�Q�I�R�U�P�D�W�L�F��, �I�U�D�X�G�D���L�Q�I�R�U�P�D�W�L�F���� 

3) Infrac�
iuni referitoare la con�
inut: �S�R�U�Q�R�J�U�D�I�L�D���L�Q�I�D�Q�W�L�O��; 

4) Infrac�
iuni referitoare la atingerile �D�G�X�V�H���S�U�R�S�U�L�H�W���
ii intelectuale ��i drepturilor conexe; 

5) �,�Q�I�U�D�F�
�L�X�Q�L���G�H�� �Q�D�W�X�U���� �U�D�V�L�V�W���� ���L�� �[�H�Q�R�I�R�E�� [156]���� �G�L�V�W�U�L�E�X�L�U�H�D�� �P�D�W�H�U�L�D�O�H�O�R�U�� �U�D�V�L�V�W�H�� ���L��

xenofobe prin intermediul sistemelor informatice, �D�P�H�Q�L�Q�
�D�U�H�D�� �E�D�]�D�W���� �S�H�� �R�� �P�R�W�L�Y�D�
�L�H��

rasis�W���� ���L�� �[�H�Q�R�I�R�E���� �L�Q�V�X�O�W�D�� �D�Y�k�Q�G���F�D�� �W�H�P�H�L�� �R�� �P�R�W�L�Y�D�
�L�H�� �U�D�V�L�V�W���� ���L�� �[�H�Q�R�I�R�E���� negarea, 

discriminarea �J�U�R�V�R�O�D�Q������ �D�S�U�R�E�D�U�H�D�� �V�D�X�� �M�X�V�W�L�I�L�F�D�U�H�D�� �J�H�Q�R�F�L�G�X�O�X�L�� �R�U�L�� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��

�v�P�S�R�W�U�L�Y�D���X�P�D�Q�L�W���
�L�L�� 

Uniunea Interna�
�L�R�Q�D�O�����D���7�H�Oecomunica�
iilor a constatat c�� �F�O�D�V�L�I�L�F�D�U�H�D���H�O�D�E�R�U�D�W�����G�H���F���W�U�H��CE 

�Q�X���H�V�W�H���F�R�P�S�O�H�W�������L���F�R�Q�V�H�F�Y�H�Q�W�������G�H�R�D�U�H�F�H���H�D���Q�X���V�H���E�D�]�H�D�]�����S�H���X�Q���F�U�L�W�H�U�L�X���X�Q�L�F���S�H�Q�W�U�X���G�L�I�H�U�H�Q�
ierea 

acestor categorii de infrac�
iuni���� �S�U�R�S�X�Q�k�Q�G, �v�Q�� �Ä�8�Q�G�H�U�V�W�D�Q�G�L�Q�J�� �&�\�E�H�U�F�U�L�P�H���� �$�� �*�X�L�G�H�� �)�R�U��

�'�H�Y�H�O�R�S�L�Q�J���&�R�X�Q�W�U�L�H�V�´, �R���D�O�W�����F�O�D�V�L�I�L�F�D�U�H���D���L�Q�I�U�D�F�
iunilor informatice [26, p. 29]: 

1) Infrac�0�L�X�Q�L���v�P�S�R�W�U�L�Y�D���F�R�Q�I�L�G�H�Q�0�L�D�O�L�W���0�L�L�����L�Q�W�H�J�U�L�W���0ii �.�L���G�L�V�S�R�Q�L�E�L�O�L�W���0ii datelor �.i sistemelor 

informatice: �D�F�F�H�V�X�O�� �L�O�H�J�D�O���� �V�S�L�R�Q�D�M�X�O�� �G�D�W�H�O�R�U���� �L�Q�W�H�U�F�H�S�W�D�U�H�D�� �L�O�H�J�D�O������afecta�U�H�D�� �L�Q�W�H�J�U�L�W���
ii 

datelor, �D�I�H�F�W�D�U�H�D���L�Q�W�H�J�U�L�W���
ii sistemului; 
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2) Infrac�0iuni referitoare la con�0inut: materiale erotice ��i pornografice, pornografia 

�L�Q�I�D�Q�W�L�O������rasismul, incitarea l�D�� �X�U���� �S�U�Ln discurs, promovarea violen�
ei, infrac�
iuni 

privitoare la religie, jocurile de noroc ilegale on-line, d�H�I���L�P�D�U�H�D����i informa�
iile false, 

spam-ul ��i amenin�
���U�L�O�H���v�Q���O�H�J���W�X�U�����F�X���V�S�D�P�X�O ���P�H�V�D�M���H�O�H�F�W�U�R�Q�L�F���Q�H�V�R�O�L�F�L�W�D�W���H�[�S�H�G�L�D�W���v�Q�W�U-

o cantitate mare [26, p. 146]), alte forme de con�
inut ilegal;  

3) Infrac�0�L�X�Q�L���U�H�I�H�U�L�W�R�D�U�H���O�D���D�W�L�Q�J�H�U�L�O�H���D�G�X�V�H���S�U�R�S�U�L�H�W���0ii intelectuale �.i drepturilor conexe, 

precum �.i infrac�0iunile referitoare la �P�D�U�F�D���F�R�P�H�U�F�L�D�O��; 

4) Infrac�0iuni informatice: �I�U�D�X�G�D�� �L�Q�I�R�U�P�D�W�L�F������ �I�D�O�V�X�O�� �L�Q�I�R�U�P�D�W�L�F���� �I�X�U�W�X�O�� �G�H�� �L�G�H�Q�W�L�W�D�W�H����

abuzurile asupra dispozitivelor; 

5) Infrac�0iuni combinate: terorismul cibernetic (cyberterrorism-ul), r���]�E�R�L�� �F�L�E�H�U�Q�H�W�L�F��

(cyberwarfare), �V�S���O�D�U�H�D���G�H��bani pe Internet, phishing-ul.  

�Ì�Q��viziunea autorilor ru��i V.I. Aleskerov ��i O.N. Kolokolcikova [89, p. 29], toate 

infrac�
iunile din domeniul informatic �S�R�W���I�L���G�L�Y�L�]�D�W�H���v�Q���G�R�X�����F�D�W�H�J�R�U�L�L���P�D�U�L�� 

- Infrac�0iuni legate de accesul la activitatea sistemelor informatice: accesul neautorizat la 

informa�
�L�D�� �F�R�P�S�X�W�H�U�L�]�D�W������ �Hlaborarea ���L�� �U���V�S�k�Q�G�L�U�H�D�� �Y�L�U�X��ilor, introducerea viru���L�O�R�U�� �v�Q�� �S�U�R�G�X�V�H�O�H��

�S�U�R�J�U�D�P�����v�Q�F���O�F�D�U�H�D���U�H�J�X�O�L�O�R�U���G�H���H�[�S�O�R�D�W�D�U�H���D���V�L�V�Wemelor ��i re�
elelor informatice, furtul informa�
iei 

computerizate, distrugerea informa�
iei computerizate, falsificarea informa�
iei computerizate. 

- Infrac�0�L�X�Q�L���V���Y�k�U�.ite cu utilizarea sistemelor informatice [82]: 

a) infrac�
�L�X�Q�L�� �v�Q�� �U�H�
elele de comunica�
ii  electronice prin fir���� �V���Y�k�U���L�W�H�� �I�D�
���� �G�H operatorii  

de comunica�
i�H�� �I�L�[���� ���S�U�L�Q�� �I�L�U�� prin influen�
area mijloacelor tehnice ale operatorilor; 

arendarea numerelor ��i canalelor cu ulterioara neachitare a serviciilor; �L�Q�I�U�D�F�
�L�X�Q�L��

�V���Y�k�U���L�W�H��cu utilizarea resurselor de comunica�
ie prin fir, prin accesul neautorizat la 

sta�
iile de telefonie ��i generarea traficului; 

b) infrac�
�L�X�Q�L�� �v�Q�� �U�H�
ele de comunica�
ii electronice �I���U���� �I�L�U���� �V���Y�k�U���L�W�H �v�Q�� �S�U�L�Y�L�Q�
a 

operatorilor de comunica�
�L�H�� �P�R�E�L�O���� ���I���U���� �I�L�U�� prin �X�W�L�O�L�]�D�U�H�D�� �L�O�H�J�D�O���� �D�� �F�D�Q�D�O�H�O�R�U�� �G�H��

telefonie; ini�
�L�H�U�H�D�� �W�U�D�I�L�F�X�O�X�L�� �S�H�� �Ä�Q�X�P�H�U�H�� �V�F�X�U�W�H�´���� �v�Q�F�K�H�L�H�U�H�D�� �F�R�Q�W�U�D�F�W�H�O�R�U�� �I�L�F�W�L�Y�H�� �F�X��

privire la prestarea serviciilor de comunica�
ii;  �L�Q�I�U�D�F�
�L�X�Q�L�� �V���Y�k�U���L�W�H��cu utilizarea 

mijloacelor de comunica�
�L�H���P�R�E�L�O�������F�R�Q�F�U�H�W�L�]�D�W�H���v�Q�����I�U�D�X�G�H���W�H�O�H�I�R�Q�L�F�H�� �F�k��tig la loterie, 

�6�0�6���G�H���O�D���E�D�Q�F�������6�0�6���G�H���V�R�O�L�F�L�W�D�U�H���D���D�M�X�Worului, SMS de la organele de drept [157], 

transferul eronat de mijloace, cod de la operator; 

c) infrac�
�L�X�Q�L�� �v�Q�� �U�H�
eaua Internet: �U���V�S�k�Q�G�L�U�H�D�� �Y�L�U�X��ilor; fraude cu utilizarea re�
elei 

Internet; �D�F�W�L�Y�L�W�D�W�H�D�� �L�O�H�J�D�O���� �G�H�� �R�U�J�D�Q�L�]�D�U�H����i �H�I�H�F�W�X�D�U�H�� �D�� �M�R�F�X�U�L�O�R�U���G�H�� �Q�R�U�R�F�� �v�Q�� �U�H�
eaua 

Internet; acces ilegal la serviciile de televiziune prin cablu ��i satelit. 
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�Ì�Q�� �O�L�W�H�U�D�W�X�U�D�� �U�R�P�k�Qeasc���� �G�H�� �V�S�H�F�L�D�O�L�W�D�W�H���� �O�D�� �L�Q�I�U�D�F�
iunile informatice mai sunt atribuite ��i 

faptele de efectuare a opera�
iunilor financiar�H�� �v�Q�� �P�R�G�� �I�U�D�X�G�X�O�R�V����de acceptare a opera�
iunilor 

�I�L�Q�D�Q�F�L�D�U�H���H�I�H�F�W�X�D�W�H���v�Q���P�R�G���I�U�D�X�G�X�O�R�V����de spionaj industrial [158], de falsificare de titluri de credit 

�V�D�X�� �L�Q�V�W�U�X�P�H�Q�W�H�� �G�H�� �S�O�D�W������de �S�X�Q�H�U�H�� �v�Q�� �F�L�U�F�X�O�D�
ie a unor valori falsificate, de de�
inere de 

�L�Q�V�W�U�X�P�H�Q�W�H���v�Q���Y�H�G�H�U�H�D���I�D�O�V�L�I�L�F���U�L�L���G�H���Y�D�O�R�U�L [33], �S�U�H�F�X�P�����L��terorismul ���L�� �U���]�E�R�L�X�O���L�Q�I�R�U�P�D�W�L�F [24, 

p. 397]. 

�$�Y�k�Q�G���v�Q���Y�H�G�H�U�H���V�S�H�F�L�I�L�F�X�O���O�H�J�L�V�O�D�
�L�H�L���Q�D�
�L�R�Q�D�O�H�����D�F�R�U�G�X�U�L�O�H���L�Q�W�H�U�Q�D�
�L�R�Q�D�O�H���v�Q���G�R�P�H�Q�L�Xl vizat, 

la care RM este Parte, �S�U�H�F�X�P�� ���L���G�H�I�L�Q�L�
�L�D�� �Q�R�
�L�X�Q�L�L�� �G�H���F�U�L�P�L�Q�D�O�L�W�D�W�H�� �L�Q�I�R�U�P�D�W�L�F�� �v�Q�� �V�H�Q�V�� �O�D�U�J����

�F�R�Q�V�L�G�H�U���P���F�����L�Q�I�U�D�F�
�L�X�Q�L�O�H���L�Q�I�R�U�P�D�W�L�F�H���S�R�W���I�L���G�L�Y�L�]�D�W�H���v�Q���X�U�P���W�R�D�U�H�O�H���F�D�W�H�J�R�U�L�L: 

1. �,�Q�I�U�D�F�
�L�X�Q�L���v�P�S�R�W�U�L�Y�D���F�R�Q�I�L�G�H�Q�
�L�D�O�L�W���
�L�L�����L�Q�W�H�J�U�L�W���
�L�L�����L���G�L�V�S�R�Q�L�E�L�O�L�W���
�L�L���G�D�W�H�O�R�U�����L���V�L�V�W�H�P�H�O�R�U��

informatice:  

a) �v�Q�F���O�F�D�U�H�D�� �L�Q�Y�L�R�O�D�E�L�O�L�W���
�L�L�� �Y�L�H�
�L�L�� �S�H�U�V�R�Q�D�O�H, �V���Y�k�U���L�W���� �F�X�� �X�W�L�O�L�]�D�U�H�D�� �V�L�V�W�H�P�H�O�R�U��

informatice (art.177 CP); 

b) v�L�R�O�D�U�H�D���G�U�H�S�W�X�O�X�L���O�D���V�H�F�U�H�W�X�O���F�R�U�H�V�S�R�Q�G�H�Q�
�H�L��electronice (art.178 CP); 

c) accesul ile�J�D�O���O�D���L�Q�I�R�U�P�D�
�L�D���F�R�P�S�X�W�H�U�L�]�D�W�������D�U�W�����������&�3������ 

d) p�U�R�G�X�F�H�U�H�D���� �L�P�S�R�U�W�X�O���� �F�R�P�H�U�F�L�D�O�L�]�D�U�H�D�� �V�D�X�� �S�X�Q�H�U�H�D�� �L�O�H�J�D�O���� �O�D�� �G�L�V�S�R�]�L�
�L�H�� �D��

mijloacelor tehnice sau a produselor program,  a parolelor, codurilor de acces sau 

�D���G�D�W�H�O�R�U���V�L�P�L�O�D�U�H�����D�U�W�������������L��������4 CP);  

e) intercepta�U�H�D���L�O�H�J�D�O�����D���X�Q�H�L���W�U�D�Q�V�P�L�V�Luni de date informatice (art.2601 CP); 

f) a�O�W�H�U�D�U�H�D���L�Q�W�H�J�U�L�W���
�L�L���G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���G�L�Q�W�U-un sistem informatic (art.2602 CP); 

g) p�H�U�W�X�U�E�D�U�H�D���I�X�Q�F�
�L�R�Q���U�L�L���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F����������3 CP); 

h) �v�Q�F���O�F�D�U�H�D���U�H�J�X�O�L�O�R�U���G�H���V�H�F�X�U�L�W�D�W�H���D��sistemului informatic (art.261 CP). 

2. �,�Q�I�U�D�F�
�L�X�Q�L���L�Q�I�R�U�P�D�W�L�F�H�� 

a) falsul informatic (art.2605 CP); 

b) frauda �L�Q�I�R�U�P�D�W�L�F�� (art.2606 CP). 

3. �,�Q�I�U�D�F�
�L�X�Q�L���U�H�I�H�U�L�W�R�D�U�H���O�D���F�R�Q�
�L�Q�X�W����pornografia �L�Q�I�D�Q�W�L�O�� �V���Y�k�U���L�W�����F�X���X�W�L�O�L�]�D�U�H�D���V�L�V�W�H�P�H�O�R�U��

informatice (art.2081 CP); 

4. �,�Q�I�U�D�F�
�L�X�Q�L�� �U�H�I�H�U�L�W�R�D�U�H�� �O�D�� �D�W�L�Q�J�H�U�L�O�H�� �D�G�X�V�H�� �S�U�R�S�U�L�H�W���
�L�L�� �L�Q�W�H�O�H�F�W�X�D�O�H�� ���L�� �G�U�H�S�W�X�U�L�O�R�U�� �F�R�Q�H�[�H, 

�V���Y�k�U���L�W�H���F�X���X�W�L�O�L�]�D�U�H�D���V�L�V�W�H�P�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�����D�U�W��������1-1853 CP); 

5. �,�Q�I�U�D�F�
�L�X�Q�L���G�H���Q�D�W�X�U�����U�D�V�L�V�W�������L���[�H�Q�R�I�R�E������fapte orientate �v�Q���P�R�G���L�Q�W�H�Q�
�L�R�Q�D�W �V�S�U�H���D�
�k�
�D�U�H�D��

vrajbei, di�V�F�U�L�P�L�Q���U�L�L �V�D�X���G�H�]�E�L�Q���U�L�L���Q�D�
�L�R�Q�D�O�H�����H�W�Q�L�F�H�����U�D�V�L�D�O�H���V�D�X���U�H�O�L�J�L�R�D�V�H�����V���Y�k�U���L�W�H���F�X��

utilizarea sistemelor informatice (art.346 CP); 

6. �,�Q�I�U�D�F�
�L�X�Q�L�� �v�Q�G�U�H�S�W�D�W�H �v�P�S�R�W�U�L�Y�D�� �D�X�W�H�Q�W�L�F�L�W���
�L�L�� �L�Q�V�W�U�X�P�H�Q�W�H�O�R�U�� �G�H�� �S�O�D�W��, �V���Y�k�U���L�W�H�� �F�X��

utilizarea sistemelor informatice (art.237 CP); 
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7. �$�O�W�H���L�Q�I�U�D�F�
�L�X�Q�L, �v�Q�� �F�D�U�H�� �G�D�W�H�O�H���� �V�L�V�W�H�P�H�O�H�����L�� �U�H�
�H�O�H�O�H���L�Q�I�R�U�P�D�W�L�F�H���� �V�H�U�Y�L�F�L�L�O�H�� ���L�� �U�H�
�H�O�H�O�H�� �G�H��

�F�R�P�X�Q�L�F�D�
�L�L���H�O�H�F�W�U�R�Q�L�F�H���V�X�Q�W���X�W�L�O�L�]�D�W�H���v�Q���F�D�O�L�W�D�W�H���G�H���P�L�M�O�R�D�F�H�����L���L�Q�V�W�U�X�P�H�Q�W�H���G�H���V���Y�k�U���L�U�H���D��

�L�Q�I�U�D�F�
�L�X�Q�L�L�� 

�Ì�Q�� �F�H�H�D�� �F�H�� �S�U�L�Y�H���W�H statistica cauzelor penale, examinate �S�H�� �W�H�U�L�W�R�U�L�X�O�� �5�0���� �F�R�Q�V�W�D�W���P�� �F���� �S�H��

parcursul anilor 2003-2017 �D�X�� �I�R�V�W�� �v�Q�U�H�J�L�V�W�U�D�W�H�� ���������� �G�H�� �F�D�X�]�H�� �S�H�Q�D�O�H�� �F�X�� �S�U�L�Y�L�U�H�� �O�D��cercetarea 

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �v�Q�� �V�H�Q�V�� �U�H�V�W�U�k�Q�V���� �G�L�Q�W�U�H�� �F�D�U�H���G�R�D�U�� �������� �V�X�Q�W�� �L�Q�I�U�D�F�
�L�X�Q�L�� �S�U�H�Y���]�X�W�H�� �G�H��

art.259-2606 �&�3���� �Ì�Q�� �$�Q�H�[�D�� �Q�U���� ����din prezenta lucrare este propus un tabel c�H�� �U�H�I�O�H�F�W�� �Q�X�P���U�X�O��

�F�D�X�]�H�O�R�U���S�H�Q�D�O�H���S�R�U�Q�L�W�H���v�Q���D�F�H�D�V�W�����S�H�U�L�R�D�G�����v�Q���
�D�U�D���Q�R�D�V�W�U���� 

 

2.2. Modelul ���L���F�D�U�D�F�W�H�U�L�V�W�L�F�D���F�U�L�P�L�Q�D�O�L�V�W�L�F�����D�O�H��infrac�
iunilor  informatice 
 

Cercetarea infrac�
iunilor informati�F�H�� �H�V�W�H�� �G�H�R�V�H�E�L�W�� �G�H�� �L�P�S�R�U�W�D�Q�W�������G�D�W���� �I�L�L�Q�G preocuparea 

special�� a legiuitorului pentru ocrotirea unor interese legitime ale proprietarilor ��i administratorilor 

de sisteme informatice, �v�Q�� �O�H�J���W�X�U���� �F�X�� �V�H�F�X�U�L�W�D�W�H�D���� �L�Q�Y�L�R�O�D�E�L�O�L�W�D�W�H�D�� �D�F�H�V�W�R�U�D���� �J�D�U�D�Q�W�D�U�H�D��

confiden�
�L�D�O�L�W���
�L�L���G�D�W�H�O�R�U�����D���L�Q�W�H�J�U�L�W���
�L�L���D�W�k�W���D���G�D�W�H�O�R�U, �F�k�W����i a sistemelor informatice [17, p. 388]. 

Au trecut �W�L�P�S�X�U�L�O�H���v�Q���F�D�U�H��doar hackerii erau profesioni��ti, �D�Y�k�Q�G cuno��tin�
�H���S�H�U�I�R�U�P�D�Q�W�H���v�Q��

ceea ce prive��te echipamentele informatice ��i �V���Y�k�U���L�Q�G minuni cu ajutorul codurilor de program. 

Acum orice adolescent studios, curios, dar nu prea �v�P�S�R�Y���U�D�W��cu principii morale, este capabil de a 

crea utilizatorilor obi��nui�
i o mul�
ime de probleme.  

Un intrus, pentru a avea acces la informa�
ii confiden�
iale, uneori nici nu are nevoie de 

competen�
e ���L���D�E�L�O�L�W���
i speciale. �Ì�Q���P�X�O�W�H���F�D�]�X�U�L����este suficient �Ä�V�X�S�R�U�W�X�O�´���R�I�H�U�L�W���G�H��factorul uman, 

care poate �I�L���R���E�X�F�D�W�����G�H���K�k�U�W�L�H, �O�L�S�L�W����pe monitor sau �S�X�V�����V�X�E���V�W�L�F�O�����O�k�Q�J�����W�D�V�W�D�W�X�U��, �v�Q���F�D�U�H���V�����I�L�H��

�V�F�U�L�V�� parola. Parolele, de obicei, nu se disting prin �S�U�H�D�� �P�X�O�W���� �R�U�L�J�L�Q�D�O�L�W�D�W�H�������L�� �v�Q���K���
�L���X�U�L�O�H 

Internetului �v�Q�W�R�W�G�H�D�X�Q�D��poate fi �J���V�Lt �X�Q�� �S�U�R�J�U�D�P�� �F�D�U�H�� �v��i va asuma munca de rutin�� pentru 

decodificarea celor mai uzuale parole. 

P�U�L�P�D�� �v�Q�F�H�U�F�D�U�H�� �U�H�X���L�W���� �G�H�� �G�H�I�L�Q�L�U�H�� �D�� �W�H�U�P�H�Q�X�O�X�L�� �G�H���Ä�L�Q�Y�H�V�W�L�J�D�U�H�� �L�Q�I�R�U�P�D�W�L�F��� �́��� �Ä�L�Q�Y�H�V�W�L�J�D�U�H��

�F�U�L�P�L�Q�D�O�L�V�W�L�F���� �L�Q�I�R�U�P�D�W�L�F���´���� �Ä�L�Q�Y�H�V�W�L�J�D�U�H�� �G�L�J�L�W�D�O���´���� �Ä�L�Q�Y�H�V�W�L�J�D�U�H�� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �G�L�J�L�W�D�O���´ a fost 

�U�H�D�O�L�]�D�W���� �v�Q�� �S�H�U�L�R�D�G�D�� ��-���� �D�X�J�X�V�W�� ������������ �F�k�Q�G�� �O�D�� �8�W�L�F�D��s-�D�� �G�H�V�I�����X�U�D�W primul Atelier de lucru anual 

�D�Y�k�Q�G���F�D���V�X�E�L�H�F�W cercetarea �F�U�L�P�L�Q�D�O�L�V�W�L�F�����G�L�J�L�W�D�O�� [24, p. 397]�����$�V�W�I�H�O���F�R�Q�F�H�S�W�X�O���G�H���Ä�F�U�L�P�L�Q�D�O�L�V�W�L�F�� 

�G�L�J�L�W�D�O���´�� �D�� �I�R�V�W�� �G�H�I�L�Q�L�W�� �F�D���U�H�S�U�H�]�H�Q�W�k�Q�G �Äutilizarea metodelor derivate ��i dovedite ��tiin�
ific cu 

privire la conservarea, colectarea, validarea, identificarea, analiza, interpretarea, documentarea ��i 

prezentarea dovezilor digitale, �S�U�R�Y�H�Q�L�W�H�� �G�L�Q�� �V�X�U�V�H�� �G�L�J�L�W�D�O�H���� �v�Q�� �V�F�R�S�X�O�� �I�D�F�L�O�L�W���U�L�L�� �V�D�X�� �F�R�Q�W�L�Q�X���U�L�L��

reconstruc�
iei evenimentelor caracterizate �F�D���I�L�L�Q�G���G�H���Q�D�W�X�U�����S�H�Q�D�O�����V�D�X��pentru a ajuta anticiparea 
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- �V�H���F�D�U�D�F�W�H�U�L�]�H�D�]�����S�U�L�Q�W�U-un �Q�L�Y�H�O���v�Q�D�O�W���G�H���O�D�W�H�Q�
�� [80, p. 178, 79, p. 5, 22, p. 58, 87, p. 677], 

cauzat de diver��i factori obiectivi (�Q�H�G�R�U�L�Q�
�D victimelor de a apela la organele de drept, 

caracterul ascuns fa�
���� �G�H�� �P�D�M�R�U�L�W�D�W�Ha utilizatorilor���� �G�L�I�L�F�X�O�W�D�W�H�D�� �F�R�Q�V�W�D�W���U�L�L�� �L�Q�I�U�D�F�
iunilor 

respective din cauza �Q�X�P���U�X�O�X�L��insuficient de speciali��ti din cadrul institu�
iilor abilitate cu 

prevenirea ��i combaterea acestora). Infractorul digital �V�H�� �D�V�F�X�Q�G�H�� �G�X�S���� �W�D�V�W�D�W�X�U�� ��i riscul 

de a fi descoperit este destul de mic [34, p. 342]; 

- �G�H�Q�R�W���� �X�Q�� �F�D�U�D�F�W�H�U�� �E�L�Q�H�� �R�U�J�D�Q�L�]�D�W�����L�� �H�V�W�H�� �V�W�U�k�Q�V�� �O�H�J�D�W���� �F�X�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �R�U�J�D�Q�L�]�D�W����

(atacurile de DDoS, banking, phishing, botneturi, ��.a.) [79, p. 5]. Spre exemplu, fraudele 

�L�Q�I�R�U�P�D�W�L�F�H�� �v�Q�� �V�L�V�W�H�P�X�O�� �G�H�� �S�O�D�W���� �H�O�H�F�W�U�R�Q�L�F���� �V�X�Q�W�� �D�W�k�W�� �G�H�� �F�R�P�S�O�H�[�H���� �v�Q�F�k�W��este imposibil, 

�S�U�D�F�W�L�F���� �F�D�� �R�� �V�L�Q�J�X�U���� �S�H�U�V�R�D�Q���� �V���� �V���Y�k�U���H�D�V�F���� �I�D�S�W�D�� �U�H�V�S�H�F�W�L�Y����din �P�R�P�H�Q�W�X�O�� �H�O�D�E�R�U���U�L�L��

produsului program �v�Q���Y�H�G�H�U�H�D comiterii  �L�Q�I�U�D�F�
�L�X�Q�L�L ���L���S�k�Q�����O�D���R�E�
�L�Q�H�U�H�D banilor�����v�Q��Anexa 

nr. 2 fiind prezentat un model tipic de asemenea �L�Q�I�U�D�F�
�L�X�Q�H. Specificul comiterii 

infrac�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���v�Q���S�D�U�W�L�F�L�S�D�
ie �F�R�Q�V�W�����v�Q���I�D�S�W�X�O �F�����S�D�U�W�L�F�L�S�D�Q�
�L�L���Q�X���V�H���F�X�Q�R�V�F���v�Q�W�U�H��

ei, iar comunicarea, planificarea ���L���F�R�R�U�G�R�Q�D�U�H�D���D�F�W�L�Y�L�W���
ii infrac�
�L�R�Q�D�O�H���V�H���H�I�H�F�W�X�H�D�]�����G�R�D�U��

prin intermediul re�
elei internet [86, p. 42]; 

- �H�V�W�H�� �R�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�� �S�U�R�I�H�V�L�R�Q�D�O������ �G�H�R�D�U�H�F�H�� �S�H�U�V�R�D�Q�H�O�H�� �F�D�U�H�� �V���Y�k�U��esc aceste �L�Q�I�U�D�F�
�L�X�Q�L 

�S�R�V�H�G���� �R�� �V�S�H�F�L�D�O�Lzare infrac�
�L�R�Q�D�O�������G�H�
�L�Q cuno��tin�
ele necesare �v�Q�� �G�R�P�H�Q�L�X�O�� �,�7, �U�H�V�S�H�F�W����

anumite reguli ���L�� �Ä�O�H�J�L�´�����X�W�L�O�L�]�H�D�]�� �R�� �W�H�U�P�L�Q�R�O�R�J�L�H�� �V�S�H�F�L�I�L�F��. Spre exemplu, la achitarea 

�V�H�U�Y�L�F�L�L�O�R�U�� �S�U�H�V�W�D�W�H�� �G�H�� �F���W�U�H�� �P�H�P�E�U�L�L�� �J�U�X�S�X�O�X�L�� �F�U�L�P�L�Q�D�O, �Q�X�� �V�H�� �X�W�L�O�L�]�H�D�]�����E�D�Q�L�� �Ä�P�X�U�G�D�U�L�´����

ob�
inu�
i din infrac�
iune; �v�Q�U�H�J�L�V�W�U�D�U�H�D���F�R�Q�W�X�U�L�O�R�U���E�D�Q�F�D�U�H��se face pe persoane interpuse; nu 

�V�H�� �X�W�L�O�L�]�H�D�]�� mijloace de comunicare nesecurizate/necriptate (cum ar fi ICQ sau Skype); 

sunt folosite �S�V�H�X�G�R�Q�L�P�H���v�Q���I�R�U�X�P�X�U�L�O�H���V�S�H�F�L�D�O�L�]�D�W�H�����V�H���S�U�D�F�W�L�F�����X�W�L�O�L�]�D�U�H�D���v�Q grup a VPN-

�X�U�L�O�R�U�����F�D�U�H���D�V�L�J�X�U�����F�R�Q�H�[�L�X�Q�H�D���V�H�F�X�U�L�]�D�W�����v�Q���U�H�
ea de tip tunel criptat�����S�U�H�F�X�P�����L mascarea 

�D�G�U�H�V�H�O�R�U�� �,�3�� ���F�H�D�� �P�D�L�� �S�R�S�X�O�D�U���� �U�H�
�H�D�� �D�Q�R�Q�L�P���� �H�V�W�H�� �7�2�5 - The Onion Routing sau cu 

ajutorul proxy serverelor). Reguli de acest �J�H�Q�� �V�X�Q�W�� �H�O�D�E�R�U�D�W�H�� �v�Q�� �E�D�]�D �H�[�S�H�U�L�H�Q�
�H�L 

�F�U�L�P�L�Q�D�O�H�����L�D�U���v�Q�F���O�F�D�U�H�D���O�R�U���I�D�F�L�O�L�W�H�D�]���� �v�Q�W�U-�R���D�Q�X�P�L�W�����P���V�X�U��, investiga�
iile organelor de 

drept [86, p. 69]; 

- are un caracter transfrontalier [47, p. 451, 27, p. 102-104, 22, p. 58], �I���U�� limite teritoriale, 

ceea ce �v�L�� �S�H�U�P�L�W�H�� �L�Q�I�U�D�F�W�R�U�X�O�X�L de pe teritoriul unui stat �V���� �F�R�P�L�W���� �L�Q�I�U�D�F�
iunea fa�
���� �G�H��

persoane din alte state; 

- sunt transna�
ionale: infractorii, pentru a-��i �v�Q�O�H�V�Q�L �V���Y�k�U��irea faptelor criminale pe teritoriul 

�D�� �G�R�X���� �V�D�X�� �P�D�L�� �P�X�O�W�H�� �V�W�D�W�H���� �V�X�Q�W�� �L�P�S�X���L�� �V��-���L�� �X�Q�H�D�V�F���� �H�I�R�U�W�X�U�L�O�H�� �F�X�� �J�U�X�S���U�L�� �F�U�L�P�L�Q�D�O�H��

interna�
ionale.  
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- �V�X�Q�W���F�H�O�H���P�D�L���G�L�Q�D�P�L�F�H���v�Q���H�Y�R�O�X�
�L�H, fapt asigurat de permanenta perfec�
ionare a noilor IT, 

de apari�
ia unor noi participan�
i, de extinderea spa�
iului cibernetic [165, p. 9]; 

- �D�U�H���F�R�V�W�X�U�L���U�H�G�X�V�H�����v�Q���F�R�P�S�D�U�D�
ie cu profiturile ilegale care pot fi ob�
inute [26, p. 45, 22, p. 

59]�����6�S�U�H���H�[�H�P�S�O�X�����v�Q�W�U-un comunicat al PG �G�L�Q���5�0���D���I�R�V�W���P�H�Q�
�L�R�Q�D�W���I�D�S�W�X�O���F�����R�U�J�D�Q�H�O�H���G�H��

�X�U�P���U�L�U�H���S�H�Q�D�O�����G�L�Q���5�0, �v�P�S�U�H�X�Q�����F�X���D�X�W�R�U�L�W���
�L�O�H���F�R�P�S�H�W�H�Q�W�H���D�O�H���6�8�$, au efectuat o serie 

�G�H���D�F�
�L�X�Q�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������L�Q�F�O�X�V�L�Y���P���V�X�U�L���V�S�H�F�L�D�O�H���G�H���L�Q�Y�H�V�W�L�J�D�
�Li, �v�Q���U�H�]�X�O�W�D�W�X�O���F���U�R�U�D��

au fost �L�G�H�Q�W�L�I�L�F�D�
�L�� ���� �F�H�W���
�H�Q�L���� �F�D�U�H, �v�Q�F�H�S�k�Q�G�� �F�X�� �D�Q�X�O�� ��������, �F�R�P�H�U�F�L�D�O�L�]�D�X�� �S�U�L�Q�� �U�H�
�H�D�X�D��

Internet un produs program���� �Q�X�P�L�W���Ä�&�L�W�D�G�H�O�´����destina�W�� �L�Q�I�H�F�W���U�L�L�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� ���L��

�F�R�O�H�F�W���U�L�L �G�D�W�H�O�R�U���G�H�V�S�U�H���F�R�Q�W�X�U�L�O�H���E�D�Q�F�D�U�H�����L���D���G�D�W�H�O�R�U���F�X���F�D�U�D�F�W�H�U���S�H�U�V�R�Q�D�O�����Ì�Q���I�H�O�X�O���D�F�H�V�W�D, 

�S�U�R�F�X�U�R�U�L�L�� �D�X�� �F�R�Q�V�W�D�W�D�W�� �F������ �S�U�L�Q�� �D�F�
�L�X�Q�L�O�H�� �O�R�U���� �V�X�V�S�H�F�
�L�L�� �D�X�� �L�Q�I�H�F�W�D�W�� �S�H�V�W�H�� ���� �P�L�O�L�R�D�Q�H�� �G�H��

computere la nivel mondial, cau�]�k�Q�G�� �L�Q�V�W�L�W�X�
�L�L�O�R�U�� �I�L�Q�D�Q�F�L�D�U�H�� �G�L�Q�� �6�8�$�� ���L�� �(�X�U�R�S�D�� �G�D�X�Q�H��

materiale, estimate la suma de peste 10 milioane USD [166].  

- ��i-�D�� �v�Q�V�X���L�W �V�H�P�Q�H�O�H�� �V�S�H�F�L�I�L�F�H�� �F�U�L�P�L�Q�D�O�L�W���
�L�L�� �H�F�R�Q�R�P�L�F�H���� �G�D�W�� �I�L�L�Q�G�� �F���� �P�D�M�R�U�L�W�D�W�H�D��

infrac�
iunilor informatice sunt �V���Y�k�U���L�W�H���v�Q���V�H�F�W�R�D�U�H�O�H���E�D�Q�F�D�U�����I�L�Q�D�Q�F�L�D�U����i corporativ; 

- �v�Q���X�O�W�L�P�L�L���D�Q�L, �F�U�L�P�L�Q�D�O�L�W�D�W�H�D���L�Q�I�R�U�P�D�W�L�F�����v���L���D�V�X�P�������L���F�D�U�D�F�W�H�U�L�V�W�L�F�L politice [58, p. 497], dat 

�I�L�L�Q�G�� �F����reprezentan�
ii serviciilor speciale, ai structurilor de for�
�� din diverse state, 

organiza�
iile extremiste ���L���W�H�U�R�U�L�V�W�H���D�Q�J�D�M�H�D�]����speciali��ti �G�H���v�Q�D�O�W�����F�D�O�L�I�L�F�D�U�H din domeniul 

IT  [167]; 

- locul comiterii infrac�
iunii informatice���� �G�H�� �U�H�J�X�O������ �Q�X�� �F�R�L�Q�F�L�G�H�� �F�X�� �O�R�F�X�O���P�D�Q�L�I�H�V�W���U�L�L 

consecin�
elor [81, p. 38], �v�Q�W�U�X�F�k�W��infractorul nu este obligat �V���� �I�L�H���S�U�H�]�H�Q�W���O�D���O�R�F�X�O���I�D�S�W�H�L 

[26, p. 45]. 

�3�k�Q���� �v�Q�� �S�U�H�]�H�Q�W��CSJ nu s-a expus referitor la aplicarea legisla�
�L�H�L�� �v�Q�� �F�D�]�X�O���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U 

�L�Q�I�R�U�P�D�W�L�F�H���v�Q���Y�H�G�H�U�H�D���D�V�L�J�X�U���U�L�L���X�Q�H�L���S�U�D�F�W�L�F�L���M�X�G�L�F�L�D�U�H���X�Q�L�F�H�� 
 

Personalitatea infractorului, scopul �.i motivele infrac�0iunii  informatice 

O preocupare �S�U�L�R�U�L�W�D�U�� a criminologilor este identificarea cauzelor ce conduc la �D�S�D�U�L�
�L�D��

�F�R�P�S�R�U�W�D�P�H�Q�W�X�O�X�L���F�U�L�P�L�Q�D�O�����3�k�Q�����v�Q���S�U�H�]�H�Q�W�����D�Q�D�O�L�]�D���S�U�D�F�W�L�F�L�O�R�U���F�U�L�P�L�Q�D�O�H���D�X���S�H�U�P�L�V��elaborarea ���L��

�I�R�U�P�X�O�D�U�H�D�� �X�Q�R�U�� �W�H�R�U�L�L�� ���L�� �F�R�Q�F�H�S�
�L�L, �F�D�U�H�� �Y�L�Q�� �V���� �H�[�S�O�L�F�H�� �J�H�Q�H�]�D�� �L�Q�I�U�D�F�
�L�R�Q�D�O�L�W���
�L�L���� �S�U�L�Q�W�U�H�� �D�F�H�V�W�H�D��

�I�L�L�Q�G�� �W�H�R�U�L�L�O�H�� �G�H�� �R�U�L�H�Q�W�D�U�H�� �E�L�R�D�Q�W�U�R�S�R�O�R�J�L�F������ �S�Vihologico-�S�V�L�K�L�D�W�U�L�F���� ���L�� �W�H�R�U�L�L�O�H�� �G�H�� �R�U�L�H�Q�W�D�U�H��

�V�R�F�L�R�O�R�J�L�F�� [168, p. 100-134]. 

�Ì�Q���D�F�H�V�W���V�H�Q�V�����L�Q�W�H�U�Y�L�Q���G�L�V�F�X�
�L�L�O�H �G�H�V�S�U�H���Ä�S�U�R�I�H�V�L�R�Q�D�O�L�]�D�U�H�D�����L���Ä�V�S�H�F�L�D�O�L�]�D�U�H�D�´���L�Q�I�U�D�F�W�R�U�L�O�R�U����ca 

efect al procesului �G�H���F�R�Q�H�F�W�D�U�H���U�D�S�L�G�����D �
���U�L�L���Q�R�D�V�W�U�H���O�D���I�L�O�L�H�U�H�O�H���F�U�L�P�L�Q�D�O�L�W���
�L�L���L�Q�W�H�U�Q�D�
�L�R�Q�D�O�H����ceea 

�F�H���D���G�H�W�H�U�P�L�Q�D�W���X�Q���D�G�H�Y���U�D�W���L�P�S�R�U�W���G�H���W�H�K�Q�R�O�R�J�L�H���L�Q�I�U�D�F�
�L�R�Q�D�O�����P�R�G�H�U�Q�� [169, p. 91-95]. 
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�F�R�P�X�Q�L�F�D�
�L�L�� �W�H�O�H�I�R�Q�L�F�H���� �E���Q�F�L�� �F�R�P�H�U�F�L�D�O�H���� �S�U�H�F�X�P�� ���L��ale unor �L�Q�V�W�L�W�X�
�L�L�� �G�H�� �V�W�D�W�� �G�L�Q�� �
�D�U������ �X�O�W�H�U�L�R�U��

�S�X�E�O�L�F�k�Q�G���R���S�D�U�W�H���G�L�Q���D�F�H�V�W�H���L�Q�I�R�U�P�D�
�L�L���S�H���E�O�R�J�X�O���S�H�U�V�R�Q�D�O�� �7�k�Q���U�X�O���D���G�H�F�O�D�U�D�W���F�����D���H�I�H�F�W�X�D�W��faptele 

date din motive de interes investigativ [182]. 

8. Tipul bolnav psihic���� �F�D�U�H�� �V�X�I�H�U���� �G�H�� �I�R�U�P�H�� �Q�R�L�� �G�H��maladie �S�V�L�K�L�F�����± patologii 

informa�
ionale sau fobii de computer [6, 87, p. 680]. 

�9�k�U�V�W�D�� �L�Q�I�U�D�F�W�R�U�L�O�R�U��informatici �Y�D�U�L�D�]���� �v�Q�W�U-un diapazon destul de mare (14-45 ani): 33% - 

�V�X�Q�W���S�H�U�V�R�D�Q�H���F�X���Y�k�U�V�W�D �S�k�Q�����O�D 20 de ani, 54% - �v�Q�W�U�H��20-40 ani, 13% - peste 40 de ani. Cu toate 

�D�F�H�V�W�H�D���� �F�D�W�H�J�R�U�L�L�O�H�� �G�H�� �Y�k�U�V�W���� �S�R�W��varia �v�Q�� �G�H�S�H�Q�G�H�Q�
���� �G�H�� �F�D�W�H�J�Rria infrac�
iunii informatice 

�V���Y�k�U��ite, spre exemplu, �v�Q�� �F�D�]�X�O�� �F�U�H���U�L�L���� �X�W�L�O�L�]���U�L�L�����L�� �U���V�S�k�Q�G�L�U�L�L�� �S�U�R�G�X�V�H�O�R�U�� �S�U�R�J�U�D�P��ilegale, 

persoanele �F�X�� �Y�k�U�V�W�D���v�Q�W�U�H�� ����-21 de ani constituie circa 64% din �Q�X�P���U�X�O�� �W�R�W�D�O, �F�H�O�H���F�X�� �Y�k�U�V�W�D�� �G�H��

21-25 ani �± 22% ��i �F�H�O�H���F�X���Y�k�U�V�W�D peste 25 ani �± 14% [73, p. 23-24]. 

Majoritatea �F�H�O�R�U�� �L�P�S�O�L�F�D�
�L�� �v�Q�� �D�F�H�V�W�H�� �W�L�S�X�U�L�� �G�H�� �L�Q�I�U�D�F�
�L�X�Q�L���R�� �F�R�Q�V�W�L�W�X�L�H�� �E���U�E�D�
ii �± ���������� �L�D�U�� �v�Q��

cazul infrac�
iunilor de extremism�����V���Y�k�U���L�W�H cu folosirea tehnologiilor avansate, �Q�X�P���U�X�O���O�R�U���D�W�L�Q�J�H��

cota de 97% [83, p. 36, 175, p. 908, 92, p. 907]�����0���U�L�P�H�D���S�U�H�M�X�G�L�F�L�X�O�X�L���F�D�X�]�D�W���G�H���F���W�U�H���R���S�H�U�V�R�D�Q����

de sex �P�D�V�F�X�O�L�Q���G�H�S����e���W�H���G�H�������R�U�L���S�H���F�H�O���F�D�X�]�D�W���G�H���F���W�U�H���R���S�H�U�V�R�D�Q�����G�H��sex feminin [90, p. 230]. 

52���� �G�L�Q�� �L�Q�I�U�D�F�W�R�U�L�� �D�X�� �D�Y�X�W�� �R�� �S�U�H�J���W�L�U�H�� �V�S�H�F�L�D�O���� �v�Q�� �G�R�P�H�Q�L�X�O�� �S�U�H�O�X�F�U���U�L�L�� �D�X�W�R�P�D�W�L�]�D�W�H�� �D��

informa�
iei [114, p. 213]. Majoritatea infractorilor (77%) au avut un nivel mediu de dezvoltare 

�L�Q�W�H�O�H�F�W�X�D�O������ ��������- peste cel mediu ��i doar 2% sub cel mediu. Doar 7 cazuri din 1000 de 

�L�Q�I�U�D�F�
�L�X�Q�L �L�Q�I�R�U�P�D�W�L�F�H���D�X���I�R�V�W���V���Y�k�U��ite de programatori profesioni��ti [90, p. 230].  

�Ì�Q���S�H�V�W�H����������din cazuri, infractorii au ac�
�L�R�Q�D�W���v�Q���J�U�X�S [83, p. 36]. 

�6�H�� �F�R�Q�V�L�G�H�U���� �F���� �Y�L�R�O�H�Q�
�D�� �v�Q�� �J�U�X�S�X�U�L�O�H�� �G�H�O�L�Q�F�Y�H�Q�
iale este o normalitate, dar, �v�Q�� �F�D�]�X�O��

grupurilor deviante digitale, �D�F�H�D�V�W�D���H�V�W�H���S�U�D�F�W�L�F���Q�X�O�������F�X���H�[�F�H�S�
ia violen�
ei verbale [6]. 

�Ì�Q�� �������� �G�L�Q�� �F�D�]�X�U�L���� �L�Q�I�U�D�F�W�R�U�L�L��informatici descoperi�
�L�� �G�H�� �F���W�U�H�� �R�U�J�D�Q�H�O�H�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O����

�V�X�Q�W���S�H�U�V�R�D�Q�H���I���U�����D�Q�W�H�F�H�G�H�Q�W�H���S�H�Q�D�O�H [80, p. 75]. 

Potrivit �O�H�J�L�V�O�D�
�L�H�L���S�H�Q�D�O�H���D���5�0�����V�X�E�L�H�F�W���D�O���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���v�Q���V�H�Q�V���U�H�V�W�U�k�Q�V, poate fi 

o persoan�� �I�L�]�L�F���� �U�H�V�S�R�Q�V�D�E�L�O��, care �v�Q �P�R�P�H�Q�W�X�O�� �F�R�P�L�W�H�U�L�L�� �I�D�S�W�H�L�� �D�� �D�W�L�Q�V�� �Y�k�U�V�W�D�� �G�H�� ������ �D�Q�L,  cu 

�H�[�F�H�S�
�L�D��art.260 CP���� �F�k�Q�G�� �Y�k�U�V�W�D�� �S�R�D�W�H�� �I�L�� �G�H�� ������ �D�Q�L. Persoana juridic���� ���F�X�� �H�[�F�H�S�
�L�D�� �D�X�W�R�U�L�W���
�L�L��

�S�X�E�O�L�F�H���� �H�V�W�H�� �V�X�E�L�H�F�W�� �v�Q�� �P�D�M�R�U�L�Watea �F�D�W�H�J�R�U�L�L�O�R�U�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �D�Q�D�O�L�]�D�W�H [183]���� �F�X�� �H�[�F�H�S�
�L�D�� �F�H�O�R�U��

�S�U�H�Y���]�X�W�H�� �O�D�� �D�U�W��177 alin.(1-11), 178, 1852 alin.(1), 2602, 2605, 2606 ���L�� �������� �&�3���� �Ì�Q�� �X�Q�H�O�H�� �V�L�W�X�D�
�L�L����

�V�X�E�L�H�F�W�X�O�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �D�Q�D�O�L�]�D�W�H�� �D�U�H�� �R�� �F�D�O�L�W�D�W�H�� �V�S�H�F�L�D�O��, fiind o persoan�� care �I�L�H�� �F����nu este 

�D�X�W�R�U�L�]�D�W���� �v�Q�� �W�H�P�H�L�X�O�� �O�H�J�L�L�� �V�D�X�� �D�O�� �X�Q�X�L�� �F�R�Q�W�U�D�F�W���� �I�L�H�� �F�� �G�H�S�����H���W�H�� �O�L�P�L�W�H�O�H�� �D�X�W�R�U�L�]���U�L�L���� �I�L�H�� �F�� nu are 

�S�H�U�P�L�V�L�X�Q�H�D�� �S�H�U�V�R�D�Q�H�L�� �F�R�P�S�H�W�H�Q�W�H�� �V���� �I�R�O�R�V�H�D�V�F������ �V���� �D�G�P�L�Q�L�V�W�U�H�]�H�� �V�D�X�� �V���� �F�R�Q�W�U�R�O�H�]�H�� �X�Q�� �V�L�V�W�H�P��

informatic, �R�U�L�� �V���� �G�H�V�I�����R�D�U�H�� �F�H�U�F�H�W���U�L�� ���W�L�L�Q�
�L�I�L�F�H�� �V�D�X�� �V���� �H�I�H�F�W�X�H�]�H�� �R�U�L�F�H�� �D�O�W���� �R�S�H�U�D�
�L�X�Q�H�� �v�Q�W�U-un 

sistem informatic (art.259). �7�R�W�R�G�D�W�������v�Q���L�S�R�W�H�]�D���L�Q�I�U�D�F�
�L�X�Q�L�L���S�U�H�Y���]�X�W�H���O�D���D�U�W�����������&�3�����V�X�E�L�H�F�W���S�R�D�W�H��
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�I�L���Q�X�P�D�L���S�H�U�V�R�D�Q�D���v�Q���D�O�H���F���U�H�L���R�E�O�L�J�D�
�L�L���L�Q�W�U�����U�H�V�S�H�F�W�D�U�H�D���U�H�J�X�O�L�O�R�U���G�H���F�R�O�H�F�W�D�U�H�����S�U�H�O�X�F�U�D�U�H�����S���V�W�U�D�U�H����

�G�L�I�X�]�D�U�H�����U�H�S�D�U�W�L�]�D�U�H���D���L�Q�I�R�U�P�D�
�L�H�L���R�U�L���D���U�H�J�X�O�L�O�R�U���G�H���S�U�R�W�H�F�
�L�H���D���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F��[34, p. 345]. 

�Ì�Q���R�S�L�Q�L�D autorului D. Ciuvaga [6], pe care noi �Q�X���R���D�J�U�H���P�����L�Q�I�U�D�F�W�R�U�L�L���G�L�J�L�W�D�O�L���U�H�S�U�H�]�L�Q�W�����R��

�F�D�W�H�J�R�U�L�H�� �W�L�S�R�O�R�J�L�F����de infractori cu aptitudini intelectuale dezvoltate ��i cu un nivel avansat de 

cuno��tin�
�H�� �W�H�K�Q�L�F�H�� �v�Q�� �G�R�P�H�Q�L�X�O�� �L�Q�I�R�U�P�D�W�L�F���� �(�L���P�D�Q�L�I�H�V�W�� un profil preponderent non-violent, au o 

�F�D�S�D�F�L�W�D�W�H�� �V�S�R�U�L�W���� �G�H�� �S�O�D�Q�L�I�L�F�D�U�H�� �D�� �D�F�
�L�X�Q�L�O�R�U�� �v�Q�� �Y�H�G�H�U�H�D�� �H�[�S�O�R�D�W���U�L�L�� �W�X�W�X�U�R�U�� �R�S�R�U�W�X�Q�L�W���
ilor 

informaticii. Este subiectul care este predispus a ac�
�L�R�Q�D���v�Q���V�R�O�L�W�X�G�L�Q�H�����D�Y�k�Q�G tendin�
a �P�L�Q�L�P�����G�H���D��

se percepe drept criminal, este o personalitate mai mult introvertit������ �S�U�H�]�H�Q�W�k�Q�G�� �W�U���V���W�X�U�L�O�H�� �X�Qui 

individ slab integrat social ��i dezangajat moral. Inciden�
a bolilor psihice ���L�� �D�� �W�X�O�E�X�U���U�L�O�R�U�� �G�H��

�S�H�U�V�R�Q�D�O�L�W�D�W�H���v�Q�� �U�k�Q�G�X�O���L�Q�I�U�D�F�W�R�U�L�O�R�U���G�L�J�L�W�D�O�L���H�V�W�H�� �U�H�G�X�V������ �H�L���V�X�I�H�U�L�Q�G���P�D�L���P�X�O�W���G�H���G�L�Y�Hrse fobii sau 

manii. 

�Ì�Q���X�U�P�D���D�Q�D�O�L�]�H�L���V�H�Q�W�L�Q�
�H�O�R�U���G�H���F�R�Q�G�D�P�Q�D�U�H���H�P�L�V�H���G�H���L�Q�V�W�D�Q�
�H�O�H���G�H���M�X�G�H�F�D�W�����G�L�Q���
�D�U�D���Q�R�D�V�W�U����

pe parcursul anilor 2003-������������ �D�P�� �F�R�Q�V�W�D�W�D�W�� �F���� �F�L�U�F�D�� �������� �G�L�Q�� �L�Q�I�U�D�F�
�L�X�Q�L�O�H�� �H�[�D�P�L�Q�D�W�H�� �D�X�� �I�R�V�W��

comise din motive de cupiditate, 35% �V�X�Q�W�� �L�Q�I�U�D�F�
�Luni cu �W�H�Q�W���� �V�H�[�X�D�O������ ������- au fost comise de 

persoane dezorientate social, 2% - �G�H���L�Q�I�U�D�F�W�R�U�L���L�Q�Y�H�V�W�L�J�D�W�R�U�L�����L��������- �G�H���D�O�W�H���F�D�W�H�J�R�U�L�L���G�H���P�R�W�L�Y�D�
�L�L��

�L�Q�I�U�D�F�
�L�R�Q�D�O�H�����9�k�U�V�W�D���L�Q�I�U�D�F�W�R�U�L�O�R�U��informatici �G�L�Q���5�0���Y�D�U�L�D�]�����v�Q�W�U�H������ ���L��55 ani: 24% sunt persoane 

cu �Y�k�U�V�W�D sub 25 de ani, 52% - �D�X���Y�k�U�V�W�D���F�X�S�U�L�Q�V�����v�Q�W�U�H 25 ���L��35 ani, 24% - peste 35 de ani. 92% din 

�L�Q�I�U�D�F�
�L�X�Q�L�O�H���L�Q�I�R�U�P�D�W�L�F�H���H�[�D�P�L�Q�D�W�H���v�Q���L�Q�V�W�D�Q�
�H�O�H���G�H���M�X�G�H�F�D�W�����G�L�Q���5�0���D�X���I�R�V�W���V���Y�k�U���L�W�H���G�H���S�H�U�V�R�D�Q�H��

fizice, dintre care doar 5% constituie persoane de sex feminin. 93% din infractorii informatici 

�F�R�Q�G�D�P�Q�D�
�L�� �S�H�� �W�H�U�L�W�R�U�L�X�O�� �5�0�� �Q�X�� �D�X�� �D�Y�X�W�� �D�Q�W�H�U�L�R�U�� �D�Q�W�H�F�H�G�H�Q�W�H�� �S�H�Q�D�O�H����A se vedea, �v�Q�� �D�F�H�V�W�� �V�H�Q�V, 

Anexa nr. 1 la prezenta lucrare. 

�Ì�Q���R�S�L�Q�L�D���Q�R�D�V�W�U�������L�Q�I�U�D�F�W�R�U�L�L���L�Q�I�R�U�P�D�W�L�F�L���V�X�Q�W���S�H�U�V�R�D�Q�H���F�X���F�D�S�D�F�L�W���
�L���G�H�R�V�H�E�L�W���G�H���I�O�H�[�L�E�L�Oe de 

�W�U�H�F�H�U�H�� �R�S�H�U�D�W�L�Y���� �G�H�� �O�D�� �G�L�P�H�Q�V�L�X�Q�H�D�� �U�H�D�O���� �O�D�� �F�H�D�� �Y�L�U�W�X�D�O������ �G�H�� �O�D�� �R�� �U�H�O�D�
�L�H�� �P�H�G�L�D�W���� �G�H�� �X�Q�� �V�S�D�
�L�X��

emotiv-�I�L�]�L�F�� �O�D�� �R�� �U�H�O�D�
�L�H�� �P�H�G�L�D�W�� �G�H�� �X�Q�� �V�S�D�
�L�X�� �H�P�R�W�L�Y-artificial; ei au �R�� �S�H�U�F�H�S�
�L�H�� �D�O�W�H�U�D�W����sau 

�G�L�P�L�Q�X�D�W�����D�V�X�S�U�D�� �L�O�H�J�D�O�L�W���
�L�L�� �F�R�P�S�R�U�W�D�P�H�Q�W�X�O�X�L lor, a daunei provocate, a  riscurilor de a fi 

�G�H�Q�X�Q�
�D�
i, descoperi�
i ���L���V�D�Q�F�
�L�R�Q�D�
i, �F�X���V�D�X���I���U�����F�X�Q�R���W�L�Q�
�H���W�H�K�Q�L�F�H���v�Q���G�R�P�H�Q�L�X�O��IT, fiind numi�
i �v�Q��

�G�H�S�H�Q�G�H�Q�
���� �G�H�� �U�R�O�X�O�� ���L�� �I�X�Q�F�
�L�L�O�H�� �S�H�� �F�D�U�H�� �O�H�� �D�X�� �v�Q�� �F�R�P�L�W�H�U�H�D�� �L�Q�I�U�D�F�
�L�X�Q�L�L����cu un profil predominant 

non-violent, �D�Y�k�Q�G���X�Q�� �O�L�P�E�D�M�� �F�R�P�X�Q�� �F�X�� �W�H�U�P�L�Q�R�O�R�J�L�H�� �V�S�H�F�L�I�L�F�� ���L�� �F�X��o �P�R�W�L�Y�D�
�L�H�� �L�Q�I�U�D�F�
�L�R�Q�D�O����

�G�L�Y�H�U�V�L�I�L�F�D�W���� ��fie �P�D�W�H�U�L�D�O������sexual��, ideologic������ �S�R�O�L�W�L�F������ �R�E�V�H�G�D�W���� �G�H�� �V�W�D�W�X�W social sau de 

�L�Q�Y�H�V�W�L�J�D�
�L�H������ �Ì�Q�� �P�D�M�R�U�L�W�D�W�H�D���F�R�Y�k�U���L�W�R�D�U�H�� �D��cazurilor, ei sunt de sex �P�D�V�F�X�O�L�Q���� �F�X�� �Y�k�U�V�W�D�� �F�X�S�U�L�Q�V����

�v�Q�W�U�H��16 ���L��55 �G�H���D�Q�L�����D�F�
�L�R�Q�H�D�]�����v�Q���J�U�X�S�����Q�H�D�Y�k�Q�G, �G�H���U�H�J�X�O���� antecedente penale. 
 

Locul comiterii infrac�0iunilor informatice 
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Stabilirea locului ���L�� �P�R�P�H�Q�W�X�O�X�L�� �V���Y�k�U��irii infrac�
�L�X�Q�L�L�� �L�Q�I�R�U�P�D�W�L�F�H�� �F�R�Q�V�W�L�W�X�L�H�� �R�� �S�U�R�E�O�H�P����

�F�U�L�P�L�Q�D�O�L�V�W�L�F������i practic�����H�V�H�Q�
�L�D�O����  

�)�D�S�W�D���F�U�L�P�L�Q�D�O�����S�R�D�W�H���I�L���F�R�P�L�V�����S�H���W�H�U�L�W�R�U�L�X�O���X�Q�X�L���V�W�D�W�����L�D�U���F�R�Q�V�H�F�L�Q�
ele ei �S�R�W���V����se manifeste 

�v�Q�W�U-�R�� �D�O�W�����
�D�U������ �3�H�� �O�k�Q�J���� �D�F�H�D�V�W�D���� �D�Y�k�Q�G�� �v�Q�� �Y�H�G�H�U�H�� �S�U�L�Q�F�L�S�L�L�O�H�� �G�H�� �I�X�Q�F�
ionare a re�
elei Internet, 

urmele infrac�
iunii se pot afla pe serverul ISP, care s-ar putea afla fizic pe teritoriul unui al treilea 

stat [73, p. 14]. 

�(�[�D�P�L�Q�k�Q�G�� �S�D�U�W�L�F�X�O�D�U�L�W���
ile caracteristice func�
�L�R�Q���U�L�L�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H���� �G�H�G�X�F�H�P�� �F������

pe de o parte, locul comiterii infrac�
iunii �U�H�S�U�H�]�L�Q�W���� �v�Q�V����i re�
�H�D�X�D�� �L�Q�I�R�U�P�D�W�L�F������i de comunica�
ii  

electronice���� �v�Q�� �F�D�G�U�X�O�� �F���U�H�L�D�� �V�H�� �H�I�H�F�W�X�H�D�]���� �L�Q�W�U�R�G�X�F�H�U�H�D���� �P�R�G�L�I�L�F�D�U�H�D���� �F�R�S�L�H�U�H�D���� �E�O�R�F�D�U�H�D����

�W�U�D�Q�V�P�L�W�H�U�H�D���� �S���V�W�U�D�U�H�D���� �S�U�H�O�X�F�U�D�U�H�D�� �V�D�X����tergerea datelor informatice, p�H�� �G�H�� �D�O�W���� �S�D�U�W�H���� �O�R�F�X�O��

�V���Y�k�U��irii in frac�
iunii informatice �v�O��constituie �V�S�D�
�L�X�O�� �X�Q�G�H�� �V�H�� �D�I�O�� sistemul informatic, prin 

�L�Q�W�H�U�P�H�G�L�X�O�� �F���U�X�L�D�� �V�H�� �V���Y�k�U��e��te fapta. �$�Q�X�P�H�� �v�Q�� �D�F�H�V�W���V�S�D�
�L�X �V�H�� �D�I�O���� �Y�R�O�X�P�X�O�� �G�H�� �E�D�]���� �D�O��

informa�
iei, �F�H�� �F�D�U�D�F�W�H�U�L�]�H�D�]���� �S�U�R�F�H�V�X�O�� �V���Y�k�U��irii �L�Q�I�U�D�F�
�L�X�Q�L�L (modalitatea, instrumentele, 

mijloacele �����D���������D�G�L�F�����S�U�R�E�H�O�H [90, p. 221]. 

Specific infrac�
�L�X�Q�L�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �H�V�W�H�� �I�D�S�W�X�O�� �F���� �D�V�X�S�U�D�� �O�R�U�� �Q�X�� �L�Q�I�O�X�H�Q�
�H�D�]���� �I�D�F�W�R�U�L�L�� �Q�D�W�X�U�D�O�L��

sau climaterici [184, p. 113], �D�G�L�F�����H�O�H���S�R�W���I�L���V���Y�k�U���L�W�H���v�Q���R�U�L�F�H���O�R�F�D�
ie, unde func�
�L�R�Q�H�D�]�����X�Q���V�L�V�W�H�P��

informatic [73, p. 14]. 

�Ì�Q���R�S�L�Q�L�D���X�Q�R�U���V�D�Y�D�Q�
i [51, p. 15, 48], componen�
a spa�
iului cibernetic include: 

1) �v�Q�F���S�H�U�L�O�H���v�Q���F�D�U�H���V�H���D�I�O�����V�L�V�W�H�P�H�O�H���L�Q�I�R�U�P�D�W�L�F�H�����S�U�H�F�X�P�����L���W�H�K�Q�L�F�D���F�R�P�S�O�H�[�����F�D�U�H���D�V�L�J�X�U����

func�
ionarea acestora (sistemele de comunica�
�L�L�����H�Q�H�U�J�L�D���H�O�H�F�W�U�L�F��������.a.).  

2) �P�L�M�O�R�D�F�H�O�H���G�H���S�U�H�O�X�F�U�D�U�H���D�X�W�R�P�D�W�L�]�D�W�����D���L�Q�I�R�U�P�D�
iei (ma��inile de calcul ��i sistemele lor); 

3) canalele de comunica�
ii  electronice ��i de transmitere a datelor; 

4) suporturile electronice (�V�X�S�R�U�W�� �P�D�W�H�U�L�D�O�� �D�O�H�� �F���U�X�L�� �F�D�O�L�W���
�L�� �I�L�]�L�F�H�� �S�H�U�P�L�W�� �L�P�S�U�L�P�D�U�H�D����

�S���V�W�U�D�U�H�D�����L���S�U�H�O�X�F�U�D�U�H�D���L�Q�I�R�U�P�D�
�L�H�L���G�R�F�X�P�H�Q�W�D�W�H [145], �Q�X�P�L�W���v�Q���O�L�W�H�U�D�W�X�U�D��de specialitate �S�X�U�W���W�R�U��

tehnico-�H�O�H�F�W�U�R�Q�L�F���G�H���L�Q�I�R�U�P�D�0�L�H [21, 185] sau suport de stocare a datelor informatice); 

5) datele informatice nemijlocite. 

�6�S�U�H���H�[�H�P�S�O�X�����vnaintea ���L���v�Q���W�L�P�S�X�O���F�R�P�L�W�H�U�L�L���X�Q�H�L���I�U�D�X�G�H���L�Q�I�R�U�P�D�W�L�F�H, diver��i participan�
i la 

�L�Q�I�U�D�F�
�L�X�Q�H���H�I�H�F�W�X�H�D�]���� �P�X�O�W�L�S�O�H�� �D�F�
iuni separate, �v�Q�� �U�H�]�X�O�W�D�W�X�O�� �F���U�R�U�D��se �v�Q�W�k�P�S�O�� diverse 

�H�Y�H�Q�L�P�H�Q�W�H���v�Q��diferite �O�R�F�X�U�L�����Ì�Q���G�H�S�H�Q�G�H�Q�
�����G�H���D�F�H�D�V�W�D, se disting mai multe variante de stabilire a 

�O�R�F�X�O�X�L���V���Y�k�U��irii infrac�
iunii [86, p. 103]: 

- adresa de iure �D���S�U�R�S�U�L�H�W�D�U�X�O�X�L���P�L�M�O�R�D�F�H�O�R�U���E���Q�H��ti sustrase (a victimei); 

- adresa de facto �D���S�U�R�S�U�L�H�W�D�U�X�O�X�L���P�L�M�O�R�D�F�H�O�R�U���E���Q�H��ti sustrase; 

- �D�G�U�H�V�D���D�I�O���U�L�L���R�S�H�U�D�W�R�U�X�O�X�L���W�U�D�Q�V�I�H�U�X�O�X�L���P�L�M�O�R�D�F�H�O�R�U���E���Q�H���W�L�����D�O���F���U�X�L��client este victima; 

- �D�G�U�H�V�D���D�I�O���U�L�L���R�S�H�U�D�W�R�U�X�O�X�L���X�W�L�O�L�]�D�W���v�Q���F�D�O�L�W�D�W�H���G�H���L�Q�W�H�U�P�H�G�L�D�U����buffer�����G�H���F���W�U�H���L�Q�I�U�D�F�W�R�U�L�� 
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- �D�G�U�H�V�D���S�H�U�V�R�D�Q�H�L���S�H���Q�X�P�H�O�H���F���U�H�L�D���H�V�W�H���v�Q�U�H�J�L�V�W�U�D�W contul la operatorul intermediar; 

- �D�G�U�H�V�D���R�U�L�F���U�X�L���D�O�W���R�S�H�U�D�W�R�U���X�W�L�O�L�]�D�W���G�H���F���W�U�H���L�Q�I�U�D�F�W�R�Ui �v�Q���W�U�D�Q�V�I�H�U�X�O���L�O�H�J�D�O���G�H���E�D�Q�L�� 

- �O�R�F�X�O�� �D�I�O���U�L�L�� �E�D�Q�F�R�P�D�W�X�O�X�L����a filialei institu�
iei financiare, a �S�X�Q�F�W�X�O�X�L�� �G�H�� �F�R�Q�Y�H�U�W�L�U�H�� �v�Q��

�P�L�M�O�R�D�F�H�� �H�O�H�F�W�U�R�Q�L�F�H�� �G�H�� �S�O�D�W������a �I�L�O�L�D�O�H�L�� �G�H�� �W�U�D�Q�V�I�H�U�� �E���Q�H�V�F�����L�� �G�H�� �S�U�L�P�L�U�H�� �D�� �E�D�Q�L�O�R�U�� �v�Q��

numerar; 

- adresa persoanei �S�H�� �Q�X�P�H�O�H�� �F���U�H�L�D�� �H�V�W�H�� �v�Q�U�H�J�L�V�W�U�D�W�� �F�D�U�G�X�O�� �E�D�Q�F�D�U�� �X�W�L�O�L�]�D�W�� �O�D��lichefierea 

�P�L�M�O�R�D�F�H�O�R�U���E���Q�H��ti; 

- �O�R�F�X�O�� �G�H�� �D�I�O�D�U�H�� �I�L�]�L�F���� �D�� �U�H�V�X�U�V�H�O�R�U�� �G�L�Q�� �U�H�
eaua internet (servere, site-uri), utilizate la 

�U���V�S�k�Q�G�L�U�H�D�� �Y�L�U�X�V�X�O�X�L���� �I�R�O�R�V�L�U�H�D�� �Q�H�P�L�M�O�R�F�L�W���� �D�� �S�U�R�G�X�V�X�O�X�L�� �S�U�R�J�U�D�P�� �G�H�V�W�L�Q�D�W�� �S�H�Q�W�U�X��

comiterea �L�Q�I�U�D�F�
�L�X�Q�L�L, gestionarea centrului de control al botnetului (mai multe dispozitive 

conectate la internet, fiecare dintre care �U�X�O�H�D�]���� �X�Q�X�O�� �V�D�X�� �P�D�L�� �P�X�O�
�L�� �U�R�E�R�
�L), ascunderea 

accesului neautorizat la informa�
�L�D���F�R�P�S�X�W�H�U�L�]�D�W��������.a. 

�/�L�V�W�D���S�U�H�]�H�Q�W�D�W�����Q�X���H�V�W�H���X�Q�D���H�[�K�D�X�V�W�L�Y�������L���S�R�D�W�H���V�X�I�H�U�L���P�R�G�L�I�L�F���U�L���v�Q���G�H�S�H�Q�G�H�Q�
�����G�H���V�W�D�E�L�O�L�U�H�D��

circumstan�
elor cauzei. 

�'�H�� �U�H�J�X�O������ �O�R�F�X�O�� �F�R�P�L�W�H�U�L�L�� �L�Q�I�U�D�F�
iunii, precum ��i cel al survenirii consecin�
elor faptei nu 

coincid, fiind, �v�Q�� �S�U�R�S�R�U�
ie de 79%, diferite [103, p. 689]���� �7�R�W�R�G�D�W������ �������� �G�L�Q���L�Q�I�U�D�F�
�L�X�Q�L�O�H 

informatice sunt comise de la domiciliul infractorului, 27% din cazuri �± de la loc�X�O���G�H���P�X�Q�F�������G�H��

studii), 13% - din locuri publice ��i doar 7% sunt comise �O�D���O�R�F�X�O���D�I�O���U�L�L��victimei [85]. 

�Ìn �F�D�G�U�X�O���X�Q�H�L���F�H�U�F�H�W���U�L�� �H�P�S�L�U�L�F�H [83, p. 117] referitoare la locul comiterii infrac�
iunilor cu 

privire la extremism, �V���Y�k�U��ite cu utilizarea IT, s-�D�� �F�R�Q�V�W�D�W�D�W�� �F���� �D�F�H�V�W�D�� �v�O�� �F�R�Q�V�W�L�W�X�L�H�� domiciliul 

�E���Q�X�L�W�X�O�X�L���± �v�Q�����������G�L�Q���F�D�]�X�U�L�O�H���H�[�D�P�L�Q�D�W�H�� domiciliul altor persoane �± 19,9% din cazuri (inclusiv 

�v�Q���Y�H�G�H�U�H�D���D�V�F�X�Q�G�H�U�L�L���G�D�W�H�O�R�U���V�D�O�H���� �O�R�F�X�O���G�H���P�X�Q�F�����D�O���E���Q�X�L�W�X�O�X�L���± 16,5% (utilizarea calculatorului 

personal de la serviciu sau al colegilor de serviciu, a computerelor de folosin�
�����F�R�P�X�Q������ locurile 

�G�H�� �X�W�L�O�L�]�D�U�H�� �S�X�E�O�L�F���� �D�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� ���V�D�O���� �G�H�� �F�D�O�F�X�O�D�W�R�D�U�H���� �F�D�I�H�Q�H�D-internet, locuri de 

recrea�U�H�����V�D�O�����G�H���O�H�F�W�X�U�������D�H�U�R�S�R�U�W�����D�X�W�R�J�D�U�������W�U�D�Q�V�S�R�U�W���S�X�E�O�L�F [186] ��.a.). 

�Ì�Q�� �U�H�
eaua internet sunt numeroase �Äreprezentan�
e�´�� �V�D�X�� �Äpie�
e de desfacere�  ́(pia�
�D�� �Q�H�D�J�U����, 

�G�H�V�W�L�Q�D�W�H�� �F�R�P�H�U�F�L�D�O�L�]���U�L�L�� �S�U�R�G�X�V�H�O�R�U�� ���L�Q�F�O�X�V�L�Y�� �D�� �S�U�R�G�X�V�H�O�R�U�� �S�U�R�J�U�D�P��create pentru comiterea 

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice) ��i �V�H�U�Y�L�F�L�L�O�R�U���L�O�H�J�D�O�H�����F�R�P�X�Q�L�F���U�L�L���G�L�Q�W�U�H���L�Q�I�U�D�F�W�R�U�L�L���L�Q�I�R�U�P�D�W�L�F�L���� �F���X�W���U�L�L��

�G�H���O�X�F�U�X�����V�R�O�L�F�L�W���U�L�O�R�U�����V�F�K�L�P�E�X�O�X�L���G�H���H�[�S�H�U�L�H�Q�
������i instruirii, recrut���U�L�L noilor participan�
i. Cele mai 

veritabile site-uri sunt cele private (inaccesibile publicului), iar pentru �G�R�E�k�Q�G�L�U�H�D���D�F�F�H�V�X�O�X�L���F���W�U�H��

�D�F�H�V�W�H�� �U�H�V�X�U�V�H�� �H�V�W�H�� �Q�H�F�H�V�D�U���� �R�E�
�L�Q�H�U�H�D�� �X�Q�H�L�� �U�H�F�R�P�D�Q�G���U�L�� �V�D�X��achitarea �X�Q�H�L�� �S�O���
i considerabile. 

Pentru ob�
inerea unor �L�Q�I�R�U�P�D�
�L�L generale cu privire la activitatea ��i propunerile pie�
ei negre, pot fi 

�U�H�F�R�P�D�Q�G�D�W�H���X�U�P���W�R�D�U�H�O�H���U�H�V�Xrse din internet, cum ar fi www.forum.zloy.bz, www.darkmoney.cc, 

www.forum.antichat.ru, www.forum.beznal.cc [86, p. 44].  

http://www.forum.zloy.bz/
http://www.darkmoney.cc/
http://www.forum.antichat.ru/
http://www.forum.beznal.cc/
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�Ì�Q���X�U�P�D���D�Q�D�O�L�]�H�L���V�H�Q�W�L�Q�
�H�O�R�U���G�H���F�R�Q�G�D�P�Q�D�U�H, �H�P�L�V�H���G�H���L�Q�V�W�D�Q�
�H�O�H���G�H���M�X�G�H�F�D�W�����G�L�Q���
�D�U�D���Q�R�D�V�W�U����

pe parcursul anilor 2003-������������ �D�P�� �F�R�Q�V�W�D�W�D�W�� �F���� �F�L�U�F�D�� �������� �G�L�Q�� �L�Q�I�U�D�F�
�L�X�Q�L�O�H�� �H�[�D�P�L�Q�D�W�H�� �D�X�� �I�R�V�W��

�F�R�P�L�V�H�� �G�H�� �O�D�� �G�R�P�L�F�L�O�L�X�O�� �L�Q�I�U�D�F�W�R�U�L�O�R�U���� �������� �G�H�� �O�D�� �O�R�F�X�O�� �G�H�� �P�X�Q�F���� �D�O�� �D�F�H�V�W�R�U�D���� �������� �G�L�Q�� �O�R�F�X�U�L�O�H��

�S�X�E�O�L�F�H�������L���Q�X�P�D�L����% de la domiciliul victimei (Anexa nr. 1). 

�Ì�Q�� �F�R�Q�F�O�X�]�L�H, �F�R�Q�V�L�G�H�U���P�� �F�����O�R�F�X�O�� �F�R�P�L�W�H�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��informatice este determinat de 

�F�D�U�D�F�W�H�U�X�O���S�U�H�G�R�P�L�Q�D�Q�W���W�U�D�Q�V�I�U�R�Q�W�D�O�L�H�U���D�O���D�F�H�V�W�H�L���F�D�W�H�J�R�U�L�L���G�H���L�Q�I�U�D�F�
�L�X�Q�L ���L�����v�Q���P�D�M�R�U�L�W�D�W�H�D���F�D�]�X�U�L�O�R�U, 

este diferit de lo�F�X�O���V�X�U�Y�H�Q�L�U�L�L���F�R�Q�V�H�F�L�Q�
�H�O�R�U���I�D�S�W�H�L. A�F�H�V�W�D���U�H�S�U�H�]�L�Q�W�����D�W�k�W���v�Q�V�����L���U�H�
�H�D�X�D���L�Q�I�R�U�P�D�W�L�F����

���L�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L�� �H�O�H�F�W�U�R�Q�L�F�H�����F�k�W�� ���L �O�R�F�X�O�� �D�I�O���U�L�L�� �V�L�V�W�H�P�X�O�X�L �V�D�X�� �U�H�
�H�O�H�L informatice. Specific 

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���U�H�V�S�H�F�W�L�Y�H���H�V�W�H���I�D�S�W�X�O���F��, �G�H���U�H�J�X�O��, �H�O�H���V�X�Q�W���V���Y�k�U���L�W�H��de la domiciliul infractorului, 

�G�H���O�D���O�R�F�X�O���V���X���G�H���P�X�Q�F�����V�D�X��din locuri publice. 
 

�7�L�P�S�X�O���V���Y�k�U�.irii infrac �0iunilor informatice 

�6�W�X�G�L�X�O�� �P�D�W�H�U�L�D�O�H�O�R�U�� �F�D�X�]�H�O�R�U�� �S�H�Q�D�O�H�� �D�� �D�U���W�D�W�� �F���� �W�L�P�S�X�O�� �F�R�P�L�W�H�U�L�L�� �L�Q�I�U�D�F�
iunilor informatice 

est�H���L�G�H�Q�W�L�I�L�F�D�W���v�Q�����������G�L�Q���F�D�]�X�U�L�����v�Q�����������G�L�Q���D�F�H�D�V�W�����F�D�W�H�J�R�U�L�H���G�H���L�Q�I�U�D�F�
�L�X�Q�L �± �F�X���S�U�H�F�L�]�L�H���S�k�Q�����O�D��

un minut, �v�Q��17% - �S�k�Q���� �O�D��o �R�U������ �L�D�U���v�Q��6% din cazuri �± �S�k�Q���� �O�D o zi. �$�F�H�D�V�W�D�� �V�H�� �G�D�W�R�U�H�D�]����

�v�Q�U�H�J�L�V�W�U���U�L�L�� �D�X�W�R�P�D�W�H��a opera�
iunilor relevante ���L�� �I�L�[���U�L�L�� �H�Y�H�Q�L�P�H�Q�W�H�O�R�U�� �O�H�J�D�W�H�� �G�H�� �S�U�H�O�X�F�U�D�U�H�D��

datelor [85]. 

�Ì�Q�� �J�H�Q�H�U�D�O �v�Q�V��, timpul nu influen�
�H�D�]���� �P�R�G�D�O�L�Watea �G�H�� �F�R�P�L�W�H�U�H�� �V�D�X�� �W���L�Q�X�L�U�H�� �D�� �L�Q�I�U�D�F�
iunii 

informatice [73, p. 19]. 

De cele mai multe ori, �D�W�D�F�X�U�L�O�H�� �F�L�E�H�U�Q�H�W�L�F�H�� �V�X�Q�W�� �V���Y�k�U���L�W�H�� �v�Q�� �S�H�U�L�R�D�G�D�� �]�L�O�H�O�R�U�� �G�H�� �R�G�L�K�Q������

precum ���L�� �v�Q�� �R�U�H�O�H�� �P�D�W�L�Q�D�O�H���� �D�W�X�Q�F�L�� �F�k�Q�G�� �V�H�U�Y�L�F�L�L�O�H�� �G�H�� �V�H�F�X�U�L�W�D�W�H�� �V�X�Q�W�� �P�D�L�� �S�D�V�L�Y�H���� �L�D�U��solicitarea 

ajutoarelor este �P�D�L���G�L�I�L�F�L�O��, precum ���L���O�D���I�L�Q�H�O�H���]�L�O�H�L���O�X�F�U���W�R�D�U�H�����V�D�X���]�L�O�H�L���E�D�Q�F�D�U�H�������8�Q���H�[�H�P�S�O�X���G�H��

�I�U�D�X�G���� �U�H�X���L�W���� �H�V�W�H sustragerea sumei de 25 mln de ruble ruse��ti de la o s�R�F�L�H�W�D�W�H�� �F�R�P�H�U�F�L�D�O���� �G�L�Q��

Moscova, transferul fiind �H�I�H�F�W�X�D�W�� �O�D�� ���� �P�D�U�W�L�H���� �D�S�U�R�[�L�P�D�W�L�Y�� �O�D�� �R�U�D�� �������� �D�W�X�Q�F�L�� �F�k�Q�G�� �Q�X�� �G�R�D�U��era 

�V�I�k�U���L�W�X�O zilei �G�H�� �P�X�Q�F������ �G�D�U���F�k�Q�G����i tot personalul era preocupat de �S�U�H�J���W�L�U�H�D�� �V���U�E���W�R�U�L�U�L�L�� �]�L�O�H�L��

interna�
ionale a femeilor. Astfel���� �v�Q�� �F�D�]�X�O�� �I�U�D�X�G�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �G�H�� �V�X�V�W�U�D�J�H�U�H�� �F�D�P�X�I�O�D�W���� �D��

�P�L�M�O�R�D�F�H�O�R�U�� �E���Q�H��ti din conturile electronice, �R�S�
�L�X�Q�H�D timpului de comitere a �L�Q�I�U�D�F�
�L�X�Q�L�L va 

depinde de [86, p. 64]: 

- �V�S�H�F�L�I�L�F�X�O���H�I�H�F�W�X���U�L�L���S�O���
�L�O�R�U���H�O�H�F�W�U�R�Q�L�F�H���G�H���F���W�U�H���Y�L�F�W�L�P���� 

- eventuala reac�
�L�H���D���X�W�L�O�L�]�D�W�R�U�X�O�X�L���O�H�J�D�O���D�O���F�D�O�F�X�O�D�W�R�U�X�O�X�L���L�Q�I�H�F�W�D�W�����v�Q���F�D�]�X�O���v�Q���F�D�U�H���H�O���Y�D���D�Y�H�D��

�D�F�F�H�V�� �O�D�� �L�V�W�R�U�L�F�X�O�� �S�O���
ilor sau va recep�
iona un mesaj electronic sau de tip SMS cu privire la 

opera�
�L�X�Q�H�D���G�H���S�O�D�W��; 

- posibila reac�
�L�H���D���D�Q�J�D�M�D�W�X�O�X�L���E���Q�F�L�L���F�D�U�H���Y�H�U�L�I�L�F�����R�U�G�L�Q�H�O�H���G�H���S�O�D�W���� 
 

�0�R�G�D�O�L�W���0i de comitere a infrac�0iuni lor informatice 
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�Ì�Q�� �X�U�P�D�� �D�Q�D�O�L�]�H�L�� �D�U�W�L�F�R�O�H�O�R�U�� �H�[�S�X�V�H�� �v�Q�� �F�D�S�L�W�R�O�X�O�� �;�,�� �G�L�Q�� �3�D�U�W�H�D�� �6�S�H�F�L�D�O���� �D�� �&�3���� �F�R�Q�V�W�D�W���P�� �F����

cele mai frecvente �P�R�G�D�O�L�W���
�L�� �G�H�� �F�R�P�L�W�H�U�H a faptei prejudiciabile, �v�Q�� �F�D�]�X�O�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��

informatice, sunt: 

a) introducerea datelor informatice; 

b) �G�L�V�W�U�X�J�H�U�H�D���L�Q�I�R�U�P�D�
�L�H�L�����L�����W�H�U�J�H�U�H�D���G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�� 

c) �G�H�W�H�U�L�R�U�D�U�H�D���L�Q�I�R�U�P�D�
�L�H�L�����G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���� 

d) �P�R�G�L�I�L�F�D�U�H�D���L�Q�I�R�U�P�D�
�L�H�L�����G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���� 

e) �E�O�R�F�D�U�H�D���L�Q�I�R�U�P�D�
�L�H�L�����L���U�H�V�W�U�L�F�
�L�R�Q�D�U�H�D���D�F�F�H�V�X�O�X�L���O�D���G�D�W�Hle informatice; 

f) �F�R�S�L�H�U�H�D���L�Q�I�R�U�P�D�
�L�H�L�� 

g) �G�H�U�H�J�O�D�U�H�D���I�X�Q�F�
�L�R�Q���U�L�L���F�D�O�F�X�O�D�W�R�D�U�H�O�R�U����a �V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F���V�D�X���D���U�H�
�H�O�H�L���L�Q�I�R�U�P�D�W�L�F�H�� 

h) transferul (transmiterea) datelor informatice; 

i) �Ä�D�F�F�H�V�´�����Ä�D�F�F�H�V���O�D���L�Q�I�R�U�P�D�
�L�H�´�����Ä�D�F�F�H�V���L�O�H�J�D�O���O�D���L�Q�I�R�U�P�D�
�L�H�´�� 

Introducerea datelor informatice �S�U�H�V�X�S�X�Q�H�� �L�Q�V�H�U�D�U�H�D�� �v�Q�W�U-un sistem informatic a unor date 

�F�D�U�H���Q�X���H�[�L�V�W�D�X���v�Q�D�L�Q�W�H���v�Q���U�H�V�S�H�F�W�L�Y�X�O���V�L�V�W�H�P�����'�D�W�H�O�H���S�R�W���I�L���L�Q�V�H�U�D�W�H���v�Q���P�R�G���G�L�U�H�F�W���G�H���F���W�U�H���I���S�W�X�L�W�R�U, 

prin utilizarea tastaturii ori a altor echipamente periferice [37, p. 314, 843]. 

�8�Q�L�L�� �R�D�P�H�Q�L�� �G�H�� ���W�L�L�Q�
���� �F�R�Q�V�L�G�H�U���� �F�����G�L�V�W�U�X�J�H�U�H�D�� �L�Q�I�R�U�P�D�0�L�H�L presupune ��tergerea ei de pe 

suportul fizic [52, p. 38], �S�U�H�F�X�P�� ���L �P�R�G�L�I�L�F�D�U�H�D�� �Q�H�D�X�W�R�U�L�]�D�W���� �D�� �F�R�P�S�R�Q�H�Q�W�H�O�R�U�� �V�D�O�H [60], care 

�V�F�K�L�P�E���� �H�V�H�Q�
�L�D�O�� �F�R�Q�
�L�Q�X�W�X�O [187, p. 235]���� �$�O�
�L�L�� �V�X�Q�W�� �G�H�� �S���U�H�U�H�D�� �F���� �D�U�� �V�H�P�Q�L�I�L�F�D�� �L�Q�I�O�X�H�Q�
�D�U�H�D��

�L�Q�I�U�D�F�
�L�R�Q�D�O�����Q�H�P�L�M�O�R�F�L�W���� �Dsupra �L�Q�I�R�U�P�D�
�L�H�L���� �D�G�L�F�� �v�Q�F�H�W�D�U�H�D�� �H�[�L�V�W�H�Q�
�H�L�� �D�F�H�V�W�H�L�D�� �V�D�X�� �D�G�X�F�H�U�H�D�� �H�L��

�v�Q�W�U-o stare care exclude - �v�Q�� �W�R�W�D�O�L�W�D�W�H�� ���L�� �G�H�I�L�Q�L�W�L�Y��- utilizarea ei �F�R�Q�I�R�U�P�� �G�H�V�W�L�Q�D�
�L�H�L�� �V�D�O�H��

�I�X�Q�F�
�L�R�Q�D�O�H�����v�Q�W�U�X�F�k�W���L�Q�I�R�U�P�D�
�L�D�� �Qu mai poate �I�L�� �U�H�V�W�D�E�L�O�L�W���� �Srin �U�H�S�D�U�D�
�L�H, restaurare [104, p. 664] 

sau prin ��tergerea din memoria suportului material [105, p. 699]�����2���F�D�W�H�J�R�U�L�H���G�H���V�S�H�F�L�D�O�L���W�L���V�X�V�
�L�Q��

�F�����G�L�V�W�U�X�J�H�U�H�D���L�Q�I�R�U�P�D�
�L�H�L���F�R�P�S�X�W�H�U�L�]�D�W�H���U�H�S�U�H�]�L�Q�W���� �L�P�S�R�V�L�E�L�O�L�W�D�W�H�D���X�W�L�O�L�]���U�L�L��ei �G�X�S���� �G�H�V�W�L�Q�D�
�L�H���� �v�Q��

totalitate �V�D�X���v�Q���S�D�U�W�H [188, p. 583]. �7�R�W�X���L�����G�L�Q���S�X�Q�F�W���G�H���Y�H�G�H�U�H���W�H�R�U�H�W�L�F���� �H�V�W�H���S�R�V�L�E�L�O�����U�H�V�W�D�E�L�O�L�U�H�D��

�R�U�L�F���U�H�L���L�Q�I�R�U�P�D�
�L�L���S�U�L�Q���P�H�W�R�G�D���H�[�W�U�D�J�H�U�L�L���D�F�H�V�W�H�L�D���G�L�Q���D�G�k�Q�F�X�O���P�H�P�R�U�L�H�L [106, p. 97, 37, p. 314]. 

Cu toate acestea, �P�X�O�
�L���G�L�Q�W�U�H���X�W�L�O�L�]�Dtori nu au, �G�H���U�H�J�X�O���� �D�E�L�O�L�W���
�L�����L���S�R�V�L�E�L�O�L�W���
�L���G�H���D���H�[�W�U�D�J�H�����L���G�H���D��

�U�H�V�W�D�E�L�O�L�� �L�Q�I�R�U�P�D�
�L�D, d�H�� �D�F�H�H�D�� ���W�H�U�J�H�U�H�D�� �L�Q�I�R�U�P�D�
�L�H�L�� �F�R�P�S�X�W�H�U�L�]�D�W�H���� �F�K�L�D�U�� �G�D�F���� �H�[�L�V�W���� �S�R�V�L�E�L�O�L�W�D�W�H�D��

restabilirii acesteia prin mijloace tehnice [107, p. 45]���� �X�U�P�H�D�]���� �D�� �I�L�� �D�S�U�H�F�L�D�W���� �G�U�H�S�W�� �G�L�V�W�U�X�J�H�U�H a 

�L�Q�I�R�U�P�D�
�L�H�L���� �7�R�W�R�G�D�W������ �H�V�W�H�� �G�H�� �P�H�Q�
�L�R�Q�D�W�� �F���� �Y�R�P�� �I�L�� �v�Q�� �S�U�H�]�H�Q�
�D�� �D�F�H�V�W�H�L�� �P�R�G�D�O�L�W���
�L �G�H�� �L�Q�I�U�D�F�
�L�X�Q�H 

�F�K�L�D�U�� ���L�� �v�Q�� �F�D�]�X�O�� �v�Q�� �F�D�U�H�� �S�U�R�S�U�L�H�W�D�U�X�O���� �S�R�V�H�V�R�U�X�O�� �V�D�X�� �X�W�L�O�L�]�D�W�R�U�X�O���G�H�
�L�Q�H �R�� �F�R�S�L�H�� �D�� �L�Q�I�R�U�P�D�
�L�H�L��

respective pe un alt suport material [108, p. 69]. �(�[�L�V�W����numeroase produse program (cum ar fi: 

HARA-KIRI, RedBut, BestCrypt, StrongDisk Pro, Cipher, Eraser, DBAN etc.) [109, 189]�����G�D�U�����L��

metode tehnice (�P�H�F�D�Q�L�F������ �W�H�U�P�L�F������ �F�K�L�P�L�F������ �U�D�G�L�D�
�L�L�O�R�U�� ���L�� �I�L�]�L�F��), care au ca obiectiv principal 

�G�L�V�W�U�X�J�H�U�H�D���L�Q�I�R�U�P�D�
�L�H�L computerizate [190, p. 74]. 
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Deteriorarea �L�Q�I�R�U�P�D�0�L�H�L (datelor informatice) se �P�D�Q�L�I�H�V�W���� �S�U�L�Q���L�Q�I�O�X�H�Q�
�D�U�Ha �L�Q�I�U�D�F�
�L�R�Q�D�O����

�Q�H�P�L�M�O�R�F�L�W�����D�V�X�S�U�D���L�Q�I�R�U�P�D�
�L�H�L ���L �S�U�H�V�X�S�X�Q�H���R���v�Q�U���X�W���
�L�U�H���F�R�Q�V�L�G�H�U�D�E�L�O�����D���V�W���U�L�L���D�F�H�V�W�H�L�D�����L�Q�I�R�U�P�D�
�L�D��

�G�H�Y�H�Q�L�Q�G�� �L�Q�X�W�L�O�L�]�D�E�L�O���� �S�D�U�
�L�D�O�� �V�D�X�� �W�H�P�S�R�U�D�U���� �L�D�U�� �D�F�H�V�W�� �I�D�S�W�� �S�R�D�W�H�� �I�L��remediat prin �U�H�S�D�U�D�
�L�H����

restaurare sau prin alt procedeu de readucere �D�� �L�Q�I�R�U�P�D�
�L�H�L�� �F�R�P�S�X�W�H�U�L�]�D�W�H�� �O�D�� �V�W�D�U�H�D�� �V�D�� �L�Q�L�
�L�D�O���� 

�'�H�W�H�U�L�R�U�D�U�H�D���L�Q�I�R�U�P�D�
�L�H�L, de cele mai multe ori, �S�R�D�W�H���I�L���F�D�X�]�D�W����de atacul unui virus [191, p. 82], 

care, deseori, este mascat sub un joc [192]. 

�$�X�W�R�U�L�L�� �U�R�P�k�Q�L�� �0�� Dobrinoiu [37, p. 314, 839], A. C. Moise  [26, p. 80] ���L�� �,���� �&�� Spiridon  

[42, p. 240] �V�X�V�
�L�Q���F����modificarea datelor informatice �S�U�H�V�X�S�X�Q�H���L�Q�W�U�R�G�X�F�H�U�H�D���G�H���Q�R�L���V�H�F�Y�H�Q�
�H���V�D�X��

�H�[�W�U�D�J�H�U�H�D���D�Q�X�P�L�W�R�U���S�R�U�
�L�X�Q�L, care au drept rezultat formarea unor noi date informatice, diferite de 

�F�H�O�H�� �L�Q�L�
�L�D�O�H�� ���L���� �P�D�L�� �D�O�H�V���� �Q�H�F�R�Q�I�R�U�P�H�� �F�X�� �F�H�H�D�� �F�H��reflectau acestea. Unii �F�H�U�F�H�W���W�R�U�L���F�R�Q�V�L�G�H�U���� �F����

modificarea �L�Q�I�R�U�P�D�
�L�H�L�� �U�H�S�U�H�]�L�Q�W���� �L�Q�W�U�R�G�X�F�H�U�H�D�� �R�U�L�F���U�R�U�� �P�R�G�L�I�L�F���U�L [193, p. 47], �D�O�
�L�L���± 

�L�Q�W�U�R�G�X�F�H�U�H�D�� �R�U�L�F���U�R�U�� �P�R�G�L�I�L�F���U�L���� �F�X�� �H�[�F�H�S�
�L�D�� �D�G�D�S�W���U�L�L���� �S�H�U�I�H�F�
�L�R�Q���U�L�L�� �S�U�R�G�X�V�H�O�R�U�� �S�U�R�J�U�D�P�� ���L�� �D��

bazelor de date [105, p. 700, 194, p. 160]���� �$�� �W�U�H�L�D�� �F�D�W�H�J�R�U�L�H�� �R�S�L�Q�H�D�]���� �F�����D�F�H�D�V�W�D�� �V�H�P�Q�L�I�L�F����

�P�R�G�L�I�L�F�D�U�H�D���R�U�J�D�Q�L�]���U�L�L���O�R�J�L�F�H�����L���I�L�]�L�F�H���D���E�D�]�H�O�R�U���G�H���G�D�W�H [187, p. 235]. �Ì�Q���F�H���Q�H���S�U�L�Y�H���W�H, �V�X�V�
�L�Q�H�P��

opinia �F�����P�R�G�L�I�L�F�D�U�H�D���L�Q�I�R�U�P�D�
�L�H�L���F�R�Q�V�W�����v�Q���V�F�K�L�P�E�D�U�H�D���F�R�Q�
�L�Q�X�W�X�O�X�L���H�L���v�Q���F�R�P�S�D�U�D�
�L�H���F�X���L�Q�I�R�U�P�D�
�La 

�F�D�U�H�� �H�U�D�� �L�Q�L�
�L�D�O�� �O�D�� �G�L�V�S�R�]�L�
�L�D�� �S�U�R�S�U�L�H�W�D�U�X�O�X�L�� ���S�R�V�H�V�R�U�X�O�X�L���� �X�W�L�O�L�]�D�W�R�U�X�O�X�L�� [105, p. 700, 195, p. 484], 

indiferent de categoria �P�R�G�L�I�L�F���U�L�O�R�U�� �R�S�H�U�D�W�H�����L�� �G�H���F�R�Q�
�L�Q�X�W�X�O �L�Q�I�R�U�P�D�
�L�Hi modificate [107, p. 45]. 

�(�V�W�H���G�H���P�H�Q�
�L�R�Q�D�W���I�D�S�W�X�O���F�����P�R�G�L�I�L�F�D�U�H�D���L�Q�I�R�U�P�D�
�L�H�L���S�R�D�W�H���I�L���H�I�H�F�W�X�D�W�������L���G�H���Y�L�U�X���L [196, p. 19]. 

Blocarea infor�P�D�0�L�H�L���� �v�Q�� �R�S�L�Q�L�D�� �X�Q�R�U�� �D�X�W�R�U�L��[105, p. 700, 110, p. 41], �F�R�Q�V�W�� �v�Q �v�Q�J�U���G�L�U�Ha 

�D�U�W�L�I�L�F�L�D�O�� �± �I�L�]�L�F���� �V�D�X�� �O�R�J�L�F�� [37, p. 315, 840] �± �D�� �D�F�F�H�V�X�O�X�L�� �X�W�L�O�L�]�D�W�R�U�X�O�X�L�� �O�D�� �L�Q�I�R�U�P�D�
�L�D��

�F�R�P�S�X�W�H�U�L�]�D�W������ �I���U�� distrugerea acesteia. O parte din ei �V�X�Q�W�� �G�H�� �S���U�H�U�H�D�� �F�����D�F�H�D�V�W�D�� �D�U�� �v�Q�V�H�P�Q�D��

�F�U�H�D�U�H�D�� �F�R�Q�G�L�
�L�L�O�R�U�� ���L�Q�F�O�X�V�L�Y�� �F�X�� �D�M�X�W�R�U�X�O�� �X�Q�R�U�� �S�U�R�G�X�V�H�� �S�U�R�J�U�D�P���� �F�D�U�H�� �H�[�F�O�X�G�� �S�R�V�L�E�L�O�L�W�D�W�H�D�� �I�R�O�R�V�L�U�L�L��

�L�Q�I�R�U�P�D�
�L�H�L���F�R�P�S�X�W�H�U�L�]�D�W�H���G�H���F���W�U�H���S�U�R�S�U�L�H�W�D�U�X�O���O�H�J�L�W�L�P���D�O���D�F�H�V�W�H�L�D [187, p. 236]�����v�Q�W�U-un interval de 

timp rezonabil [26, p. 81]. Noi �F�R�Q�V�L�G�H�U���P�� �F�����E�O�R�F�D�U�H�D�� �L�Q�I�R�U�P�D�
�L�H�L �U�H�S�U�H�]�L�Q�W�� imposibilitatea 

permanent���� �V�D�X�� �W�H�P�S�R�U�D�U���� �G�H�� �D�� �H�I�H�F�W�X�D�� �R�U�L�F�H�� �R�S�H�U�D�
�L�X�Q�L�� �D�V�X�S�U�D�� �L�Q�I�R�U�P�D�
�L�H�L�� �F�R�P�S�X�W�H�U�L�]�D�W�H���� �F�X��

�S���V�W�U�D�U�H�D���L�Q�W�D�F�W�����D���D�F�H�V�W�H�L�D�� 

�Ì�Q�� �F�H�H�D�� �F�H�� �S�U�L�Y�H���W�H���F�R�S�L�H�U�H�D�� �L�Q�I�R�U�P�D�0�L�H�L, opiniile doctrinare de asemenea nu sunt unanime. 

�$�V�W�I�H�O���� �v�Q��viziunea �X�Q�R�U�� �D�X�W�R�U�L���� �F�R�S�L�H�U�H�D�� �L�Q�I�R�U�P�D�
�L�H�L�� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �S�L�[�X�O�X�L�� �V�D�X�� �I�R�W�R�J�U�D�I�L�H�U�H�D��

textului de pe ecran nu constituie �F�R�S�L�H�U�H�D�� �L�Q�I�R�U�P�D�
�L�H�L [111, p. 237]. �$�O�
�L�L �F�R�Q�V�L�G�H�U���� �F�R�S�L�H�U�H�D��

�L�Q�I�R�U�P�D�
�L�H�L�� �F�D�� �I�L�L�Q�G�� �S�U�R�G�X�F�H�U�H�D�� �X�Q�X�L�� �D�O�W�� �H�[�H�P�S�Oar al bazei de date sau al �P�D�S�H�L�� �V�X�E�� �R�U�L�F�H�� �I�R�U�P����

�P�D�W�H�U�L�D�O������ �S�U�H�F�X�P�� ���L�� �F�R�S�L�H�U�H�D��lor �v�Q�� �P�H�P�R�U�L�H�� �S�H�� �X�Q�� �V�X�S�R�U�W�� �L�Q�I�R�U�P�D�
�L�R�Q�D�O [187, p. 235], inclusiv 

copierea pe suport �P�D�W�H�U�L�D�O�����L�P�S�U�L�P�D�U�H�D���S�H���V�X�S�R�U�W���G�H���K�k�U�W�L�H [111, p. 235]. Sunt autori care �v�Q�
�H�O�H�J��

�F�R�S�L�H�U�H�D���L�Q�I�R�U�P�D�
�L�H�L���F�D���I�L�L�Q�G �U�H�S�H�W�D�U�H�D�����L���P�H�P�R�U�D�U�H�D���L�Q�I�R�U�P�D�
�L�H�L���S�H���R�U�L�F�H���V�X�S�R�U�W [105, p. 700] sau 

ca �W�U�D�Q�V�F�U�L�H�U�H���� �U�H�S�U�R�G�X�F�H�U�H�� ���L�� �S�X�E�O�L�F�D�U�H �D�� �L�Q�I�R�U�P�D�
�L�H�L���� �F�X�� �S���V�W�U�D�U�H�D�� �L�Q�I�R�U�P�D�
�L�H�L�� �R�U�L�J�L�Q�D�O�H [104, p. 
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664]. �6�X�V�
�L�Q�H�P �S���U�H�U�H�D���S�R�W�U�L�Y�L�W�� �F���U�H�L�D �F�R�S�L�H�U�H�D�� �L�Q�I�R�U�P�D�
�L�H�L�� �X�U�P�H�D�]���� �D�� �I�L���L�Q�W�H�U�S�U�H�W�D�W�� drept 

�S�U�R�G�X�F�H�U�H�D�� �X�Q�H�L�� �F�R�S�L�L�� �D�� �L�Q�I�R�U�P�D�
�L�H�L�� �S�H�� �R�U�L�F�H�� �V�X�S�R�U�W�� �P�D�W�H�U�L�D�O [107, p. 45]���� �F�X�� �S���V�W�U�D�U�H�D�� �L�Q�W�D�F�W���� �D��

�L�Q�I�R�U�P�D�
�L�H�L���R�U�L�J�L�Q�D�O�H [36, p. 497].  

Dereglarea �I�X�Q�F�0�L�R�Q���U�L�L���F�D�O�F�X�O�D�W�R�D�U�H�O�R�U�����V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F���V�D�X���D���U�H�0�H�O�H�L���L�Q�I�R�U�P�D�W�L�F�H este 

�F�R�Q�V�L�G�H�U�D�W�� �v�Q���G�R�F�W�U�L�Q����drept o abatere de la m�R�G�X�O���Q�R�U�P�D�O���G�H���I�X�Q�F�
�L�R�Q�D�U�H�����P�D�Q�L�I�H�V�W�D�W�����S�U�L�Q��refuzul 

de a oferi �L�Q�I�R�U�P�D�
�La sau prin acordarea unei �L�Q�I�R�U�P�D�
�L�L�� �G�L�V�W�R�U�V�L�R�Q�D�W�H [104, p. 664]���� �(�[�L�V�W���� �S���U�H�U�L��

�F�D�U�H�� �R�� �H�F�K�L�Y�D�O�H�D�]���� �F�X�� �F�U�H�D�U�H�D�� �H�U�R�U�L�O�R�U�� �G�H�� �I�X�Q�F�
�L�R�Q�D�U�H��a lor �v�Q�� �F�R�Q�I�R�U�P�L�W�D�W�H�� �F�X�� �G�H�V�W�L�Q�D�
�L�D, pe o 

�S�H�U�L�R�D�G���� �S�H�U�P�D�Q�H�Q�W���� �V�D�X�� �W�H�P�S�R�U�D�U�� [105, p. 701]. Interpretarea ei drept o diminuare  a 

�I�X�Q�F�
�L�R�Q�D�O�L�W���
�L�L���D�Q�X�P�L�W�R�U���H�O�H�P�H�Q�W�H���D�O�H���F�D�O�F�X�O�D�W�R�U�X�O�X�L����ale �V�L�V�W�H�P�X�O�X�L���V�D�X���U�H�
�H�O�H�L���L�Q�I�R�U�P�D�W�L�F�H [112, p. 

558] �H�V�W�H���R���D�O�W�����R�S�L�Q�L�H��asupra acestui subiect�����Ì�Q���F�H�H�D���F�H���Q�H���S�U�L�Y�H���W�H, s�X�V�
�L�Q�H�P���S���U�H�U�H�D���V�S�H�F�L�D�O�L���W�L�O�R�U 

[36, p. 497] care �H�[�S�O�L�F�� �D�F�H�D�V�W�����V�L�Q�W�D�J�P�����F�D���G�H�V�H�P�Q�k�Q�G deteriorarea calculatoarelor, a sistemului 

�V�D�X�� �D�� �U�H�
�H�O�H�L�� �L�Q�I�R�U�P�D�W�L�F�H���� �D�Y�k�Q�G�� �F�D�� �H�I�H�F�W�� �R�I�H�U�L�U�H�D�� �X�Q�H�L�� �L�Q�I�R�U�P�D�
�L�L�� �L�Q�F�R�U�H�F�W�H���� �U�H�I�X�]�X�O��de a oferi 

�L�Q�I�R�U�P�D�
�La�����V�F�R�D�W�H�U�H�D���G�L�Q���I�X�Q�F�
�L�X�Q�H���V�D�X���v�Q�W�U�H�U�X�S�H�U�H�D���I�X�Q�F�
�L�R�Q���U�L�L���H�W�F�� 

Transferul (transmiterea) datelor informatice se realizeaz���� �G�H�� �O�D�� �G�L�V�W�D�Q�
������ �I�R�O�R�V�L�Q�Gu-se 

�I�D�F�L�O�L�W���
�L�O�H�� �R�I�H�U�L�W�H�� �G�H�� �F�R�Q�H�F�W�D�U�H�D�� �V�L�V�W�H�P�X�O�X�L�� �Y�L�]�D�W�� �O�D�� �R�� �U�H�
�H�D�� �L�Q�I�R�U�P�D�W�L�F���� �V�D�X�� �O�D�� �L�Q�W�H�U�Q�H�W�� 

Transmiterea se poate realiza prin: transferul sistemului informatic respectiv �G�H�� �I�L���L�H�U�H�� �V�D�X��

�S�U�R�J�U�D�P�H���L�Q�I�H�F�W�D�W�H���G�H���S�H���V�X�S�R�U�
�L���H�[�W�H�U�Qi; transmiterea de mesaje e-�P�D�L�O���D�Y�k�Q�G���F�D���D�W�D���D�P�H�Q�W���I�L���L�H�U�H��

�L�Q�I�H�F�W�D�W�H�����G�H�V�F���U�F�D�U�H�D���G�H���I�L���L�H�U�H���V�D�X���S�U�R�J�U�D�P�H���S�X�U�W���W�R�D�U�H���G�H���F�R�G���P�D�O�L�
�L�R�V���G�L�Q���L�Q�W�H�U�Q�H�W [37, p. 843]. 

�1�R�
�L�X�Q�H�D���G�H��acces este �G�H�I�L�Q�L�W�� �v�Q���/�H�J�H�D���F�R�P�X�Q�L�F�D�
�L�L�O�R�U���H�O�H�Ftronice [197] ca fiind punerea la 

�G�L�V�S�R�]�L�
�L�D���X�Q�X�L���W�H�U�
�� �D�X�W�R�U�L�]�D�W�����F�R�Q�I�R�U�P���O�H�J�L�L�����L���v�Q���D�Q�X�P�L�W�H���F�R�Q�G�L�
�L�L�����D���V�S�D�
�L�L�O�R�U�����H�F�K�L�S�D�P�H�Q�W�H�O�R�U���V�D�X��

�V�H�U�Y�L�F�L�L�O�R�U���� �v�Q�� �P�R�G�� �H�[�F�O�X�V�L�Y�� �V�D�X�� �Q�H�H�[�F�O�X�V�L�Y���� �v�Q�� �V�F�R�S�X�O�� �I�X�U�Q�L�]���U�L�L�� �V�H�U�Y�L�F�L�L�O�R�U�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L��

electronice. �$�F�F�H�V�X�O�� �O�D�� �L�Q�I�R�U�P�D�
�L�D�� �F�R�P�S�X�W�H�U�L�]�D�W���� �S�U�H�V�X�S�X�Q�H�� �L�Q�W�U�D�U�H�D�� �v�Q���v�Q�W�U�H�J�� �V�L�V�W�H�P�X�O�� �L�Q�I�R�U�P�D�W�L�F 

�V�D�X���Q�X�P�D�L���v�Q�W�U-o parte a lui [130, 42, p. 71]�����7�R�W�R�G�D�W������acesta presupune �R�E�
�L�Q�H�U�H�D �S�R�V�L�E�L�O�L�W���
�L�L���U�H�D�O�H��

de a distruge, de a deteriora, de a modifica, de a bl�R�F�D���� �G�H�� �D�� �F�R�S�L�D�� �H�W�F���� �L�Q�I�R�U�P�D�
�L�D�� �F�R�P�S�X�W�H�U�L�]�D�W�� 

[102, p. 376]. Accesul r�H�S�U�H�]�L�Q�W���� �R�U�L�F�H���I�R�U�P���� �G�H�� �S���W�U�X�Q�G�H�U�H���O�D���V�X�U�V�D���G�H���L�Q�I�R�U�P�D�
�L�H��prin utilizarea 

mijloacelor tehnico-electronice de identificare, care permit manipularea inf�R�U�P�D�
�Lei computerizate 

[52, p. 37]. Din punct de vedere tehnic, el �S�R�D�W�H���I�L���U�H�D�O�L�]�D�W���S�U�L�Q���P�D�L���P�X�O�W�H���W�L�S�X�U�L���G�H���D�F�
�L�X�Q�L, cum ar 

fi : autentificarea, evitarea, citirea, copierea sau furt�X�O�� �L�Q�I�R�U�P�D�
�L�H�L [17, p. 389, 149, p. 58]. 

�6�S�H�F�L�D�O�L���W�L�L��din �G�R�P�H�Q�L�X�O�� �S�U�H�Y�H�Q�L�U�L�L�� ���L�� �F�R�P�E�D�W�H�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �G�L�V�W�L�Q�J�� �G�L�Y�H�U�V�H�� �W�L�S�X�U�L��

de cyber atacuri���� ���L�� �D�Q�X�P�H [15, p. 161-166]���� �D�W�D�F�X�U�L�� �S�U�L�Q�� �S�D�U�R�O�� [198], atacurile de acces liber, 

�D�W�D�F�X�U�L�O�H���F�D�U�H���H�[�S�O�R�D�W�H�D�]�����E�L�E�O�L�R�W�H�F�L�O�H���S�D�U�W�D�M�D�W�H�����D�W�D�F�X�U�L�O�H���S�U�L�Q���G�H�W�X�U�Q�D�U�H�D���7�&�3�����G�H�W�X�U�Q�D�U�H�D���V�H�V�L�X�Q�L�L����

�D�W�D�F�X�U�L�O�H���S�U�L�Q���L�Q�J�L�Q�H�U�L�H���V�R�F�L�D�O�� [199] [200]�����R�E�
�L�Q�H�U�H�D���G�H���G�D�W�H���L�Q�I�R�U�P�D�W�L�F�H�� 

�+�R�W���U�k�U�H�D �3�O�H�Q�X�O�X�L�� �&�6�-�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �S�U�D�F�W�L�F�D�� �M�X�G�L�F�L�D�U���� �v�Q�� �F�D�X�]�H�O�H�� �S�H�Q�D�O�H�� �S�U�L�Y�L�Q�G�� �P�L�Q�R�U�L�L��

(pct.131) [201], �R�I�H�U�� �R���L�Q�W�H�U�S�U�H�W�D�U�H���D���P�R�G�D�O�L�W���
�L�O�R�U���Q�R�U�P�D�W�L�Y�H��de comitere a faptei prejudiciabile de 
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�S�R�U�Q�R�J�U�D�I�L�H���L�Q�I�D�Q�W�L�O�����S�U�H�Y���]�X�W����la art.2081 CP�������L���D�Q�X�P�H����producerea (fabricarea sau combinarea de 

�L�P�D�J�L�Q�L�� �V�D�X�� �D�O�W�H�� �U�H�S�U�H�]�H�Q�W���U�L������ �Gistribuirea (�D�V�L�J�X�U�D�U�H�D�� �S�H�� �R�U�L�F�H�� �F���L�� �D�� �D�F�F�H�V�X�O�X�L�� �F�R�Q�W�U�D�� �F�R�V�W�� �V�D�X��

gratuit), difuzarea (expunerea �S�X�E�O�L�F������ �F�X�� �V�D�X�� �I���U���� �V�F�R�S�� �G�H�� �Y�k�Q�]�D�U�H), importarea (�D�G�X�F�H�U�H�D�� �v�Q��

propria �
�D�U�� a imaginilor sau a �D�O�W�R�U�� �U�H�S�U�H�]�H�Q�W���U�L�� �S�U�R�G�X�V�H�� �v�Q�� �V�W�U���L�Q���W�D�W�H), exportarea (�V�F�R�D�W�H�U�H�D�� �v�Q��

�D�I�D�U�D���
���U�L�L���D���U�H�V�S�H�F�W�L�Y�H�O�R�U���U�H�S�U�H�]�H�Q�W���Ui �S�U�R�G�X�V�H���v�Q���
�D�U���������Rferirea (prezentarea cuiva a imaginilor sau 

�D�O�W�R�U�� �U�H�S�U�H�]�H�Q�W���U�L������ �Yinderea (�F�H�G�D�U�H�D�� �V�W���S�k�Q�L�U�L�L�� �G�H�I�L�Q�L�W�L�Y�H�� �D�V�X�S�U�D�� �U�H�V�S�H�F�W�L�Y�H�O�R�U�� �U�H�S�U�H�]�H�Q�W���U�L�� �v�Q��

schimbul unei sume de bani), procurarea (�R�E�
�L�Q�H�U�H�D���v�Q���S�R�V�H�V�L�H���D���L�P�D�J�L�Q�L�O�R�U���V�D�X���D�O�W�R�U���U�H�S�U�H�]�H�Q�W���U�L������

schimbarea (cedarea unor imagini sau altor rep�U�H�]�H�Q�W���U�L���� �S�H�Q�W�U�X�� �D�� �O�X�D�� �v�Q�� �O�R�F�X�O�� �D�F�H�V�W�R�U�D�� �D�O�W�H��

asemenea �U�H�S�U�H�]�H�Q�W���U�L), utilizarea (�Y�L�]�L�R�Q�D�U�H�D�� �U�H�V�S�H�F�W�L�Y�H�O�R�U�� �U�H�S�U�H�]�H�Q�W���U�L), d�H�
�L�Q�H�U�H�D��(�
�L�Q�H�U�H�D�� �v�Q��

posesie  �V�D�X�� �v�Q�� �S���V�W�U�D�U�H) a unor imagini sau altor �U�H�S�U�H�]�H�Q�W���U�L�� �D�O�H�� �X�Q�X�L�� �V�D�X�� �P�D�L�� �P�X�O�
�L�� �F�R�S�L�L, 

�L�P�S�O�L�F�D�
�L���v�Q���D�F�W�L�Y�L�W���
�L���V�H�[�X�D�O�H���H�[�S�O�L�F�L�W�H�����U�H�D�O�H���V�D�X���V�L�P�X�O�D�W�H�����R�U�L��a unor imagini sau altor �U�H�S�U�H�]�H�Q�W���U�L��

ale organelor sexuale ale unui copil. 

�Ìn urma analizei literaturii de specialitate, au fost relevate ���L�� �D�O�W�H�� �F�O�D�V�L�I�L�F���U�L�� �F�X�� �S�U�L�Y�L�U�H�� �O�D��

categoriile (grupurile�����G�H���P�R�G�D�O�L�W���
i de comitere a �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice, ��i anume: 

1) �D�F�F�H�V�X�O���Q�H�P�L�M�O�R�F�L�W���O�D���S�X�U�W���W�R�U�L�L���L�Q�I�R�U�P�D�W�L�F�L����i la mijloacele tehnico-electronice care con�
in 

date informatice �V�D�X���V�X�V�W�U�D�J�H�U�H�D���D�F�H�V�W�R�U���S�X�U�W���W�R�U�L���V�D�X���P�L�M�O�R�D�F�H [85]; 

2) �D�F�F�H�V�X�O���O�D���G�L�V�W�D�Q�
�����O�D���S�X�U�W���W�R�U�L�L���L�Q�I�R�U�P�D�W�L�F�L�����L��la �L�Q�I�R�U�P�D�
�L�D���F�R�P�S�X�W�H�U�L�]�D�W�����R�F�U�R�W�L�W�����G�H���O�H�J�H����

�$�F�H�V�W�D���V�H���S�R�D�W�H���P�D�Q�L�I�H�V�W�D���S�U�L�Q���Ä�F�X�U���
�D�U�H�D���X�U�Q�H�L�´�����D�G�L�F�����F���X�W�D�U�H�D���G�D�W�H�O�R�U���O���V�D�W�H���G�H���F���W�U�H���X�W�L�O�L�]�D�W�R�U���v�Q��

�X�U�P�D���I�R�O�R�V�L�U�L�L���F�D�O�F�X�O�D�W�R�U�X�O�X�L�������Äabordajul inf�R�U�P�D�
�L�R�Q�D�O�´����brute Force�����F�k�Q�G���L�Q�I�U�D�F�W�R�U�X�O���D�O�H�J�H���F�R�G�X�O��

de acces cu utilizarea diverselor produse program); �Ä�D�O�H�J�H�U�H�D�� �S�H�� �v�Q�G�H�O�H�W�H�´ ���F���X�W�D�U�H�D�� �S�X�Q�F�W�H�O�R�U��

slabe ale �V�L�V�W�H�P�H�O�R�U�� �G�H�� �S�U�R�W�H�F�
�L�H������ �Ä�E�U�H�����´�� ���L�Q�I�U�D�F�W�R�U�X�O�� �F�D�X�W���� �E�U�H���H�� �v�Q�� �D�Q�X�P�L�W�H�� �V�H�F�W�R�D�U�H�� �D�O�H��

produselor pr�R�J�U�D�P�������Ä�P�D�V�F�D�U�D�G���´�����I�R�O�R�V�L�U�H�D���F�R�G�X�U�L�O�R�U���G�H���D�F�F�H�V���D�O�H���X�W�L�O�L�]�D�W�R�U�L�O�R�U���O�H�J�D�O�L, �G�R�E�k�Q�G�L�W�H��

�S�U�L�Q���P�L�W�X�L�U�H�����L���V�W�R�D�U�F�H�U�H���G�H���L�Q�I�R�U�P�D�
�L�L�������Ämistificare�´�����I�R�O�R�V�L�U�H�D���F�R�G�X�U�L�O�R�U���G�H���D�F�F�H�V���D�O�H���X�W�L�O�L�]�D�W�R�U�L�O�R�U��

legali, �R�E�
�L�Q�X�W�H �S�U�L�Q���v�Q���H�O���F�L�X�Q�H�������Äschimbarea datelor�´�����Äcalul troian�´�����L�Q�W�U�R�G�X�F�H�U�H�D���v�Q���F�D�O�F�X�O�D�W�R�U�X�O��

�V�W�U���L�Q�� �D�� �S�U�R�G�X�V�H�O�R�U�� �S�U�R�J�U�D�P�� �V�S�H�F�L�D�O�H������ �Äsalam�´�� ���G�R�E�k�Q�G�L�U�H�D�� �P�L�M�O�R�D�F�H�O�R�U�� �I�L�Q�D�Q�F�L�D�U�H�� �J�U�D�
�L�H��

�G�H�G�X�F�H�U�L�O�R�U���G�L�Q���P�X�O�W�L�S�O�H���R�S�H�U�D�
�L�X�Q�L�������Ä�Y�L�U�X���L�L���H�O�H�F�W�U�R�Q�L�F�L�´�����V�R�I�W���F�D�U�H���V�H���F�R�Q�H�F�W�H�D�]�����G�H���V�L�Q�H���V�W���W���W�R�U��

�O�D���D�O�W�H���S�U�R�G�X�V�H���S�U�R�J�U�D�P�����L �H�I�H�F�W�X�H�D�]�����G�L�Y�H�U�V�H���D�F�
�L�X�Q�L���Q�H�G�R�U�L�W�H, �R�G�D�W�����F�X���U�X�O�D�U�H�D���S�U�R�G�X�V�X�O�X�L���S�U�R�J�U�D�P��

infectat) [90, p. 213]. 

3) falsificarea datelor de intrare / ie��ire ��i a comenzilor de control; 

4) �P�R�G�L�I�L�F�D�U�H�D�� �Q�H�D�X�W�R�U�L�]�D�W���� �D�� �S�U�R�G�X�V�H�O�R�U�� �S�U�R�J�U�D�P�� �H�[�L�V�W�H�Q�We pentru sisteme informatice ��i 

crearea softurilor destinate pentru comiterea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U [85]; 

5) �U���V�S�k�Q�G�L�U�H�D���L�O�H�J�D�O�����D���V�X�S�R�U�W�X�U�L�O�R�U���G�H���V�W�R�F�D�U�H���D���L�Q�I�R�U�P�D�
iilor electronice; 

6) �P�R�G�D�O�L�W���
i complexe. 
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�&�D�U�G�X�O���G�H���S�O�D�W�� [202, p. 51]�����L�Q�F�O�X�V�L�Y���G�D�W�H�O�H���D�F�H�V�W�X�L�D�����V�X�Q�W���G�L�Q���F�H���v�Q���F�H���P�D�L���X�W�L�O�L�]�D�W�H���v�Q���]�L�X�D���G�H��

�D�]�L���� �)�L�L�Q�G�� �S�R�U�W�R�I�H�O�X�O�� �H�O�H�F�W�U�R�Q�L�F�� �D�O�� �P�D�M�R�U�L�W���
ii  persoanelor, tenta�
ia e mare: fraudele �V���Y�k�U���L�W�H��cu 

utilizarea datelor din carduril�H���G�H���S�O�D�W����au sporit �F�D���Q�X�P���U����i ca valoare. Fraudarea prin utilizarea 

�G�D�W�H�O�R�U�� �X�Q�X�L�� �F�D�U�G�� �G�H�� �S�O�D�W���� �V�H�� �S�R�D�W�H�� �I�D�F�H�� �S�U�L�Q [203] achizi�
ionarea de bunuri ��i servicii sau 

�H�[�W�U�D�J�H�U�H�D���G�L�U�H�F�W�����G�H���P�L�M�O�R�D�F�H���E���Q�H��ti. Ob�
inerea �L�O�H�J�D�O�����D���G�D�W�H�O�R�U���X�Q�X�L���F�D�U�G bancar se poate realiza 

�S�U�L�Q���X�Q�D���G�L�Q���X�U�P���W�R�D�U�H�O�H���P�R�G�D�O�L�W���
i: skimming (activitatea de copiere a datelor valide de pe banda 

�P�D�J�Q�H�W�L�F���� �D�� �X�Q�X�L�� �F�D�U�G�� �D�X�W�H�Q�W�L�F�� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �X�Q�X�L�� �G�L�V�S�R�]�L�W�L�Y�� �G�H�� �F�L�W�L�U�H�� �D�� �F�D�U�G�X�U�L�O�R�U���� �I���U������tirea 

posesorului legitim, cu inten�
ia de a f�L�� �I�R�O�R�V�L�W�H�� �v�Q�� �V�F�R�S�X�U�L�� �I�U�D�X�G�X�O�R�D�V�H�� [204, p. 183, 205, p. 7]; 

phishing (crearea mesajelor transmise prin po���W�D���H�O�H�F�W�U�R�Q�L�F������i paginile web, care sunt reproduceri 

exacte ale unor site-�X�U�L�� �H�[�L�V�W�H�Q�W�H���� �S�H�Q�W�U�X�� �D�� �L�Q�G�X�F�H�� �v�Q�� �H�U�R�D�U�H�� �X�W�L�O�L�]�D�W�R�U�L�L���V���� �G�L�Y�X�O�J�H�� �G�D�W�H���S�H�U�V�R�Q�D�O�H����

financiare sau date privind parola) [206, p. 164, 207]; carding (modificarea codului-s�X�U�V�����D�O���X�Q�H�L��

pagini originale a unui site comercial, �D���D �v�Q�F�k�W�� �L�Q�I�R�U�P�D�
iile introduse de de�
�L�Q���W�R�U�X�O�� �O�H�J�L�W�L�P�� �D�O��

datelor de cont �V���� �I�L�H direc�
�L�R�Q�D�W�H�� �F���W�U�H�� �L�Q�I�U�D�F�W�R�U���� �I���U�������W�L�U�H�D�� �F�H�O�X�L�� �G�L�Q�W�k�L) [26, p. 293]; sau 

generarea de numere de carduri (generarea unei liste de numere de carduri, pornind de la un 

�V�L�Q�J�X�U�� �Q�X�P���U�� �G�H�� �F�D�U�G����prin aplicarea algoritmului matematic al lui Luhn, pe care-l folosesc 

emiten�
ii legali de carduri) [26, p. 294]. 

�Ì�Q�� �F�D�]�X�O�� �I�U�D�X�G�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H���� �V���Y�k�U���L�W�H�� �O�D�� �S�U�R�F�X�U�D�U�H�D�� �R�Q�O�L�Q�H�� �D�� �E�X�Q�X�U�L�O�R�U�� ���V�S�U�H�� �H�[�H�P�S�O�X����

�R�U�L�F�H���J�H�Q���G�H���H�F�K�L�S�D�P�H�Q�W�����X�W�L�O�D�M�����W�H�K�Q�L�F�������v�P�E�U���F���P�L�Q�W�H�����D�F�F�H�V�R�U�L�L�����L���D�O�W�H�O�H�����V�D�X���D���V�H�U�Y�L�F�L�L�O�R�U�����F�X�P���D�U��

�I�L�� �S�O���
�L�O�H���F�R�P�X�Q�D�O�H���� �E�L�O�H�W�H�O�H���S�H�Q�W�U�X�� �R�U�L�F�H�� �J�H�Q�� �G�H�� �W�U�D�Q�V�S�R�U�W���� �U�H�]�H�U�Y���U�L�O�H���K�R�W�H�O�L�H�U�H���� �I�R�L�O�H���W�X�U�L�V�W�L�F�H����

�S�X�E�O�L�F�L�W�D�W�H�D���H�W�F������ �F�X�� �X�W�L�O�L�]�D�U�H�D�� �G�D�W�H�O�R�U�� �F�D�U�G�X�U�L�O�R�U�� �G�H�� �S�O�D�W���� �V�W�U���L�Q�H���� �F�X�P�S���U���W�R�U�X�O�� ���L�Q�I�U�D�F�W�R�U�X�O����

�X�U�P�H�D�]�����V�����S�D�U�F�X�U�J�����F�k�W�H�Y�D���H�W�D�S�H�����F�D�U�H���S�R�W���V�����G�L�I�H�U�H���Q�H�H�V�H�Q�
�L�D�O���G�H���O�D���X�Q���F�D�]���O�D���D�O�W�X�O�����v�Q���G�H�S�H�Q�G�H�Q�
����

�G�H�� �G�R�U�L�Q�
�H�O�H�� �Y�k�Q�]���W�R�U�X�O�X�L���R�Q�O�L�Q�H�� ���D�G�P�L�Q�L�V�W�U�D�W�R�U�X�O�X�L�� �S�O�D�W�I�R�U�P�H�L�� �G�H�� �F�R�P�H�U�
���H�O�H�F�W�U�R�Q�L�F�������(�W�D�S�H�O�H�� �G�H��

�E�D�]�����V�X�Q�W�� 

1) �D�O�H�J�H�U�H�D���S�U�R�G�X�V�X�O�X�L���V�D�X���V�H�U�Y�L�F�L�X�O�X�L���G�R�U�L�W�� 

2) �F�R�P�S�O�H�W�D�U�H�D���G�D�W�H�O�R�U���F�X���S�U�L�Y�L�U�H���O�D���F�X�P�S���U���W�R�U�����L���V�D�X���E�H�Q�H�I�L�F�L�D�U�� 

3) �H�I�H�F�W�X�D�U�H�D���R�S�H�U�D�
�L�X�Q�L�L���G�H���S�O�D�W�����H�O�H�F�W�U�R�Q�L�F���� 

�/�D���I�L�H�F�D�U�H���G�L�Q�W�U�H���D�F�H�V�W�H���H�W�D�S�H���L�Q�I�U�D�F�W�R�U�X�O���O�D�V�����X�U�P�H���F�D�U�H���W�U�H�E�X�L�H���G�H�S�L�V�W�D�W�H�����U�L�G�L�F�D�W�H�����D�Q�D�O�L�]�D�W�H��

���L���X�W�L�O�L�]�D�W�H���O�D���G�H�V�F�R�S�H�U�L�U�H�D���L�Q�I�U�D�F�
�L�X�Q�L�L�� 

�3�U�H�O�L�P�L�Q�D�U���� �O�D�� �S�U�L�P�D�� �H�W�D�S�������L�Q�I�U�D�F�W�R�U�X�O�� �Y�D�� �F���X�W�D�� �V�L�W�H-�X�O�� �Y�k�Q�]���W�R�U�X�O�X�L�� �H�O�H�F�W�U�R�Q�L�F�� �F�D�U�H�� �G�L�V�S�X�Q�H��

�G�H�� �S�U�R�G�X�V�H�O�H�� �V�D�X�� �V�H�U�Y�L�F�L�L�O�H�� �S�H�� �F�D�U�H�����L�� �O�H�� �G�R�U�H���W�H���� �Y�D�� �Y�H�U�L�I�L�F�D���G�L�V�S�R�Q�L�E�L�O�L�W�D�W�H�D�� �D�F�H�V�W�R�U�D���� �S�U�H�F�X�P�����L��

�L�Q�I�R�U�P�D�
�L�L�O�H���S�H���F�D�U�H���X�U�P�H�D�]�����V�����O�H���R�I�H�U�H���Y�k�Q�]���W�R�U�X�O�X�L���>�����������S�����������@�� 

�,�Q�I�U�D�F�W�R�U�L�L�� �I�R�O�R�V�H�V�F�� �X�Q�� �Q�X�P���U�� �U�H�G�X�V�� �G�H�� �L�Q�V�W�U�X�P�H�Q�W�H�� �G�H�V�W�L�Q�D�W�H�� �P�D�V�F���U�L�L���G�D�W�H�O�R�U���G�L�Q���V�L�V�W�H�P�X�O��

�L�Q�I�R�U�P�D�W�L�F���X�W�L�O�L�]�D�W�����V�S�U�H���H�[�H�P�S�O�X�����D�S�O�L�F�D�
�L�L���G�H���D�V�F�X�Q�G�H�U�H���D���D�G�U�H�V�H�L���,�3�������G�H�R�D�U�H�F�H���v�Q�F�����Q�X���V-�D���W�U�H�F�X�W��

�O�D�� �H�[�H�F�X�W�D�U�H�D�� �Q�H�P�L�M�O�R�F�L�W���� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�L�����L�� �S�H�Q�W�U�X�� �D�� �Q�X���F�R�P�S�O�L�F�D���S�U�R�F�H�V�X�O�� �G�H�� �F���X�W�D�U�H�� �D�� �S�U�R�G�X�V�H�O�R�U��
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�V�D�X���D���V�H�U�Y�L�F�L�L�O�R�U���S�U�L�Q���X�W�L�O�L�]�D�U�H�D���D�F�H�V�W�R�U���L�Q�V�W�U�X�P�H�Q�W�H�� 

�'�D�W�H�O�H���F�X���S�U�L�Y�L�U�H���O�D���D�F�H�V�W�H���D�F�
�L�X�Q�L���G�H���F���X�W�D�U�H���S�R�W���I�L���J���V�L�W�H���S�H���V�H�U�Y�H�U�X�O���F�D�U�H���J���]�G�X�L�H���W�H���V�L�W�H-�X�O��

�F�R�P�H�U�F�L�D�Q�W�X�O�X�L�� �H�O�H�F�W�U�R�Q�L�F���� �G�H�Q�X�P�L�W�H�����L���M�X�U�Q�D�O�H���V�D�X���O�R�J�X�U�L���� �X�Q�� �H�[�H�P�S�O�X�� �G�H���D�V�H�P�H�Q�H�D���M�X�U�Q�D�O�H�� �H�V�W�H��

�U�H�I�O�H�F�W�D�W���v�Q���$�Q�H�[�D���Q�U���������G�L�Q���S�U�H�]�H�Q�W�D���W�H�]�������$�V�W�I�H�O���� �D�G�P�L�Q�L�V�W�U�D�W�R�U�X�O���V�L�W�H-�X�O�X�L���S�R�D�W�H���G�H�
�L�Q�H���L�Q�I�R�U�P�D�
�L�L��

�F�X���S�U�L�Y�L�U�H���O�D�� 

�D�����F���X�W���U�L�O�H���S�U�H�O�L�P�L�Q�D�U�H�����S�U�R�G�X�V�X�O���V�D�X���V�H�U�Y�L�F�L�X�O���F���X�W�D�W�����F�D�Q�W�L�W�D�W�H�D���E�X�Q�X�U�L�O�R�U���F���X�W�D�W�H�����F�X�O�R�D�U�H�D����

�G�L�P�H�Q�V�L�X�Q�H�D���� �S�U�H�F�X�P�����L�� �D�O�W�H�� �F�D�U�D�F�W�H�U�L�V�W�L�F�L�� �D�O�H�� �S�U�R�G�X�V�X�O�X�L�� �F���X�W�D�W�����S�H�U�L�R�D�G�D�� �S�U�H�V�W���U�L�L�� �V�H�U�Y�L�F�L�X�O�X�L��

�F���X�W�D�W�����Q�X�P���U�X�O���G�H���E�H�Q�H�I�L�F�L�D�U�L���D�L���V�H�U�Y�L�F�L�X�O�X�L���F���X�W�D�W�����D�O�W�H���G�H�W�D�O�L�L���F�X���S�U�L�Y�L�U�H���O�D���V�H�U�Y�L�F�L�X�O���F���X�W�D�W�����W�L�P�S�X�O��

�F���X�W���U�L�L�� �E�X�Q�X�O�X�L�� �V�D�X�� �D�� �V�H�U�Y�L�F�L�X�O�X�L�����D�G�U�H�V�D�� �,�3�����L�� �D�O�
�L�� �S�D�U�D�P�H�W�U�L�� �D�L�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F�� �X�W�L�O�L�]�D�W�� �O�D��

�F���X�W�D�U�H�D���S�U�R�G�X�V�H�O�R�U���V�D�X���D���V�H�U�Y�L�F�L�L�O�R�U�� 

�E�����D�O�H�J�H�U�H�D���S�U�R�G�X�V�X�O�X�L���V�D�X���V�H�U�Y�L�F�L�X�O�X�L���G�R�U�L�W�� 

�F�����F�R�P�S�O�H�W�D�U�H�D���G�D�W�H�O�R�U���F�X���S�U�L�Y�L�U�H���O�D���F�X�P�S���U���W�R�U�����L���V�D�X���E�H�Q�H�I�L�F�L�D�U�� 

�G�����H�I�H�F�W�X�D�U�H�D���R�S�H�U�D�
�L�X�Q�L�L���G�H���S�O�D�W�����H�O�H�F�W�U�R�Q�L�F�����I�U�D�X�G�X�O�R�D�V���� 

�2�G�D�W���� �F�R�Q�V�W�D�W�D�W�� �V���Y�k�U���L�Uea �R�S�H�U�D�
�L�X�Q�L�O�R�U��frauduloase �G�H�� �S�O�D�W��, �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O����

�W�U�H�E�X�L�H���V�����v�Q�W�U�H�S�U�L�Q�G�����Q�H�v�Q�W�k�U�]�L�D�W���X�U�P���W�R�D�U�H�O�H���D�F�
�L�X�Q�L�����V�����L�G�H�Q�W�L�I�L�F�H���G�D�W�H�O�H���F�R�P�H�U�F�L�D�Q�W�X�O�X�L���H�O�H�F�W�U�R�Q�L�F 

(administratorului site-�X�O�X�L�� �G�H�� �F�R�P�H�U�
�� �R�Q�O�L�Q�H�������V���� �V�W�D�E�L�O�H�D�V�F���� �G�D�W�H�O�H�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �Q�X�P�H�O�H�� �G�H��

domeniu al site-�X�O�X�L�� �G�H�� �F�R�P�H�U�
��electronic; �V���� �I�L�[�H�]�H�� �G�D�W�H�O�H�� �V�H�U�Y�H�U�X�O�X�L�� �F�D�U�H�� �J���]�G�X�L�H���W�H�� �V�L�W�H-ul de 

�F�R�P�H�U�
�� �R�Q�O�L�Q�H; �V���� �H�I�H�F�W�X�H�]�H�� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �D�E�R�Q�D�W�X�O�X�L���� �S�U�R�S�U�L�H�W�D�U�X�O�X�L�� �V�D�X�� �X�W�L�O�L�]�D�W�R�U�X�O�X�L adresei IP a 

serverului; �V���� �F�R�O�H�F�W�H�]�H��rapid sau �V���� �U�L�G�L�F�H�� �L�Q�I�R�U�P�D�
�L�D�� �G�H�� �O�D��ISP (de la comerciantul 

electronic/administratorul site-�X�O�X�L���G�H���F�R�P�H�U�
���R�Q�O�L�Q�H�������V�����D�Q�D�O�L�]�H�]�H���G�D�W�H�O�H���L�Q�I�R�U�P�D�W�L�F�H���D�G�P�L�Q�L�V�W�U�D�W�H��

de pe serverul-�J�D�]�G��. 

�Ì�Q���F�D�X�]�D���S�H�Q�D�O�����Q�U�������������������������G�H���v�Q�Y�L�Q�X�L�U�H���D �O�X�L���*���6�������D���Q���������������v�Q���V���Y�k�U���L�U�H�D���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��

de la art. �������� ���L�� �Drt. 2606 �&�3�� ���V�S���O�D�U�H�D�� �E�D�Q�L�O�R�U�� ���L�� �I�U�D�X�G���� �L�Q�I�R�U�P�D�W�L�F�������� �V-�D�� �V�W�D�E�L�O�L�W�� �F��, �v�Q�� �S�H�U�L�R�D�G�D��

anilor 2012-2014, �v�Q�Y�L�Q�X�L�W�X�O, �v�P�S�U�H�X�Q�����F�X���D�O�W�H���S�H�U�V�R�D�Q�H, �X�W�L�O�L�]�k�Q�G���G�D�W�H�O�H���F�D�U�G�X�U�L�O�R�U���E�D�Q�F�D�U�H���V�W�U���L�Q�H��

���H�P�L�V�H�� �G�H�� �L�Q�V�W�L�W�X� �L�L�O�H�� �I�L�Q�D�Q�F�L�D�U-bancare din Japonia, India, Germania et�F�������� �I���U���� ���W�L�U�H�D�� ���L�� �D�F�R�U�G�X�O��

�W�L�W�X�O�D�U�L�O�R�U�� �D�F�H�V�W�R�U�� �F�D�U�G�X�U�L�� �ú�L�� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �U�H�
�H�O�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� ���G�L�Q��RM���� �5�R�P�k�Q�L�D���� �*�H�U�P�D�Q�L�D����

�)�U�D�Q�
�D�����6�S�D�Q�L�D���H�W�F����������i folosind serviciile �G�H���Y�knzare a biletelor online, a procurat bilete de avion 

�F���W�U�H�� �G�L�Y�H�U�V�H�� �G�H�V�W�L�Q�D� �L�L�� ��P�D�U�L�V���� �,�V�W�D�P�E�X�O���� �$�Q�W�D�O�\�D���� �%�X�F�X�U�H�ú�W�L���� �/�R�Q�G�U�D���� �0�L�Q�V�N���� �/�L�V�D�E�R�Q�D���� �0�R�V�F�R�Y�D����

�3�X�Q�W�D�� �&�D�Q�D���� �&�R�O�R�P�E�R���� �9�D�U�D�G�H�U�R���� �&�K�L�ú�L�Q���X etc.), pe numele a circa 5���� �G�H�� �S�H�U�V�R�D�Q�H���� �v�Q�� �V�X�P���� �G�H��

circa 400000 MDL���� �S�U�H�F�X�P�� ���L�� �V�H�U�Y�L�F�L�L�� �K�R�W�H�O�L�H�U�H�� �G�L�Q�� �R�U�D�ú�H�O�H�� �H�Q�X�P�H�U�D�W�H. Prin acee�D�ú�L�� �V�F�K�H�P����

ileg�D�O������ �v�Q�Y�L�Q�X�L�W�X�O �H�I�H�F�W�X�D�� �S�O��� �L�� �R�Q-line pentru procurarea florilor, cadourilor, a combustibilului, 

�S�U�R�G�X�V�H�O�R�U���D�O�L�P�H�Q�W�D�U�H���H�W�F�����H�V�W�L�P�D�W�H���O�D���F�L�U�F�D���������P�L�L���O�H�L�����S�U�H�F�X�P�����L���S�O��� �L���G�H���U�H�v�Q�F���U�F�D�U�H���D���F�R�Q�W�X�U�L�O�R�U��

�Q�X�P�H�U�H�O�R�U���G�H���W�H�O�H�I�R�Q���v�Q���V�X�P���� �G�H���S�H�V�W�H�������� �P�L�L���O�H�L�� �7�R�W�R�G�D�W�������R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����D���V�W�D�E�L�O�L�W��

�I�D�S�W�X�O�� �F��, �G�H���L�� �v�Q�� �P�R�P�H�Q�W�X�O�� �V���Y�k�U���L�U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�L �I���S�W�X�L�W�R�U�X�O�� �D�� �P�D�V�F�D�W�� �D�G�U�H�V�D�� �,�3�� �D�� �V�L�V�W�H�P�X�O�X�L��
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�L�Q�I�R�U�P�D�W�L�F�� �X�W�L�O�L�]�D�W�� �G�H�� �F���W�U�H�� �H�O, prin utilizarea diverselor Proxy servere (din diverse state), la 

�P�R�P�H�Q�W�X�O���F���X�W��rilor preliminare pe site-ul www.zbor.md, conform criteriilor identice cu privire la 

�F���O���W�R�U�L�H�� ���D�H�U�R�S�R�U�W�X�U�L�O�H�� �G�H�� �G�H�F�R�O�D�U�H�� ���L�� �D�W�H�U�L�]�D�U�H�� �D�� �D�Y�L�R�Q�X�O�X�L���� �G�D�W�D�� �G�H�F�R�O���U�L�L�� ���L�� �D�W�H�U�L�]���U�L�L���� �G�D�W�D��

�U�H�W�X�U�X�O�X�L���� �Q�X�P���U�X�O�� �S�D�V�D�J�H�U�L�O�R�U���� �Y�k�U�V�W�D �S�D�V�D�J�H�U�L�O�R�U�� �P�L�Q�R�U�L���� �W�L�P�S�X�O�� �F���X�W���U�L�L�� ���L�� �D�O�W�H�O�H��, �I���S�W�X�L�W�R�U�X�O�� �D��

�X�W�L�O�L�]�D�W���R���D�O�W�����D�G�U�H�V�����,�3���D���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F�����D�O�R�F�D�W����ISP din RM �Ä�6�W�D�U�1�H�W�´���6���5���/�������F�D�U�H���D���I�R�V�W��

�v�Q�U�H�J�L�V�W�U�D�W����pe adresa sa �G�L�Q���P�X�Q�����&�K�L���L�Q���X�����X�Q�G�H��infractorul locuia temporar  [209].  

�/�D���F�H�D���G�H���D���G�R�X�D���H�W�D�S�������G�H���F�R�P�S�O�H�W�D�U�H���D���G�D�W�H�O�R�U���F�X���S�U�L�Y�L�U�H���O�D���F�X�P�S���U���W�R�U�����L���V�D�X���E�H�Q�H�I�L�F�L�D�U�����Ge 

�U�H�J�X�O������ �D�W�X�Q�F�L�� �F�k�Q�G�� �L�Q�I�U�D�F�W�R�U�X�O�� �W�U�H�F�H�� �Q�H�P�L�M�O�R�F�L�W�� �O�D�� �S�U�R�F�X�U�D�U�H�D�� �E�X�Q�X�U�L�O�R�U�� �V�D�X��a produselor, acesta 

�X�W�L�O�L�]�H�D�]�����G�L�Y�H�U�V�H���L�Q�V�W�U�X�P�H�Q�W�H���G�H���P�D�V�F�D�U�H �D���G�D�W�H�O�R�U���V�L�V�W�H�P�H�O�R�U�����L���U�H�
�H�O�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H, utilizate la 

�F�R�P�L�W�H�U�H�D�� �L�Q�I�U�D�F�
�L�X�Q�L�L�� �Ì�Q�V������ �Rricum s-ar ascunde infractorul, el �X�U�P�H�D�]���� �V���� �R�I�H�U�H����i informa�
ie 

�Y�H�U�L�G�L�F������ �G�D�W�� �I�L�L�Q�G�� �F��, la cea de-�D�� �G�R�X�D�� �H�W�D�S������ �O�D��completarea formularelor online, comercian�
ii 

s�R�O�L�F�L�W�����G�L�Y�H�U�V�H���G�D�W�H���G�H�V�S�U�H���F�X�P�S���U���W�R�U [210, p. 223]. 

�6�S�U�H�� �H�[�H�P�S�O�X�����O�D�� �S�U�R�F�X�U�D�U�H�D�� �E�L�O�H�W�H�O�R�U�� �G�H�� �D�Y�L�R�Q�� �S�H�� �V�L�W�H-�X�O���Z�Z�Z���]�E�R�U���P�G�����D�G�P�L�Q�L�V�W�U�D�W�R�U�L�L�� �F�H�U��

�L�Q�W�U�R�G�X�F�H�U�H�D�� �G�D�W�H�O�R�U���S�D�V�D�J�H�U�X�O�X�L�� ���Q�X�P�H�O�H�����S�U�H�Q�X�P�H�O�H���� �G�D�W�D�� �Q�D���W�H�U�L�L���� �V�H�[�X�O���� �Q�D�
�L�R�Q�D�O�L�W�D�W�H�D�������D�O�H��

�S�D���D�S�R�U�W�X�O�X�L�� �S�D�V�D�J�H�U�X�O�X�L�� ���
�D�U�D�� �H�P�L�W�H�Q�W������ �Q�X�P���U�X�O�����L�� �G�D�W�D�� �H�[�S�L�U���U�L�L�������D�O�H���S�H�U�V�R�D�Q�H�L�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]����

�U�H�]�H�U�Y�D�U�H�D�����Q�X�P�H�O�H�����S�U�H�Q�X�P�H�O�H�����H-�P�D�L�O�X�O�����L���Q�X�P���U�X�O���G�H���W�H�O�H�I�R�Q���� 

�'�L�Q���H�[�H�P�S�O�X�O�� �S�U�H�]�H�Q�W�D�W���v�Q���$�Q�H�[�D�� �Q�U���������F�H�� �S�R�D�W�H�� �R�E�V�H�U�Y�D�� �F������ �G�D�F���� �Q�X�P�H�O�H�����L�� �S�U�H�Q�X�P�H�O�H��

�S�H�U�V�R�D�Q�H�L���F�D�U�H���H�I�H�F�W�X�H�D�]�����U�H�]�H�U�Y�D�U�H�D���S�R�W���I�L���P�R�G�L�I�L�F�D�W�H�����D�W�X�Q�F�L���G�D�W�H�O�H���S�D�V�D�J�H�U�X�O�X�L�����L���D�O�H���S�D���D�S�R�U�W�X�O�X�L��

�D�F�H�V�W�X�L�D�� �W�U�H�E�X�L�H�� �V���� �I�L�H�� �Y�H�U�L�G�L�F�H���� �G�H�R�D�U�H�F�H�� �E�L�O�H�W�X�O�� �H�P�L�V���W�U�H�E�X�L�H���V���� �F�R�U�H�V�S�X�Q�G���� �G�D�W�H�O�R�U�� �U�H�D�O�H�� �D�O�H��

�S�D�V�D�J�H�U�X�O�X�L���v�Q���P�R�P�H�Q�W�X�O�� �v�P�E�D�U�F���U�L�L�����v�Q�� �F�D�]�� �F�R�Q�W�U�D�U�����D�F�H�V�W�� �E�L�O�H�W�� �Q�X�� �Y�D�� �S�X�W�H�D�� �I�L�� �I�R�O�R�V�L�W���� �0�D�L�� �P�X�O�W��

�G�H�F�k�W�� �D�W�k�W���� �Q�L�F�L�� �G�D�W�H�O�H�� �G�H�� �F�R�Q�W�D�F�W�� �D�O�H�� �S�H�U�V�R�D�Q�H�L�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]���� �U�H�]�H�U�Y�D�U�H�D�� �Q�X�� �S�R�W�� �I�L�� �P�D�Q�L�S�X�O�D�W�H��

�W�R�W�D�O�P�H�Q�W�H���� �G�D�W�� �I�L�L�Q�G�� �I�D�S�W�X�O�� �F���� �S�H�� �D�G�U�H�V�D�� �H�O�H�F�W�U�R�Q�L�F���� �L�Q�G�L�F�D�W���� �V�H�� �U�H�P�L�W�H���E�L�O�H�W�X�O�� �H�O�H�F�W�U�R�Q�L�F���� �L�D�U�� �O�D��

�Q�X�P���U�X�O���G�H���W�H�O�H�I�R�Q���L�Q�G�L�F�D�W���X�U�P�H�D�]�����D���I�L���F�O�D�U�L�I�L�F�D�W�H���G�L�Y�H�U�V�H���F�K�H�V�W�L�X�Q�L���O�H�J�D�W�H���G�H���H�P�L�W�H�U�H�D���E�L�O�H�W�X�O�X�L�����L��

�G�H���F���O���W�R�U�L�H�� 

�8�Q�L�L�� �Y�k�Q�]���W�R�U�L�� �R�Q�O�L�Q�H�� �S�R�W�� �F�H�U�H�����L�� �D�O�W�H�� �G�D�W�H���� �V�S�U�H�� �H�[�H�P�S�O�X�����D�G�U�H�V�D�� �O�L�Y�U���U�L�L�� �F�X�P�S���U���W�X�U�L�L����

�S�H�U�V�R�D�Q�D���G�H���F�R�Q�W�D�F�W�����P�H�V�D�M�X�O���F�X�P�S���U���W�R�U�X�O�X�L���H�W�F�� 

�Ì�Q���F�D�X�]�D���S�H�Q�D�O�����Q�U���������������������������G�H���v�Q�Y�L�Q�X�L�U�H���D���O�X�L���0���9�������D���Q�����������������v�Q���V���Y�k�U���L�U�H�D���L�Q�I�U�D�F�
�L�X�Q�L�L��

�S�U�H�Y���]�X�W�H���G�H���D�U�W�������������&�3�����I�U�D�X�G�����L�Q�I�R�U�P�D�W�L�F���������F�D�U�H�����O�D�������������������������0���9�����D���H�I�H�F�W�X�D�W���R���W�U�D�Q�]�D�F�
�L�H���G�H��

�S�U�R�F�X�U�D�U�H�� �D�� �E�X�Q�X�U�L�O�R�U�����v�Q�� �Y�D�O�R�D�U�H�� �G�H�� ������������ �(�X�U�R���±�������� �G�H�� �W�U�D�Q�G�D�I�L�U�L�� ���R�O�D�Q�G�H�]�L���� �G�H�� �F�X�O�R�D�U�H�� �D�O�E������ �F�X��

�O�X�Q�J�L�P�H�D�� �G�H�� ����-�������F�P�����±���S�H�� �Q�X�P�H�O�H���D�O�W�H�L�� �S�H�U�V�R�D�Q�H���� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �F�R�P�S�D�Q�L�H�L�� �Ä�/�L�Y�U�D�U�H�� �)�O�R�U�L�´��

�6���5���/������ �X�W�L�O�L�]�k�Q�G�� �V�H�U�Y�L�F�L�L�O�H�� �Z�H�E�V�L�W�H-�X�O�X�L���Z�Z�Z���O�L�Y�U�D�U�H�I�O�R�U�L���P�G�����L�D�U���F�R�P�D�Q�G�D�� �I�L�L�Q�G�� �O�L�Y�U�D�W���� �O�D�� �D�F�H�H�D���L��

�G�D�W�������7�R�W�R�G�D�W�������R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����D���F�R�Q�V�W�D�W�D�W���F�����I���S�W�X�L�W�R�U�X�O���D���L�Q�G�L�F�D�W���D�G�U�H�V�D���U�H�D�O�����G�L�Q���P�X�Q����

�&�K�L���L�Q���X�����Q�X�P���U�X�O���G�H���W�H�O�H�I�R�Q���D�O���E�H�Q�H�I�L�F�L�D�U�X�O�X�L�����S�U�H�F�X�P�����L���Q�X�P�H�O�H���D�F�H�V�W�X�L�D���>�������@�� 

�/�D�� �D�F�H�D�V�W���� �H�W�D�S�������R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �W�U�H�E�X�L�H�� �V���� �D�F�X�P�X�O�H�]�H�� �S�U�R�E�H�� �V�X�S�O�L�P�H�Q�W�D�U�H�� �F�X��

http://www.zbor.md/
http://www.zbor.md/
http://www.livrareflori.md/
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�F���W�U�H�� �v�Q�V�����L�� �Y�L�F�W�L�P������ �F���� �v�Q�� �U�H�]�X�O�W�D�W�X�O�� �L�Q�Y�H�V�W�L�J�D�
iilor se va constata incompeten�
�D�� �S�U�R�I�H�V�L�R�Q�D�O�� a 

�D�Q�J�D�M�D�
�L�O�R�U; �v�Q���V�I�k�U���L�W�����G�L�Q���F�D�X�]�D��insuficien�
ei culturii juridice ��i altele [92, p. 907]. 

�Ì�Q�� �O�L�W�H�U�D�W�X�U�D�� �G�H�� �V�S�H�F�L�D�O�L�W�D�W�H [48, p. 33] se opine�D�]���� �F���� �Y�L�F�W�L�P���� �D�� �L�Q�I�U�D�F�
iunii informatice, de 

cele mai multe ori, devine �S�H�U�V�R�D�Q�D���M�X�U�L�G�L�F�� (72%) [73, p. 31]. Totu��i, �G�D�W�����I�L�L�Q�G computerizarea 

�P�D�V�L�Y���� �D�� �Y�L�H�
ii private, �V�H�� �U�H�P�D�U�F���� �R�� �W�H�Q�G�L�Q�
���� �G�H�� �H�F�K�L�O�L�E�U�D�U�H�� �D���Q�X�P���U�X�Oui de  persoane fizice ��i 

juridice, victime ale acestor categorii de �L�Q�I�U�D�F�
�L�X�Q�L. 

�%���Q�F�L�O�H�� �F�R�P�H�U�F�L�D�O�H�����G�H�� �U�H�J�X�O������ �V�X�Q�W�� �D�I�H�F�W�D�W�H�� �Gin motive de cupiditate a infractorilor 

informatici, care, de cele mai multe ori, sunt angaja�
ii proprii ai institu�
iei financiare, persoanele 

care cunosc bine structura institu�
iei sau cele care fac uz de situa�
ia de serviciu [73, p. 31-32]. 

�&�U�L�W�H�U�L�X�O���G�H���E�D�]�������F�D�U�H���F�D�U�D�F�W�H�U�L�]�H�D�]�����Y�L�F�W�L�P�D�����H�V�W�H���L�Q�V�X�I�L�F�L�H�Q�
a cuno��tin�
�H�O�R�U���I�X�Q�G�D�P�H�Q�W�D�O�H���v�Q��

�G�R�P�H�Q�L�X�O���V�H�F�X�U�L�W���
�L�L���L�Q�I�R�U�P�D�W�L�F�H���V�D�X���G�L�V�F�L�S�O�L�Q�D���V�F���]�X�W�����D���D�Q�J�D�M�D�
ilor. De multe ori, chiar ac�
iunile 

victimei �G�H�W�H�U�P�L�Q�����L�P�S�O�L�F�D�U�H�D���V�D �v�Q�W�U-o �L�Q�I�U�D�F�
�L�X�Q�H. 

�3�R�W�U�L�Y�L�W���O�H�J�L�V�O�D�
�L�H�L���Q�D�
�L�R�Q�D�O�H�����Y�L�F�W�L�P�����D���L�Q�I�U�D�F�
�L�X�Q�L�L���L�Q�I�R�U�P�D�W�L�F�H���S�R�D�W�H���I�L���R�U�L�F�H���S�H�U�V�R�D�Q�� �I�L�]�L�F����

�V�D�X�� �M�X�U�L�G�L�F���� ���L�Q�F�O�X�V�L�Y�� �V�W�D�W�X�O������ �F�D�U�H�� �H�V�W�H�� �S�U�R�S�U�L�H�W�D�U�X�O���� �S�R�V�H�V�R�U�X�O�� �V�D�X�� �X�W�L�O�L�]�D�W�R�U�X�O�� �L�Q�I�R�U�P�D�
�L�H�L��

computerizate, al sistemului [37, p. 843] sau al �U�H�
�H�O�H�L��informatice, al datelor informatice 

interceptate, parolelor sau codurilor de acces etc.; poate fi �S�H�U�V�R�D�Q�D�� �D�O�� �F���U�X�L�� �S�D�W�U�L�P�R�Q�L�X�� �D�� �I�R�V�W��

prejudiciat [41]; ISP���� �P�L�Q�R�U�X�O�� �F�D�U�H�� �I�L�H�� �F���� �H�V�W�H�� �L�P�S�O�L�F�D�W�� �v�Q�� �D�F�W�L�Y�L�W���
�L�� �V�H�[�X�D�O�H�� �H�[�S�O�L�F�L�W�H���� �U�H�D�O�H�� �V�D�X��

�V�L�P�X�O�D�W�H���� �I�L�H���F���� �v�L���V�X�Q�W���U�H�S�U�H�]�H�Q�W�D�W�H���R�U�J�D�Q�H�O�H���V�H�[�X�D�O�H���v�Q�W�U-�R���P�D�Q�L�H�U���� �O�D�V�F�L�Y�����V�D�X���R�E�V�F�H�Q������ �L�Q�F�O�X�V�L�Y��

�v�Q�� �I�R�U�P���� �H�O�H�F�W�U�R�Q�L�F������ �W�L�W�X�O�D�U�X�O�� �G�U�H�S�W�X�O�X�L�� �G�H�� �D�X�W�R�U�� ���L���V�D�X�� �Dl drepturilor conexe; autorul sau 

�V�X�F�F�H�V�R�U�X�O���S�U�R�S�U�L�H�W���
�L�L���L�Q�G�X�V�W�U�L�D�O�H�����V�R�O�L�F�L�W�D�Q�W�X�O���S�U�R�W�H�F�
�L�H�L���R�E�L�H�F�W�X�O�X�L���G�H���S�U�R�S�U�L�H�W�D�W�H���L�Q�W�H�O�H�F�W�X�D�O���� 

�Ì�Q�� �F�R�U�H�V�S�X�Q�G�H�U�H�� �F�X�� �/�H�J�H�D�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �L�Q�I�R�U�P�D�W�L�]�D�U�H�� ���L�� �U�H�V�X�U�V�H�O�H�� �L�Q�I�R�U�P�D�
�L�R�Q�D�O�H�� �G�H�� �V�W�D�W 

[145], proprietarul �V�L�V�W�H�P�X�O�X�L���V�D�X���U�H�0�H�O�H�L���L�Q�I�R�U�P�D�0�L�R�Q�D�O�H este o �S�H�U�V�R�D�Q���� �I�L�]�L�F������ �S�H�U�V�R�D�Q���� �M�X�U�L�G�L�F����

sau statul, �F�D�U�H�� �H�[�H�U�F�L�W���� �L�Q�W�H�J�U�D�O�� �G�U�H�S�W�X�O�� �G�H�� �S�R�V�H�V�L�X�Q�H���� �I�R�O�R�V�L�Q�
���� ���L�� �G�L�V�S�R�]�L�
�L�H�� �D�V�X�S�U�D�� �U�H�V�X�U�V�H�O�R�U�� ���L��

�V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�
�L�R�Q�D�O�H���� �W�H�K�Q�R�O�R�J�L�L�O�R�U�� ���L�� �P�L�M�O�R�D�F�H�O�R�U�� �G�H�� �D�V�L�J�X�U�D�U�H�� �D�� �D�F�Hstora; posesorul este o 

�S�H�U�V�R�D�Q�����I�L�]�L�F�������S�H�U�V�R�D�Q�����M�X�U�L�G�L�F�����V�D�X���V�W�D�W�X�O����cu �G�U�H�S�W���G�H���S�R�V�H�V�L�X�Q�H�����L���I�R�O�R�V�L�Q�
�����D�V�X�S�U�D���U�H�V�X�U�V�H�O�R�U�����L��

�V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�
�L�R�Q�D�O�H���� �W�H�K�Q�R�O�R�J�L�L�O�R�U�� ���L�� �P�L�M�O�R�D�F�H�O�R�U�� �G�H�� �D�V�L�J�X�U�D�U�H�� �D�� �D�F�H�V�W�R�U�D���� �v�Q�� �F�R�Q�G�L�
�L�L�O�H��

stabilite de titularul drepturilor respective; utilizatorul este o �S�H�U�V�R�D�Q�����I�L�]�L�F�����V�D�X���S�H�U�V�R�D�Q�����M�X�U�L�G�L�F����

�F�H�� �H�I�H�F�W�X�H�D�]���� �D�F�
�L�X�Q�L�� �G�H�� �S�U�H�]�H�Q�W�D�U�H���� �S�U�L�P�L�U�H���� �S���V�W�U�D�U�H�� ���L�� �D�O�W�H�� �D�F�
�L�X�Q�L�� �G�H�� �X�W�L�O�L�]�D�U�H�� �D�� �L�Q�I�R�U�P�D�
�L�H�L��

�G�R�F�X�P�H�Q�W�D�W�H���v�Q���V�L�V�W�H�P���L�Q�I�R�U�P�D�
�L�R�Q�D�O���D�X�W�R�P�D�W�L�]�D�W�� 

Un prejudiciu material considerabil, c�D�X�]�D�W���G�H���F�U�L�P�L�Q�D�O�L�W�D�W�H�D���L�Q�I�R�U�P�D�W�L�F��, �H�V�W�H���D�G�X�V���U�H�O�D�
�L�L�O�R�U��

din domeniul financiar-�E�D�Q�F�D�U���� �v�Q�G�H�R�V�H�E�L�� �V�H�U�Y�L�F�L�L�O�R�U�� �E�D�Q�F�D�U�H�� �O�D�� �G�L�V�W�D�Q�
�������D�� �F���U�R�U��clasificare este 

�U�H�G�D�W���� �v�Q�� �$�Q�H�[�D�� �Q�U����6 �G�L�Q�� �S�U�H�]�H�Q�W�D�� �O�X�F�U�D�U�H���� �7�R�W�R�G�D�W������ �v�Q�� �G�H�S�H�Q�G�H�Q�
���� �G�H�� �W�L�S�X�U�L�O�H�� �P�L�M�O�R�D�F�H�O�R�U��

electro�Q�L�F�H�� �G�H�� �S�O�D�W��, �X�W�L�O�L�]�D�W�H�� �G�H�� �F���W�U�H�� �F�O�L�H�Q�
�L�L�� �E���Q�F�L�O�R�U, �V�L�V�W�H�P�X�O�� �V�H�U�Y�L�F�L�L�O�R�U�� �E�D�Q�F�D�U�H�� �O�D�� �G�L�V�W�D�Q�
��, 

�W�U�D�G�L�
�L�R�Q�D�O, �V�H���G�L�Y�L�]�H�D�]�����v�Q���I�H�O�X�O���X�U�P���W�R�U [86, p. 22]: 
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1) �V�L�V�W�H�P�X�O���Ä�%�D�Q�F��-�F�O�L�H�Q�W�´ �± presupune �X�W�L�O�L�]�D�U�H�D���G�H���F���W�U�H���F�O�L�H�Q�W�X�O���E���Q�F�L�L ���Ä�F�O�L�H�Q�W�X�O���J�U�D�V�´�����D��

unui produs program, �S�X�V�� �O�D�� �G�L�V�S�R�]�L�
�L�H�� �G�H�� �F���W�U�H�� �E�D�Q�F���� ���L�� �L�Q�V�W�D�O�D�W�� �v�Q�� �V�L�V�W�H�P�X�O�� �L�Q�I�R�U�P�D�W�L�F�� �D�O��

clientului; 

2) sistemul de Internet banking �± �Y�L�]�H�D�]�����D�G�P�L�Q�L�V�W�U�D�U�H�D�� �F�R�Q�W�X�O�X�L�����L�� �H�I�H�F�W�X�D�U�H�D���R�S�H�U�D�
�L�X�Q�L�O�R�U�� 

prin intermediul site-�X�O�X�L�� �E���Q�F�L�L���� �F�X�� �D�M�X�W�R�U�X�O�� �X�Q�H�L�� �L�Q�W�H�U�I�H�
�H�� �Z�H�E, �V�H�W�D�W���� �S�H�Q�W�U�X�� �Iiecare client 

���Ä�F�O�L�H�Q�W�X�O�� �V�O�D�E�´������ �H�V�W�H�� �F�H�O�� �P�D�L�� �X�W�L�O�L�]�D�W �V�L�V�W�H�P�� �G�H�� �S�O�D�W���� �H�O�H�F�W�U�R�Q�L�F���� �O�D�� �G�L�V�W�D�Q�
������ �G�D�U�� ���L�� �F�H�O�� �P�D�L��des 

afectat din punct de vedere al fraudelor informatice; 

3) sistemul de banking mobil �± �S�U�H�F�R�Q�L�]�H�D�]����util�L�]�D�U�H�D���G�H���F���W�U�H���F�O�L�H�Q�W�X�O���E���Q�F�L�L���D���X�Q�X�L���S�U�R�G�X�V��

program, �L�Q�V�W�D�O�D�W���S�H���W�H�O�H�I�R�Q�X�O���V���X���P�R�E�L�O�����I�L�L�Q�G���I�R�O�R�V�L�W�H���U�H�
�H�O�H�O�H���G�H���F�R�P�X�Q�L�F�D�
�L�L���H�O�H�F�W�U�R�Q�L�F�H�� 

4) �W�H�K�Q�R�O�R�J�L�D�� �V�H�U�Y�L�F�L�L�O�R�U�� �E�D�Q�F�D�U�H�� �O�D�� �G�L�V�W�D�Q�0���� �F�X�� �X�W�L�O�L�]�D�U�H�D�� �G�L�V�S�R�]�L�W�L�Y�H�O�R�U�� �G�H�� �D�X�W�Rdeservire 

�E�D�Q�F�D�U�� �± �E�D�Q�F�R�P�D�W�H�����W�H�U�P�L�Q�D�O�H���G�H���S�O�D�W�������L���F�K�L�R���F�X�U�L�� 

�'�H���L�� �v�Q�� �W�H�[�W�X�O�� �&�R�Q�Y�H�Q�
�L�H�L�� �S�U�L�Y�L�Q�G�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F���� �H�V�W�H�� �X�W�L�O�L�]�D�W�� �W�H�U�P�H�Q�X�O�� �G�H��

�Äminor�´�����O�D���L�P�S�O�H�P�H�Q�W�D�U�H�D���D�F�H�V�W�H�L�D���v�Q���O�H�J�L�V�O�D�
�L�D���S�H�Q�D�O�����D���5�0���D���I�R�V�W���L�Q�W�U�R�G�X�V�����Q�R�
�L�X�Q�H�D���Äcopil�´�����Ì�Q��

�O�L�S�V�D�� �X�Q�H�L�� �G�H�I�L�Q�L�
�L�L�� �v�Q lege, nu este clar �G�D�F���� �D�F�H���W�L�� �G�R�L�� �W�H�U�P�H�Q�L�� �V�X�Q�W�� �L�G�H�Q�W�L�F�L���� �7�R�W�R�G�D�W������ �&�3�3��

�G�H�I�L�Q�H���W�H�� �H�[�S�U�H�V�L�D�� �G�H�� �Ä�S�H�U�V�R�D�Q�� �P�L�Q�R�U���  ́ca �G�H�V�H�P�Q�k�Q�G persoana �F�D�U�H�� �Q�X�� �D�� �v�P�S�O�L�Q�L�W�� �Y�k�U�V�W�D�� �G�H�� ������

�D�Q�L�����V�L�P�L�O�D�U���D�U�W���������S�F�W���������G�L�Q���&�R�Q�Y�H�Q�
�L�H [212, p. 245]. 

�7�R�W�R�G�D�W������ �&�R�Q�Y�H�Q�
�L�D�� �V�W�D�E�L�O�H���W�H�� �F���� �W�H�U�P�H�Q�X�O��materiale pornografice �D�Y�k�Q�G�� �F�D�� �V�X�E�L�H�F�W�� �F�R�S�L�Li 

�G�H�V�H�P�Q�H�D�]�����R�U�L�F�H���P�D�W�H�U�L�D�O���S�R�U�Q�R�J�U�D�I�L�F, �F�D�U�H���U�H�S�U�H�]�L�Q�W�����v�Q�W�U-un mod evident: �X�Q���P�L�Q�R�U���F�D�U�H���V�H���G�H�G����

unui comportament sexual explicit; �R�� �S�H�U�V�R�D�Q���� �P�D�M�R�U������ �S�U�H�]�H�Q�W�D�W���� �F�D���R�� �S�H�U�V�R�D�Q���� �P�L�Q�R�U������ �F�D�U�H�� �V�H��

�G�H�G�����X�Q�X�L���F�R�P�S�R�U�W�D�P�H�Q�W���V�H�[�X�D�O���H�[�S�O�L�F�L�W�� �L�P�D�J�L�Q�L���U�H�D�O�L�V�W�H���U�H�S�U�H�]�H�Q�W�k�Q�G���X�Q���P�L�Q�R�U���F�D�U�H���V�H���G�H�G�����X�Q�X�L��

comportament sexual explicit. �&�X�� �W�R�D�W�H�� �F���� �O�D�� �U�D�W�L�I�L�F�D�U�H�D�� �&�R�Q�Y�H�Q�
�L�H�L�� �v�Q�� �F�D�X�]������ �5�0�� �Q�X�� �D�� �v�Q�D�L�Q�W�D�W��

vreo rezerv�� �v�Q���D�F�H�D�V�W�����S�U�L�Y�L�Q�
�������X�O�W�L�P�H�O�H���G�R�X�����V�L�W�X�D�
�L�L���Q�X���D�X���I�R�V�W��reflectate �v�Q���O�H�J�L�V�O�D�
�L�D���Q�D�
�L�R�Q�D�O���� 

�Ì�Q�� �D�I�D�U���� �G�H�� �D�F�H�D�V�W�D���� �V�W�D�E�L�O�L�U�H�D�� �I�D�S�W�X�O�X�L�� �G�D�F���� �L�P�D�J�L�Q�L�O�H�� �V�X�Q�W�� �U�H�S�U�H�]�H�Q�W�D�W�H�� �G�H�� �P�D�Q�L�H�U���� �O�D�V�F�L�Y����

�V�D�X�� �R�E�V�F�H�Q���� ���V�S�U�H�� �G�H�R�V�H�E�L�U�H�� �G�H�� �P�D�W�H�U�L�D�O�H�O�H�� �H�U�R�W�L�F�H���� �H�V�W�H�� �S�X�V���� �v�Q�� �V�D�U�F�L�Q�D�� �$�J�H�Q�
�L�H�L�� �G�H�� �6�W�D�W�� �S�H�Q�W�U�X��

�S�U�R�W�H�F�
�L�D�� �P�R�U�D�O�L�W���
�L�L�� �G�H�� �S�H�� �O�k�Q�J���� �0�L�Q�L�V�W�H�U�X�O�� �&�X�O�W�X�U�L�L���� �F�R�Q�I�R�U�P�� �S�F�W������ �O�L�W���J���� �G�L�Q��Regulamentul 

�$�J�H�Q�
�L�H�L [230]. 
 

Urmele tipice (probele electronice) �v�Q���F�D�]�X�O���L�Q�I�U�D�F�0iunilor informatice 

�'�X�S���� �F�X�P�� �P�H�Q�
�L�R�Q�H�D�]����Iu.V. Gavrilin ��i V.V. ��ipilov���� �S�U�R�E�D�W�R�U�L�X�O�� �v�Q�� �F�D�]�X�O���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U 

informatice este specific ��i de aceea �H�V�W�H�� �Q�H�F�H�V�D�U���� �H�O�D�E�R�U�D�U�H�D�� �X�Q�R�U�� �P�H�W�R�G�H����i mijloace 

criminalistice noi. Urmele acestor categorii de infrac�
�L�X�Q�L���W�U�H�E�X�L�H���G�L�Y�L�]�D�W�H���v�Q���G�R�X�����W�L�S�X�U�L���� 

1) urme tradi�0ionale (urmele ideale, urme-substan�
e, urme-obiecte) ��i  

2) netradi�0ionale�����U�H�S�U�H�]�H�Q�W�k�Q�G probele electronice [231], care mai sunt �Q�X�P�L�W�H���v�Q���O�L�W�H�U�D�W�X�U�D��

de specialitate ��i virtuale [73, p. 57, 181, p. 73, 68, p. 184]. 
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La prima categorie �V�X�Q�W�� �D�W�U�L�E�X�L�W�H�� �X�U�P�H�O�H�� �G�H�� �P�kini, picioare, particule de piele, alte urme 

biologice, urme traseologice (ale instrumentelor de spargere), documente, �v�Q�U�H�J�L�V�W�U���U�L ale 

sistemelor de monitorizare video, metadatele (datele care descriu alte date) convorbirilor 

�W�H�O�H�I�R�Q�L�F�H�� �H�W�F���� �(�O�H�� �V�H�� �S�R�W�� �I�R�U�P�D�� �v�Q�� �S�U�R�F�H�V�X�O�� �D�F�W�L�Y�L�W���
�L�L�� �P�H�P�E�U�L�O�R�U�� �J�U�X�S�X�O�X�L�� �F�U�L�P�L�Q�D�O�� �v�Q�� �P�H�G�L�X�O��

extern [232, p. 653, 233, p. 33], depist�k�Q�G�X-se, fix�k�Q�G�X-se se ridic�k�Q�G�X-se prin metode 

criminalistice tradi�
ionale [234, p. 81, 235]. A��a-numitele probe electronice, care sunt atribuite la 

a doua categorie, �V�H���S�U�R�G�X�F���v�Q���P�H�G�L�X�O���L�Q�I�R�U�P�D�W�L�F�����L���U�H�S�U�H�]�L�Q�W�����U�H�]�X�O�W�D�W�X�O���W�U�D�Q�V�I�R�U�P���U�L�L���L�Q�I�R�U�P�D�
iei 

�F�R�P�S�X�W�H�U�L�]�D�W�H�� �v�Q�� �X�U�P�D�����W�H�U�J�H�U�L�L���� �F�R�S�L�H�U�L�L���� �E�O�R�F���U�L�L���� �P�R�G�L�I�L�F���U�L�L�� �V�D�X���D�� �R�U�L�F���U�H�L��alte interven�
ii �v�Q��

func�
ionarea mijloacelor de stocare, prelucrare sau transmitere a datelor informatice, a re�
elei de 

comunica�
ii electronice sau informatice [86, p. 112]. 

�/�D���U�k�Q�G�X�O���O�R�U�����S�U�R�E�H�O�H���H�O�H�F�W�U�R�Q�L�F�H���S�R�W���I�L���G�L�Y�L�]�D�W�H ���L���H�O�H �v�Q���G�R�X�� subcategorii [73, p. 60]:  

a) locale, formate pe suporturi electronice, cum ar fi discurile solide (Hard Disk) [21], 

discurile optice (CD, DVD, BD), cartelele de memorie (Secure Digital Card �± SD, Micro SD 

Card, Compact Flash Card), stickurile USB, discurile �F�X���E�D�Q�G�� �P�D�J�Q�H�W�L�F��, dispozitivele periferice 

���I�D�[�����V�F�D�Q�Q�H�U�����L�P�S�U�L�P�D�Q�W�������F�D�P�H�U�����Z�H�E����ma���L�Q�����G�H���F�D�O�F�X�O����i control, cititor de carduri), telefoanele 

mobile, aparatele audio, video ��i foto, consolele de jocuri ��i alte dispozitive electronice (cipuri, 

tochen, GPS, ceasuri electronice)�����/�D���H�W�D�S�D���L�Q�F�L�S�L�H�Q�W�����D���S�U�R�F�H�V�X�O�X�L���S�H�Q�D�O�����X�U�P�H�O�H���H�O�H�F�W�U�R�Q�L�F�H���O�R�F�D�O�H��

din dispozitivele victimei sunt probele cele mai importante ��i mai accesibile [49, p. 15, 18-22]. 

b) de re�0ea, constituite pe suporturile sistemelor informatice ��i ale altor dispozitive de 

comunica�
ii electronice (Port, MAC, Bandwidth, Network Attached Storage, Network Interface 

Controller, Network Hub, Network Switch, Router, Server, Firewall, Access Point), utilizate 

pentru conectarea la re�
�H�D�X�D���L�Q�I�R�U�P�D�W�L�F�� �O�R�F�D�O�������/�$�1�������L���J�O�R�E�D�O�������:�$�1�������Ì�Q���D�F�H�D�V�W�����V�X�E�F�D�W�H�J�R�U�L�H��

se includ ��i datele de�
�L�Q�X�W�H���G�H���F���W�U�H��ISP, de hosting ���F�D�O�F�X�O�D�W�R�U���F�R�Q�H�F�W�D�W���O�D���R���U�H�
�H�D�����L���F�D�U�H���S�X�Q�H���O�D��

�G�L�V�S�R�]�L�
�L�H��altor �F�D�O�F�X�O�D�W�R�D�U�H���G�L�Q���U�H�
�H�D���X�Q�H�O�H���U�H�V�X�U�V�H���D�O�H���V�D�O�H��, de telefonie, operatori de transferuri 

ale �P�L�M�O�R�D�F�H�O�R�U�� �E���Q�H��ti [44, p. 4], precum ��i din resursele internet [77, p. 7-8]. Analiza practicii 

�D�U�D�W�����F�����F�H�O�H���P�D�L���P�X�O�W�H���L�Q�I�U�D�F�
�L�X�Q�L informatice sunt comise prin Internet (65%) [73, p. 61].  

Potrivit Ghidului introductiv pentru aplicarea dispozi�0iilor legale referitoare la 

�F�U�L�P�L�Q�D�O�L�W�D�W�H�D���L�Q�I�R�U�P�D�W�L�F��, probele digitale sunt informa�
ii cu valoare doveditoare pentru organele 

judiciare, care sunt stocate, prelucrate sau transmise prin intermediul unui sistem informatic [149, 

p. 74]. Ele cuprind probe informatice, probe audio digitale, cele produse sau transmise prin 

�W�H�O�H�I�R�D�Q�H�� �P�R�E�L�O�H���� �I�D�[�X�U�L�� �G�L�J�L�W�D�O�H�� �H�W�F���� �8�Q�D�� �G�L�Q�� �S�D�U�W�L�F�X�O�D�U�L�W���
ile acestor �F�D�W�H�J�R�U�L�L�� �G�H�� �S�U�R�E�H�� �H�V�W�H�� �F��, 

aparent, ele nu sunt evidente, fiind con�
�L�Q�X�W�H�� �v�Q�� �H�F�K�L�S�D�P�H�Q�W�H���L�Q�I�R�U�P�D�W�L�F�H [29, p. 210, 236], ��i nu 

sunt obiecte tangibile [237, p. 683]. 

Probele electronice �S�R�V�H�G�����X�U�P���W�R�D�U�H�O�H���F�D�U�D�F�W�H�U�L�V�W�L�F�L���F�U�L�P�L�Q�D�O�L�V�W�L�F�H�� 
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- sunt practic invizibile unui simplu utilizator ���L���� �G�H�� �U�H�J�X�O������ �S�R�W�� �I�L�� �F�R�O�H�F�W�D�W�H���� �D�Q�D�O�L�]�D�W�H����i 

�L�Q�W�H�U�S�U�H�W�D�W�H���G�R�D�U���G�H���F���W�U�H���X�Q���V�S�H�F�L�D�O�L�V�W���v�Q���G�R�P�H�Q�L�X [122, p. 12, 49, p. 2-3, 44, p. 7, 31, p. 42], cu 

instrumente criminalistice specifice; 

- pot fi modificate sau distruse, neinten�
ionat, prin utilizarea sistemului (spre exemplu, 

suprascrierea datelor, deconectarea calculatorului) [122, p. 12, 49, p. 2, 31, p. 41]; 

- pot fi copiate nelimitat, cu u��urin�
��, pe diverse dispozitive electronice ��i transmise rapid la orice 

distan�
�� [89, p. 19, 122, p. 12, 49, p. 6]; 

- �v���L���V�F�K�L�P�E�����I�R�D�U�W�H���X��or forma [82, p. 13, 75, p. 6]; 

- �v�Q�� �F�D�]�X�O�� �U�L�G�L�F���U�L�L�� ���F�R�S�L�H�U�L�L���� �L�Q�I�R�U�P�D�
iei computerizate, spre deosebire de obiectele materiale, 

�D�F�H�D�V�W�D���S�R�D�W�H���U���P�k�Q�H����i pe suportul original [89, p. 19, 75, p. 6]; 

- sunt volatile, �D�G�L�F������ �v�Q�� �W�L�P�S�� �G�H�Y�L�Q�� �G�L�Q�� �F�H�� �v�Q�� �F�H�� �P�D�L�� �G�L�I�L�F�L�O�� �G�H�� �R�E�
inut, iar uneori, practic 

imposibil [238, p. 1, 122, p. 12, 49, p. 6, 31, p. 42]; 

- �v�Q�� �P�D�M�R�U�L�W�D�W�H�D�� �F�D�]�X�U�L�O�R�U, �S�U�H�]�L�Q�W���� �R�� �D�Q�X�P�L�W���� �Y�D�O�R�D�U�H�����L�� �F�R�Q�V�W�L�W�X�L�H�� �R�E�L�H�F�W�� �G�H�� �Y�k�Q�]�D�U�H-�F�X�P�S���U�D�U�H 

[89, p. 19, 75, p. 6]. 

De���L���v�Q�W�U�H���S�U�R�E�H�O�H���H�O�H�F�W�U�R�Q�L�F�H����i cele tradi�
�L�R�Q�D�O�H���H�[�L�V�W�����R���G�L�I�H�U�H�Q�
�����H�V�H�Q�
�L�D�O�������W�R�W�X��i lor li se 

�D�S�O�L�F�����D�F�H�O�H�D��i reguli procesuale privind admisibilitatea, administrarea ��i aprecierea [122, p. 150]. 

�Ì�Q���F�R�Q�F�O�X�]�L�H, putem �P�H�Q�
�L�R�Q�D �F�����S�U�R�E�H�O�H���H�O�H�F�W�U�R�Q�L�F�H���V�X�Q�W���L�Q�I�R�U�P�D�
�L�L���F�X valoare doveditoare, 

fiind stocate, prelucrate sau transmise prin intermediul unui sistem informatic. �(�O�H�� �V�H�� �S�U�R�G�X�F�� �v�Q��

�P�H�G�L�X�O���L�Q�I�R�U�P�D�W�L�F�����L���U�H�S�U�H�]�L�Q�W�����U�H�]�X�O�W�D�W�X�O���W�U�D�Q�V�I�R�U�P���U�L�L���L�Q�I�R�U�P�D�
�L�H�L���F�R�P�S�X�W�H�U�L�]�D�W�H���v�Q���X�U�P�D�����W�H�U�J�H�U�L�L����

�F�R�S�L�H�U�L�L�����E�O�R�F���U�L�L�����P�R�G�L�I�L�F���U�L�L���V�D�X��a oric���U�H�L alte �L�Q�W�H�U�Y�H�Q�
�Li �v�Q���I�X�Q�F�
�L�R�Q�D�U�H�D���P�L�M�O�R�D�F�H�O�R�U���G�H���V�W�R�F�D�U�H����

�S�U�H�O�X�F�U�D�U�H�� �V�D�X�� �W�U�D�Q�V�P�L�W�H�U�H�� �D�� �G�D�W�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �V�D�X�� �D�� �U�H�
�H�O�H�L�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L���� �3�U�L�Q�W�U�H 

�S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�H���D�F�H�V�W�R�U���F�D�W�H�J�R�U�L�L���G�H���S�U�R�E�H��se �v�Q�V�F�U�L�X�����L �F�H�O�H���F�D�U�H���G�H�P�R�Q�V�W�U�H�D�]�����F��, aparent, ele nu 

sunt evidente, sunt volatile, �F�R�Q�
�L�Q�k�Q�G�X-se �v�Q���H�F�K�L�S�D�P�H�Q�W�H���L�Q�I�R�U�P�D�W�L�F�H, ���L���Q�X���V�X�Q�W���R�E�L�H�F�W�H���W�D�Q�J�L�E�L�O�H�� 

 

2.3. Situa�
�L�L�O�H���W�L�S�L�F�H���G�H���X�U�P���U�L�U�H���S�H�Q�D�O������i versiunile criminalistice 
 

Situa�0iile tipice �G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� 

Prin �V�L�W�X�D�0�L�D�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� �V�H�� �v�Q�
�H�O�H�J�H starea de fapt: �F�L�U�F�X�P�V�W�D�Q�
�H�O�H�� �U�H�D�O�H�� �v�Q�� �F�D�U�H��

�D�F�
�L�R�Q�H�D�]���� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�����v�Q�W�U-un moment concret �D�O�� �F�H�U�F�H�W���U�L�L���� �F�L�U�F�X�P�V�W�D�Q�
�Hle ce 

�G�H�W�H�U�P�L�Q�����R���D�Q�X�P�L�W�����R�U�G�L�Q�H�����L��un anumit �P�R�G���G�H���D�F�
�L�X�Q�H���v�Q���V�F�R�S�X�O���U�H�D�O�L�]���U�L�L���F�X���V�X�F�F�H�V���D���V�D�U�F�L�Q�L�O�R�U��

trasate [10, p. 312]���� �1�R�
�L�X�Q�H�D�� �G�H���V�L�W�X�D�0�L�H�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O��, �v�Q�� �S�U�H�]�H�Q�W���� �V�H�� �E�X�F�X�U�� deja de o 

stabilitate �U�H�D�O�� �v�Q�� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� ���L�� �W�U�H�S�W�D�W�� �v�Q�F�H�S�H�� �V���� �L�Q�I�O�X�H�Q�
�H�]�H�� �O�X�D�U�H�D�� �G�H�F�L�]�L�L�O�R�U�� �v�Q�W�U-�X�Q�� ���L�U�� �P�D�L��

mare de probleme ���W�L�L�Q�
�L�I�L�F�H�����L���S�U�D�F�W�L�F�H [10, p. 314]. 
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�3�U�L�Q�W�U�H�� �O�H�J�L�W���
�L�O�H�� �D�F�W�L�Y�L�W���
�L�L�� �F�U�L�P�L�Q�D�O�L�V�W�L�F�H�� �G�H�� �G�H�V�F�R�S�H�U�L�U�H�� ���L�� �F�H�U�F�H�W�D�U�H�� �D�� �L�Q�I�U�D�F�
�L�X�Qilor se 

�v�Q�V�F�U�L�H�� ���L �D�S�D�U�L�
�L�D�� ���L�� �U�H�S�H�W�D�U�H�D�� �S�H�U�P�D�Q�H�Q�W���� �D���V�L�W�X�D�0�L�L�O�R�U�� �W�L�S�L�F�H�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �F�H�� �G�H�Q�R�W����

�F�D�U�D�F�W�H�U�X�O���V�L�W�X�D�
�L�R�Q�D�O���D�O���F�H�U�F�H�W���U�L�L���G�L�Y�H�U�V�H�O�R�U���L�Q�I�U�D�F�
�L�X�Q�L [7, p. 96], din care nu fac �H�[�F�H�S�
�L�H���Q�L�F�L���F�H�O�H��

din domeniul informaticii. 

�'�U�H�S�W���X�U�P�D�U�H�����D�W�k�W���v�Q���W�D�F�W�L�F�D���F�U�L�P�L�Q�D�O�L�V�W�L�F�������F�k�W�����L���v�Q���P�H�W�R�G�L�F�D���G�H���F�H�U�F�H�W�D�U�H���D���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���G�L�Q��

�G�R�P�H�Q�L�X�O���L�Q�I�R�U�P�D�W�L�F�L�L�����X�Q���U�R�O���L�P�S�R�U�W�D�Q�W���O�H���U�H�Y�L�Q�H���V�L�W�X�D�
�L�L�O�R�U���W�L�S�L�F�H���G�H���X�U�P���U�L�U�H���S�H�Q�D�O���� 

�6�L�W�X�D�0�L�L�O�H�� �W�L�S�L�F�H���F�R�Q�V�W�L�W�X�L�H�� �v�Q�F�H�S�X�W�X�O�� ���E�D�]�D���� �W�D�F�W�L�F�L�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� ���L�� �D�O�� �P�H�W�R�G�L�F�L�L�� �G�H��

cercetare, care corespund �v�Q�W�U-un mod mai complet �F�H�U�L�Q�
�H�O�R�U���D�F�W�X�D�O�H���D�O�H���S�U�D�F�W�L�F�L�L���G�H���F�R�P�E�D�W�H�U�H���D��

�I�H�Q�R�P�H�Q�X�O�X�L���L�Q�I�U�D�F�
�L�R�Q�D�O [10, p. 316].   

�$�O�H�J�H�U�H�D���X�Q�H�L���D�Q�X�P�L�W�H���D�F�
�L�X�Q�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����
�L�Q�H���G�H���F�R�P�S�H�W�H�Q�
�D���R�U�J�D�Q�X�O�X�L���G�H���X�U�P���U�L�U�H��

�S�H�Q�D�O�������F�D�U�H�����G�H���U�H�J�X�O�������V�H���F�R�Q�G�X�F�H���G�H���V�L�W�X�D�
�L�D���F�R�Q�F�U�H�W�����D���L�Q�Y�H�V�W�L�J�D�
�L�H�L [103, p. 689]. 

Astfel, la cercetarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���S�R�W���I�L��relevate patru �V�L�W�X�D�
�L�L���W�L�S�L�F�H [89, p. 53, 

239, 48, 60, p. 684, 56, p. 691, 92, p. 907-908]: 

1) Proprietarul, posesorul sau utilizatorul �O�H�J�D�O�� �D�O�� �L�Q�I�R�U�P�D�
�L�H�L�� �F�R�P�S�X�W�H�U�L�]�Dte (datelor 

informatice), al sistemului �V�D�X���U�H�
�H�O�H�L��informatice, al transmisiei de date informatice, al canalului 

�V�D�X�� �V�H�U�Y�L�F�L�X�O�X�L�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L�� �H�O�H�F�W�U�R�Q�L�F�H a descoperit de sine �V�W���W���W�R�U�� �v�Q�F���O�F�D�U�H�D�� �L�Q�W�H�J�U�L�W���
ii , 

�D�F�F�H�V�L�E�L�O�L�W���
�L�L���� �L�Q�Y�L�R�O�D�E�L�O�L�W���
�L�L sau confiden�
�L�D�O�L�W���
ii acestora���� �D�� �L�G�H�Q�W�L�I�L�F�D�W�� �I���S�W�X�L�W�R�U�X�O����i a denun�
at 

�L�Q�I�U�D�F�
�L�X�Q�H�D; 

2) �3�U�R�S�U�L�H�W�D�U�X�O���� �S�R�V�H�V�R�U�X�O�� �V�D�X�� �X�W�L�O�L�]�D�W�R�U�X�O�� �O�H�J�D�O�� �D�O�� �L�Q�I�R�U�P�D�
�L�H�L�� �F�R�P�S�X�W�H�U�L�]�D�W�H�� ���G�D�W�H�O�R�U��

�L�Q�I�R�U�P�D�W�L�F�H�������D�O���V�L�V�W�H�P�X�O�X�L���V�D�X���U�H�
�H�O�H�L���L�Q�I�R�U�P�D�W�L�F�H�����D�O���W�U�D�Q�V�P�L�V�L�H�L���G�H���G�D�W�H���L�Q�I�R�U�P�D�W�L�F�H�����D�O���F�Dnalului 

�V�D�X�� �V�H�U�Y�L�F�L�X�O�X�L�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L�� �H�O�H�F�W�U�R�Q�L�F�H��a descoperit de sine �V�W���W���W�R�U���v�Q�F���O�F�D�U�H�D�� �L�Q�W�H�J�U�L�W���
�L�L, 

�D�F�F�H�V�L�E�L�O�L�W���
�L�L���� �L�Q�Y�L�R�O�D�E�L�O�L�W���
�L�L �V�D�X�� �F�R�Q�I�L�G�H�Q�
�L�D�O�L�W���
�L�L��acestora, �G�D�U�� �Q�X�� �D�� �L�G�H�Q�W�L�I�L�F�D�W�� �I���S�W�X�L�W�R�U�X�O����

denun�
�k�Q�G���L�Q�I�U�D�F�
�L�X�Q�H�D��la organele de drept; 

3) �Ì�Q�F���O�F�D�U�H�D�� �L�Q�W�H�J�U�L�W���
�L�L���� �D�F�F�H�V�L�E�L�O�L�W���
�L�L���� �L�Q�Y�L�R�O�D�E�L�O�L�W���
�L�L �V�D�X�� �F�R�Q�I�L�G�H�Q�
�L�D�O�L�W���
�L�L �L�Q�I�R�U�P�D�
�L�H�L��

�F�R�P�S�X�W�H�U�L�]�D�W�H�� ���G�D�W�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H������ �D�� �V�L�V�W�H�P�X�O�X�L�� �V�D�X�� �U�H�
�H�O�H�L�� �L�Q�I�R�U�P�D�W�L�F�H���� �D�� �W�U�D�Q�V�P�L�V�L�H�L�� �G�H�� �G�D�W�H��

�L�Q�I�R�U�P�D�W�L�F�H���� �D�� �F�D�Q�D�O�X�O�X�L�� �V�D�X�� �V�H�U�Y�L�F�L�X�O�X�L�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L�� �H�O�H�F�W�U�R�Q�Lce ���L �I���S�W�X�L�W�R�U�X�O���L�Q�I�U�D�F�
�L�X�Q�L�L au 

devenit cunoscute publicului larg sau au fost descoperite nemijl�R�F�L�W���G�H���F���W�U�H���R�U�J�D�Q�H�O�H���G�H���G�U�H�S�W�� 

4) �Ì�Q�F���O�F�D�U�H�D�� �L�Q�W�H�J�U�L�W���
�L�L���� �D�F�F�H�V�L�E�L�O�L�W���
�L�L���� �L�Q�Y�L�R�O�D�E�L�O�L�W���
�L�L �V�D�X�� �F�R�Q�I�L�G�H�Q�
�L�D�O�L�W���
�L�L �L�Q�I�R�U�P�D�
�L�H�L��

computerizate (datelor informat�L�F�H������ �D�� �V�L�V�W�H�P�X�O�X�L�� �V�D�X�� �U�H�
�H�O�H�L�� �L�Q�I�R�U�P�D�W�L�F�H���� �D�� �W�U�D�Q�V�P�L�V�L�H�L�� �G�H�� �G�D�W�H��

�L�Q�I�R�U�P�D�W�L�F�H�����D���F�D�Q�D�O�X�O�X�L���V�D�X���V�H�U�Y�L�F�L�X�O�X�L���G�H���F�R�P�X�Q�L�F�D�
�L�L���H�O�H�F�W�U�R�Q�L�F�H���D�X���G�H�Y�H�Q�L�W���F�X�Q�R�V�F�X�W�H���S�X�E�O�L�F�X�O�X�L��

larg sau au fost descoperite nemijl�R�F�L�W���G�H���F���W�U�H���R�U�J�D�Q�H�O�H���G�H���G�U�H�S�W�����G�D�U���Q�X��este cunoscut f���S�W�X�L�W�R�U�X�O��

�L�Q�I�U�D�F�
�L�X�Q�L�L�� 

�Ì�Q�� �G�H�S�H�Q�G�H�Q�
���� �G�H�� �V�L�W�X�D�
�L�D�� �W�L�S�L�F������ �O�D�� �H�W�D�S�D�� �L�Q�L�
�L�D�O���� �D�� �S�U�R�F�H�V�X�O�X�L�� �S�H�Q�D�O���� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H��

�S�H�Q�D�O�����Y�D���v�Q�W�U�H�S�U�L�Q�G�H���D�F�
�L�X�Q�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������L���P���V�X�U�L���V�S�H�F�L�D�O�H���G�H���L�Q�Y�H�V�W�L�J�D�
ii specifice. 
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Mijloace eficiente �v�Q���O�X�S�W�D cu criminalitate�D���V�X�Q�W���H�Y�L�G�H�Q�
�H�O�H���F�U�L�P�L�Q�D�O�L�V�W�L�F�H�����F�D�U�H���S�U�H�V�X�S�X�Q���X�Q��

�V�L�V�W�H�P�� ���W�L�L�Q�
�L�I�L�F�� �D�U�J�X�P�H�Q�W�D�W�� �G�H�� �I�L�[�D�U�H���� �F�O�D�V�L�I�L�F�D�U�H���� �V�L�V�W�H�P�D�W�L�]�D�U�H���� �S���V�W�U�D�U�H�� ���L�� �I�R�O�R�V�L�U�H�� �D�� �G�D�W�H�O�R�U��

�U�H�I�H�U�L�W�R�D�U�H�� �O�D�� �S�H�U�V�R�D�Q�H�O�H�� ���L�� �R�E�L�H�F�W�H�O�H�� �F�H�� �D�X�� �L�P�S�R�U�W�D�Q�
���� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� ���L�� �S�R�W�� �I�L�� �I�R�O�R�V�L�W�H�� �v�Q�� �V�F�R�S�X�O��

clarif�L�F���U�L�L���F�L�U�F�X�P�V�W�D�Q�
�H�O�R�U���F�D�]�X�U�L�O�R�U���S�H�Q�D�O�H [240, p. 119]. 

�Ì�Q���S�U�H�]�H�Q�W����organele de drept nu dispun de vreo �E�D�]�����G�H���G�D�W�H���F�H�Q�W�U�D�O�L�]�D�W����privind informa�
ia 

operativ�� �v�Q �F�D�X�]�H�O�H�� �G�H�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�� �L�Q�I�R�U�P�D�W�L�F�� [241, 242, p. 132]���� �Ì�Q�� �Y�H�G�H�U�H�D�� �D�V�L�J�X�U���U�L�L��

informa�
ionale ���L�� �D�Q�D�O�L�W�L�F�H�� �D�� �R�U�J�D�Q�H�O�R�U�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]���� �D�F�W�L�Y�L�W�D�W�H�D�� �V�S�H�F�L�D�O���� �G�H�� �L�Q�Y�H�V�W�L�J�D�
ii, este 

�U�H�]�R�Q�D�E�L�O���F�D���R���D�V�W�I�H�O���G�H���E�D�]�����G�H���G�D�W�H���V�����F�R�Q�
�L�Q�����L�Q�I�R�U�P�D�
�L�L cu privire la [86, p. 125]: 

- toate opera�
�L�X�Q�L�O�H���G�H���S�O�D�W�����H�O�H�F�W�U�R�Q�L�F�����I�U�D�X�G�X�O�R�D�V�H�����U�H�X��ite ��i nereu��ite); 

- conturile ���E�D�Q�F�D�U�H���� �W�H�O�H�I�R�Q�L�F�H���� �H�O�H�F�W�U�R�Q�L�F�H���� �F�D�U�H�� �D�X�� �D�Y�X�W�� �O�H�J���W�X�U�����G�L�U�H�F�W����cu �L�Q�I�U�D�F�
�L�X�Q�L�O�H 

informatice, inclusiv ale victimelor, de buffer ���L���S�H�Q�W�U�X���O�L�F�K�H�I�L�H�U�H�D���P�L�M�O�R�D�F�H�O�R�U���E���Q�H��ti; 

- persoanele �L�P�S�O�L�F�D�W�H���v�Q���D�F�H�V�W�H �L�Q�I�U�D�F�
�L�X�Q�L; 

- �D�G�U�H�V�H�O�H���,�3���S�U�L�Q���L�Q�W�H�U�P�H�G�L�X�O���F���U�R�U�D���D�X���I�R�V�W���H�I�H�F�W�X�D�W�H���F�R�Q�H�[�L�X�Q�L�O�H���v�Q���S�U�R�F�H�V�X�O���G�H���S�U�H�J���W�L�U�H����

�V���Y�k�U��ire ��i ascundere a inf�U�D�F�
�L�X�Q�L�L (��i anume ale serverelor ��i sistemelor informatice 

utilizate la gestionarea centrelor de control al botnetului, la �U���V�S�k�Q�G�L�U�H�D�� �Y�L�U�X��ilor, la 

�D�F�F�H�V�D�U�H�D���Q�H�D�X�W�R�U�L�]�D�W�����D���L�Q�I�R�U�P�D�
iei computerizate ��i altele); 

- numele de domeniu ���X�Q�����L�U���G�H���F�D�U�D�F�W�H�U�H���F�D�Ue corespund unei adrese IP numerice, aferente 

unui server conectat permanent la Internet) ale site-�X�U�L�O�R�U�� �X�W�L�O�L�]�D�W�H�� �O�D�� �S�U�H�J���W�L�U�H�D����i 

comiterea �L�Q�I�U�D�F�
�L�X�Q�L�L; 

- numerele de telefon, adresele po��telor electronice, conturile din softurile de comunicare 

�U�D�S�L�G�������D�G�U�H�V�H�O�H���0�$�&���D�O�H���G�L�V�S�R�]�L�W�L�Y�H�O�R�U�������D�������D�Y�k�Q�G���O�H�J���W�X�U�����G�L�U�H�F�W���� 

- viru��i, botneturi etc.; 

- subdiviziunile organelor de drept care au efectuat investiga�
iile, institu�
�L�L�O�H�� �G�H�� �H�[�S�H�U�W�L�]����

care au examinat sistemele ��i re�
elele informatice. 

�3�H���O�k�Q�J�����G�D�W�H�O�H���W�H�[�W�X�D�O�H���I�R�U�P�D�O�L�]�D�W�H�����E�D�]�D���G�H���G�D�W�H���D�U���W�U�H�E�X�L���V����preconizeze ��i posibilitatea de 

a salva date �P�H�G�L�D�����W�H�[�W�H�����L�P�D�J�L�Q�L�����v�Q�U�H�J�L�V�W�U���U�L���Y�L�G�H�R����i audio, documente electronice de orice gen: 

spre exemplu, fi ��iere de tip log ale dispozitivelor de re�
ea ��i ale sistem�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�����v�Q�U�H�J�L�V�W�U���U�L 

video ��i imagini foto de la bancomate; capturi de ecran efectuate cu produsele program, destinate 

pentru comiterea �L�Q�I�U�D�F�
�L�X�Q�L�L; copii ale documentelor scanate ale dropilor; concluzii ale 

speciali��tilor ��i exper�
�L�O�R�U�� �v�Q�� �X�U�P�D�� �H�I�H�F�W�X���U�L�L�� �F�R�Q�V�W�D�W���U�L�O�R�U����i expertizelor judiciare; copii ale 

produselor program, destinate pentru comiterea �L�Q�I�U�D�F�
�L�X�Q�L�L ��i ale codurilor; copii offline ale 

paginilor web; chei electronice ��i certificate etc. 
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Utilizarea unor astfel de date va permite identificarea conexiunilor dintre infrac�
iuni, 

�V���Y�k�U���L�W�H�� �v�Q�� �G�L�I�H�U�L�W�H�� �O�R�F�X�U�L���� �V�W�D�E�L�O�L�U�H�D�� �O�H�J���W�X�U�L�O�R�U�� �G�L�Q�W�U�H�� �G�L�I�H�U�L�W�H�� �S�H�U�V�R�D�Q�H���� �I�D�S�W�H����i circumstan�
e, 

�F�K�L�D�U���v�Q���E�D�]�D���X�Q�R�U���V�H�P�Q�H���P�L�Q�R�U�H�� 

�'�H�V�L�J�X�U�����Y�D���I�L���Q�H�F�H�V�D�U������i respectarea �F�R�Q�G�L�
�L�L�O�R�U���S�U�H�Y���]�X�W�H���G�H���/�H�J�H�D���S�U�L�Y�L�Q�G���S�U�R�W�H�F�
�L�D���G�D�W�H�O�R�U��

cu caracter personal [243] ���L��de Legea cu privire la registre [244], inclusiv cu notificarea la Centrul 

Na�
ional pentru Protec�
�L�D���'�D�W�H�O�R�U���F�X���&�D�U�D�F�W�H�U���3�H�U�V�R�Q�D�O���D���E�D�]�H�L���G�H���G�D�W�H���U�H�V�S�H�F�W�L�Y�H�����v�Q���F�D�G�U�X�O���F���U�H�L�D��

�X�U�P�H�D�]�����D���I�L���S�U�H�O�X�F�U�D�W���X�Q���Y�R�O�X�P���P�D�U�H���G�H���G�D�W�H���F�X���F�D�U�D�F�W�H�U���S�H�U�V�R�Q�D�O�� 

�0�R�G�H�O�D�U�H�D�� �H�O�H�F�W�U�R�Q�L�F���� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �S�H�U�P�L�W�H���V�R�O�X�
�L�R�Q�D�U�H�D problemelor legate de analiza 

�F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D�� �X�Q�X�L�� �R�E�L�H�F�W�� �F�R�P�S�O�H�[�� �V�D�X�� �Y�R�O�X�P�L�Q�R�V [92, p. 906]���� �D�Y�k�Q�G�� �G�U�H�S�W scop, inclusiv, 

�S�X�Q�H�U�H�D���v�Q���D�S�O�L�F�D�U�H���D���W�X�W�X�U�R�U���D�F�W�L�Y�L�W���
ilor criminalistice la un nivel tehnologic avansat. 
 

�9�H�U�V�L�X�Q�L�O�H���v�Q���F�D�]�X�O���L�Q�I�U�D�F�0iunilor informatice 

�3�U�L�P�X�O�� �V�D�Y�D�Q�W�� �F�D�U�H�� �D�� �D�E�R�U�G�D�W�� �S�U�R�E�O�H�P�D�W�L�F�D�� �D�S�O�L�F���U�L�L�� �G�H�� �F���W�U�H�� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �D��

�U�D�
�L�R�Q�D�P�H�Q�W�H�O�R�U���O�R�J�L�F�H�����D���U�H�J�X�O�L�O�R�U���G�H���H�O�D�E�R�U�D�U�H�����L���G�H���Y�H�U�L�I�L�F�D�U�H���D���Y�H�U�V�L�X�Q�L�O�R�U���D���I�R�V�W���(�� Annuschat, 

�v�Q���D�Q�X�O���������������v�Q���O�X�F�U�D�U�H�D���V�D��Arta descoperirii �L�Q�I�U�D�F�0�L�X�Q�L�L���.�L���O�H�J�L�O�H���O�R�J�L�F�L�L [7, p. 41]. 

Variantele posibile, �v�Q �F�D�U�H�� �L�Q�I�U�D�F�
�L�X�Q�L�O�H�� ���L�� �v�P�S�U�H�M�X�U���U�L�O�H�� �D�F�H�V�W�R�U�D�� �S�R�W�� �I�L�� �v�Q�I���
�L���D�W�H, �v�Q�� �E�D�]�D��

�G�D�W�H�O�R�U���G�H�
�L�Q�X�W�H���O�D���R���D�Q�X�P�L�W�����H�W�D�S�����G�H���F�H�U�F�H�W�D�U�H�����L���F�D�U�H���X�U�P�H�D�]�����D���I�L���Y�H�U�L�I�L�F�D�W�H����sunt numite versiuni 

�G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� [8, p. 284]. 

�9�H�U�V�L�X�Q�H�D�� �F�U�L�P�L�Q�D�O�L�V�W�L�F������ �v�Q�� �D�F�F�H�S�
�La criminalistului autohton M. �*�K�H�R�U�J�K�L�
��, �v�Q�V�H�D�P�Q�� 

�H�[�S�O�L�F�D�
�L�D�� �Y�H�U�R�V�L�P�L�O���� �U�H�I�H�U�L�W�R�U�� �O�D�� �Q�D�W�X�U�D���� �F�R�Q�
�L�Q�X�W�X�O���� �X�Q�H�O�H�� �F�L�U�F�X�P�V�W�D�Q�
�H�� �D�O�H�� �D�F�W�X�O�X�L�� �L�Q�I�U�D�F�
�L�R�Q�D�O����

�P�R�G�X�O�� �G�H�� �F�R�P�L�W�H�U�H�� ���L�� �D�F�R�S�H�U�L�U�H���� �S�D�U�W�L�F�L�S�D�Q�
�Li���� �I�R�U�P�D�� �G�H�� �Y�L�Q�R�Y���
�L�H���� �P�R�E�L�O�X�O�� ���L�� �V�F�R�S�X�O�� �X�U�P���U�L�W����

cauzele care au �I�D�Y�R�U�L�]�D�W�� �V���Y�k�U���L�U�H�D�� �L�Q�I�U�D�F�
�L�X�Q�L�L���� �E�D�]�D�We �S�H�� �G�D�W�H�O�H�� �D�G�P�L�Q�L�V�W�U�D�W�H�� �v�Q�� �F�D�X�]�� [10, p. 

322], aceasta fiind o teorie bine �H�O�D�E�R�U�D�W�����v�Q ���W�L�L�Q�
a criminalistic�� [245, p. 4]. 

�Ì�Q�� �P�R�Q�R�J�U�D�I�L�D���'�U�H�S�W�X�U�L�O�H�� �3�H�U�V�R�D�Q�H�L�� �v�Q�� �S�U�R�E�D�W�R�U�L�X�O�� �S�H�Q�D�O����savantul autohton, I. Dolea 

�Y�R�U�E�H���W�H�� ���L�� �G�H�V�S�U�H�� �Q�R�
�L�X�Q�H�D�� �S�U�H�]�X�P�
�L�H�L�� �G�H�� �I�D�S�W���� �F�D�U�H�� �Q�X�� �S�R�D�W�H�� �I�L�� �F�R�Q�I�X�Q�G�D�W���� �F�X�� �Y�H�U�V�L�X�Q�H�D����

�3�U�H�]�X�P�
�L�D���G�H���I�D�S�W���H�V�W�H���R���J�H�Q�H�U�D�O�L�]�D�U�H���D�S�O�L�F�D�E�L�O�����F�D���S�X�Q�F�W���G�H���U�H�S�H�U�����R���U�H�J�X�O�����J�H�Q�H�U�D�O�������O�D���F�H�U�F�H�W�D�U�H�D��

�D�Q�X�P�L�W�R�U���V�L�W�X�D�
�L�L���W�L�S�L�F�H���� �9�H�U�V�L�X�Q�H�D���� �O�D���U�k�Q�G�X�O���H�L���� �V�H���v�Q�W�H�P�H�L�D�]���� �S�H���D�F�H�D�V�W���� �U�H�J�X�O������ �v�Q���W�R�Dte cazurile 

�I�L�L�Q�G���v�Q�V�����F�R�Q�F�U�H�W�������L �O�X�k�Q�G�X-�V�H���v�Q���F�R�Q�V�L�G�H�U�Dre �F�L�U�F�X�P�V�W�D�Q�
�H�O�H���F�D�X�]�H�L���F�R�Q�F�U�H�W�H [246, p. 123].  

�$���D�G�D�U���� �D�F�W�L�Y�L�W�D�W�H�D�� �G�H�� �H�O�D�E�R�U�D�U�H�� �D�� �Y�H�U�V�L�X�Q�L�O�R�U�� �H�V�W�H�� �v�Q�V�R�
�L�W���� �G�H�� �F�U�H�D�U�H�D�� �X�Q�R�U�� �H�[�S�O�L�F�D�
�L�L��

�S�U�H�V�X�S�X�V�H���G�H�V�S�U�H���I�D�S�W�����v�Q���D�Q�V�D�P�E�O�X�����Y�H�U�V�L�X�Q�L���J�H�Q�H�U�D�O�H�����V�D�X���G�H�V�S�U�H���D�Q�X�P�L�W�H���F�L�U�F�X�P�V�W�D�Q�
�H���D�O�H���I�D�S�W�H�L��

cercetate (versiuni particulare) [247, 10, 9]. 

�'�U�H�S�W�� �X�U�P�D�U�H���� �v�Q�� �F�D�G�U�X�O���F�H�U�F�H�W���U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��informatice���� �V�W�U�X�F�W�X�U�D�� �G�L�Q�D�P�L�F���� �D�� �H�W�D�S�H�L�� �G�H��

�I�R�U�P�X�O�D�U�H���D���Y�H�U�V�L�X�Q�L�O�R�U���G�H���F���W�U�H���R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����W�U�H�E�X�L�H���V�����S�D�U�F�X�U�J�����P�D�L���P�X�O�W�H���H�W�D�S�H�� 

1) cercetarea tuturor informa�
iilor relevante, �D�G�P�L�Q�L�V�W�U�D�W�H���v�Q���F�D�G�U�X�O���X�U�P���U�L�U�L�L���S�H�Q�D�O�H�� 
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2) stabilirea circumstan�
ei/circumstan�
elor necunoscute; 

3) identificarea ��i unificarea problemelor ��i situa�
iilor;  

4) formarea bazei de facto a versiunilor criminalistice din informa�
�L�D���S�U�R�E�D�W�R�U�L�H���U�H�O�H�Y�D�Q�W��, 

�J�U�X�S�D�W�����v�Q���M�Xrul circumstan�
elor nestabilite; 

5) formarea bazei teoretice a versiunilor din sursele de informa�
ii suplimentare (spre 

exemplu: datele despre caracteristicile criminalistice ale acestei categorii de infrac�
iuni, experien�
a 

�S�H�U�V�R�Q�D�O�������L���F�R�O�H�F�W�L�Y�����D���F�R�Q�G�X�F���W�R�Uilor ��i colaboratorilor etc.); 

6) formularea versiunilor cu ajutorul bazelor faptice ��i teoretice. 

 Pot fi relevate �F�k�W�H�Y�D���V�X�E�V�L�V�W�H�P�H���D�O�H���Y�H�U�V�L�X�Q�L�O�R�U���W�L�S�L�F�H [83, p. 104]: 

�,�����9�H�U�V�L�X�Q�L�O�H���F�X���S�U�L�Y�L�U�H���O�D���I�L�H�F�D�U�H���I�D�S�W�������H�S�L�V�R�G�����G�H���L�Q�I�U�D�F�
�L�X�Q�H���L�Q�I�R�U�P�D�W�L�F��.  

1) Versiuni generale: 

- a avut loc o infrac�
�L�X�Q�H���L�Q�I�R�U�P�D�W�L�F�����v�Q���F�L�U�F�X�P�V�W�D�Q�
ele comunicate de denun�
���W�R�U�� 

- a avut loc o infrac�
�L�X�Q�H�� �L�Q�I�R�U�P�D�W�L�F���� �v�Q�� �D�O�W�H�� �F�L�U�F�X�P�V�W�D�Q�
�H�� �G�H�F�k�W�� �F�H�O�H���F�R�P�X�Q�L�F�D�W�H�� �G�H�� �F���W�U�H��

denun�
���W�R�U�� 

- �D���D�Y�X�W���O�R�F���D�O�W�����L�Q�I�U�D�F�
�L�X�Q�H���V���Y�k�U���L�W�����F�X���X�W�L�O�L�]�D�U�H�D���V�L�V�W�H�P�H�O�R�U����i re�
elelor informatice; 

- �D���D�Y�X�W���O�R�F���R���v�Q�V�F�H�Q�D�U�H���D���X�Q�H�L���L�Q�I�U�D�F�
iuni informatice. 

2) Versiuni particulare, cu privire la: 

- �S�U�H�J���W�L�U�H�D���F�R�P�L�W�H�U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�L informatice; 

- �P�R�G�D�O�L�W�D�W�H�D���V���Y�k�U��irii infrac�
iunii; 

- �V���Y�k�U��irea infrac�
�L�X�Q�L�L���G�H���F���W�U�H���X�Q�� �J�U�X�S���G�H���S�H�U�V�R�D�Q�H����ac�
�L�X�Q�L�O�H�� �D�F�H�V�W�R�U�D���S�k�Q�������L�� �G�X�S���� �F�R�P�L�W�H�U�H�D��

infrac�
�L�X�Q�L�L�����S�D�U�W�L�F�X�O�D�U�L�W���
ile distribuirii rolurilor; 

- caracterul instrumentelor ��i mijloacelor utilizate; 

- ascunderea urmelor infrac�
iunii; 

- locul comiterii faptei; 

- timpul ���L���v�P�S�U�H�M�X�U���U�L�O�H���V���Y�k�U��irii �L�Q�I�U�D�F�
�L�X�Q�L�L; 

- �S�D�U�W�L�F�X�O�D�U�L�W���
ile comportamentului victimei, al �P�D�U�W�R�U�L�O�R�U�� �R�F�X�O�D�U�L�� �S�k�Q���� �O�D���� �v�Q�� �W�L�P�S�X�O ���L�� �G�X�S����

comiterea infrac�
iunii. 

II. Versiunile cu privire la diferite episoade ale �L�Q�I�U�D�F�
�L�X�Q�L�L informatice, �V���Y�k�U���L�W�H���G�H���F���W�U�H���D�F�H�O�D��i 

grup criminal organizat: 

1) Versiuni referitoare la aria de ac�
iune a grupului criminal organizat: 

- �v�Q�W�U-o localitate din RM; 

- �v�Q���G�L�I�H�U�L�W�H���O�R�F�D�O�L�W���
i din RM; 

- pe terito�U�L�X�O���D���G�R�X�����V�D�X���P�D�L multe state. 
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2) Versiuni ce �
�L�Q���G�H���L�P�S�O�L�F�D�U�H�D���J�U�X�S�X�O�X�L���F�U�L�P�L�Q�D�O���R�U�J�D�Q�L�]�D�W�����D���P�H�P�E�U�L�O�R�U���O�X�L�����v�Q���V���Y�k�U��irea 

altor infrac�
iuni: 

- �F�D�U�H���G�H�M�D���V�H���L�Q�Y�H�V�W�L�J�K�H�D�]�� �± la nivel local sau regional �± �G�H���F���W�U�H�����V�X�E�G�L�Y�L�]�L�X�Q�L�O�H��MAI ; 

- �F�D�U�H���G�H�M�D���V�H���L�Q�Y�H�V�W�L�J�K�H�D�]�����G�H���F���W�U�H���D�O�W�H���R�U�J�D�Q�H���G�H���X�U�P���U�L�U�H���S�H�Q�D�O������CNA, SV �3�U�R�F�X�U�D�W�X�U������ 

- �D�O�H���F���U�R�U���V�H�P�Q�H���v�Q�F�����Q�X���D�X���I�R�V�W���G�H�V�F�R�S�H�U�L�W�H���G�H���F���W�U�H���R�U�J�D�Q�H�O�H���G�H���G�U�H�S�W�� 

- �G�H�V�F�R�S�H�U�L�W�H���v�Q���D�Q�L�L���S�U�H�F�H�G�H�Q�
i; 

- �Q�H�G�H�V�F�R�S�H�U�L�W�H���v�Q���D�Q�L�L���S�U�H�F�H�G�H�Q�
i. 

III. Versiunile cu privire la componen�
a ��i caracteristicile grupului criminal organizat: 

- identitatea organizatorului, a autorului ��i complicilor, precum ���L���O�R�F�X�O���D�I�O���U�L�L���D�F�H�V�W�R�U�D�� 

- �P�R�P�H�Q�W�X�O���F�U�H���U�L�L���J�U�X�S�X�O�X�L���F�U�L�P�L�Q�D�O���R�U�J�D�Q�L�]�D�W�� 

- �Q�X�P���U�X�O���P�H�P�E�U�L�O�R�U���D�F�W�L�Y�L�� 

- speciali���W�L�L���F�D�U�H���S�D�U�W�L�F�L�S�����Q�H�P�L�M�O�R�F�L�W���v�Q���S�U�R�F�H�V�X�O���G�H���X�W�L�O�L�]�D�U�H���D���V�L�V�W�H�Pelor ��i re�
elelor informatice. 

IV. Versiunile �F�X���S�U�L�Y�L�U�H���O�D���H�W�D�S�D���G�H���S�U�H�J���W�L�U�H���D���L�Q�I�U�D�F�
�L�X�Q�L�L informatice: 

- referitoare la ob�
inerea (procurarea, crearea) sistemelor ��i re�
elelor informatice, a mijloacelor de 

comunica�
ie, a transportului, a surselor ��i moda�O�L�W���
�L�O�R�U���G�H���S�O�D�W�����D���W�U�D�I�L�F�X�O�X�L���G�H���U�H�
ea ��.a.; 

- referitor la influen�
area participan�
ilor la proces, �v�Q�� �Y�H�G�H�U�H�D�� �v�P�S�L�H�G�L�F���U�L�L�� �L�Q�Y�H�V�W�L�J���U�L�L�� �Q�R�U�P�D�O�H����

precum ��i consecin�
ele acesteia. 

V. Versiunile cu privire la existen�
a altor surse de informa�
ie probatorie re�O�H�Y�D�Q�W�����Q�H�L�G�H�Q�W�L�I�L�F�D�W��������i 

anume privind: 

- existen�
a martorilor oculari ��i a altor martori ai �L�Q�I�U�D�F�
�L�X�Q�L�L cercetate sau a �D�O�W�R�U�� �D�F�W�L�Y�L�W���
i 

infrac�
ionale ale grupului criminal organizat ���L���O�R�F�X�O���D�I�O���U�L�L���D�F�H�V�W�R�U�D�� 

- existen�
�D�� �v�Q�W�U-�X�Q�� �D�Q�X�P�L�W�� �O�R�F�� ���L�Q�F�O�X�V�L�Y�� �v�Q�� �U�H�
ea sau �v�Q��sistemul informatic, �v�Q���S�X�U�W���W�R�U�Li de 

informa�
�L�H���H�O�H�F�W�U�R�Q�L�F�������D���X�U�P�H�O�R�U���L�Q�I�U�D�F�
iunii; 

- existen�
�D�� �O�D�� �R�� �D�Q�X�P�L�W���� �S�H�U�V�R�D�Q���� �D�� �S�U�R�E�H�O�R�U�� �P�D�W�H�U�L�D�O�H����i a documentelor relevante pentru justa 

solu�
ionare a cauzei. 

VI. Versiunile cu privire la circumstan�
ele (cauzele ���L�� �v�P�S�U�H�M�X�U���U�L�O�H���� �F�D�U�H�� �D�X�� �I�D�Y�R�U�L�]�D�W�� �V���Y�k�U��irea 

infrac�
iunii, ��i anume: 

- referitoae la crearea ��i activitatea grupului criminal organizat; 

- �F�X���S�U�L�Y�L�U�H���O�D���V���Y�k�U��irea altor categorii de infrac�
iuni. 

�3�H�� �O�k�Q�J���� �Y�H�U�V�L�X�Q�L�O�H�� �V�S�H�F�L�I�L�F�H�� �D�Q�D�O�L�]�D�W�H��supra, mai pot fi amintite ��i versiunile legate de 

personalitatea infractorului, de circumstan�
�H�O�H�� �v�Q�� �F�D�U�H�� �D�� �I�R�V�W�� �F�R�P�L�V���� �I�D�S�W�D����de �P���U�L�P�H�D��

prejudiciului cauzat etc. [248, p. 624] 

�8�U�P���W�R�D�U�H�D�� �Htap�� presupune �Y�H�U�L�I�L�F�D�U�H�D�� �Y�H�U�V�L�X�Q�L�O�R�U�� �v�Q�D�L�Q�W�D�W�H�� �S�U�L�Q�� �H�I�H�F�W�X�D�U�H�D�� �D�F�
iunilor de 

�X�U�P���U�L�U�H���S�H�Q�D�O�������L�Q�F�O�X�V�L�Y��a ac�
iunilor speciale de investiga�
ii , ���L���F�R�Q�V�W�����v�Q�� 
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- �G�H�G�X�F�H�U�H�D���G�L�Q���I�L�H�F�D�U�H���Y�H�U�V�L�X�Q�H���F�U�L�P�L�Q�D�O�L�V�W�L�F�����S�H���F�D�]���D���W�X�W�X�U�R�U���D�F�
iunilor posibile; 

- luarea deciziilor tactice; 

- r�H�D�O�L�]�D�U�H�D���S�U�D�F�W�L�F�����D���S�O�D�Q�X�O�X�L���X�U�P���U�L�U�L�L���S�H�Q�D�O�H���v�Q���Y�H�G�H�U�H�D���R�E�
�L�Q�H�U�L�L���G�D�W�H�O�R�U���F�D�U�H���F�R�Q�I�L�U�P�����V�D�X��

�L�Q�I�L�U�P�����Y�H�U�V�L�X�Q�L�O�H�� 

- aprecierea tuturor probelor administrate, �v�Q�� �E�D�]�D concluziilor referitoare la caracterul 

autentic sau fals al versiunilor verificate. 

Specific pentru �S�U�R�F�H�V�X�O�� �S�H�Q�D�O�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �F�H�U�F�H�W�D�U�H�D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��informatice ���v�Q�� �V�H�Q�V��

�U�H�V�W�U�k�Q�V���� �H�V�W�H�� �I�D�S�W�X�O�� �F������ �v�Q�� �F�R�Q�I�R�U�P�L�W�D�W�H�� �F�X�� �S�U�H�Y�H�G�H�U�L�O�H�� �D�U�W���������� �&�3�3���� �S�H�Q�W�U�X�� �S�R�U�Q�L�U�H�D�� �X�U�P���U�L�U�L�L��

�S�H�Q�D�O�H�� �Q�X�� �H�V�W�H�� �Q�H�F�H�V�D�U���� �S�O�k�Q�J�H�U�H�D�� �S�U�H�D�O�D�E�L�O���� �D�� �Y�L�F�W�L�P�H�L���� �F�X�� �H�[�F�H�S�
�L�D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �S�U�H�Y���]�X�W�H�� �O�D��

art.1852 ���Ì�Q�F���O�F�D�U�H�D�� �G�U�H�S�W�X�O�X�L�� �D�V�X�S�U�D�� �R�E�L�H�F�W�H�O�R�U�� �G�H�� �S�U�R�S�U�L�H�W�D�W�H�� �L�Q�G�X�V�W�U�L�D�O������ ���L�� �O�D�� �D�U�W��������3 CP 

���'�H�F�O�D�U�D�
�L�L�� �L�Q�W�H�Q�
�L�R�Q�D�W�� �I�D�O�V�H�� �v�Q�� �G�R�F�X�P�H�Q�W�H�O�H�� �G�H�� �v�Q�U�H�J�L�V�W�U�D�U�H�� �F�H�� �
�L�Q�� �G�H�� �S�U�R�W�H�F�
�L�D�� �S�U�R�S�U�L�H�W���
�L�L��

intelectuale). 

Pe parcursul anului 2017, �G�L�Q�� �F�H�O�H�� �������� �G�H�� �V�H�V�L�]���U�L�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �V���Y�k�U���L�U�H�D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��

�L�Q�I�R�U�P�D�W�L�F�H���� �D���I�R�V�W���G�L�V�S�X�V���� �X�U�P���U�L�U�H�D���S�H�Q�D�O�����v�Q���������� �F�D�]�X�U�L���� �$�V�W�I�H�O���� �D�X���I�R�V�W���H�P�L�V�H�������� �R�U�G�R�Q�D�Q�
�H���G�H��

�U�H�I�X�]�� �v�Q�� �S�R�U�Q�L�U�H�D�� �X�U�P���U�L�L�� �S�H�Q�D�O�H�����v�Q��6 cazuri (43%) �± pe motivul unor pretinse fapte de frau�G����

�L�Q�I�R�U�P�D�W�L�F�������D�U�W��������6 CP); �v�Q��5 cazuri (36%) �± pe motivul �v�Q�F���O�F���U�L�L �L�Q�Y�L�R�O�D�E�L�O�L�W���
�L�L���Y�L�H�
�L�L���S�H�U�V�R�Q�D�O�H��

���D�U�W���������� �&�3���� ���L���v�Q�� �F�k�W�H�� �X�Q�� �F�D�]�� ���F�k�W�H�� ���������± pe motivul �v�Q�F���O�F���U�L�L dreptului asupra obiectelor de 

�S�U�R�S�U�L�H�W�D�W�H���L�Q�G�X�V�W�U�L�D�O�������D�U�W��������1 CP), pe motivul fabric���U�L�L sau punerii  �v�Q���F�L�U�F�X�O�D�
�L�H���D���F�D�U�G�X�U�L�O�R�U���V�D�X��

�D���D�O�W�R�U���L�Q�V�W�U�X�P�H�Q�W�H���G�H���S�O�D�W�����I�D�O�V�H�����D�U�W�����������&�3�������S�U�H�F�X�P�����L��pe motivul accesului �L�O�H�J�D�O���O�D���L�Q�I�R�U�P�D�
�L�D��

�F�R�P�S�X�W�H�U�L�]�D�W�������D�U�W�����������&�3�������0�R�W�L�Y�H�O�H���F�D�U�H���D�X���V�W�D�W���O�D���E�D�]�D���H�P�L�W�H�U�L�L���R�U�G�R�Q�D�Q�
�H�O�R�U���G�H���U�H�I�X�]���D�X���I�R�V�W�����v�Q��

8 cazuri (57%) �± �F�����I�D�S�W�D���Q�X���v�Q�W�U�X�Q�H���W�H���H�O�H�P�H�Q�W�H�O�H���L�Q�I�U�D�F�
�L�X�Q�L�L�����v�Q��5 cazuri (36%) �± �F�� �H�[�L�V�W�����D�O�W�H��

�F�L�U�F�X�P�V�W�D�Q�
�H�� �S�U�H�Y���]�X�W�H�� �G�H�� �O�H�J�H�� �F�D�U�H�� �F�R�Q�G�L�
�L�R�Q�H�D�]���� �H�[�F�O�X�G�H�U�H�D�� �V�D�X���� �G�X�S���� �F�D�]���� �H�[�F�O�X�G�� �X�U�P���U�L�U�H�D��

�S�H�Q�D�O���� ���L�� ���� �F�D�]�� �����������± �F�����Q�X�� �H�[�L�V�W���� �I�D�S�W�X�O�� �L�Q�I�U�D�F�
�L�X�Q�L�L���� �$�U�W�L�F�R�O�H�O�H din CP, �v�Q�� �E�D�]�D�� �F���U�R�U�D�� �D�� �I�R�V�W��

�S�R�U�Q�L�W�����X�U�P���U�L�U�H�D���S�H�Q�D�O��, �V�X�Q�W���H�[�S�X�V�H���v�Q���$�Q�H�[�D���Q�U���������G�L�Q���S�U�H�]�H�Q�W�D���O�X�F�U�D�U�H [249]. 

 

2.4�����0���V�X�U�L���W�D�F�W�L�F�H�����L���V�W�U�D�W�H�J�L�F�H���G�H���G�H�S�����L�U�H���D���R�E�V�W�D�F�R�O�H�O�R�U���F�D�U�H���v�P�S�L�H�G�L�F�����E�X�Q�D���G�H�V�I����urare a 
�F�H�U�F�H�W���U�L�L��infrac�
iunilor informatice  

 

�$�S���U�X�W���� �O�D�� �v�Q�F�H�S�X�W�X�O�� �D�Q�L�O�R�U�� �
�������� �W�H�R�U�L�D�� �v�Q�Y�L�Q�J�H�U�L�L�� �v�P�S�R�W�U�L�Y�L�U�L�L�� �X�U�P���U�L�U�L�L�� �S�H�Q�D�O�H�� �
�L�Q�H�� �G�H��

�F�U�L�P�L�Q�D�O�L�V�W�L�F���� ���L�� �H�V�W�H�� �L�Q�F�O�X�V���� �v�Q�� �D�F�H�D�V�W���� ���W�L�L�Q�
���� �F�D�� �R���G�R�F�W�U�L�Q�� �S�D�U�W�L�F�X�O�D�U������ �/�D��elaborarea ei au 

�F�R�Q�W�U�L�E�X�L�W���P�D�L���P�X�O�
�L���F�U�L�P�L�Q�D�O�L���W�L�����5����Belkin ��i a�O�
�L�L�� [250]. 

�$�F�W�L�Y�L�W�D�W�H�D�� �R�U�J�D�Q�H�O�R�U�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �G�H�� �F�H�O�H�� �P�D�L�� �P�X�O�W�H���R�U�L���� �V�H�� �F�R�P�S�O�L�F���� �S�U�L�Q�� �I�D�S�W�X�O�� �F����

�L�Q�I�U�D�F�
�L�X�Q�L�O�H���V�X�Q�W���F�R�P�L�V�H��deseori �G�H���S�H�U�V�R�D�Q�H���F�D�U�H���D�X���D�Q�X�P�L�W�H���F�X�Q�R���W�L�Q�
�H���G�L�Q���G�L�Y�H�U�V�H���V�X�U�V�H�����L���X�Q�H�O�H��

�G�H�S�U�L�Q�G�H�U�L���F�U�L�P�L�Q�D�O�H�����E�X�Q���R�D�U��, cum sunt cele specifice IT�����L�D�U���V���Y�k�U���L�U�H�D���L�Q�I�U�D�F�
�L�X�Q�L�L�����G�H���U�H�J�X�O�������H��
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�S�U�H�F�H�G�D�W���� �G�H�� �R�� �S�U�H�J���W�L�U�H�� �P�L�Q�X�
�L�R�D�V������ �Ì�Q�� �Y�L�U�W�X�W�H�D�� �D�F�H�V�W�X�L�� �I�D�S�W���� �U�H�D�O�L�]�D�U�H�D�� �H�I�L�F�L�H�Q�W���� �D�� �Varcinilor 

�F�H�U�F�H�W���U�L�L�� �U�H�F�O�D�P���� �G�L�Q�� �S�D�U�W�H�D�� �R�U�J�D�Q�H�O�R�U�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� ���L��a �F�H�O�R�U�� �V�S�H�F�L�D�O�H�� �G�H�� �L�Q�Y�H�V�W�L�J�D�
�L�L�� �R��

�v�Q�D�O�W�����P���L�H�V�W�U�L�H�� �W�D�F�W�L�F��, care, �O�D�� �U�k�Q�G�X�O�� �H�L���� �U�H�S�U�H�]�L�Q�W���� �X�Q�� �V�L�V�W�H�P�� �G�H�� �W�H�]�H�� �J�H�Q�H�U�D�O�H�� ���L��

�S�U�R�F�H�G�H�H���U�H�F�R�P�D�Q�G���U�L�� �D�U�J�X�P�H�Q�W�D�W�H ���W�L�L�Q�
�L�I�L�F [251, p. 8], �E�D�]�D�W�H�� �S�H�� �G�L�V�S�R�]�L�
�L�L�O�H�� �O�H�J�L�L�� �S�U�R�F�H�V�X�D�O-

�S�H�Q�D�O�H�����L���S�H���S�U�D�F�W�L�F�D���v�Q���G�R�P�H�Q�L�X�����D���F���U�R�U���D�S�O�L�F�D�U�H���H���P�H�Q�L�W�����V�����D�V�L�J�X�U�H���H�I�L�F�D�F�L�W�D�W�H�D���F�R�P�S�R�U�W�D�U�H�D [8, 

p. 266] �D�F�W�L�Y�L�W���
�L�L�� �R�U�J�D�Q�H�O�R�U�� �G�H�� �G�U�H�S�W�� �v�Q�� �W�L�P�S�X�O�� �F�H�U�F�H�W���U�L�L�� �I�D�S�W�H�O�R�U�� �L�Q�I�U�D�F�
�L�R�Q�D�O�H�� ���L�� �H�[�D�P�L�Q���U�L�L��

�D�F�H�V�W�R�U�D���v�Q���L�Q�V�W�D�Q�
�D���G�H���M�X�G�H�F�D�W�������
�L�Q�k�Q�G���F�R�Q�W���G�H���S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�H�����L���G�H���V�L�W�X�D�
�L�L�O�H���v�Q���F�D�U�H���L�Q�I�U�D�F�
�L�X�Q�H�D���D��

�I�R�V�W���F�R�P�L�V�� [10, p. 291]. 

�8�Q�D�� �G�L�Q�� �V�D�U�F�L�Q�L�O�H�� �G�H�� �E�D�]���� �D�O�H���F�H�U�F�H�W���U�L�L��crim�L�Q�D�O�L�W���
ii informatice este stabilirea tuturor 

circumstan�
�H�O�R�U���V���Y�k�U��irii infrac�
iunii. Totu��i la realizarea acesteia deseori se opun persoanele care 

doresc ca infractorul �V�����V�H���H�V�F�K�L�Y�H�]�H �G�H���O�D���U���V�S�X�Q�G�H�U�H�D���S�H�Q�D�O������ 

�Ì�Q�� �G�H�S�H�Q�G�H�Q�
���� �G�H�� �I�D�F�W�R�U�L�L�� �F�H���F�R�Q�G�L�
�L�R�Q�H�D�]�� apari�
�L�D�� �R�E�V�W�D�F�R�O�H�O�R�U�� �F�D�U�H�� �S�H�U�W�X�U�E���� �G�H�V�I����urarea 

�Q�R�U�P�D�O�����D���S�U�R�F�H�V�X�O�X�L���S�H�Q�D�O�����D�F�H�V�W�H�D���S�R�W���I�L���F�O�D�V�L�I�L�F�D�W�H���v�Q��[80, p. 13]: 

1) obiective, care apar ��i ac�
�L�R�Q�H�D�]���� �L�Q�G�H�S�H�Q�G�H�Q�W�� �G�H�� �Y�R�L�Q�
a persoanei (spre exemplu, 

condi�
iile meteorologice nefavorabile, care au favorizat distrugerea urmelor infrac�
iunii); 

2) subiective, create �G�H���F���W�U�H���I���S�W�X�L�W�R�U�����G�H���F���W�U�H���D�O�W�H���S�H�U�V�R�D�Q�H���v�Q���L�Q�W�H�U�H�V�H�O�H���D�F�H�V�W�X�L�D�����S�U�H�F�X�P��

��i de gre���H�O�L�O�H���R�P�L�V�L�X�Q�L�O�H���R�U�J�D�Q�X�O�X�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O���� 

3) relativ obiective, care nu depind de voin�
�D���D�Q�X�P�L�W�R�U���S�H�U�V�R�D�Q�H�����v�Q�V�����S�R�W���I�L���O�X�D�W�H���v�Q���F�D�O�F�X�O���G�H��

�F���W�U�H�� �D�F�H�V�W�H�D����Drept exemplu pot fi invocate �S�D�U�W�L�F�X�O�D�U�L�W���
ile suporturilor de stocare a datelor 

electronice, care stau la baza distrugerii informa�
iei. 

�7�R�W�R�G�D�W������impedimentele care apar la investigarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U comise �S�R�W�� �I�L�� �F�O�D�V�L�I�L�F�D�W�H���v�Q��

legale (dreptul �E���Q�X�L�W�X�O�X�L���v�Q�Y�L�Q�X�L�W�X�O�X�L de a nu da declara�
�L�L���� �G�U�H�S�W�X�O�� �S���U�
�L�O�R�U�� �G�H�� �D�� �v�Q�D�L�Q�W�D�� �F�H�U�H�U�L����i 

�G�H�P�H�U�V�X�U�L�����O�L�S�V�D���U���V�S�X�Q�G�H�U�L�L���E���Q�X�L�W�X�O�X�L���v�Q�Y�L�Q�X�L�W�X�O�X�L �v�Q���F�D�]�X�O���G�H�S�X�Q�H�U�L�L���G�H�F�O�D�U�D�
iilor false, obliga�
ia 

�R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �G�H�� �D�� �Y�H�U�L�I�L�F�D�� �Y�H�U�V�L�X�Q�L�O�H�� �D�S���U���U�L�L������i ilegale (declara�
iile false ale 

�P�D�U�W�R�U�L�O�R�U���� �Y�L�F�W�L�P�H�L������ �&�H�O�H�� �O�H�J�D�O�H���� �O�D�� �U�k�Q�G�X�O�� �O�R�U, pot fi �Y���G�L�W�H�� spre exemplu, refuzul de a da 

declara�
ii, ��i camuflate, �v�Q�� �F�D�U�H�� �V�X�V�S�H�F�W�X�O���v��i �P�D�Q�L�I�H�V�W�� dorin�
a de a contribui la stabilirea 

�D�G�H�Y���U�X�O�X�L���S�H���F�D�]����i disponibilitatea de a acorda ajutorul necesar �R�U�J�D�Q�X�O�X�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������G�D�U 

inten�
ia sa �D�G�H�Y���U�D�W����este de a direc�
�L�R�Q�D�� �X�U�P���U�L�U�H�D�� �S�H�Q�D�O���� �S�H�� �R�� �S�k�U�W�L�H�� �J�U�H���L�W������Impedimentele 

camuflate r�H�S�U�H�]�L�Q�W�����R���F�X�U�V�� �S�H�U�L�F�X�O�R�D�V�����Sentru �R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O���� 

De cele mai multe ori, declara�
�L�L�� �I�D�O�V�H�� �V�X�Q�W�� �G�H�S�X�V�H�� �G�H�� �F���W�U�H���E���Q�X�L�W���v�Q�Y�L�Q�X�L�W (72%), martori 

�������������� �Y�L�F�W�L�P���� �������������� �$�F�H�D�V�W�� �V�L�W�X�D�
�L�H���V�H�� �G�D�W�R�U�H�D�]���� �V�W�U�D�W�H�J�L�H�L�� �G�H�� �F�R�P�S�R�U�W�Dment, alese �G�H�� �F���W�U�H��

�L�Q�I�U�D�F�W�R�U���� �S�R�V�L�E�L�O�L�W���
ilor lui, precum ��i specificului infrac�
iunii investigate [80, p. 26]���� �Ì�Q��

�P�D�M�R�U�L�W�D�W�H�D���F�D�]�X�U�L�O�R�U�����v�Q���F�D�G�U�X�O���D�X�G�L�H�U�L�L���V�D�O�H�����E���Q�X�L�W�X�O���v�Q�Y�L�Q�X�L�W�X�O va tatona nivelul cuno��tin�
�H�O�R�U���v�Q��

domeniul IT a �S�H�U�V�R�D�Q�H�L���F�D�U�H���v�O���D�X�G�L�D�]�������X�O�W�H�U�L�R�U�����v�Q���E�D�]�D���D�F�H�V�W�H�L���L�Q�I�R�U�P�D�
ii, el se va prezenta drept 
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�R�� �S�H�U�V�R�D�Q���� �L�Q�V�X�I�L�F�L�H�Q�W�� �G�H�� �F�D�S�D�E�L�O����pentru utilizarea sistemelor informatice sau pentru a avea 

inten�
ii infrac�
ionale.  

�6�S�U�H���H�[�H�P�S�O�X�����$�S���U�D�U�H�D���&�D�O���7�U�R�L�D�Q���X�U�P���U�H��te apl�L�F�D�U�H�D���U�H�J�X�O�L�L���Ä�L�Q���G�X�E�L�R���S�U�R���U�H�R�´���v�Q���F�D�O�L�W�D�W�H��

de complement al prezum�
�L�H�L�� �G�H�� �Q�H�Y�L�Q�R�Y���
ie, �F�R�Q�W�H�V�W�k�Q�G�� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �I���S�W�X�L�W�R�U�X�O�X�L�����L�� �D�Y�k�Q�G�� �v�Q��

�S�U�D�F�W�L�F�D�� �M�X�G�L�F�L�D�U�������D�Q�V�H�� �G�H�� �V�X�F�F�H�V�� �G�R�D�U�� �v�Q�� �P���V�X�U�D�� �v�Q�
�H�O�H�J�H�U�L�L�� �G�H�� �F���W�U�H�� �S�U�D�F�W�L�F�L�H�Q�L����i instan�
e a 

�U�H�D�O�L�W���
ilor socie�W���
�L�L�� �G�L�J�L�W�D�O�H���� �P�D�L�� �F�X�� �V�H�D�P���� �v�Q�� �F�D�X�]�H�O�H�� �v�Q�� �F�D�U�H�� �W�U�L�P�L�W�H�U�H�D�� �v�Q�� �M�X�G�H�F�D�W���� �V-�D�� �I���F�X�W��

exclusiv pe baza probelor digitale incriminatoare, prelevate din sistemul informatic al suspectului 

ori inculpatului (de exemplu, �I�R�W�R�J�U�D�I�L�L�� �F�X�� �P�L�Q�R�U�L�� �v�Q�� �L�S�R�V�W�D�]�H�� �V�H�[�X�D�O�H�� �H�[�S�Oicite) ���L�� �I���U���� �D�� �D�G�U�H�V�D��

�F�R�U�H�V�S�X�Q�]���W�R�U����i a elimina aspectele privind un eventual control de la distan�
���� �D�V�X�S�U�D�� �V�L�V�W�H�P�X�O�X�L��

informatic ori privind viru��ii existen�
�L���F�D�U�H���D�U���I�L���S�X�W�X�W���F�R�P�L�W�H���I�D�S�W�D���v�Q���P�R�G���D�X�W�R�P�D�W�L�]�D�W�����S�U�H�F�X�P����i 

�v�Q���F�D�X�]�H�O�H���v�Q���F�D�U�H���S�H�U�F�K�H�]�L�
�L�D���L�Q�I�R�U�P�D�W�L�F�����Q�X���H�V�W�H���F�R�P�S�O�H�W�D�W������i de alte procedee probatorii, precum 

�V�X�S�U�D�Y�H�J�K�H�U�H�D�� �R�S�H�U�D�W�L�Y������ �G�R�F�X�P�H�Q�W�D�U�H�D�� �S�U�R�I�L�O�X�O�X�L�� �S�H�U�V�R�D�Q�H�L�� �L�Q�Y�H�V�W�L�J�D�W�H���� �R�S�H�U�D�
�L�X�Q�L�� �I�L�Q�D�Q�F�L�D�U�H�� �v�Q��

�O�H�J���W�X�U���� �F�X�� �I�D�S�W�D����i altele similare, menite a-�O�� �S�O�D�V�D�� �S�H�� �L�Q�F�X�O�S�D�W�� �Ä�O�D�� �W�D�V�W�D�W�X�U���´���v�Q�� �Pomentul 

comiterii faptei ori a proba distinct fapta sub aspectul laturii subiective, a���D���F�X�P���R���L�Q�G�L�F��, de altfel, 

�P�D�Q�X�D�O�H�O�H�� �G�H�� �E�X�Q�H�� �S�U�D�F�W�L�F�L�� �v�Q��cercetarea infrac�
�L�X�Q�L�O�R�U�� �G�H�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�� �L�Q�I�R�U�P�D�W�L�F�� [252, p. 168, 

253, p. 162]. 

Scopul cererilor ��i al �G�H�P�H�U�V�X�U�L�O�R�U�� �S���U�
�L�L�� �D�S���U���U�L�L���� �G�H�� �U�H�J�X�O������ �H�V�W�H��de a impune versiunea ei, 

�S�U�H�]�H�Q�W�k�Q�G�� �I�D�S�W�H�O�H�� �V�X�V�S�H�F�W�X�O�X�L�� �F�D�� �I�L�L�Q�G�� �L�Q�R�I�H�Q�V�L�Y�H������i, �W�R�W�R�G�D�W������de a �V�X�S�U�D�v�Q�F���U�F�D organul de 

�X�U�P���U�L�U�H���S�H�Q�D�O�����F�X���X�Q���Y�R�O�X�P���P�D�U�H���G�H���L�Q�I�R�U�P�D�
ie, pentru a-l dezorienta. Doar examinarea acestora, 

�v�Q�� �Y�H�G�H�U�H�D��admiterii  sau respingerii lor���� �U���S�H��te mult timp ��i sustrage organul de drept de la 

�D�F�W�L�Y�L�W�D�W�H�D���G�H���E�D�]�����D���L�Q�Y�H�V�W�L�J�D�
�L�H�L�����2���D�O�W�����W�H�K�Q�L�F�����D�S�O�L�F�D�W�� �F�R�Q�V�W�����v�Q derutarea organului �G�H���X�U�P���U�L�U�H��

�S�H�Q�D�O�����S�U�Ln terminologie, precum ��i prin procesele �X�W�L�O�L�]�D�W�H���v�Q���V�L�V�W�H�P�H���L�Q�I�R�U�P�D�W�L�F�H�����v�Q�D�L�Q�W�k�Q�G�X-se, 

�v�Q acest scop, demersuri cu privire la efectuarea diferitor expertize. 

�$�V�F�X�Q�G�H�U�H�D�� �X�U�P�H�O�R�U�� �L�Q�I�U�D�F�
�L�X�Q�L�L�� �H�V�W�H�� �X�U�P���U�L�W���� �Q�X doar prin distrugerea informa�
iei 

computerizate���� �v�Q acela���L�� �V�F�R�S�� �S�R�D�W�H�� �I�L�� �H�I�H�F�W�X�D�W���� �E�O�R�F�D�U�H�D�� �V�D�X�� �P�R�G�L�I�L�F�D�U�H�D�� �L�Q�I�R�U�P�D�
�L�H�L���� �Ì�Q�� �F�H�O�� �G�L�Q��

�X�U�P�����F�D�], infractorul va orienta �L�Q�Y�H�V�W�L�J�D�U�H�D���v�Q�W�U-o direc�
ie gre���L�W�� [254, p. 3]. �$�F�H�D�V�W�� �P�H�W�R�G�����H�V�W�H��

cea mai pe�U�L�F�X�O�R�D�V�������S�H�Q�W�U�X���F�����L�Q�I�U�D�F�W�R�U�X�O���v��i poate masca identitatea prin modificarea datelor din 

registrele electronice, prin schimbarea adresei IP, precum ��i a pachetelor de date, fiind create, 

astfel, probe false [71, p. 152]. 

Orice nedescoperire a �L�Q�I�U�D�F�
�L�X�Q�L�L ���L�� �Q�H�L�G�H�Q�W�L�I�L�F�D�U�H�� �D�� �I���S�W�X�L�W�R�U�X�O�X�L�� �D�F�H�V�W�H�L�D�� �S�H�U�P�L�W�H��

�L�Q�I�U�D�F�W�R�U�X�O�X�L���V��-���L continue activitatea, iar �S�U�D�F�W�L�F�D���Q�H�J�D�W�L�Y�����v�L���S�H�U�P�L�W�H���V�����v�Q�
�H�O�H�D�J�����H�U�R�U�L�O�H pe care 

�Q�X���W�U�H�E�X�L�H���V�����O�H���D�G�P�L�W�� �O�D���V���Y�k�U��irea unei �L�Q�I�U�D�F�
�L�X�Q�L analogice. 

Influen�
�D�U�H�D�� �D�F�W�L�Y�L�W���
�L�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �D���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U �V���Y�k�U���L�W�H�� �v�Q�� �G�R�P�H�Q�L�X�O�� �V�X�S�X�V��

�D�Q�D�O�L�]�H�L�����G�H���U�H�J�X�O�������X�U�P���U�H��te scopurile [80, p. 52, 255, p. 146]: 
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- de a prezenta infrac�
�L�X�Q�H�D�� �V���Y�k�U���L�W���� �G�U�H�S�W�� �R�� �D�F�W�L�Y�L�W�D�W�H�� �V�R�F�L�D�O�P�H�Q�W�H�� �Q�H�S�H�U�L�F�X�O�R�D�V������ �D�G�L�F���� �Q�R�Q-

�S�H�Q�D�O�������F�R�P�L�V�����G�L�Q���F�X�U�L�R�]�L�W�D�W�H�� 

- �G�H�� �D�� �U�H�G�D�� �I�D�S�W�D�� �F�R�P�L�V���� �G�U�H�S�W�� �R�� �F�R�Q�V�H�F�L�Q�
���� �v�Q�W�k�P�S�O���W�R�D�U�H�����I���U���� �Y�U�H�R inten�
ie infrac�
�L�R�Q�D�O��, a 

lipsei unor cuno��tin�
�H�� �D�S�U�R�I�X�Q�G�D�W�H�� �D�� �I���S�W�X�L�W�R�U�X�O�X�L�� �v�Q�� �G�R�P�H�Q�L�X�O�� �W�H�K�Q�R�O�R�J�L�L�O�R�U�� �D�Y�D�Q�V�D�W�H�� 

�$�S���U�D�U�H�D, prin invocarea nepriceperii utilizatorului, sus�
�L�Q�H�����V�S�U�H���H�[�H�P�S�O�X�����F����acesta nu a avut 

inten�
ia de a pune la dispozi�
ie materialele ilegale, �G�H�V�F���U�F�D�W�H�� �S�U�L�Q�� �V�L�V�W�H�P�H�O�H�� �G�H�� �S�D�U�W�D�M�D�U�H�� �G�H��

fi ��iere [256] ��i �F����nu a ���W�L�X�W�� �F����programul de partajare punea automat la dispozi�
�L�H�� �v�Q�� �U�H�
ea 

�G�R�F�X�P�H�Q�W�H�O�H���G�H�V�F���U�F�D�W�H [257]; 

- �G�H���D���G�H�P�R�Q�V�W�U�D���F�����D�F�
�L�X�Q�L�O�H���I���S�W�X�L�W�R�U�X�O�X�L���V�X�Q�W���U�H�]�X�O�W�D�W�X�O���X�Q�H�L���F�R�Q�V�W�U�k�Q�J�H�U�L���L�Q�V�X�U�P�R�Q�W�D�E�L�O�H����i au 

�I�R�V�W���V���Y�k�U���L�W�H���H�[�F�O�X�V�L�Y���v�Q���L�Q�W�H�U�H�V�X�O���V�R�F�L�H�W���
ii;  

- de a convinge �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� de onestitatea persoanei suspecte, care, la fel ca ��i 

acesta, dore���W�H���V�����V�W�D�E�L�O�H�D�V�F�����D�G�H�Y���U�X�O����i, �v�Q���F�R�Q�V�H�F�L�Q�
���� �V��-���L���F�R�Q�I�L�U�P�H���Q�H�Y�L�Q�R�Y���
ia; 

- �G�H���D���G�H�P�R�Q�V�W�U�D���S���U�W�L�Q�L�U�H�D����i rea-credin�
�D���S�H�U�V�R�D�Q�H�L���F�D�U�H���H�I�H�F�W�X�H�D�]�����X�U�P���U�L�U�H�D���S�H�Q�D�O�������Q�H�G�R�U�L�Q�
�D��

ei de a stabili toate circumstan�
ele cauzei; 

- �G�H�� �D�� �S�U�H�]�H�Q�W�D�� �V�X�V�S�H�F�W�X�O�� �G�U�H�S�W�� �R�� �Y�L�F�W�L�P���� �D���L�Q�I�U�D�F�
�L�X�Q�L�L, datora�W���� �H�Y�R�O�X�
iei nefavorabile a 

circumstan�
elor cauzei; 

- �G�H�� �D�� �D�U�J�X�P�H�Q�W�D�� �Q�H�F�H�V�L�W�D�W�H�D�� �H�I�H�F�W�X���U�L�L�� �D�Q�Xmitor ac�
iuni procesuale, �v�Q�� �Y�H�G�H�U�H�D�� �v�Q�G�U�H�S�W���U�L�L�� 

procesului penal spre un punct mort; 

- �G�H�� �D�� �D�U�J�X�P�H�Q�W�D�� �L�Q�D�G�P�L�V�L�E�L�O�L�W�D�W�H�D�� �H�I�H�F�W�X���U�L�L�� �D�Q�X�P�L�W�R�U�� �D�F�
iuni (inclusiv procesuale), pentru ca 

unele �v�P�S�U�H�M�X�U���U�L��ale �V���Y�k�U��irii  infrac�
�L�X�Q�L�L���V�����U���P�k�Q�����Q�H�L�G�H�Q�W�L�I�L�F�D�W�H�� 

- de a crea impresia incompeten�
ei �S�H�U�V�R�D�Q�H�L�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]���� �X�U�P���U�L�U�H�D�� �S�H�Q�D�O���� ���F�X�P�� �D�U���I�L�� �O�L�S�V�D��

�D�E�L�O�L�W���
ilor de a cerceta �R���F�D�X�]�����F�R�P�S�O�H�[������ 

- de a crea o opinie public�� pozitiv�� despre suspect. 

La cercetarea infrac�
iunilor informatice, �F�H�O�H���P�D�L���U���V�S�k�Q�G�L�W�H���I�R�U�P�H���G�H���R�S�X�Q�H�U�H���G�H���U�H�]�L�V�W�H�Q�
����

sunt [255, p. 146]:  

1) �7���L�Q�X�L�U�H�D�� �L�Q�I�U�D�F�0iunii �.i a probelor �������������� �Ì�Q�� �M�X�P���W�D�W�H�� �G�L�Q�� �F�D�]�X�U�Lle de �L�Q�I�U�D�F�
�L�X�Q�L 

informatice�����L�Q�I�U�D�F�W�R�U�L�L���W�L�Q�G���V��-���L concentreze eforturile pe c�U�H�D�U�H�D���R�E�V�W�D�F�R�O�H�O�R�U���v�Q���Y�H�G�H�U�H�D���U�L�G�L�F���U�L�L��

���L�� �F�H�U�F�H�W���U�L�L�� �V�X�S�R�U�W�X�U�L�O�R�U���G�H�� �V�W�R�F�D�U�H�� �D�� �L�Q�I�R�U�P�D�
�L�H�L�� �H�O�H�F�W�U�R�Q�L�F�H���� �Ì�Q�� �D�F�H�V�W�� �V�F�R�S, recurg la substituirea 

suporturilor respective, pentru a crea impresia, la examinarea acestora, �F���� �Q�X�� �D�� �I�R�V�W�� �V���Y�k�U���L�W����

infrac�
iunea. 

Una din cauzele �U�H�X���L�W�H�L �D�F�W�L�Y�L�W���
ii de opunere a rezisten�
ei contra descoperirii  infrac�
iunilor 

informatice este laten�
�D���V�S�R�U�L�W�����D���D�F�H�V�W�R�U���F�D�W�H�J�R�U�L�L���G�H���L�Q�I�U�D�F�
�L�X�Q�L. Numeroase ac�
iuni din domeniul 

IT, precum ��i datele informatice pot fi u��or depersonalizate. Totu��i datele informatice nu sunt 

�O�L�S�V�L�W�H�� �G�H�� �D�Q�X�P�L�W�H�� �V�H�P�Q�H�� �F�D�U�H�� �V���� �O�H�� �L�Q�G�L�Y�L�G�X�D�O�L�]�H�]�H���� �Ì�Q�F���� �G�H�� �O�D�� �H�W�D�S�D�� �S�U�H�J���W�L�U�L�L�� �L�Q�I�U�D�F�
iunii, 



90 

�I���S�W�X�L�W�R�U�X�O���v�Q�W�U�H�S�U�L�Q�G�H���P���V�X�U�L���S�H�Q�W�U�X��ca �D�F�H�D�V�W�D���V����nu fie �L�G�H�Q�W�L�I�L�F�D�W�������F�H�U�F�H�W�D�W�� ���L���G�H�V�F�R�S�H�U�L�W�� [54, 

p. 161]. Baza informa�
�L�R�Q�D�O�����H�V�W�H���I�R�D�U�W�H���F�R�P�S�O�L�F�D�W�����S�H�Q�W�U�X���F�L�W�L�U�H�����G�H���U�H�J�X�O�������Q�H�F�H�V�L�W�����G�H�F�R�G�L�I�L�F�D�U�H��

���L���G�R�D�U���G�X�S�����D�F�H�D�V�W�D���S�R�D�W�H���I�L���X�W�L�O�L�]�D�W�����v�Q���L�Q�Y�H�V�W�L�J�D�
ie.  

2) �Ì�Q�V�F�H�Q�D�U�H�D (27%). Cele mai �U���V�S�k�Q�G�L�W�H �v�Q�V�F�H�Q���U�L���v�Q cazurile de crimina�O�L�W�D�W�H���L�Q�I�R�U�P�D�W�L�F����

sunt: 

- �V�L�P�X�O�D�U�H�D���I�D�S�W�X�O�X�L���F�����L�Q�I�R�U�P�D�
�L�D���D���I�R�V�W���D�I�H�F�W�D�W�����v�Q���U�H�]�X�O�W�D�W�X�O���X�W�L�O�L�]���U�L�L���S�U�R�D�V�W�H���D���D�F�H�V�W�H�L�D���G�H���F���W�U�H��

persoanele care aveau drept de acces la ea; 

- virusarea din neaten�
�L�H�� �G�H�� �F���W�U�H�� �S�H�U�V�R�D�Q�H�O�H�� �F�D�U�H�� �D�Y�H�D�X�� �G�U�H�S�W�� �G�H�� �D�F�F�H�V�� �O�D�� �L�Q�I�R�U�P�D�
ia 

c�R�P�S�X�W�H�U�L�]�D�W���� 

- defec�
iunea suportului de stocare a informa�
iei electronice, sub pretextul unor motive 

independente de voin�
a persoanelor; 

- imitarea unei alte fapte prejudiciabile, pentru a sustrage aten�
�L�D�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� 

[71, p. 152].  

�Ä�+�D�F�N�H�U�L�L�´�����F�D�U�H���D�X���D�E�L�O�L�W���
i tehnice ���L���S�U�R�I�H�V�L�R�Q�D�O�H���P�D�L���E�X�Q�H���G�H�F�k�W���D�O�W�H���F�D�W�H�J�R�U�L�L���G�H���L�Q�I�U�D�F�W�R�U�L��

informatici�����S�U�H�I�H�U�����X�W�L�O�L�]�D�U�H�D���v�Q�V�F�H�Q���U�L�O�R�U�����L�D�U���v�Q���X�Q�H�O�H���F�D�]�X�U�L�����L���D���W���L�Q�X�L�U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�L. 

3) Formarea unei opinii publice favorabile infractorului (3%). Aceasta se �U�H�D�O�L�]�H�D�]�� nu 

doar prin utilizarea mijloacelor tradi�
�L�R�Q�D�O�H���G�H���L�Q�I�R�U�P�D�U�H���v�Q���P�D�V�������S�H�U�L�R�G�L�Fe, televiziune ��i radio), 

dar ��i prin publica�
�L�L���v�Q���U�H�
eaua internet. Ea este �F�D�U�D�F�W�H�U�L�V�W�L�F�� persoanelor ca�U�H���v�Q�F�D�O�F�����U�H�J�X�O�L�O�H���G�H��

exploatare a sistemelor ��i re�
elelor informatice. 

4) Influen�0�D�U�H�D�� �G�L�U�H�F�W���� �D�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� (7%). Organele de drept sunt 

�v�Q�Y�L�Q�X�L�W�H�� �S�H�� �Q�H�G�U�H�S�W�� �v�Q�� �G�H�S����irea atribu�
iilor de serviciu, �v�Q���H�I�H�F�W�X�D�U�H�D�� �G�H�I�H�F�W�X�R�D�V���� �D�� �X�U�P���U�L�U�L�L��

penale ���L�� �D�O�W�H�O�H���� �'�H�� �U�H�J�X�O������ �S�D�U�W�H�D�� �D�S���U���U�L�L�� �F�R�Q�W�H�V�W����pe �W�R�D�W�H�� �F���L�O�H�� �S�R�V�L�E�L�O�H�� ���O�D�� �S�U�R�F�X�U�R�U���� �O�D��

�S�U�R�F�X�U�R�U�X�O�� �L�H�U�D�U�K�L�F�� �V�X�S�H�U�L�R�U���� �O�D�� �M�X�G�H�F���W�R�U�X�O�� �G�H�� �L�Q�V�W�U�X�F�
ie etc.) legalitatea, temeinicia ��i 

�F�R�U�H�F�W�L�W�X�G�L�Q�H�D�� �H�I�H�F�W�X���U�L�L�� �D�F�
iunilor procesuale���� �v�Q�� �L�G�H�H�D�� �F���� �X�Q alt reprezentant al organului de 

�X�U�P���U�L�U�H���S�H�Q�D�O�������F�X�Q�R�V�F�k�Q�G���F�D�X�]�H�O�H���v�Q�O���W�X�U���U�L�L���G�H���O�D���H�I�H�F�W�X�D�U�H�D���X�U�P���U�L�U�L�L���S�H�Q�D�O�H���D���F�R�O�H�J�X�O�X�L���V���X����va 

fi  �P�D�L�� �F�R�R�S�H�U�D�Q�W�� �F�X�� �S�D�U�W�H�D�� �D�S���U���U�L�L����i va accepta mai u��or propunerile acesteia referitor la 

�G�H�V�I����urarea procesului penal. 

5) �-antajarea victimei are loc prin �v�Q�F�H�S�H�U�H�D���F�R�Q�W�L�Q�X�D�U�H�D�� �D�W�D�F�X�U�L�O�R�U�� �F�L�E�H�U�Q�H�W�L�F�H�� �D�V�X�S�U�D��

resurselor ei informatice, prin �U���V�S�k�Q�G�L�U�H�D�� �L�Q�I�R�U�P�D�
iilor confiden�
iale despre ea, care i-ar putea 

afecta reputa�
ia.  

�Ì�Q�� �F�D�]�X�O�� �F�R�Q�V�W�D�W���U�L�L���G�H�� �F���W�U�H�� �D�S���U���W�R�U�� �D�� �X�Q�R�U�� �J�U�H���H�O�L�� �D�G�P�L�V�H�� �G�H�� �F���W�U�H�� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H��

�S�H�Q�D�O��, aceast�����F�R�Q�V�W�D�W�D�U�H �S�R�D�W�H���D�Y�H�D���G�R�X�����I�L�Q�D�O�L�W���
�L�����I�L�H���F�������vn cel mai bun caz, avocatul le �Y�D���D�U��ta 

�R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �I�L�H�� �F�� �S�D�U�W�H�D�� �D�S���U���U�L�L��va trece �V�X�E�� �W���F�H�U�H�� �H�U�R�U�L�O�H�� �D�Gmise, �S�k�Q���� �O�D��

momentul favorabil pentru ea �G�L�Q���S�X�Q�F�W���G�H���Y�H�G�H�U�H���W�D�F�W�L�F�����F�K�L�D�U���S�k�Q�����O�D���F�H�U�F�H�W�D�U�H�D���M�X�G�H�F���W�R�U�H�D�V�F�����D��



91 

�F�D�X�]�H�L�����v�Q���V�S�H�U�D�Q�
�D���I�R�O�R�V�L�U�L�L���O�R�U���S�H�Q�W�U�X���D���Ä�G�L�V�W�U�X�J�H���G�R�V�D�U�X�O�´����i a ob�
ine o sentin�
�� de achitare sau de 

�v�Q�F�H�W�D�U�H���D���S�U�R�F�H�V�X�O�X�L���S�H�Q�D�O [258, p. 184]. 

�3�H�U�V�R�D�Q�H�O�R�U�����F�D�U�H���F�U�H�H�D�]�����R�E�V�W�D�F�R�O�H���O�D���H�I�H�F�W�X�D�U�H�D���L�Q�Y�H�V�W�L�J�D�
iilor cu privire la �L�Q�I�U�D�F�
�L�X�Q�L�O�H �v�Q��

domeniul informa�
�L�H�L�� �F�R�P�S�X�W�H�U�L�]�D�W�H�� ���E���Q�X�L�
i �± ���������� �v�Q�Y�L�Q�X�L�
i �± 42%, martori �± ���������� �S���U�
i 

�Y���W���P�D�W�H���± �������� �D�S���U���W�R�U�L���± 21%, al�
i participan�
i la proces �± 10%), le sunt caracteristice 

�X�U�P���W�R�D�U�H�O�H���F�D�O�L�W���
i [80, p. 77]: 

- au un nivel sporit de rezisten�
�����O�D���V�W�U�H�V�� 

- �S�R�V�H�G����abilitatea �G�H���F�R�Q�F�H�Q�W�U�D�U�H���v�Q���V�L�W�X�D�
ii critice; 

- sunt foarte critici �v�Q���D�S�U�H�F�L�H�Uea situa�
�L�L�O�R�U���D�S���U�X�W�H�� 

- sunt echilibr�D�
�L��emo�
ional; 

- sunt �V�L�J�X�U�L���v�Q���F�D�S�D�F�L�W���
�L�O�H���O�R�U intelectuale; 

- au un �Q�L�Y�H�O���L�Q�W�H�O�H�F�W�X�D�O���v�Q�D�O�W�� 

�3�U�L�Q�W�U�H�� �S�H�U�V�R�D�Q�H�O�H�� �F�D�U�H�� �v�P�S�L�H�G�L�F���� �E�X�Q�D�� �G�H�V�I����urare a procesului penal sunt: infractorul, 

�D�S���U���W�R�U�X�O���D�F�H�V�W�X�L�D���� �U�X�G�H�O�H���I���S�W�X�L�W�R�U�X�O�X�L���� �S�U�L�H�W�H�Q�L�L���� �F�R�O�H�J�L�L���G�H���V�H�U�Y�L�F�L�X����persoanele care au temerea 

�G�H���D���Q�X���I�L���U���V�S�k�Q�G�L�W�����L�Q�I�R�U�P�D�
ia ce le poate afecta imaginea (spre exemplu, �v�Q���L�X�Q�L�H���������������K�D�F�N�H�U�L�L��

au reu���L�W�� �V���� �R�E�
�L�Q���� �D�F�F�H�V�� �O�D�� �G�D�W�H�O�H�� �F�D�U�G�X�U�L�O�R�U�� �E�D�Q�Fare a 360 000 de persoane, ceea ce a fost 

confirmat r�H�F�H�Q�W���G�H���F���W�U�H���R�I�L�F�L�D�O�L�L���E���Q�F�L�L�����L�D�U�� �F�R�O�D�E�R�U�D�W�R�U�L�L���E���Q�F�L�L���Q�X���D�X���L�Q�I�R�U�P�D�W��despre acest fapt 

organele de drept timp de t�U�H�L���V���S�W���P�k�Q�L����ceea ce a expus clien�
ii la prejudicii ��i mai mari) [259]. 

Este specific �I�D�S�W�X�O���F�������v�Q���X�O�W�L�P�D���S�H�U�L�R�D�G������pentru �L�Q�I�U�D�F�
�L�X�Q�L�Oe �F�H�U�F�H�W�D�W�H���v�Q���S�U�H�]�H�Q�W�D���O�X�F�U�D�U�H����

obstacolele �v�Q investigarea infrac�
�L�X�Q�L�L�� �V�X�Q�W�� �F�U�H�D�W�H�� �G�H�� �F���W�U�H�� �S�H�U�V�R�D�Q�H�� �Q�H�F�X�Q�R�V�F�X�W�H�� �L�Q�I�U�D�F�W�R�U�X�O�X�L����

�$�F�H�D�V�W�D�� �V�H�� �U�H�I�H�U����la hackeri, care sunt predispu��i �V���� �H�[�H�F�X�W�H���� �v�Q�� �V�H�P�Q�� �G�H���Äsolidaritate� ,́ anumite 

mi���F���U�L���v�Q���L�Q�W�H�U�Q�H�W, �v�Q���Y�H�G�H�U�H�D���S�H�U�L�F�O�L�W���U�L�L �D�W�U�D�J�H�U�L�L���O�D���U���V�S�X�Q�G�H�U�H���D���D�O�W�R�U���Ä�F�R�O�H�J�L���G�H���E�U�H�D�V�O���´�� 

�3�U�L�Q�W�U�H�� �L�Q�V�W�U�X�P�H�Q�W�H�O�H�� �X�W�L�O�L�]�D�W�H�� �O�D�� �F�U�H�D�U�H�D�� �S�L�H�G�L�F�L�O�R�U�� �v�Q�� �I�D�
�D�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������

caracteristice �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice, putem releva [255, p. 146]:  

- produsele program utilizate la comiterea infrac�
�L�X�Q�L�L���� �F�D�U�H�� �Q�X�� �O�D�V���� �X�U�P�H, le ��terg instant 

���L���V�D�X���F�U�L�S�W�H�D�]�����L�Q�I�R�U�P�D�
ia [73, p. 63, 11, p. 153-154, 213-228]; 

- softurile �F�D�U�H�� �I�D�F�� �L�Q�D�G�P�L�V�L�E�L�O���� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �S�H�U�V�R�D�Q�H�L sau utilizarea de servere 

intermediare, atunci �F�k�Q�G���H�V�W�H���L�P�S�R�V�L�E�L�O�����G�L�V�W�U�X�J�H�U�H�D���X�U�P�H�O�R�U�� [11, p. 158, 57, p. 556]; 

- programele care, �v�Q�� �R�S�L�Q�L�D�� �L�Q�I�U�D�F�W�R�U�X�O�X�L���� �Q�X�� �S�R�W�� �I�L�� �L�G�H�Q�W�L�I�L�F�D�W�H�� �G�H�� �F���W�U�H�� �V�L�V�W�H�P�Hle de 

securitate; 

- remailers-urile���� �F�D�U�H�� �U�H�S�U�H�]�L�Q�W���� �F�D�O�F�X�O�D�W�R�D�U�H�� �F�H�� �S�U�L�P�H�V�F�� �P�H�V�D�M�H����i le redirec�
i�R�Q�H�D�]���� �F���W�U�H��

�D�G�U�H�V�D���H�O�H�F�W�U�R�Q�L�F�����G�H���O�D���G�H�V�W�L�Q�D�
ie, ���W�H�U�J�k�Q�G���W�R�D�W�H���G�D�W�H�O�H���G�H�V�S�U�H���H�[�S�H�G�L�W�R�U [57, p. 556]; 

- datele informatice �S���V�W�U�D�W�H la distan�
�� [73, p. 63, 11, p. 156]; 

- manevrele de distragere a aten�
iei (de exemplu, atacurile cibernetice); 
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- alte �S�R�V�L�E�L�O�L�W���
�L�� �W�H�K�Q�L�F�H�� �G�H�� �W���L�Q�X�L�U�H�� �D���L�Q�I�U�D�F�
�L�X�Q�L�L, asigurate cu diverse metode ��i mijloace 

(cum ar fi  situa�
�L�D�� �v�Q�� �F�D�U�H�� �Y�L�F�W�L�P�H�L�� �v�L�� �H�V�W�H�� �L�Q�F�R�Q�Y�H�Q�D�E�L�O���� �D�W�U�D�J�H�U�H�D�� �D�W�H�Q�
iei asupra 

infra�F�
�L�X�Qii  �V���Y�k�U��ite, �D�Y�k�Q�G���v�Q���Y�H�G�H�U�H���I�D�S�W�X�O���F��-i poate afecta reputa�
ia). 

Metodele ��i mijloacele de �v�Q�Y�L�Q�J�H�U�H a rezisten�
�H�L�� �R�S�X�V�H�� �W�U�H�E�X�L�H�� �V�H�O�H�F�W�D�W�H�� �v�Q�� �G�H�S�H�Q�G�H�Q�
���� �G�H��

caracterul ��i specificul obstacolelor. �Ì�Q���O�L�W�H�U�D�W�X�U�D�� �M�X�U�L�G�L�F��, pentru desemnarea activit���
�L�L organului 

�G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O��, orientate spre �v�Q�Y�L�Q�J�H�Uea �v�P�S�R�W�U�L�Y�L�U�L�L�� �O�D�� �H�I�H�F�W�X�D�U�H�D�� �S�U�R�F�H�V�X�O�X�L�� �S�H�Q�D�O, sunt 

folosi�
�L�� �G�R�L���W�H�U�P�H�Q�L���� �Äneutralizarea obstacolelor�  ́[260, p. 75] ���L���Ä�G�H�S����irea obstacolelor�´��[261, p. 

77]. 

�'�H�S���.irea obstacolelor �v�Q cercetarea infrac�
iunilor informatice presupune realizarea 

�X�U�P���W�R�D�U�H�O�R�U���V�D�U�F�L�Q�L�����L���P���V�X�U�L [255, p. 146]: 

- asigurarea confiden�
�L�D�O�L�W���
ii la colectarea informa�
iilor despre �L�Q�I�U�D�F�
�L�X�Q�H�D���F�R�P�L�V������i despre 

suspec�
i, despre ac�
iunile procesuale planificate sau realizate [262, p. 236] (prin 

�O�L�P�L�W�D�U�H�D���L�Q�W�H�U�]�L�F�H�U�H�D�� �F�R�Q�H�F�W���U�L�L���G�H�F�R�Q�H�F�W���U�L�L�� �O�D�� �U�H�
eaua internet a sistemelor informatice ce 

constituie obiectul �L�Q�I�U�D�F�
�L�X�Q�L�L�����S�U�L�Q���F�R�Q�W�L�Q�X�D�U�H�D���D�F�W�L�Y�L�W���
ii online a victimei pentru a nu atrage 

aten�
ia la investiga�
�L�L�O�H�� �H�I�H�F�W�X�D�W�H���� �S�U�L�Q�� �S�O�D�Q�L�I�L�F�D�U�H�D�� �F�U�R�Q�R�O�R�J�L�H�L�� �D�F�W�L�Y�L�W���
ilor procesuale, �D���D 

�v�Q�F�k�W�� �D�F�
iunile fa�
���� �G�H�� �S�H�U�V�R�D�Q�H�O�H�� �F�D�U�H�� �S�R�W�� �G�L�Y�X�O�J�D�� �G�D�W�H�O�H investiga�
iilor  �V����fie �U�H�D�O�L�]�D�W�H�� �v�Q��

�X�O�W�L�P�����L�Q�V�W�D�Q�
�������S�U�L�Q���H�I�H�F�W�X�D�U�H�D���S�H�U�F�K�H�]�L�
�L�L�O�R�U���V�D�X���U�L�G�L�F���U�L�O�R�U���v�Q���S�H�U�L�R�D�G�D���G�H���W�L�P�S���F�k�Q�G���S�R�D�W�H���I�L��

�H�Y�L�W�D�W���� �S�U�H�]�H�Q�
�D�� �P�D�V�L�Y����a martorilor; prin supunerea unui controlul permanent a tuturor 

mesajelor electronice, expediate �G�H�� �F���W�U�H�� �V�X�E�G�L�Y�L�]�L�X�Q�H�D�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]���� �L�Q�Y�H�V�W�L�J�D�
ia pe caz; 

prin stabilirea defec�
�L�X�Q�L�O�R�U���v�Q���V�L�V�W�H�P�X�O���G�H���V�H�F�X�U�L�W�D�W�H���D���L�Q�I�R�U�P�D�
iei din sistemele informatice ale 

victimei, precum ��i a pericolelor �D�V�F�X�Q�V�H���v�Q���V�L�V�W�H�P�H�O�H���L�Q�I�R�U�P�D�W�L�F�H���D�F�F�H�V�D�W�H���Q�H�D�X�W�R�U�L�]�D�W���� 

- colectarea datelor despre persoanele care au acces la documente ���L���F�D�U�H���S�R�W���v�Q�W�U�H�S�U�L�Q�G�H���D�F�
iuni 

�v�Q���Y�H�G�H�U�H�D���G�L�V�W�U�X�J�H�U�L�L���S�U�R�E�H�O�R�U�����R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������S�U�H�F�X�P�����L���M�X�G�H�F���W�R�U�X�O���G�H���L�Q�V�W�U�X�F�
ie 

�Y�D�� �W�U�H�E�X�L�� �V����ofere �F�k�W�� �P�D�L�� �S�X�
�L�Q���� �L�Q�I�R�U�P�D�
ie despre investiga�
iile efectuate ��i persoanele 

�V�X�V�S�H�F�W�H�� �v�Q�� �D�F�W�H�O�H�� �S�U�R�F�H�V�X�D�O�H�� �F�D�U�H�� �Y�R�U�� �I�L�� �S�U�H�]�H�Q�W�D�W�H�� �S�H�U�V�R�D�Q�H�O�R�U�� �W�H�U�
e �± ISP, operatorii de 

telefonie etc.); 

- stabilirea informa�
�L�L�O�R�U�� �Q�H�F�H�V�D�U�H�� �S�H�Q�W�U�X�� �S�R�U�Q�L�U�H�D�� �X�U�P���U�L�U�L�L�� �S�H�Q�D�O�H���� �S�U�H�F�X�P����i pe parcursul 

procesului penal; 

- identificarea su�U�V�H�O�R�U���G�L�Q���F�D�U�H���S�R�W���I�L���G�R�E�k�Q�G�L�W�H���S�U�R�E�H�� 

- �S�O�D�Q�L�I�L�F�D�U�H�D�� �H�I�H�F�W�X���U�L�L�� �P���V�X�U�L�O�R�U�� �V�S�H�F�L�D�O�H�� �G�H�� �L�Q�Y�H�V�W�L�J�D�
ii , �v�Q�G�U�H�S�W�D�W�H�� �v�Q�� �Y�H�G�H�U�H�D�� �R�E�
inerii 

informa�
�L�L�O�R�U�����F�D�U�H���S�R�W���I�L���X�W�L�O�L�]�D�W�H���O�D���v�Q�Y�L�Q�J�H�U�H�D���L�P�S�H�G�L�P�H�Q�W�H�O�R�U���F�X���S�U�L�Y�L�U�H���O�D��cercetarea cazului. 

Asemenea date se pot referi la personalitatea infractorului, la persoanele care pot acorda ajutor 

�I���S�W�X�L�W�R�U�X�O�X�L�����O�D���L�Q�I�R�U�P�D�
�L�L�O�H���S�U�L�Y�L�Q�G �D�F�W�L�Y�L�W���
�L�O�H���S�O�D�Q�L�I�L�F�D�W�H���G�H���F���W�U�H���L�Q�I�U�D�F�W�R�U�X�O��informatic [80, 

p. 154]; 
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- colaborarea ofi�
erului �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �F�X�� �R�U�J�D�Q�X�O�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]���� �D�F�W�L�Y�L�W�D�W�H�D�� �V�S�H�F�L�D�O���� �G�H��

investiga�
ii, orientarea acestuia �v�Q�� �S�U�L�Y�L�Q�
�D informa�
iil or �F�D�U�H�� �W�U�H�E�X�L�H�� �V���� �I�L�H�� �F�R�O�H�F�W�D�W�H����

monitorizarea continu���� �D activit���
�L�L�� �O�X�L ��i verificarea corectitudinii  informa�
iilor prezentate 

[263, p. 240]; 

- �D�Q�W�L�F�L�S�D�U�H�D�� �S�R�V�L�E�L�O�H�O�R�U�� �S�L�H�G�L�F�L�� �F�D�U�H�� �S�R�W�� �D�S���U�H�D�� �O�D�� �F�R�O�H�F�W�D�U�H�D�� �P�D�W�H�U�L�D�O�H�O�R�U���� �S�U�H�F�X�P����i a 

comportamentului infractorului [264, p. 190], planificarea ��i realizarea ac�
iunilor de 

�]���G���U�Q�L�F�L�U�H [9] a acestora, inclusiv a �P���V�X�U�Llor de ordin tehnic (identificarea softurilor speciale, 

destinate pentru prevenirea accesului neautorizat la informa�
ie, instalarea filtrelor); 

- planificarea ���L�� �H�I�H�F�W�X�D�U�H�D�� �D�F�W�L�Y�L�W���
ilo�U�� �G�H�� �G�H�S����ire a obstacolelor deja existente, cu implicarea 

�V�S�H�F�L�D�O�L�V�W�X�O�X�L���v�Q���G�R�P�H�Q�L�X�O��IT; 

- organizarea ���L�� �v�Q�W�U�H�S�U�L�Q�G�H�U�H�D�� �D�F�
�L�X�Q�L�O�R�U�� �v�Q�G�U�H�S�W�D�W�H�� �v�Q�� �Y�H�G�H�U�H�D�� �v�Q�Y�L�Q�J�H�U�L�L�� �S�L�H�G�L�F�L�O�R�U�� �O�H�J�D�W�H�� �G�H��

�H�I�H�F�W�X�D�U�H�D�� �X�U�P���U�L�U�L�L�� �S�H�Q�D�O�H�� �W�U�H�E�X�L�H�� �S�X�V���� �v�Q�� �V�D�U�F�L�Q�D�� �R�I�L�
�H�U�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �V�D�X a 

�F�R�Q�G�X�F���W�R�U�X�O�X�L���D�F�
�L�X�Q�L�O�R�U���J�U�X�S�X�O�X�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� [265, p. 216]; 

- �H�I�H�F�W�X�D�U�H�D�� �F�R�Q�F�R�P�L�W�H�Q�W���� �D�� �F�k�W�R�U�Y�D�� �P���V�X�U�L�� �S�U�R�F�H�V�X�D�O�H�� �F�D�U�H�� �V�H�� �G�X�E�O�H�D�]���� �v�Q�� �Y�H�G�H�U�H�D�� �F�R�Q�V�W�D�W���U�L�L��

existen�
ei cazurilor de influen�
are �Q�H�S�H�U�P�L�V�� a angaja�
ilor organelor de drept ���L�� �D�Q�L�K�L�O���U�L�L��

acestora, identificarea surselor de influen�
are, stabilirea scopului ��i sarcinilor acesteia, 

infiltrarea unor informa�
�L�L�� �I�D�O�V�H�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �D�F�W�L�Y�L�W���
�L�O�H�� �S�O�D�Q�L�I�L�F�D�W�H�� �G�H�� �F���W�U�H�� �V�X�V�S�H�F�W���� �D�O�H�J�H�U�H�D��

unei m���V�X�U�L���S�U�H�Y�H�Q�W�L�Y�H���P�D�L���V�H�Y�H�U�H�� 

- �H�I�H�F�W�X�D�U�H�D�� �U�L�G�L�F���U�L�L�� �V�L�V�W�H�P�H�O�R�U����i dispozitivelor informatice, utilizate la comiterea infrac�
iunii, 

chiar la etapa �L�Q�F�L�S�L�H�Q�W���� �D�� �S�U�R�F�H�V�X�O�X�L�� �S�H�Q�D�O���� �D�F�H�D�V�W�D�� �I�L�L�Q�G �R�� �P���V�X�U��-cheie, �P�H�Q�L�W���� �V���� �S�U�H�Y�L�Q����

apari�
ia ��i efectul negativ al obstacolelor la investiga�
ie [266, p. 167]; 

- colectarea probelor suplimentare: o�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �W�U�H�E�X�L�H�� �V���� �D�F�R�U�G�H�� �R�� �D�W�H�Q�
ie 

�V�S�R�U�L�W���� �L�G�H�Q�W�L�I�L�F���U�L�L�� �I���S�W�X�L�W�R�U�X�O�X�L�� �U�H�D�O���� �V�S�U�H�� �H�[�H�P�S�O�X���� �v�Q�� �F�D�]�X�O�� �F�k�Q�G�� �Q�X�� �V�H�� �S�R�D�W�H prezuma din 

simpla prezen�
���� �D�� �P�D�W�H�U�L�D�O�H�O�R�U�� �L�O�H�J�D�O�H�� �v�Q�� �V�L�V�W�H�P�X�O�� �L�Q�I�R�U�P�D�W�L�F�� �D�S�D�U�
�L�Q�k�Q�G�� �V�X�V�S�H�F�W�X�O�X�L�� �R�U�L��

�L�Q�F�X�O�S�D�W�X�O�X�L���F�����D�F�H�V�W�D���V�H���I�D�F�H���Y�L�Q�R�Y�D�W���G�H���F�R�P�L�W�H�U�H�D���I�D�S�W�H�L�����v�Q���O�L�S�V�D���X�Q�R�U���S�Uobe suplimentare de 

�D�O�W�����Q�D�W�X�U�����G�H�F�k�W���L�Q�I�R�U�P�D�W�L�F�� [252, p. 168].  

�/�X�k�Q�G�� �v�Q�� �F�R�Q�V�L�G�H�U�Dre complexitatea ���L�� �U�D�I�L�Q�D�P�H�Q�W�X�O�� �D�F�W�L�Y�L�W���
�L�L�� �G�H�� �]���G���U�Q�L�F�L�U�H�� �D���F�H�U�F�H�W���U�L�L��

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U �L�Q�I�R�U�P�D�W�L�F�H�����P���V�X�U�L�O�H���G�H���v�Q�Y�L�Q�J�H�U�H���D���D�F�H�V�W�R�U�D���W�U�H�E�X�L�H���V�����I�L�H���R�U�J�D�Q�L�]�D�W�H���P�L�Q�X�
ios ��i la 

�F�H�O���P�D�L���v�Q�D�O�W��nivel, cu utilizarea opera�
iunilor tactice [267, p. 295].  

�Ì�Q�� �D�F�H�V�W�� �V�H�Q�V���� �G�H�� �F�H�O�H�� �P�D�L��multe ori���� �H�V�W�H�� �Q�H�F�H�V�D�U���� �X�W�L�O�L�]�D�U�H�D�� �S�R�V�L�E�L�O�L�W���
ilor tehnice ale 

sistemelor informatice ��i ale produselor program pentru blocarea accesului ilegal al persoanelor 

interesate la informa�
�L�D���F�R�P�S�X�W�H�U�L�]�D�W��, �D�I�O�D�W�����v�Q���U�H�
elele informatice.  

Opera�
iunile tactice, specifice acestor categorii de �L�Q�I�U�D�F�
�L�X�Q�L, sunt [80, p. 165]:  
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- �U�L�G�L�F�D�U�H�D�� �S�X�U�W���W�R�U�L�O�R�U�� �G�H�� �V�W�R�F�D�U�H�� �D�� �L�Q�I�R�U�P�D�
iei computerizate, �v�Q�� �O�H�J���W�X�U���� �F�X�� �F�D�U�H�� �D�X�� �I�R�V�W��

�V���Y�k�U��ite faptele ilegale; 

- �v�Q�D�L�Q�W�D�U�H�D���D�F�X�]���U�L�L���E���Q�X�L�W�X�O�X�L����i audierea acestuia. 

Autorul rus N.A. Ivanov men�
�L�R�Q�H�D�]���� �G�H�V�S�U�H�� �Äalibiul digital�´������i anume, despre activitatea 

�V�X�V�S�H�F�W�X�O�X�L�� �O�D�� �F�D�O�F�X�O�D�W�R�U�� �v�Q�� �P�R�P�H�Q�W�X�O�� �V���Y�k�U��irii infrac�
iunii [217]. �3�U�D�F�W�L�F�D�� �G�H�Q�R�W���� �F���� �V�W�D�E�L�O�L�U�H�D��

�I�D�S�W�X�O�X�L�� �D�E�V�H�Q�
�H�L�� �S�H�U�V�R�D�Q�H�L�� �E���Q�X�L�W�H�� �O�D�� �O�R�F�X�O�� �V���Y�k�U���L�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L�� �v�Q�� �W�L�P�S�X�O�� �F�k�Q�G�� �V-a produs 

�L�Q�I�U�D�F�
�L�X�Q�H�D�� �v�Q�F���� �Q�X�� �v�Q�V�H�D�P�Q���� �F���� �S�H�U�V�R�D�Q�D�� �U�H�V�S�H�F�W�L�Y���� �Q�X�� �D�U�H�� �Q�L�F�L�� �R�� �D�W�U�L�E�X�
�L�H�� �O�D�� �I�D�S�W�D�� �V���Y�k�U���L�W������

�3�H�U�V�R�D�Q�D���S�X�W�H�D���V���� �Q�X���D�S�D�U���� �v�Q���F�D�O�L�W�D�W�H���G�H�� �H�[�H�F�X�W�R�U���Q�H�P�L�M�O�R�F�L�W���D�O���L�Q�I�U�D�F�
�L�X�Q�L�L���� �F�L���V���� �I�L�H���F�R�P�S�O�L�F�H�� �D�O��

�D�F�H�V�W�H�L�D�� �v�Q�� �F�D�O�L�W�D�W�H�� �G�H�� �R�U�J�D�Q�L�]�D�W�R�U�� �V�D�X�� �L�Q�V�W�L�J�D�W�R�U���� �3�R�V�L�E�L�O�L�W���
�L�O�H�� �W�H�K�Q�L�F�H�� �P�R�G�H�U�Q�H���� �D�I�O�D�W�H�� �Ä�v�Q��

�V�H�U�Y�L�F�L�X�O�´�� �L�Q�I�U�D�F�W�R�U�L�O�R�U���� �G�H�� �H�[�H�P�S�O�X���� �P�L�M�O�R�D�F�H�O�H�� �G�H�� �W�H�O�H�I�R�Q�L�H�� �P�R�E�L�O������ �L�Q�W�H�U�Q�H�W���� �6�N�\�S�H�� �H�W�F������ �S�H�U�P�L�W��

�R�U�J�D�Q�L�]�D�W�R�U�X�O�X�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L�� �V���� �
�L�Q���� �V�X�E�� �F�R�Q�W�U�R�O�� �V�L�W�X�D�
�L�D�� �F�U�L�P�L�Q�D�O������ �V���� �F�R�R�U�G�R�Q�H�]�H�� �D�F�
�L�X�Q�L�O�H��

�F�R�P�S�O�L�F�L�O�R�U���� �V���� �O�H�� �G�L�U�L�M�H�]�H, �S�H�� �P���V�X�U�D�� �S�Drvenirii din partea lor a unor semnale urgente, ���L�� �V����

elaboreze, �v�Q���E�D�]�D�� �D�Q�D�O�L�]�H�L���O�R�U, �L�Q�G�L�F�D�
�L�L�O�H���G�H�� �U�L�J�R�D�U�H���� �Ì�Q�D�L�Q�W�D�U�H�D�����G�H�F�O�D�U�D�U�H�D���� �D�O�L�E�L�X�O�X�L���D�U�H�� �F�D���V�F�R�S��

�]���G���U�Q�L�F�L�U�H�D���H�I�R�U�W�X�O�X�L���R�U�J�D�Q�X�O�X�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� de a se �V�W�D�E�L�O�L���D�G�H�Y���U�X�O���v�Q���F�D�X�]�������L���v�Q�F�H�U�F�D�U�H�D 

�G�H���D���L�Q�I�O�X�H�Q�
�D���V�L�V�W�H�P�X�O���S�U�R�E�D�W�R�U�L�X���v�Q���I�R�O�R�V�X�O���V���X���� 

�7�R�W�� �P�D�L�� �G�H�V���� �E���Q�X�L�
�L�L, �F�k�Q�G�� �I�D�F�� �U�H�I�H�U�L�Q�
���� �O�D�� �Ä�D�O�L�E�L�X�O�� �G�L�J�L�W�D�O�´�����v�O���P�R�W�L�Y�H�D�]���� �S�U�L�Q�� �I�D�S�W�X�O�� �F��, �v�Q��

�P�R�P�H�Q�W�X�O�� �V���Y�k�U���L�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L, ei lucrau de la calculatorul personal (sau se foloseau de 

telefoanele �P�R�E�L�O�H���S�H�U�V�R�Q�D�O�H�����V�H���D�I�O�D�X���v�Q���S�H�U�L�P�H�W�U�X�O���G�H���R�E�V�H�U�Y�D�
�L�H���D���F�D�P�H�U�H�O�R�U���G�H���V�X�S�U�D�Y�H�J�K�H�U�H�����V�H��

�F�R�Q�H�F�W�D�X�� �O�D�� �U�H�
�H�O�H�O�H���L�Q�I�R�U�P�D�W�L�F�H�� �S�U�L�Q�� �D�X�W�R�U�L�]�D�U�H�� �S�H�U�V�R�Q�D�O�������� �F�D�U�H, �v�Q�� �U�H�D�O�L�W�D�W�H, �V�H�� �D�I�O�D�� �v�Q�� �D�O�W���� �S�D�U�W�H����

�$�F�H�V�W�D�����L��poate fi numit �Ä�D�O�L�E�L���G�L�J�L�W�D�O�´�����Ì�Q��asemenea cazuri, org�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����W�U�H�E�X�L�H���V����

efectueze���� �v�Q�D�L�Q�W�H�� �G�H�� �W�R�D�W�H�� �D�F�
�L�X�Q�H�D�� �W�D�F�W�L�F���� �G�H�� �D�X�G�L�H�U�H�� �D�� �S�H�U�V�R�D�Q�H�L�� �F�D�U�H�� �L�Q�Y�R�F���� �Ä�D�O�L�E�L�X�O�� �G�L�J�L�W�D�O�´����

�$�L�F�L���� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �X�U�P�H�D�]���� �V���� �V�W�D�E�L�O�H�D�V�F���� �O�H�J���W�X�U�D�� �G�L�U�H�F�W���� �v�Q�W�U�H�� �O�R�F�D�O�L�]�D�U�H�D��

�E���Q�X�L�W�X�O�X�L�� �v�Q�� �P�R�P�H�Q�W�X�O�� �V���Y�k�U���L�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L�� ���L�� �V�L�V�W�H�P�X�O�� �H�O�H�F�W�U�R�Q�L�F�� �D�I�O�D�W�� �O�D�� �G�L�V�W�D�Q�
������ �v�Q�� �D�O�W�� �O�R�F����

�I���F�k�Q�G�� �O�R�F�� �D�S�D�U�L�
�L�H�L�� �Q�R�
�L�X�Q�L�L�� �G�H�� �Ä�X�U�P�H�� �Y�L�U�W�X�D�O�H�´ [181, 268]���� �Ì�Q�� �D�V�W�I�H�O�� �G�H�� �V�L�W�X�D�
�L�L���� �V�X�E�� �L�Q�F�L�G�H�Q�
�D��

urmelor materiale cad amprentele papilare de pe ta�V�W�D�W�X�U�������X�U�P�H���O���V�D�W�H de �V�H�F�U�H�
�L�L�Oe sudoripare, etc. 

�7�L�P�S�X�O���I�R�U�P���U�L�L���D�F�H�V�W�R�U���X�U�P�H���H�V�W�H���H�[�W�U�H�P���G�H���J�U�H�X���G�H���V�W�D�E�L�O�L�W����din cauza �L�Q�W�H�U�D�F�
�L�X�Q�L�L���S�H�U�P�D�Q�H�Q�W�H���D��

�S�H�U�V�R�D�Q�H�L�� �F�X�� �G�L�V�S�R�]�L�W�L�Y�H�O�H�� �H�[�W�H�U�Q�H�� �D�O�H�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F���� �8�U�P�H�O�H�� �L�G�H�D�O�H�� �U���P�k�Q�� �W�R�W�X���L�� �D�� �I�L�� �v�Q��

�P�L�Q�W�H�D�����L���F�R�Q���W�L�L�Q�
�D���S�H�U�V�R�D�Q�H�L�����F�H�D���F�D�U�H���Q�H�P�L�M�O�R�F�L�W���P�D�Q�L�S�X�O�H�D�]�����F�X���X�Q���V�L�V�W�H�P���L�Q�I�R�U�P�D�W�L�F���F�R�Q�F�U�H�W���� 

�Ì�Q�� �X�U�P�D�� �D�Q�D�O�L�]�H�L�� �O�R�J�L�F�H�� �D�� �W�X�W�X�U�R�U�� �L�Q�I�R�U�P�D�
�L�L�O�R�U���v�Q�W�U-un un caz concret, �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H��

�S�H�Q�D�O�����H�O�D�E�R�U�H�D�]�����Y�H�U�V�L�X�Q�L�O�H�� 

1) �E���Q�X�L�W�X�O�����v�Q�Y�L�Q�X�L�W�X�O����are �Ä�D�O�L�E�L�X���G�L�J�L�W�D�O�´�� 

2) �E���Q�X�L�W�X�O�����v�Q�Y�L�Q�X�L�W�X�O�����Q�X��are �Ä�D�O�L�E�L�X���G�L�J�L�W�D�O�´�� 

3) �Ä�D�O�L�E�L�X�O���G�L�J�L�W�D�O�´ al �E���Q�X�L�W�X�O�X�L�����v�Q�Y�L�Q�X�L�W�X�O�X�L�����D���I�R�V�W���I�D�O�V�L�I�L�F�D�W�� 
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�$�W�U�D�J�H�U�H�D�� �V�S�H�F�L�D�O�L�V�W�X�O�X�L�� �O�D�� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �X�Q�H�L�� �V�D�X�� �D�O�W�H�L�� �Y�H�U�V�L�X�Q�L�� �H�V�W�H�� �L�Q�G�L�V�S�H�Q�V�D�E�L�O������ �$�V�W�I�H�O����

�R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����S�R�D�W�H���D�S�H�O�D���O�D���F�X�Q�R���W�L�Q�
�H�O�H���V�S�H�F�L�D�O�L�V�W�X�O�X�L���v�Q���P�R�P�H�Q�W�X�O���D�X�G�L�H�U�L�L�����F�K�L�D�U�����L��

�O�D�� �S�U�H�J���W�L�U�H�D�� �v�Q�W�U�H�E���U�L�O�R�U�� �F�D�U�H�� �Y�R�U�� �I�L��adresate �E���Q�X�L�W�X�O�X�L���� �Ì�Q��timpul audierii, al �F�H�U�F�H�W���U�L�L�� �O�D�� �I�D�
�D��

�O�R�F�X�O�X�L�� �S�R�D�W�H�� ���L�� �F�K�L�D�U�� �H�V�W�H�� �L�Q�G�L�F�D�W���V�� participe specialistul, pentru a expl�L�F�D�� ���L��a ajuta la 

�L�G�H�Q�W�L�I�L�F�D�U�H�D�� �F�L�U�F�X�P�V�W�D�Q�
�H�O�R�U�� �D�I�H�U�H�Q�W�H�� �F�D�]�X�O�X�L���� �O�D�� �I�L�[�D�U�H�D�� ���L�� �U�L�G�L�F�D�U�H�D�� �S�U�R�E�H�O�R�U���� �S�U�H�F�X�P�� ���L�� �O�D��

�P�R�Q�L�W�R�U�L�]�D�U�H�D�� �F�H�O�R�U�� �U�H�O�D�W�D�W�H�� �G�H�� �F���W�U�H�� �E���Q�X�L�W, �D���D�� �v�Q�F�k�W�� �V���� �V�H�� �H�Y�L�W�H dezorientarea organului de 

�X�U�P���U�L�U�H�� �S�H�Q�D�O������ �2�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �v�Q���D�V�H�P�H�Q�H�D�� �F�D�]�X�U�L���� �W�U�H�E�X�L�H�� �V���� �G�H�W�H�U�P�L�Q�H�� �S�U�R�I�L�O�X�O��

�Q�H�F�H�V�D�U���G�H���F�X�Q�R���W�L�Q�
�H���V�S�H�F�L�D�O�H���D�O�H���V�S�H�F�L�D�O�L�V�W�X�O�X�L���S�H���F�D�U�H���v�O���Y�D���D�W�U�D�J�H���v�Q���F�D�G�U�X�O���D�F�
�L�X�Q�L�O�R�U���S�U�R�F�H�V�X�D�O�H����

deoarece este imposibil ca respectivul �V���� �S�R�V�H�G�H�� �F�X�Q�R���W�L�Q�
�H�� �F�R�P�S�O�H�We �v�Q�� �W�R�D�W�H�� �G�R�P�H�Q�L�L�O�H��

�L�Q�I�R�U�P�D�
�L�L�O�R�U���F�R�Pputerizate [269]. 

De asemenea, �v�Q���S�U�R�F�H�V�X�O���G�H���Y�H�U�L�I�L�F�D�U�H���D �Y�H�U�V�L�X�Q�L�O�R�U���Ä�D�O�L�E�L�X�O�X�L���G�L�J�L�W�D�O�´, �R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H��

�S�H�Q�D�O�����Y�D��preciza �G�D�F�����E���Q�X�L�W�X�O���U�H�D�O��are aptitudini profesionale speciale �v�Q���G�R�P�H�Q�L�X�O��IT ���G�H�
�L�Q�Hrea 

diplomelor, verifi�F�D�U�H�D���Q�R�W�H�O�R�U���R�E�
�L�Q�X�W�H�����G�H�V�F�U�L�H�U�H�D���F�R�P�S�H�W�H�Q�
�H�O�R�U�����L���H�[�S�H�U�L�H�Q�
�H�L���G�H���F���W�U�H���F�R�O�H�J�L�L���G�H��

�V�H�U�Y�L�F�L�X���� �V�W�L�P�X�O���U�L�O�H�� �D�Q�J�D�M�D�W�R�U�X�O�X�L���� �V�W�D�J�L�X�O�� �G�H�� �O�X�F�U�X���� �S�R�V�H�G���� �D�Q�X�P�L�W�H��hobby-uri �v�Q�� �G�R�P�H�Q�L�X������ �Ì�Q��

scopuri criminalistice, �S�X�W�H�P�� �R�E�
�L�Q�H�� �Ä�S�R�U�W�U�H�W�X�O�� �S�V�L�K�R�O�R�J�L�F�´�� ���L�� �F�K�L�D�U�� �G�D�W�H�� �G�H identificare (nume, 

�G�D�W�D���� �D�Q�X�O�� �Q�D���W�H�U�L�L������ �S�U�H�F�X�P�� ���L�� �Q�X�P�H�U�H�� �Ge telefoane, adrese electronice ale persoane�L�� �F�D�U�H�� �L�Q�Y�R�F����

�Ä�D�O�L�E�L�X�O�� �G�L�J�L�W�D�O�´ �G�L�Q�� �L�Q�I�R�U�P�D�
�L�D�� �S�O�D�V�D�W���� �G�H�� �F���W�U�H�� �D�F�Ha�V�W�D�� �v�Q�� �U�H�
�H�D�X�D�� �L�Q�W�H�U�Q�H�W, ���L�� �D�Q�X�P�H, �v�Q�� �U�H�
�H�O�H�O�H��

sociale (de exemplu, �)�D�F�H�E�R�R�N���� �,�Q�V�W�D�J�U�D�P���� �2�G�Q�R�N�O�D�V�V�Q�L�N�L���� �9�N�R�Q�W�D�N�W�H���� �H�W�F������ �7�R�D�W���� �D�F�H�D�V�W����

�L�Q�I�R�U�P�D�
�L�H���H�V�W�H���S�X�E�O�L�F������ �V�H���U�H�J���V�H���W�H���v�Q���U�H�
�H�D�X�D���L�Q�W�H�U�Q�H�W���� �F�H�H�D�� �F�H �Q�X���Q�H�F�H�V�L�W���� �D�X�W�R�U�L�]�D�U�H���� �I�D�F�L�O�L�W�k�Q�G 

astfel �F�R�Q�V�L�G�H�U�D�E�L�O���O�X�F�U�X�O���R�U�J�D�Q�X�O�X�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O���� 

�'�X�S���� �G�H�P�D�V�F�D�U�H�D�� �Ä�D�O�L�E�L�X�O�X�L�� �I�D�O�V�´�� ���X�Q�D�� �G�L�Q�� �I�R�U�P�H�O�H�� �F�H�O�H�� �P�D�L�� �U���V�S�k�Q�G�L�W�H�� �G�H�� �v�P�S�R�W�U�L�Y�L�U�H������

�E���Q�X�L�W�X�O�X�L���� �v�Q�Y�L�Q�X�L�W�X�O�X�L�� �L�� �V�H�� �S�U�R�S�X�Q�H�� �V���� �U�H�O�D�W�H�]�H�� �R�E�L�H�F�W�L�Y�� �G�H�V�S�U�H�� �F�H�O�H�� �V���Y�k�U���L�W�H�� ���L�� �U�R�O�X�O�� �O�X�L�� �v�Q��

�L�Q�I�U�D�F�
�L�X�Q�H�D���F�H�U�F�H�W�D�W�� [9, p. 91]. 

Prin urmare, a�O�L�E�L�X�O�� �H�V�W�H�� �R�� �D�S���U�D�U�H���� �S�U�L�Q�� �F�D�U�H�� �V�H�� �V�X�V�
�L�Q�H�� �L�P�S�R�V�L�E�L�O�L�W�D�W�H�D�� �S�D�U�W�L�F�L�S���U�L�L�� �O�D��

�G�H�V�I�����X�U�D�U�H�D���X�Q�H�L���D�F�W�L�Y�L�W���
�L���L�O�L�F�L�W�H���D���I���S�W�X�L�W�R�U�X�O�X�L�����G�H�R�D�U�H�F�H���H�O���V-�D�U���I�L���D�I�O�D�W�����v�Q���S�H�U�L�R�D�G�D���G�H���W�L�P�S���F�knd 

s-�D�� �G�H�V�I�����X�U�D�W�� �D�F�W�L�Y�L�W�D�W�H�D�� �L�O�L�F�L�W���� �F�H�U�F�H�W�D�W������ �v�Q�� �D�O�W�� �O�R�F�����D���D�� �v�Q�F�k�W nu putea face ceea ce i se 

�L�Q�F�U�L�P�L�Q�H�D�]������ �S�H�Q�W�U�X�� �F���� �Q�X�� �S�X�W�H�D�� �I�L�]�L�F�� �V���� �R�� �I�D�F�������3�H�� �E�X�Q���� �G�U�H�S�W�D�W�H�� alibiul este dovada de 

�Q�H�Y�L�Q�R�Y���
�L�H�� �F�R�Q�V�W�D�W�D�W���� �F������ �O�D�� �G�D�W�D�� �V���Y�k�U���L�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L���� �F�H�O�� �v�Q�Y�L�Q�X�L�W�� �V�H�� �D�I�O�D�� �v�Q�� �D�O�W���� �S�D�U�W�H�� �G�H�F�k�W�� �O�D��

�O�R�F�X�O�� �V���Y�k�U���L�U�L�L [270], �v�Q�V���� �Q�X�� ���L�� �v�Q�� �F�D�]�X�O�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H���� �,�Q�I�U�D�F�Worul informatic mereu 

�O�D�V���� �X�U�P�H�� ori�F�k�W�� �D�U�� �v�Q�F�H�U�F�D�� �V���� �Ä�F�D�P�X�I�O�H�]�H�´�� �S�U�H�]�H�Q�
�D�� �V�D�� �v�Q�� �P�H�G�L�X�O�� �R�Q�O�L�Q�H�����0�D�L�� �P�X�O�W�� �F�D�� �D�W�k�W����este 

�F�X�Q�R�V�F�X�W�� �W�H�Q�G�L�Q�
�D�� �D�F�H�V�W�X�L�D�� �G�H�� �D�� �I�L�� �U�H�F�X�Q�R�V�F�X�W�� ���L�� �G�H�� �D��pretinde un loc �P�D�L�� �v�Q�D�O�W �v�Q�� �L�H�U�Drhia 

�G�H�O�L�Q�F�Y�H�Q�
�L�O�R�U, scop pentru care �I���S�W�X�L�W�R�U�X�O���V�H���O�D�X�G�����F�X���F�H�O�H���v�Q�W�k�P�S�O�D�W�H���V���Y�k�U���L�W�H �v�Q���V�S�D�
�L�X�O���Y�L�U�W�X�D�O����

pentru �D���R�E�
�L�Q�H���Äaprecierea�´���D�O�W�R�U���G�H�O�L�Q�F�Y�H�Q�
�L���V�D�X �D���F�H�O�R�U���L�Q�L�
�L�D�
�L���v�Q���G�R�P�H�Q�L�X�O���G�H���D�F�W�L�Y�L�W�D�W�H��de care 

este interesat infractorul informatic. 
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2.5. Concluzii la Capitolul 2 

1. Conceptul de criminalitate �L�Q�I�R�U�P�D�W�L�F�� �X�U�P�H�D�]���� �D�� �I�L�� �H�[�D�P�L�Q�D�W�� �V�X�E�� �G�R�X���� �D�V�S�H�F�W�H���� �D�W�k�W�� �v�Q��

�V�H�Q�V�� �O�D�U�J���� �F�k�W�� ���L�� �v�Q�� �V�H�Q�V�� �U�H�V�W�U�k�Q�V���� �$�V�W�I�H�O�����v�Q���V�H�Q�V�� �U�H�V�W�U�k�Q�V, ea �U�H�S�U�H�]�L�Q�W���� �W�R�W�D�O�L�W�D�W�H�D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��

�V���Y�k�U���L�W�H�� �S�H�� �X�Q�� �D�Q�X�P�L�W�� �W�H�U�L�W�R�U�L�X�� �v�Q�W�U-�R�� �D�Q�X�P�L�W���� �S�H�U�L�R�D�G�� de timp���� �v�Q�G�U�H�S�W�D�W�H�� �v�P�S�R�W�U�L�Y�D�� �U�H�O�D�
�L�L�O�R�U��

�V�R�F�L�D�O�H���v�Q���G�R�P�H�Q�L�X�O���L�Q�I�R�U�P�D�W�L�F�L�L�����L��al �F�R�P�X�Q�L�F�D�
�L�L�O�R�U���H�O�H�F�W�U�R�Q�L�F�H����a �V�H�F�X�U�L�W���
�L�L���V�W�D�W�X�O�X�L�����P�L�Q�R�U�X�O�X�L����a 

�S�U�R�S�U�L�H�W���
�L�L�� �L�Q�W�H�O�H�F�W�X�D�O�H�� ���L�� �G�U�H�S�W�X�U�L�O�R�U�� �F�R�Q�H�[�H����a �Y�L�H�
�L�L�� �S�U�L�Y�D�W�H���� �V�H�F�U�H�W�X�O�X�L�� �F�R�U�H�V�S�R�Q�G�H�Q�
�H�L 

electronice, �S�U�H�F�X�P�� ���L�� �D���D�X�W�H�Q�W�L�F�L�W���
�L�L�� �L�Q�V�W�U�X�P�H�Q�W�H�O�R�U�� �G�H�� �S�O�D�W������ �F�R�P�L�V�H�� �F�X�� �X�W�L�O�L�]�D�U�H�D�� �V�L�V�W�H�P�H�O�R�U��

�L�Q�I�R�U�P�D�W�L�F�H���� �U���V�S�X�Q�G�H�U�H�D�� �S�H�Q�D�O���� �S�H�Q�W�U�X�� �F�D�U�H�� �V�H�� �V�W�D�E�L�O�H���W�H�� �O�D�� �D�U�W������������ ���������� ������1-1853, 2081, 237, 

259-2611 ���L�����������&�3�� 

C�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F���� �v�Q��sens larg �U�H�S�U�H�]�L�Q�W���� �D�Q�V�D�P�E�O�X�O�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �V���Y�k�U���L�W�H�� �S�H�� �X�Q��

�D�Q�X�P�L�W���W�H�U�L�W�R�U�L�X���v�Q�W�U-�R���D�Q�X�P�L�W�����S�H�U�L�R�D�G�� de timp�����v�Q�G�U�H�S�W�D�W�H���v�P�S�R�W�U�L�Y�D���U�H�O�D�
�L�L�O�R�U���V�R�F�L�D�O�H���v�Q���G�R�P�H�Q�L�X�O��

�L�Q�I�R�U�P�D�W�L�F�L�L�� ���L�� �F�R�P�X�Q�L�F�D�
�L�L�O�R�U�� �H�O�H�F�W�U�R�Q�L�F�H����a �V�H�F�X�U�L�W���
�L�L�� �V�W�D�W�X�O�X�L���� �P�L�Q�R�U�X�O�X�L, a �S�U�R�S�U�L�H�W���
�L�L��

intelect�X�D�O�H�� ���L�� �G�U�H�S�W�X�U�L�O�R�U�� �F�R�Q�H�[�H����a �Y�L�H�
�L�L�� �S�U�L�Y�D�W�H���� �V�H�F�U�H�W�X�O�X�L�� �F�R�U�H�V�S�R�Q�G�H�Q�
�H�L�� �H�O�H�F�W�U�R�Q�L�F�H����

�D�X�W�H�Q�W�L�F�L�W���
�L�L�� �L�Q�V�W�U�X�P�H�Q�W�H�O�R�U�� �G�H�� �S�O�D�W������ �S�U�H�F�X�P�� ���L�� �v�P�Sotriva altor raporturi juridice, �v�Q�� �F�D�U�H�� �G�D�W�H�O�H����

�V�L�V�W�H�P�H�O�H�����L���U�H�
�H�O�H�O�H���L�Q�I�R�U�P�D�W�L�F�H�����V�H�U�Y�L�F�L�L�O�H�����L���U�H�
�H�O�H�O�H���G�H���F�R�P�X�Q�L�F�D�
�L�L���H�O�H�F�W�U�R�Q�L�F�H���U�H�S�U�H�]�L�Q�W�����Q�X���G�R�D�U��

�R�E�L�H�F�W�X�O���I�D�S�W�H�L���S�U�H�M�X�G�L�F�L�D�E�L�O�H�����G�D�U���V�X�Q�W���X�W�L�O�L�]�D�W�H���v�Q���F�D�O�L�W�D�W�H���G�H���P�L�M�O�R�D�F�H�����L���L�Q�V�W�U�X�P�H�Q�W�H���G�H���V���Y�k�U���L�U�H���D��

�L�Q�I�U�D�F�
�L�X�Q�L�L�� 

2. �0�R�G�H�O�X�O�� ���L�� �F�D�U�D�F�W�H�U�L�V�W�L�F�D�� �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��informatice constituie un sistem 

vast de �L�Q�I�R�U�P�D�
�L�L�����L���F�R�Q�F�O�X�]�L�L�����W�L�L�Q�
�L�I�L�F�H���F�X���S�U�L�Y�L�U�H���O�D���X�U�P�H�O�H���W�L�S�L�F�H�����P�R�G�D�O�L�W���
�L�O�H�����L���P�H�F�D�Q�L�V�P�X�O���G�H��

�V���Y�k�U���L�U�H�� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�L����la personalitatea infractorului, la �S�U�R�S�U�L�H�W���
�L�O�H�� ���L�� �V�S�H�F�L�I�L�F�X�O�� �L�Q�I�U�D�F�
�L�X�Q�L�L����la 

�R�E�L�H�F�W�X�O�� �I�D�S�W�H�L�� �L�Q�I�U�D�F�
�L�R�Q�D�O�H����la �F�L�U�F�X�P�V�W�D�Q�
�H�O�H�� �F�R�P�L�W�H�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L���� �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�H�� �P�R�W�L�Y�H�O�R�U�� ���L��

�V�F�R�S�X�U�L�O�R�U���� �F�D�U�H�� �D�V�L�J�X�U���� �R�S�W�L�P�L�]�D�U�H�D���F�H�U�F�H�W���U�L�L�����L�� �L�P�S�O�H�P�H�Q�W�D�U�H�D�� �v�Q�� �S�U�D�F�W�L�F���� �D�� �P�L�M�O�R�D�F�H�O�R�U�� ���L��

�P�H�W�R�G�H�O�R�U���F�U�L�P�L�Q�D�O�L�V�W�L�F�H���� �v�Q�D�L�Q�W�D�U�H�D���Y�H�U�V�L�X�Q�L�O�R�U���F�U�L�P�L�Q�D�O�L�V�W�L�F�H���� �L�G�H�Q�W�L�I�L�F�D�U�H�D���G�L�U�H�F�
�L�L�O�R�U���G�H���E�D�]���� �D�O�H��

�X�U�P���U�L�U�L�L �S�H�Q�D�O�H���v�Q���Y�H�G�H�U�H�D���D�G�R�S�W���U�L�L���X�Q�R�U���G�H�F�L�]�L�L���S�U�R�F�H�V�X�D�O�H���O�H�J�D�O�H�����L���v�Q�W�H�P�H�L�D�W�H�� 

3�����3�U�L�Q�W�U�H���F�H�O�H���P�D�L���U�H�O�H�Y�D�Q�W�H���V�H�P�Q�H���F�D�U�D�F�W�H�U�L�V�W�L�F�H���D�O�H���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��informatice �V�X�Q�W�����O�H�J���W�X�U�D��

cu alte genuri de �L�Q�I�U�D�F�
�L�X�Q�L ���v�Qdeosebi, �F�X���F�U�L�P�L�Q�D�O�L�W�D�W�H�D���R�U�J�D�Q�L�]�D�W�������L���F�H�D���H�F�R�Q�R�P�L�F���������F�D�U�D�F�W�H�U�X�O��

�W�H�K�Q�R�O�R�J�L�F���D�Y�D�Q�V�D�W�����Q�L�Y�H�O�X�O���v�Q�D�O�W���G�H���O�D�W�H�Q�
�������F�D�U�D�F�W�H�U�X�O���E�L�Q�H���R�U�J�D�Q�L�]�D�W�����S�U�R�I�H�V�L�R�Q�D�O�����W�U�D�Q�V�I�U�R�Q�W�D�O�L�H�U�����L��

�W�U�D�Q�V�Q�D�
�L�R�Q�D�O�����D�F�H�V�W�H�� �L�Q�I�U�D�F�
�L�X�Q�L��fiind �F�H�O�H�� �P�D�L�� �G�L�Q�D�P�L�F�H�� �v�Q���H�Y�R�O�X�
�L�H, �D�Y�k�Q�G��costuri reduse pentru 

�V���Y�k�U���L�U�H�����F�D�U�D�F�W�H�U�L�]�k�Q�G�X-se prin t�U���V���W�X�U�L���S�R�O�L�W�L�F�H�����H�[�W�U�H�P�L�V�W�H�����L���W�H�U�R�U�L�V�W�H�� 

4. Infractorii informatici sunt persoane cu o �I�O�H�[�L�E�L�O�L�W�D�W�H�� �v�Q�D�O�W���� �G�H�� �W�U�H�F�H�U�H�� �R�S�H�U�D�W�L�Y���� �G�H�� �O�D��

�G�L�P�H�Q�V�L�X�Q�H�D�� �U�H�D�O���� �O�D�� �F�H�D�� �Y�L�U�W�X�D�O������ �G�H�� �O�D�� �R�� �U�H�O�D�
�L�H�� �P�H�G�L�D�W���� �G�H�� �X�Q�� �V�S�D�
�L�X�� �H�P�R�W�L�Y-�I�L�]�L�F�� �O�D�� �R�� �U�H�O�D�
�L�H��

�P�H�G�L�D�W���� �G�H�� �X�Q�� �V�S�D�
�L�X emotiv-artificial, �H�L�� �V�H�� �F�D�U�D�F�W�H�U�L�]�H�D�]���� �S�U�L�Q�W�U-o �S�H�U�F�H�S�
�L�H�� �D�O�W�H�U�D�W���� �G�L�P�L�Q�X�D�W����

�D�V�X�S�U�D�� �L�O�H�J�D�O�L�W���
�L�L�� �F�R�P�S�R�U�W�D�P�H�Q�W�X�O�X�L��lor, a daunei provocate, a �U�L�V�F�X�U�L�O�R�U�� �G�H�� �D�� �I�L�� �G�H�Q�X�Q�
�D�
i, 
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descoperi�
i ���L�� �V�D�Q�F�
�L�R�Q�D�
i���� �F�X�� �V�D�X�� �I���U���� �F�X�Q�R���W�L�Q�
�H�� �W�H�K�Q�L�F�H�� �v�Q�� �G�R�P�H�Q�L�X�O��IT, fiind �F�D�W�H�J�R�U�L�]�D�
�L���v�Q��

�G�H�S�H�Q�G�H�Q�
���� �G�H�� �U�R�O�X�O�� ���L�� �I�X�Q�F�
�L�L�O�H�� �S�H�� �F�D�U�H�� �O�H�� �D�X�� �v�Q�� �F�R�P�L�W�H�U�H�D�� �L�Q�I�U�D�F�
�L�X�Q�L�L���� �F�X�� �X�Q�� �S�U�R�I�L�O�� �S�U�H�G�R�P�L�Q�D�Q�W��

non-�Y�L�R�O�H�Q�W���� �D�Y�k�Q�G�� �X�Q�� �O�L�P�E�D�M�� �F�R�P�X�Q, �F�X�� �W�H�U�P�L�Q�R�O�R�J�L�H�� �V�S�H�F�L�I�L�F��, ���L��o �P�R�W�L�Y�D�
�L�H�� �L�Q�I�U�D�F�
�L�R�Q�D�O����

�G�L�Y�H�U�V�L�I�L�F�D�W�������I�L�H���P�D�W�H�U�L�D�O�������V�H�[�X�D�O�������L�G�H�R�O�R�J�L�F�������S�R�O�L�W�L�F�������R�E�V�H�G�D�W�����G�H���V�W�D�W�X�W sau �G�H���L�Q�Y�H�V�W�L�J�D�
�L�H�������Ì�Q��

�P�D�M�R�U�L�W�D�W�H�D���F�R�Y�k�U���L�W�R�D�U�H�� �D���F�D�]�X�U�L�O�R�U, ei sunt de sex �P�D�V�F�X�O�L�Q���� �F�X���Y�k�U�V�W�D���F�X�S�U�L�Q�V���� �v�Q�W�U�H��16 ���L��55 de 

�D�Q�L�����D�F�
�L�R�Q�H�D�]�����v�Q���J�U�X�S�����Q�H�D�Y�k�Q�G�����G�H���U�H�J�X�O���� antecedente penale. 

5. Probele electronice sunt informa�
ii cu valoare doveditoare, care sunt stocate, prelucrate 

�V�D�X�� �W�U�D�Q�V�P�L�V�H�� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �X�Q�X�L�� �V�L�V�W�H�P�� �L�Q�I�R�U�P�D�W�L�F���� �(�O�H�� �V�H�� �S�U�R�G�X�F�� �v�Q�� �P�H�G�L�X�O�� �L�Q�I�R�U�P�D�W�L�F�� ���L��

�U�H�S�U�H�]�L�Q�W���� �U�H�]�X�O�W�D�W�X�O�� �W�U�D�Q�V�I�R�U�P���U�L�L�� �L�Q�I�R�U�P�D�
�L�H�L�� �F�R�P�S�X�W�H�U�L�]�D�W�H�� �v�Q�� �X�U�P�D�� ���W�H�U�J�H�U�L�L���� �F�R�S�L�H�U�L�L���� �E�O�R�F���U�L�L����

modi�I�L�F���U�L�L�� �V�D�X��a oric���U�H�L alte �L�Q�W�H�U�Y�H�Q�
�Li �v�Q�� �I�X�Q�F�
�L�R�Q�D�U�H�D�� �P�L�M�O�R�D�F�H�O�R�U�� �G�H�� �V�W�R�F�D�U�H���� �S�U�H�O�X�F�U�D�U�H�� �V�D�X��

�W�U�D�Q�V�P�L�W�H�U�H�� �D�� �G�D�W�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �V�D�X�� �D�� �U�H�
�H�O�H�L�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L���� �3�U�L�Q�W�U�H�� �S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�H�� �D�F�H�V�W�R�U��

categorii de probe �V�H���U�H�P�D�U�F�� faptul �F��, aparent, ele nu sunt e�Y�L�G�H�Q�W�H�����V�X�Q�W���Y�R�O�D�W�L�O�H�����I�L�L�Q�G���F�R�Q�
�L�Q�X�W�H��

�v�Q���H�F�K�L�S�D�P�H�Q�W�H���L�Q�I�R�U�P�D�W�L�F�H�����Q�X���V�X�Q�W���R�E�L�H�F�W�H���W�D�Q�J�L�E�L�O�H ���L au, de obicei, �R���D�Q�X�P�L�W�����Y�D�O�R�D�U�H���P�D�W�H�U�L�D�O���� 

6���� �Ì�Q�� �S�U�H�]�H�Q�W���� �R�U�J�D�Q�H�O�H�� �G�H�� �G�U�H�S�W�� �G�L�Q�� �5�0�� �Q�X�� �G�L�V�S�X�Q�� �G�H�� �R�� �E�D�]���� �G�H�� �G�D�W�H�� �F�H�Q�W�U�D�O�L�]�D�W���� �D��

�L�Q�I�R�U�P�D�
�L�H�L���R�S�H�U�D�W�L�Y�H���Srivind ca�X�]�H�O�H���G�H���F�U�L�P�L�Q�D�O�L�W�D�W�H���L�Q�I�R�U�P�D�W�L�F������ �F�D�U�H���V���� �F�R�Q�
�L�Q���� �G�D�W�H cu privire 

la �R�S�H�U�D�
�L�X�Q�L�O�H��frauduloase �G�H�� �S�O�D�W���� �H�O�H�F�W�U�R�Q�L�F��, conturi implicate, adrese IP conexe, nume de 

domenii �F�X���W�D�Q�J�H�Q�
�H���O�D���L�Q�I�U�D�F�
�L�X�Q�L�O�H date, �Y�L�U�X���L�����E�R�W�Q�H�W�X�U�L�����G�D�W�H���P�H�G�L�D���L�Q�G�H�[�D�W�H�����I�L���L�H�U�H���G�H tip log, 

�L�P�D�J�L�Q�L�� �I�R�W�R���� �F�D�S�W�X�U�L�� �G�H�� �H�F�U�D�Q���� �F�R�G�X�U�L�� �S�U�R�J�U�D�P�� ���L�� �D�O�W�H�� etc. Introducerea unor astfel de date va 

�S�H�U�P�L�W�H�� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �F�R�Q�H�[�L�X�Q�L�O�R�U�� �G�L�Q�W�U�H�� �L�Q�I�U�D�F�
�L�X�Q�Lle �V���Y�k�U���L�W�H�� �v�Q�� �G�L�I�H�U�L�W�H�� �O�R�F�X�U�L���� �V�W�D�E�L�O�L�U�H�D��

�O�H�J���W�X�U�L�O�R�U���G�L�Q�W�U�H���G�L�I�H�U�L�W�H���S�H�U�V�R�D�Q�H�����I�D�S�W�H�����L���F�L�U�F�X�P�V�W�D�Q�
�H�����F�K�L�D�U����i �v�Q���E�D�]�D���X�Q�R�U���V�H�P�Q�H���P�L�Q�R�U�H�� 

7. �3�H���O�k�Q�J�����V�W�D�E�L�O�L�U�H�D���W�X�W�X�U�R�U���F�L�U�F�X�P�V�W�D�Q�
�H�O�R�U���V���Y�k�U���L�U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�L�����S�U�L�Q�W�U�H���V�D�U�F�L�Q�L�O�H���G�H���E�D�]����

�v�Q cercetarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice, �V�H�� �v�Q�V�F�U�L�H ��i identificarea tuturor formelor posibile de 

opunere de rez�L�V�W�H�Q�
��, �V�S�H�F�L�I�L�F�H���L�Q�I�U�D�F�W�R�U�L�O�R�U���G�L�J�L�W�D�O�L�����F�X�P���D�U���I�L�����W���L�Q�X�L�U�H�D���L�Q�I�U�D�F�
�L�X�Q�L�L�����L���D���S�U�R�E�H�O�R�U����

�v�Q�V�F�H�Q�D�U�H�D���� �I�R�U�P�D�U�H�D�� �X�Q�H�L�� �R�S�L�Q�L�L�� �S�X�E�O�L�F�H�� �I�D�Y�R�U�D�E�L�O�H�� �L�Q�I�U�D�F�W�R�U�X�O�X�L���� �L�Q�I�O�X�H�Q�
�D�U�H�D�� �G�L�U�H�F�W���� �D�� �R�U�J�D�Q�X�O�X�L��

�G�H���X�U�P���U�L�U�H���S�H�Q�D�O������ ���D�Q�W�D�M�D�U�H�D���Y�L�F�W�L�P�H�L������a instrumentelor utilizate la crearea piedicilor, stabilirea 

specificului acestora ���L���D�S�O�L�F�D�U�H�D���P�H�W�R�G�H�O�R�U�����L���P�L�M�O�R�D�F�H�O�R�U���G�H���v�Q�Y�L�Q�J�H�U�H a lor. 
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3. TACTIC A EFECTU���5�,�, �8�1�2�5���$�&�	�,�8�1�,���'�(���8�5�0���5�,�5�(���3�(�1�$�/�� 

���,���0���6�8�5�,LE �6�3�(�&�,�$�/�(���'�(���,�1�9�(�6�7�,�*�$�	�,�,�� 

�/�$���&�(�5�&�(�7�$�5�(�$���,�1�)�5�$�&�	�,�8�1�,�/�2�5���,�1�)�2�5�0�$�7�,�&�( 

 

3.1. Aspecte generale privind efectuarea unor ac�
iuni ini �
iale ���L�� �X�O�W�H�U�L�R�D�U�H�� �G�H�� �X�U�P���U�L�U�H��

�S�H�Q�D�O�� 
 

 

Examinarea �F�U�L�P�L�Q�D�O�L�V�W�L�F���� �D�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �W�U�H�E�X�L�H�� �V���� �S�U�H�]�L�Q�W�H�� �R�� �V�H�U�L�H�� �G�H��

caracteristici �V�S�H�F�L�I�L�F�H�����Q�H�F�H�V�D�U�H���D�V�L�J�X�U���U�L�L���X�Q�X�L���J�U�D�G���v�Q�D�O�W���G�H���F�R�U�H�F�W�L�W�X�G�Lne a concluziilor rezultate 

�v�Q�� �X�U�P�D�� �D�F�H�V�W�H�L�� �H�[�D�P�L�Q���U�L���� ���L�� �D�Q�X�P�H���� �D�X�W�H�Q�W�L�F�L�W�D�W�H�� ���G�R�Y�D�G�D�� �V�X�U�V�H�L�� �G�H�� �S�U�R�Y�H�Q�L�H�Q�
���� �D�� �S�U�R�E�H�O�R�U������

credibilitate (lipsa dubiilor �v�Q�� �S�U�L�Y�L�Q�
�D �F�U�H�G�L�E�L�O�L�W���
�L�L�� ���L�� �V�R�O�L�G�L�W���
�L�L�� �S�U�R�E�H�O�R�U������ �F�R�P�S�O�H�W�L�W�X�G�L�Q�H��

���S�U�H�O�H�Y�D�U�H�D�� �W�X�W�X�U�R�U�� �S�U�R�E�H�O�R�U�� �H�[�L�V�W�H�Q�W�H�� ���L�� �L�Q�W�H�J�U�L�W�D�W�H�D�� �D�F�H�V�W�R�U�D������ �H�[�L�V�W�H�Q�
�D�� �X�Q�R�U�� �S�U�R�F�H�G�X�U�L�� �S�U�H-

�G�H�I�L�Q�L�W�H�� �S�H�Q�W�U�X�� �V�L�W�X�D�
�L�L�O�H�� �v�Q�W�k�O�Q�L�W�H�� �v�Q�� �S�U�D�F�W�L�F������ �O�L�S�V�D�� �L�Q�W�H�U�I�H�U�H�Q�
�H�O�R�U�� ���L��a �F�R�Q�W�D�P�L�Q���U�L�L�� �S�U�R�E�H�O�R�U�� �F�D��

re�]�X�O�W�D�W�� �D�O�� �L�Q�Y�H�V�W�L�J�D�
�L�H�L���� �S�R�V�L�E�L�O�L�W�D�W�H�D�� �U�H�S�H�W���U�L�L�� �W�H�V�W�H�O�R�U�� �U�H�D�O�L�]�D�W�H���� �F�X�� �R�E�
�L�Q�H�U�H�D�� �X�Q�R�U�� �U�H�]�X�O�W�D�W�H��

�L�G�H�Q�W�L�F�H���� �D�Q�W�L�F�L�S�D�U�H�D�� �S�R�V�L�E�L�O�H�O�R�U�� �F�U�L�W�L�F�L�� �D�O�H�� �P�H�W�R�G�H�O�R�U�� �I�R�O�R�V�L�W�H���� �D�F�F�H�S�W�D�U�H�D�� �I�D�S�W�X�O�X�L�� �F���� �P�H�W�R�G�H�O�H��

�X�W�L�O�L�]�D�W�H���O�D���X�Q���P�R�P�H�Q�W���G�D�W���S�R�W���I�D�F�H���V�X�E�L�H�F�W�X�O���X�Q�R�U���P�R�G�L�I�L�F���U�L ���L���D�Q�W�L�F�L�S�D�U�H�D���S�U�R�E�O�H�P�H�O�R�U���O�H�J�D�W�H���G�H��

admisibilitatea probelor [149, p. 73]. 

Spre deosebire de alte categorii de infrac�
iuni, �v�Q���F�D�G�U�X�O���F���U�R�U�D���D�G�P�L�Q�L�V�W�U�D�U�H�D���S�U�R�E�D�W�R�U�L�X�O�X�L���V�H��

�H�I�H�F�W�X�H�D�]���� �F�R�Q�F�H�Q�W�U�L�F (de la periferii spre centru)���� �D�G�L�F���� �L�Q�L�
ial sunt acumulate probele existente, 

�D�I�O�D�W�H���G�H�S�D�U�W�H���G�H���V�X�V�S�H�F�W�����L�D�U���v�Q���I�L�Q�D�O��sunt �U�L�G�L�F�D�W�H���S�U�R�E�H�O�H���D�I�O�D�W�H���Q�H�P�L�M�O�R�F�L�W���v�Q���]�R�Q�D���G�H���D�F�W�L�Y�L�W�D�W�H���D��

�I���S�W�X�L�W�R�U�X�O�X�L, �v�Q���R�S�L�Q�L�D���Q�R�D�V�W�U�������v�Q���F�D�]�X�O���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice, �U�H�J�X�O�D���U�H�V�S�H�F�W�L�Y�����S�D�U�
ial decade.  

Acest fapt �V�H���G�D�W�R�U�H�D�]�� specificului volatil al probelor electronice. Din �P�R�P�H�Q�W�X�O���V���Y�k�U��irii 

�L�Q�I�U�D�F�
�L�X�Q�L �S�k�Q�����O�D���H�I�H�F�W�X�D�U�H�D���D�F�
�L�X�Q�L�O�R�U���G�H���X�U�P���U�L�U�H���S�H�Q�D�O��, de colectare a probelor electronice pot 

�I�L�� �H�I�H�F�W�X�D�W�H�� �P�X�O�W�L�S�O�H�� �F�R�Q�H�F�W���U�L�����L�� �G�H�F�R�Q�H�F�W���U�L�� �D�O�H�� �V�Lstemului informatic, diverse opera�
�L�X�Q�L�� �v�Q��

sistemul de operare sau asupra acestuia (spre exemplu, fragmentarea informa�
iei, reinstalarea 

sistemului opera�
ional, ��tergerea, modificarea [50, p. 58] sau suprascrierea datelor informatice), 

�I�R�O�R�V�L�U�H�D�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F�� �G�H�� �F���W�U�H�� �D�O�
i utilizatori ��i altele. Toate acestea duc la pierderea 

�L�U�H�P�H�G�L�D�E�L�O�����D���X�U�P�H�O�R�U���H�O�H�F�W�U�R�Q�L�F�H���U�H�O�H�Y�D�Q�W�H�� 

�$�W�X�Q�F�L���F�k�Q�G���H�[�L�V�W�����V�X�V�S�L�F�L�X�Q�L���F�X���S�U�L�Y�L�U�H���O�D���L�P�S�O�L�F�D�U�H�D���X�Q�H�L���S�H�U�V�R�D�Q�H���v�Q �V���Y�k�U��irea infrac�
iunii 

�L�Q�I�R�U�P�D�W�L�F�H���� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�������L�� �R�U�J�D�Q�X�O�� �F�D�U�H�� �U�H�D�O�L�]�H�D�]���� �D�F�W�L�Y�L�W�D�W�H�D�� �V�S�H�F�L�D�O���� �G�H��

investiga�
ii au sarcina �S�U�H�O�L�P�L�Q�D�U����de a stabili toate circumstan�
ele cauzei, cu implicarea 

proprietarului sistemului informatic ��i fixarea probelor, inclusiv: �D���� �v�Q�F���O�F�D�U�H�D�� �L�Q�W�H�J�U�L�W���
ii sau 

confiden�
�L�D�O�L�W���
ii informa�
iei computerizate; b) prejudiciul cauzat; �F���� �P�H�F�D�Q�L�V�P�X�O�� �V���Y�k�U��irii 

infrac�
iunii; d) �F�R�U�H�O�D�
�L�D �G�L�Q�W�U�H���I���S�W�X�L�W�R�U�����I�D�S�W�������L���X�U�P���U�L [271, p. 144]. 
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�7�D�F�W�L�F�D���H�I�H�F�W�X���U�L�L���L�Q�Y�H�V�W�L�J�D�
�L�L�O�R�U���H�V�W�H���G�L�U�H�F�W���O�H�J�D�W�����G�H���V�S�H�F�L�I�L�F�X�O���P�H�F�D�Q�L�V�P�X�O�X�L���G�H���V���Y�k�U��ire a 

acestor categorii de infrac�
iuni [245]. Un exemplu �G�H���V�D�U�F�L�Q�L���G�H���E�D�]���� �D�O�H���F�H�U�F�H�W���U�L�L���X�Q�H�L���F�D�W�H�J�R�U�L�L��

�G�H���L�Q�I�U�D�F�
�L�X�Q�L���L�Q�I�R�U�P�D�W�L�F�H�����F�X���X�W�L�O�L�]�D�U�H�D���Y�L�U�X���L�O�R�U�����H�V�W�H���G�H�V�F�U�L�V���v�Q���$�Q�H�[�D��7 din prezenta lucrare. 

Cercetarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U��informatice �H�V�W�H�� �X�Q�D�� �G�L�Q�� �F�H�O�H�� �P�D�L�� �F�R�V�W�L�V�L�W�R�D�U�H�� �L�Q�Y�H�V�W�L�J�D�
�L�L���� �v�Q�� �F�D�U�H��

�V�W�D�W�X�O���W�U�H�E�X�L�H���V�����L�Q�Y�H�V�W�H�D�V�F����resurse financiare considerabile �± �D�W�k�W���v�Q��mijloace tehnic�H����i produse 

program���� �F�k�W�� ���L���v�Q�� �L�Q�V�W�U�X�L�U�H�D��profesional�� a persoanelor implicate �v�Q �F�R�P�E�D�W�H�U�H�D�� �I�H�Q�R�P�H�Q�X�O�X�L�� �v�Q��

�F�D�X�]���� 

Activitatea de descoperire a infrac�
iunilor informatice �S�R�D�W�H�� �I�L�� �G�L�Y�L�]�D�W���� �v�Q���F�k�W�H�Y�D etape 

interdependente ��i consecutive [26, p. 203, 44, p. 15-19, 77, p. 9-11, 27, p. 84-86, 124, p. 529]:  

a) identificarea incidentului; b) �S�U�H�J���W�L�U�H�D�� �L�Q�Y�H�V�W�L�J���U�L�L ���S�U�H�J���W�L�U�H�D�� �H�F�K�L�S�H�L�� �G�H�� �Lnvestiga�
ii , 

�S�U�H�J���W�L�U�H�D���L�Q�V�W�U�X�P�H�Q�W�H�O�R�U���G�H���L�Q�Y�H�V�W�L�J�D�U�H���� �R�E�
�L�Q�H�U�H�D���G�R�F�X�P�H�Q�W�H�O�R�U���Q�H�F�H�V�D�U�H���G�H�V�I�����X�U���U�L�L���S�U�R�F�H�V�X�O�X�L��

de investigare, formularea unui plan de ac�
iuni); c) colectarea probelor (securizarea, evaluarea ��i 

�v�Q�U�H�J�L�V�W�U�D�U�H�D�� �O�R�F�X�O�X�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L���� �F���X�W�D�U�H�D��probelor, audierea persoanelor implicate, conservarea 

probelor); d) examinarea probelor (evaluarea ��i extragerea informa�
iilor relevante din datele 

colectate); e) analiza probelor (studierea datelor ��i determinarea �U�H�O�H�Y�D�Q�
�H�L�� �O�R�U pentru caz);  

f) prezentarea rezultatelor (rezumarea pa��ilor �v�Q�W�U�H�S�U�L�Q���L ��i a concluziilor ob�
�L�Q�X�W�H�� �v�Q�� �W�L�P�S�X�O��

�F�H�U�F�H�W���U�L�L��cazului). 

Cercetarea la fa�
a locului, perchezi�
ia sistemelor informatice, ridicarea de obiecte ��i 

documente etc., �v�Q���F�D�]�X�O���L�Q�I�U�D�F�
iunilor informatice, p�U�H�]�L�Q�W�����P�X�O�W�H��similitudini din punct de vedere 

tehnic [26, p. 212]. 

Obiectele specifice ac�
iunilor procesuale din cadrul �F�H�U�F�H�W���U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice pot 

�I�L�� �G�L�Y�L�]�D�W�H�� �v�Q�� �F�k�W�H�Y�D�� �J�U�X�S�X�U�L���� ���L�� �D�Q�X�P�H����a) �v�Q�F���S�H�U�L�O�H (�v�Q �F�D�U�H�� �V�H�� �D�I�O���� �V�L�V�W�H�P�H�O�H�� ���L�� �U�H�
�H�O�H�O�H��

�L�Q�I�R�U�P�D�W�L�F�H�����G�L�V�S�R�]�L�W�L�Y�H�O�H���G�H���F�R�P�X�Q�L�F�D�
�L�L�����V�H�U�Y�H�U�H�����L���D�O�W�H�O�H); b) dispozitivele informatice (sistemele 

�L�Q�I�R�U�P�D�W�L�F�H�� �v�Q�� �v�Q�
�H�O�H�V�X�O�� �O�R�U�� �W�U�D�G�L�
�L�R�Q�D�O�� �G�L�V�S�R�]�L�W�L�Y�H�O�H�� �F�D�U�H�� �I�X�Q�F�
�L�R�Q�H�D�]���� �v�Q�� �E�D�]�D�� �S�U�R�F�H�V�R�D�U�H�O�R�U���� �F�H��

permit accesul la �U�H�
�H�O�H�� �L�Q�I�R�U�P�D�W�L�F�H���� �X�O�W�U�D�E�R�R�N-uri, notebook-uri, netbook-uri, tablete, telefoane 

mobile, book reader-�X�U�L�����L���D�O�W�H�O�H�� �G�L�V�S�R�]�L�W�L�Y�H���G�H���W�H�K�Q�R�O�R�J�L�L���F�R�P�X�Q�L�F�D�
�L�R�Q�D�O�H���I���U�����I�L�U: GSM, GPRS, 

�(�'�*�(���� ���*�� ���L�� ���*���� �P�R�G�H�P�H���� �U�R�X�W�H�U�H�� �&�'�0�$�� ���L�� �:�L�0�D�[�� �H�W�F����; c) suporturile de stocare a datelor 

informatice (discurile optice: CD, DVD, Blu-Ray; �G�L�V�S�R�]�L�W�L�Y�H�� �S�H�� �E�D�]���� �G�H�� �P�H�P�R�U�L�H�� �I�O�D�V�K: USB 

stickurile, cartelele de memorie ale telefoanelor mobile, ale aparatelor foto, ale camerelor video, 

�F�D�U�W�H�O�H���6�,�0�������D���� ���L���G����documentele [83, p. 116]. 
 

�$�F�0�L�X�Q�L���S�U�H�S�D�U�D�W�R�U�L�L���G�H���E�D�]�����O�D���H�I�H�F�W�X�D�U�H�D���D�F�W�L�Y�L�W���0�L�L �G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� 

�Ì�Q���F�D�G�U�X�O���F�H�U�F�H�W���U�L�L��infrac�
iunilor informatice, �v�Q���S�U�R�F�H�V�X�O���G�H���S�U�H�J���W�L�U�H��pentru efectuarea unei 

ac�
iuni �G�H���X�U�P���U�L�U�H���S�H�Q�D�O��, cum ar fi cercetarea la fa�
a locului, perchezi�
ia, ridicarea de obiecte ��i 
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documente etc., ofi�
�H�U�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �Y�D�� �v�Q�W�U�H�S�U�L�Q�G�H��anumite ac�
iuni preparatorii �G�H�� �E�D�]�� 

[272, p. 200, 273, p. 3, 274].  

Astfel, se va asigura conservarea locului ��i a probelor temporare ��i fragile [25, p. 328], ce 

�X�U�P�H�D�]���� �D�� �I�L�� �L�Q�Y�H�V�W�L�J�D�We �S�k�Q���� �O�D�� �V�R�V�L�U�H�D�� �S�H�U�V�R�D�Q�H�O�R�U�� �F�D�U�H�� �Y�R�U�� �H�I�H�F�W�X�D��cercetarea acestora [73, p. 

93]. 

�2�I�L�
�H�U�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �Y�D���V�W�D�E�L�O�L�� �F�H�U�F�X�O�� �G�H�� �S�H�U�V�R�D�Q�H�� �F�D�U�H�� �X�U�P�H�D�]���� �V���� �S�D�U�W�L�F�L�S�H�� �O�D��

efectuarea ac�
�L�X�Q�L�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������V�D�U�F�L�Q�L�O�H�����D�O�J�R�U�L�W�P�X�O�����L���F�R�Q�V�H�F�X�W�L�Y�L�W�D�W�H�D���H�I�H�F�W�X���U�L�L���D�F�
iunilor 

�G�H�� �F���W�U�H�� �I�L�H�F�D�U�H�� �S�D�U�W�L�F�L�S�D�Q�W�� ���P�H�P�E�U�L�L�� �J�U�X�S�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �V�S�H�F�L�D�O�L�V�W�X�O�� �v�Q�� �G�R�P�H�Q�L�X�O��IT, 

specialistul-criminalist, �V�S�H�F�L�D�O�L�V�W�X�O�� �F�D�U�H�� �H�I�H�F�W�X�H�D�]���� �v�Q�U�H�J�L�V�W�U���U�L�O�H��foto ��i video, persoanele 

antrenate �v�Q asigurarea securit���
�L�L �O�R�F�X�O�X�L�� �H�I�H�F�W�X���U�L�L�� �D�F�
�L�X�Q�L�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� [83, p. 113]), 

�Q�X�P���U�X�O�� �D�F�H�V�W�R�U�D�� �Y�D�U�L�L�Q�G�� �v�Q�� �G�H�S�H�Q�G�H�Q�
���� �G�H�� �V�X�S�U�D�I�D�
�D�� �V�S�D�
�L�X�O�X�L�� �V�D�X��de �Q�X�P���U�X�O�� �G�H�� �v�Q�F���S�H�U�L�� �F�D�U�H��

�X�U�P�H�D�]�����D���I�L���F�H�U�F�H�W�D�W�H���S�H�U�F�K�H�]�L�
�L�R�Q�D�W�H [74, p. 36]. 

�Ì�Q�� �S�U�R�F�H�V�X�O�� �G�H�� �S�U�H�J���W�L�U�H��pentru �H�I�H�F�W�X�D�U�H�D�� �X�Q�H�L�� �D�F�
�L�X�Qi �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �V�H�� �Y�D�� �H�I�H�F�W�X�D�� ���L��

i�Q�V�W�U�X�F�W�D�M�X�O�� �P�H�P�E�U�L�O�R�U�� �J�U�X�S�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O��, care vor participa la realizarea ac�
iunii 

respective. �Ì�Q��cadrul instructajului, membrilor grupului li se va atrage���� �v�Q�� �V�S�H�F�L�D�O�� aten�
ia la 

legisla�
�L�D���S�H�U�W�L�Q�H�Q�W�� [44, p. 9]; la �S�D�U�W�L�F�X�O�D�U�L�W���
ile infrac�
iunii cercetate; la obiectele ��i documentele 

�F�D�U�H�� �X�U�P�H�D�]���� �D�� �I�L�� �G�H�S�L�V�W�D�W�H����i ridicate; la modul de lucru cu echipamentul; la modalitatea de 

asigurare a confiden�
�L�D�O�L�W���
ii sursei de in�I�R�U�P�D�U�H�� �R�S�H�U�D�W�L�Y���� �Y�R�U�� �I�L�� �D�W�H�Q�
�L�R�Q�D�
�L��la comportamentul 

celorlal�
i participan�
i la ac�
iune, la necesitatea de a fi �S�U�X�G�H�Q�
�L��cu mijloacele tehnice depistate ��i 

dea interzice ter�
elor persoane de a le atinge [56, p. 693]; le vor fi explicate drepturile ��i obliga�
iile 

procesuale [275, p. 8]. 

�2�I�L�
�H�U�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����Y�D���R�U�J�D�Q�L�]�D��invitarea specialistului din domeniul IT [103, p. 690, 

232, p. 659] ��i va asigura �S�U�H�]�H�Q�
�D��acestuia la instructajul descris mai sus. Printre sarcinile lui de 

�E�D�]���� �V�X�Q�W���� �V�W�D�E�L�O�L�U�H�D�� �W�L�S�X�O�X�L����i destina�
iei sistemului informatic; examinarea dispozitivelor ��i 

conexiunilor cu alte sisteme informatice; �V�W�D�E�L�O�L�U�H�D�� �V�W���U�L�L�� �Vistemului informatic �v�Q�� �P�R�P�H�Q�W�X�O��

respectiv, a tipului sistemului de operare, a �D�F�W�L�Y�L�W���
ilor �U�H�D�O�L�]�D�W�H�� �v�Q�� �V�L�V�W�H�P�X�O�� �G�H�� �R�S�H�U�D�U�H �v�Q��

momentul indicat; luarea deciziilor cu privire la ac�
�L�X�Q�L�O�H���X�U�P���W�R�D�U�H���D�V�X�S�U�D���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F; 

�O�X�D�U�H�D���P���V�X�U�L�O�R�U���S�H�Q�W�U�X�� �R�E�
inerea accesului la informa�
�L�D���F�R�P�S�X�W�H�U�L�]�D�W�����V�D�X���S�U�H�J���W�L�U�H�D���V�L�V�W�H�P�X�O�X�L��

informatic pentru transportare [74, p. 39, 60, p. 89-90]; conservarea probelor volatile; consultarea 

�R�I�L�
�H�U�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �F�X �S�U�L�Y�L�U�H�� �O�D�� �R�U�G�L�Q�H�D�� �H�I�H�F�W�X���U�L�L�� �D�F�
�L�X�Q�L�L�����v�Q�F�K�L�G�H�U�H�D�� �F�R�P�S�X�W�H�U�X�O�X�L��

pentru transport; �H�W�L�F�K�H�W�D�U�H�D�����v�Q�U�H�J�L�V�W�U�D�U�H�D�����v�P�S�D�F�K�H�W�D�U�H�D�����W�U�D�Q�V�S�R�U�W�X�O����i prelucrarea probelor [25, p. 

328-329]���� �7�R�W�R�G�D�W������ �V�H�� �Y�D��dispune �S�U�H�J���W�L�U�H�D��de �F���W�U�H�� �V�S�H�F�L�D�O�L�V�W�� �D�� �W�X�W�X�U�R�U�� �V�R�I�W�X�U�L�O�R�U, mijloacelor 

tehnice [29, p. 215], precum ��i a altor echipamente necesare [63, p. 150, 122, p. 39-40, 49, p. 23-
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24, 44, p. 9-11]�����vn Anexa nr. 8 la prezenta lucrare fiind �H�[�S�X�V�����O�L�V�W�D���L�Q�V�W�U�X�P�H�Q�W�H�O�R�U���F�D�U�H���W�U�H�E�X�L�H���V����

le con�
�L�Q�����R���W�U�X�V�����F�U�L�P�L�Q�D�O�L�V�W�L�F����pentru cercetarea infrac�
iunilor informatice. 

�Ì�Q�� �P���V�X�U�D�� �S�R�V�L�E�L�O�L�W���
ilor, se va ob�
ine �L�Q�I�R�U�P�D�
�L�D��referitoare la sistemul de organizare a 

procesului de func�
ionare a sistemelor ��i re�
elelor �L�Q�I�R�U�P�D�W�L�F�H�����F�D�U�H���X�U�P�H�D�]�����D���I�L���H�[�D�P�L�Q�D�W�H [81, p. 

41]���� �S�U�H�F�X�P�� ���L�� �D��sistemelor de operare utilizate, �S�H�Q�W�U�X�� �F�D�� �V�S�H�F�L�D�O�L�V�W�X�O�� �V������tie de ce produse 

program ��i dispozitive tehnice va avea nevoie la efectuarea ac�
iunii procesuale [103, p. 691]. 

�2�� �V�D�U�F�L�Q���� �H�V�H�Q�
�L�D�O���� �H�V�W�H�� ���L���V�W�D�E�L�O�L�U�H�D�� �S�O�D�Q�X�O�X�L�� �O�R�F�X�O�X�L�� �X�Q�G�H�� �X�U�P�H�D�]���� �D�� �I�L�� �S�H�W�U�H�F�X�W���� �D�F�
iunea 

procesual�� [68, p. 171]. 

�1�X�� �v�Q�� �X�O�W�L�P�X�O�� �U�k�Q�G���� �O�D�� �S�U�H�J���W�L�U�H�D��pentru �H�I�H�F�W�X�D�U�H�D�� �D�F�
�L�X�Q�L�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �R�I�L�
�H�U�X�O�� �G�H��

�X�U�P���U�L�U�H�� �S�H�Q�D�O����va studia personalitatea �V�X�V�S�H�F�W�X�O�X�L���� �v�Qdeosebi nivelul cuno��tin�
elor lui 

�S�U�R�I�H�V�L�R�Q�D�O�H���v�Q���G�R�P�H�Q�L�Xl IT  [68, p. 172]. 
 

�0���V�X�U�L���S�U�H�O�L�P�L�Q�D�U�H���O�D���H�I�H�F�W�X�D�U�H�D���D�F�0�L�X�Q�L�O�R�U���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� 

�2�G�D�W�����D�M�X�Q�V���O�D��fa�
a locului, ofi�
�H�U�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O��, desemnat pentru efectuarea ac�
iunii 

procesuale preconizate, �Y�D�� �v�Q�W�U�H�S�U�L�Q�G�H��anumite �P���V�X�U�L preliminare �G�H�� �E�D�]�� [272, p. 205], cum ar 

fi: �V�W�D�E�L�O�L�U�H�D�� �S�H�U�L�P�H�W�U�X�O�X�L�� �H�I�H�F�W�X���U�L�L�� �D�F�
iunii procesuale, a �Q�X�P���U�X�O�X�L����i schemei de amplasare a 

tehnicii de calcul [175, p. 910]; �v�Q�O���W�X�U�D�U�H�D���S�H�U�V�R�D�Q�H�O�R�U���W�H�U�
e de la fa�
a locului [29, p. 212], precum 

��i prevenirea apari�
iei acestora pe parcursul �H�I�H�F�W�X���U�L�L���D�F�
iunii procesuale [175, p. 910]; asigurarea 

�V�H�F�X�U�L�W���
�L�L���O�R�F�X�O�X�L���H�I�H�F�W�X���U�L�L���D�F�
�L�X�Q�L�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������W�H�U�L�W�R�U�L�X�O���F�H�U�F�H�W�D�W�����S�H�U�V�R�D�Q�D���U�H�
�L�Q�X�W�������O�R�F�X�O��

�D�I�O���U�L�L�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F���� �V�H�U�Y�H�U�X�O�� �U�H�
elei informatice care con�
ine baza de date cu privire la 

opera�
�L�X�Q�L�O�H�� �H�I�H�F�W�X�D�W�H���� �O�R�F�X�O�� �G�H�F�R�Q�H�F�W���U�L�L�� �V�X�U�V�H�L�� �G�H��alimentare cu �H�Q�H�U�J�L�H�� �H�O�H�F�W�U�L�F��) [83, p. 114, 

175, p. 914, 92, p. 913]�����'�H���U�H�J�X�O�������V�H�U�Y�H�U�X�O���V�H���D�I�O�����v�Q�W�U-�R���v�Q�F���S�H�U�H���V�H�S�D�U�D�W�������D�Y�k�Q�G���V�L�V�W�H�P���G�H���U���F�L�U�H��

a aerului [175, p. 914, 92, p. 913]. 

�7�R�W�R�G�D�W������ �R�I�L�
�H�U�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O��, �D�M�X�Q�V�� �O�D�� �I�D�
�D�� �O�R�F�X�O�X�L, �Y�D�� �
�L�Q�H���F�R�Q�W�� �G�H�� �I�D�S�W�X�O�� �F����

�L�Q�I�U�D�F�W�R�U�X�O�� �S�R�D�W�H�� �D�F�W�L�Y�D�� �D�Q�X�P�L�W�H�� �G�L�V�S�R�]�L�W�L�Y�H���� �S�U�H�J���W�L�W�H�� �v�Q�� �S�U�H�D�O�D�E�L�O���� �S�H�Qtru distrugerea informa�
iei 

�H�O�H�F�W�U�R�Q�L�F�H�����F�X�P���D�U���I�L���F�k�P�S�X�U�L���P�D�J�Q�H�W�L�F�H���S�X�W�H�U�Q�L�F�H�����V�S�U�H���H�[�H�P�S�O�X, �v�Q���P�k�Q�H�U�X�O���X��ii prin care poate 

fi scos echipamentul electronic) [276, p. 635]; va colecta informa�
ie �S�U�H�O�L�P�L�Q�D�U����de la angaja�
ii 

�v�Q�W�U�H�S�U�L�Q�G�H�U�L�L���� �F�D�U�H�� �X�U�P�H�D�]���� �D�� �I�L�� �O�X�D�W���� �v�Q�� �F�D�O�F�X�O�� �v�Q�� �F�D�G�U�X�O�� �F�H�U�F�H�W���U�L�L�� va verifica posibilitatea 

accesului persoanelor neautorizate �v�Q���v�Q�F���S�H�U�L�O�H���v�Q���F�D�U�H���V�H���D�I�O�����G�L�V�S�R�]�L�W�L�Y�H�O�H���H�O�H�F�W�U�R�Q�L�F�H���F�U�L�W�L�F�H�� va 

identifica persoana �F�D�U�H���D�G�P�L�Q�L�V�W�U�H�D�]�����U�H�
eaua ��i fiecare sistem informatic, deoarece s-ar putea ca 

suspec�
�L�L���V�����v�Q�F�H�U�F�H���V�����D�I�L�U�P�H���F�����D�F�H�V�W�H�D���Q�X���O�H���D�S�D�U�
�L�Q���V�D�X���F�����Q�X���D�X���I�R�V�W���I�R�O�R�V�L�W�H���G�H���F���W�U�H���H�L����Organul 

�G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����W�U�H�E�X�L�H���V�����D�L�E�����R���H�Y�L�G�H�Q�
�����V�W�U�L�F�W�����D���S�H�U�V�R�D�Q�H�O�R�U���D�V�X�S�U�D���F���U�R�U�D���D���I�R�V�W���J���V�L�W���I�L�H�F�D�U�H 

�G�L�V�S�R�]�L�W�L�Y���v�Q���S�D�U�W�H�����L���F�X�L���v�L���D�S�D�U�
in lucrurile respective [49, p. 26]. 
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R�H�S�U�H�]�H�Q�W�D�Q�W�X�O���R�U�J�D�Q�X�O�X�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����Y�D���D�V�L�J�X�U�D��stabilirea existen�
ei re�
elelor locale, 

topologia acestora, precum ��i a calculatoarelor conectate la aceste re�
ele, care �V�H���D�I�O�����v�Q���D�I�D�U�D���D�U�L�H�L��

locului examinat [175, p. 910]�����v�Q���Y�H�G�H�U�H�D���S�U�H�Y�H�Q�L�U�L�L���W�U�D�Q�V�P�L�W�H�U�L�L���L�Q�I�R�U�P�D�
iei prin re�
�H�D�X�D���O�R�F�D�O������i 

a �H�O�D�E�R�U���U�L�L�� �S�O�D�Q�X�O�X�L�� �D�F�
iunilor �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� [103, p. 691]; �V�W�D�E�L�O�L�U�H�D�� �G�H�Q�X�P�L�U�L�L�� ���L�� �D��

�F�D�U�D�F�W�H�U�L�V�W�L�F�L�O�R�U�� �G�L�V�S�R�]�L�W�L�Y�X�O�X�L�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L�� �X�W�L�O�L�]�D�W����efectuarea fotografiilor ��i a �v�Q�U�H�J�L�V�W�U���U�L�O�R�U 

video panoramice ��i de orientare [83, p. 115, 49, p. 27]�����&�R�Q�V�H�P�Q�D�U�H�D�����v�Q���Y�D�U�L�D�Q�W�D���I�R�W�R���V�D�X���Y�L�G�H�R����

are relevan�
�������L�� �S�H�Q�W�U�X�� �D�� �D�U���W�D�� �V�W�D�U�H�D�� �v�Q�� �F�D�U�H�� �V�H�� �J���V�H�D�� �H�F�K�L�S�D�P�H�Q�W�X�O�� �v�Q�� �P�R�P�H�Q�W�X�O�� �U�L�G�L�F���U�L�L����

�S�U�H�Y�H�Q�L�Q�G�� �D�V�W�I�H�O�� �S�O�k�Q�J�H�U�L�O�H�� �O�H�J�D�W�H�� �G�H�� �R�� �H�Y�H�Q�W�X�D�O���� �G�H�W�H�U�L�R�U�D�U�H�� �D�� �D�F�H�V�W�X�L�D [29, p. 213]. Aparatul 

�I�R�W�R���Y�L�G�H�R�� �X�U�P�H�D�]���� �V���� �I�L�H�� �V�H�W�D�W�� �D�V�W�I�H�O, �v�Q�F�k�W�� �V���� �I�L�H�� �Y�L�]�L�E�L�O���� �G�D�W�D�����L�� �W�L�P�S�X�O�� �U�H�D�O�L�]���U�L�L��

�I�R�W�R�J�U�D�I�L�H�L���v�Q�U�H�J�L�V�W�U���U�L�L [44, p. 9]. 
 

�5�H�J�X�O�L���G�H���R�U�G�L�Q���J�H�Q�H�U�D�O���O�D���H�I�H�F�W�X�D�U�H�D���D�F�0�L�X�Q�L�O�R�U���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� 

�Ìn cadrul �H�I�H�F�W�X���U�L�L��ac�
�L�X�Q�L�O�R�U�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� (cercetarea la fa�
a locului, perchezi�
ia, 

ridicarea de obiecte ��i documente etc.), �v�Q cercetarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice, organul de 

�X�U�P���U�L�U�H���S�H�Q�D�O�����W�U�H�E�X�L�H���V�����U�H�V�S�H�F�W�H���D�Q�X�P�L�W�H���U�H�J�X�O�L generale. 

Cercetarea, perchezi�
�L�R�Q�D�U�H�D�� �v�Q�F���S�H�U�L�L�� �v�Q�F�H�S�H�� �F�X��respectarea procedurilor criminalistice 

generale de examinare a spa�
iului ��i de colectare a probelor tradi�
ionale [29, p. 212]: amprente 

d�L�J�L�W�D�O�H���G�H���S�H���W�D�V�W�L�H�U�������v�Q�W�U�H�U�X�S���W�R�D�U�H����i alte componente ale sistemului informatic [81, p. 43, 49, p. 

26, 248, p. 626], urme de �S�L�F�L�R�D�U�H���� �v�Q�F���O�
���P�L�Q�W�H���� �D�O�H���L�Q�V�W�U�X�P�H�Q�W�H�O�R�U���G�H���V�S�D�U�J�H�U�H���� �v�Q�V�F�U�Lsuri ��i alte 

probe materiale [89, p. 55]. 

�Ì�Q�� �F�D�]�X�O���F�H�U�F�H�W���U�L�L��infrac�
iunilor informatice, �V���Y�k�U���L�W�H�� �F�X�� �X�W�L�O�L�]�D�U�H�D�� �L�Q�V�W�U�X�P�H�Q�W�H�O�R�U�� �G�H�� �S�O�D�W����

�H�O�H�F�W�U�R�Q�L�F�������S�H���O�k�Q�J�����F�D�U�G�X�U�L���E�D�Q�F�D�U�H���L�P�S�O�L�F�D�W�H�����v�Q�U�H�J�L�V�W�U���U�L�����E�R�Q�X�U�L����i facturi de la oficiile po��tale, 

de la bancomate, de la comercian�
�L���� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �W�U�H�E�X�L�H�� �V���� �F�D�X�W�H����i �V���� �U�L�G�L�F�H��

dispozitive specifice elementelor exterioare ale unui bancomat, ca dispozitivele pentru scrierea de 

�G�D�W�H���S�H���E�D�Q�G�D���P�D�J�Q�H�W�L�F�����D���F�D�U�G�X�U�L�O�R�U [26, p. 297]. 

Este necesar ca speciali��tii criminali��ti �V���� �I�L�H�� �S�U�X�G�H�Q�
i la utilizarea prafurilor ��i reactivelor 

chimice pentru descoperirea ��i fixarea urmelor, �D���D �v�Q�F�k�W��particulele acestora �V���� �Q�X���D�X�Q�J�� pe 

suprafa�
a ��i �vn interiorul dispozitivelor electronice. �7�R�W�R�G�D�W�������W�U�H�E�X�L�H���L�Q�W�H�U�]�L�V�����X�W�L�O�L�]�D�U�H�D���S�U�D�I�X�U�L�O�R�U��

de aluminiu, pentru a nu deteriora echipamentele ��i datele. 

�6�L�V�W�H�P�X�O�� �L�Q�I�R�U�P�D�W�L�F�� �W�U�H�E�X�L�H�� �H�[�D�P�L�Q�D�W�� �v�Q�� �V�W�D�U�H�D�� �v�Q�� �F�D�U�H�� �D�� �I�R�V�W�� �G�H�S�L�V�W�D�W��(conectat sau 

deconectat). �Ì�Q���F�D�]�X�O�� �v�Q�� �F�D�U�H �F�D�O�F�X�O�D�W�R�U�X�O�� �D�� �I�R�V�W�� �J���V�L�W�� �G�H�F�R�Q�H�F�W�D�W���� �D�F�H�V�W�D�� �V�H�� �Y�D�� �U�L�G�L�F�D, �I���U���� �D�� �I�L��

conectat �O�D���V�X�U�V�D���G�H���D�O�L�P�H�Q�W�D�U�H���F�X���H�Q�H�U�J�L�H���H�O�H�F�W�U�L�F�� [49, p. 25]. 

�(�V�W�H���L�Q�W�H�U�]�L�V�����P�D�Q�L�S�X�O�D�U�H�D���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F����i a datelor informatice stocate, �F�k�Q�G nu se 

cunoa��te rezultatul acestor ac�
iuni. 
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Speciali��tii �v�Q�� �G�R�P�H�Q�L�X�O��IT �W�U�H�E�X�L�H�� �V���� �X�W�L�O�L�]�H�]�H�� �G�R�D�U�� �S�U�R�G�X�V�H�� �S�U�R�J�U�D�P����i mijloace tehnice 

certificate�����v�Q�U�H�J�L�V�W�U�D�W�H���G�L�Q���S�X�Q�F�W���G�H���Y�H�G�H�U�H���D�O��protec�
iei drepturilor de autor [29, p. 215]�����D�G�L�F�����V����

�G�L�V�S�X�Q���� �G�H�� �O�L�F�H�Q�
�� [175, p. 912]. �7�U�H�E�X�L�H�� �O�L�P�L�W�D�W���� �V�D�X�� �H�[�F�O�X�V���� �X�W�L�O�L�]�D�U�H�D�� �P�L�M�O�R�D�F�H�O�R�U�� �W�H�K�Q�L�F�R-

criminalistice, �D�O�� �F���U�R�U��principiu de func�
�L�R�Q�D�U�H�� �F�R�Q�V�W���� �v�Q�� �X�W�L�O�L�]�D�U�H�D�� �F�k�P�S�X�U�L�O�R�U�� �P�D�J�Q�H�W�L�F�H����

electromagnetice, a razelor roentgen, a razelor ultraviolete ��i altor emisii, deoarece acestea pot 

afecta datele informatice, �V�W�R�F�D�W�H���v�Q���G�L�V�S�R�]�L�W�L�Y�H�O�H���H�O�H�F�W�U�R�Q�L�F�H�� 

La fixarea caracteristicilor ��i proceselor func�
�L�R�Q���U�L�L�� �V�L�V�W�H�P�H�O�R�U����i re�
elelor informatice �v�Q��

procesul-verbal al ac�
�L�X�Q�L�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O��, �V�H�� �X�W�L�O�L�]�H�D�]���� �W�H�U�P�L�Q�R�O�R�J�L�D�� �V�S�H�F�L�I�L�F��, cu explicarea 

semnifica�
iei acesteia [56, p. 698]. 

�Ì�Q�� �S�U�R�F�H�V�X�O�� �G�H examinare a dispozitivelor electronice se respect�� �S�U�L�Q�F�L�S�L�X�O�� �F�H�U�F�H�W���U�L�L��

concentrice (de la general la particular), descriindu-se, �L�Q�L�
�L�D�O, �S�D�U�W�L�F�X�O�D�U�L�W���
ile externe ale 

dispozitivului electronic�����F�X�O�R�D�U�H�D�����P���U�L�P�H�D�����W�L�S�X�O�����F�D�W�H�J�R�U�L�D�����G�H�Q�X�P�L�U�H�D�����P�D�U�F�D�����P�R�G�H�O�X�O�����Q�X�P���U�X�O 

de identificare, seria, existen�
�D���v�Q�V�F�U�L�V�X�U�L�O�R�U����a �G�H�W�H�U�L�R�U���U�L�O�R�U����i urmelor [239, p. 123, 277, p. 11].  

�3�H�Q�W�U�X�� �R�S�W�L�P�L�]�D�U�H�D�� �L�Q�Y�H�V�W�L�J���U�L�L�� �X�Q�X�L�� �Y�R�O�X�P�� �P�D�U�H�� �G�H�� �L�Q�I�R�U�P�D�
�L�L�� �S�R�D�W�H�� �I�L�� �D�S�O�L�F�D�W���� �I�X�Q�F�
ia 

�F���X�W���U�L�L���G�X�S�����F�X�Y�L�Q�W�H���F�K�H�L�H [90, p. 273]. 

�(�V�W�H�� �L�Q�W�H�U�]�L�V���� �R�U�L�F�H�� �P�D�Q�L�S�X�O�D�U�H�� �G�L�U�H�F�W���� �D�V�X�S�U�D�� �F�D�O�F�X�O�D�W�R�U�X�O�X�L�� �U�L�G�L�F�D�W, indiferent de 

circumstan�
ele cauzei. Trebuie �V���� �I�L�H excluse �F�R�Q�H�F�W���U�L�O�H�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F�� �S�k�Q���� �O�D��

�W�U�D�Q�V�P�L�W�H�U�H�D���D�F�H�V�W�X�L�D���F���W�U�H���L�Q�V�W�L�W�X�
�L�D���G�H���H�[�S�H�U�W�L�]�������I���U�����D�V�L�J�X�U�D�U�H�D���P���V�X�U�L�O�R�U���G�H���S�U�R�W�H�F�
ie necesare. 

Astfel, pentru examinarea datelor informatice, trebuie, �v�Q�D�L�Q�W�H�� �G�H�� �W�R�D�W�H, �V���� �I�L�H���I���F�X�W�� o copie de 

�U�H�]�H�U�Y���� ���F�O�R�Q�D�� �G�L�V�F�X�O�X�L���� �F�R�S�L�D�� �R�J�O�L�Q�G������ �D�� �L�Q�I�R�U�P�D�
iei electronice. Clona informa�
iei constituie o 

�F�R�S�L�H���L�G�H�Q�W�L�F���� �D���V�X�S�R�U�W�X�O�X�L���R�U�L�J�L�Q�D�O���G�H���V�W�R�F�D�U�H���D���G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H ���v�Q�W�U�H�J�X�O���F�R�Q�
inut al discului, 

sector cu sector, inclusiv fi��ierele temporare, fi��ierele de schimb, fi ��ierele ��terse, chiar ��i 

informa�
�L�D���D�I�O�D�W�����S�H���S�R�U�
iunile avariate ale discului, etc. [29, p. 215])�����$�F�H�D�V�W�����P���V�X�U�����Y�D���H�[�F�O�X�G�H��

eventualitatea �F�D�X�]���U�L�L���G�D�X�Q�H�O�R�U���G�H���F���W�U�H���V�R�I�W�X�U�L�O�H���G�H���D�X�W�R�G�L�V�W�U�X�J�H�U�H���D���L�Q�I�R�U�P�D�
iei.  

Atunci �F�k�Q�G�� �v�Q�� �V�L�V�W�H�P�X�O�� �L�Q�I�R�U�P�D�W�L�F�� �H�V�W�H�� �L�Q�V�W�D�O�D�W���� �R�� �P���V�X�U���� �G�H�� �S�U�R�W�H�F�
ie (spre exemplu, o 

�S�D�U�R�O�������� �F�R�Q�H�F�W�D�U�H�D��lui poate conduce la distrugerea datelor informatice, deoarece este posibil ca 

�I���S�W�X�L�W�R�U�X�O���V�����I�L instalat diver�V�H���Ä�F�D�S�F�D�Q�H�´���G�H���D�X�W�R�G�L�V�W�U�X�J�H�U�H�����7�R�W�R�G�D�W��, calculatorul poate con�
ine 

unele comenzi care produc pierderea datelor [60, p. 691], ele pot fi mascate sub numele unor 

comenzi uzuale ale sistemului de operare folosit [149, p. 78]. Din aceste considerente, nu se 

permite pornirea sistemului informatic respectiv prin utilizarea �S�U�R�S�U�L�X�O�X�L���V���X��sistem de operare.  

�$�V�W�I�H�O�����v�Q���Y�H�G�H�U�H�D���D�Q�D�O�L�]���U�L�L����i/sau descrierii con�
inutului discurilor rigide ale calculatorului, 

sistemul informatic va fi porn�L�W���F�X���D�M�X�W�R�U�X�O���X�Q�X�L���V�X�S�R�U�W�����S�U�H�J���W�L�W���v�Q���S�U�H�D�O�D�E�L�O���G�H���F���W�U�H���V�S�H�F�L�D�O�L�V�W�����G�H��

�v�Q�F���U�F�D�U�H�� �D�� �V�L�V�W�H�P�X�O�X�L�� �G�H�� �R�S�H�U�D�U�H�� �H�[�W�H�U�Q�� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �%�,�2�6�� �6�H�W�X�S [277, p. 12]���� �Ì�Q�� �V�L�W�X�D�
�L�D�� �v�Q��

�F�D�U�H�� �D�� �I�R�V�W�� �L�Q�V�W�D�O�D�W���� �R�� �S�D�U�R�O���� �G�H�� �D�F�F�H�V�� �F���W�U�H�� �%�,�2�6���� �D�F�H�D�V�W�D�� �Y�D�� �I�L���F�R�Q�F�U�H�W�L�]�D�W���� �v�Q�� �F�D�G�U�X�O�� �D�X�G�L�H�U�L�L��
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angaja�
�L�O�R�U�� �F�R�P�S�D�Q�L�H�L�� �V�D�X�� �Y�D�� �I�L�� �G�H�]�D�F�W�L�Y�D�W���� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �X�Q�R�U�� �P�L�M�O�R�D�F�H�� �W�H�K�Q�L�F�H�� �R�U�L�� �S�U�L�Q��

�G�H�F�R�Q�H�F�W�D�U�H�D�� �E�D�W�H�U�L�H�L�� ���D�F�X�P�X�O�D�W�R�U�X�O�X�L���� �F�D�U�H�� �D�O�L�P�H�Q�W�H�D�]���� �P�H�P�Rria calculatorului, �D�X�W�R�Q�R�P���� �G�H��

�V�X�U�V�D���G�H���D�O�L�P�H�Q�W�D�U�H�����Ì�Q���%�,�2�6���V�H���Y�R�U���V�H�W�D�����W�L�S�X�O���X�Q�L�W���
ii de disc, precum ���L���S�D�U�D�P�H�W�U�L�L���G�H���v�Q�F���U�F�D�U�H���D��

sistemului de operare, �D���D �v�Q�F�k�W���V�L�V�W�H�P�X�O �V�����V�H���v�Q�Farce, ini�
ial, �G�H���S�H���X�Q�L�W�D�W�H�D���G�H���G�L�V�F���S�H���F�D�U�H���V�H���D�I�O����

sistemul de operare extern [74, p. 43]. 

Toate suporturile magnetice de s�W�R�F�D�U�H�� �D�� �G�D�W�H�O�R�U�� �W�U�H�E�X�L�H�� �S�U�R�W�H�M�D�W�H�� �v�P�S�R�W�U�L�Y�D�� �P�R�G�L�I�L�F���U�L�L��

con�
inutului lor. Unele tipuri de hard-�G�L�V�F�X�U�L�� �D�X�� �F�R�Q�W�D�F�W�H�� �V�S�H�F�L�D�O�H�� �F�D�U�H�� �U�H�D�O�L�]�H�D�]���� �S�U�R�W�H�M�D�U�H�D�� �O�D��

scriere [29, p. 214]. 

�7�R�W�R�G�D�W�������Srobele electronice pot exista ��i ca fi��iere distruse sau ascunse [248, p. 628, 56, p. 

696], iar datele, legate de aceste fi��iere, pot fi salvate doar cu ajutorul produselor program 

specializate. Cele mai simple softuri sunt de tipul SafeBack. �3�X�U�W���W�R�U�L�L���P�D�J�Q�H�W�L�F�L���S�H���F�D�U�H���X�U�P�H�D�]����

�D�� �I�L�� �F�R�S�L�D�W���� �L�Q�I�R�U�P�D�
�L�D���� �W�U�H�E�X�L�H�� �V���� �I�L�H�� �S�U�H�J���W�L�
i �v�Q�� �S�U�H�D�O�D�E�L�O���� �D�V�L�J�X�U�k�Q�G�X-�Q�H�� �F�����Q�X�� �H�[�L�V�W�� vreo 

informa�
ie pe ele [74, p. 26]. 

O�G�D�W�����F�X��terminarea �F�O�R�Q���U�L�L�����W�U�H�E�X�L�H���Y�H�U�L�I�L�F�D�W�����L�Q�W�H�J�U�L�W�D�W�H�D���G�D�W�H�O�R�U prin una din �X�U�P���W�R�D�U�H�O�H��

metode [44, p. 6]: CRC [277, p. 12], MD5, SHA-1 [26, p. 234], SHA-256 [122, p. 135]. 

�'�X�S�����F�H���D���I�R�V�W���U�H�D�O�L�]�D�W�����F�R�S�L�D���L�G�H�Q�W�L�F�����D���V�X�S�R�U�W�X�O�X�L���G�H���V�W�R�F�D�U�H���D���L�Q�I�R�U�P�D�
iei al dispozitivului 

examinat, se va efectua verificarea prezen�
ei viru���L�O�R�U�����6�S�H�F�L�D�O�L�V�W�X�O���W�U�H�E�X�L�H���V�����Q�X���D�G�P�L�W�����Ä�W�U�D�W�D�U�H�D�´��

fi ��ierelor infectate. Faptul stabilirii prezen�
ei viru���L�O�R�U�� �G�R�D�U�� �V�H�� �I�L�[�H�D�]������ �)�L��ierele infectate vor fi 

prezentate intacte expertului, pentru a stabili categoria viru���L�O�R�U�����P�R�G�X�O���G�H���U���V�S�k�Q�G�L�U�H����consecin�
ele 

�X�W�L�O�L�]���U�L�L���D�F�H�V�W�R�U�D���� �W�L�P�S�X�O���L�Q�V�W�D�O���U�L�L����i nivelul de calificare al persoanei care l-a elaborat ��i/sau l-a 

instalat [74, p. 34]. 

�'�H���U�H�J�X�O�������Y�H�U�L�I�L�F�D�U�H�D���V�H���H�I�H�F�W�X�H�D�]�����F�X���F�H�O���S�X�
in 3 produse antivirus diferite (spre exemplu, 

Bitdefender, Kaspersky, Norton, Avira �����D�������� �6�S�H�F�L�D�O�L�V�W�X�O�� �v�Q�� �G�R�P�H�Q�L�X�O���L�Q�Y�H�V�W�L�J���U�L�L�� �Y�L�U�X��ilor va 

efectua a��a-�Q�X�P�L�W�D���L�Q�J�L�Q�H�U�L�H���L�Q�Y�H�U�V�������G�H���O�D���H�Q�J�O�����Ä�U�H�Y�H�U�V�H���H�Q�J�L�Q�H�H�U�L�Q�J�´�������Ì�Q���X�U�P�D���D�F�H�V�W�H�L���D�Q�D�O�L�]�H���V�H��

va restabili ��i se va studia codul-�V�X�U�V���� �D�O�� �S�Uodusului program, structura, func�
ionalitatea, 

�S�R�V�L�E�L�O�L�W���
�L�O�H�����V�H�W���U�L�O�H�����D�G�U�H�V�H�O�H���F�H�Q�W�U�H�O�R�U���G�H���G�L�U�L�M�D�U�H�����S�U�H�F�X�P�����L���D�O�W�H���O�H�J���W�X�U�L�� 

Simpla prezen�
���� �v�Q�W�U-un sistem informatic, conectat la re�
eaua Internet, a unor materiale 

ilegale �± spre exemplu, �I�R�W�R�J�U�D�I�L�L�� �v�Q�I���
i���k�Q�G�� �P�L�Q�R�U�L�� �v�Q�� �L�S�R�V�W�D�]�H�� �V�H�[�X�D�O�H�� �H�[�S�O�L�F�L�W�H �± nu poate 

justifica prezum�
�L�D���F�����G�H�
�L�Q���W�R�U�X�O���R�U�L���X�W�L�O�L�]�D�W�R�U�X�O���G�H���G�U�H�S�W���D�O���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F�����F�K�L�D�U���G�D�F�����H�V�W�H��

�V�L�Q�J�X�U�D���S�H�U�V�R�D�Q�����F�D�U�H���D���D�Y�X�W���D�F�F�H�V���I�L�]�L�F���O�D���V�L�V�W�H�P�����H�V�W�H�����L���I���S�W�X�L�W�R�U�X�O���U�H�D�O�����I�L�L�Q�G���Q�H�F�H�V�D�U�����H�O�L�P�L�Q�D�U�H�D��

�S�U�L�Q���S�U�R�E�H���D���L�S�R�W�H�]�H�O�R�U���D�O�W�H�U�Q�D�W�L�Y�H���G�H���F�R�P�L�W�H�U�H���D���I�D�S�W�H�L���S�H�Q�D�O�H���G�H���F���W�U�H���W�H�U�
e persoane ori, �v�Q���P�R�G��

automatizat, prin ac�
iunea unui program de tipul viru��ilor informatici [278, p. 50]. 

Una din cele mai frecvente �V�W�U�D�W�H�J�L�L�� �G�H�� �D�S���U�D�U�H�� �v�Q�� �F�D�]�X�O�� �L�Q�I�U�D�F�
iunilor informatice o 

�F�R�Q�V�W�L�W�X�L�H�� �D�S���U�D�U�H�D�� �W�L�S��Cal Troian���� �v�Q�� �F�D�U�H���E���Q�X�L�W�X�O��sau �v�Q�Y�L�Q�X�L�W�X�O���Q�H�D�J���� �I�D�S�W�X�O�� �F���� �D�U�� �I�L�� �D�X�W�R�U�X�O��
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faptei ��i sus�
ine fie �F���� �L�Q�I�U�D�F�
�L�X�Q�H�D�� �D�� �I�R�V�W�� �V���Y�k�U���L�W���� �G�H�� �F���W�U�H�� �X�Q�� �W�H�U�
 individ, prin controlul de la 

distan�
�����D���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F, infectat cu un program de tip virus sau Cal Troian ce oferea acces 

(�Äback door� )́ atacatorului real, fie �F���� �I�D�S�W�D�� �D�� �I�R�V�W�� �F�R�P�L�V���� �v�Q�� �P�R�G�� �D�X�W�R�P�D�W�� �G�H�� �F���W�U�H�� �X�Q�� �S�U�R�J�U�D�P, 

care executa automat un set predefinit de instruc�
iuni �± �v�Q���D�P�E�H�O�H���V�L�W�X�D�
�L�L�����I���U������tirea utilizatorului 

sau a de�
�L�Q���W�R�U�X�Oui legitim al sistemului informatic [252, p. 167]. 

Conceptul de �$�S���U�D�U�H���&�D�O���7�U�R�L�D�Q �v��i are originea �v�Q���S�U�L�P�H�O�H���F�D�X�]�H���G�R�F�X�P�H�Q�W�D�W�H, �v�Q���S�H�U�L�R�D�G�D 

anului 2003, �v�Q�� �0�D�U�H�D�� �%�U�L�W�D�Q�L�H����i SUA [279], �v�Q�� �F�D�U�H�� �L�Q�F�X�O�S�D�
ii au negat �V���Y�k�U���L�U�H�D faptelor 

incriminate, sus�
�L�Q�k�Q�G���F���� �D�F�H�V�W�H�D�� �D�X���I�R�V�W���F�R�P�L�V�H�� �G�H���S�U�R�J�U�D�P�H���G�H���W�L�S���&�D�O���7�U�R�L�D�Q�����D���D���v�Q�F�k�W��o serie 

dintre inculpa�
i au fost achita�
i, �v�Q�� �X�U�P�D�� �F�R�Q�V�W�D�W���U�L�L�� �S�U�H�]�H�Q�
�H�L�� �v�Q�� �V�L�V�W�H�P�X�O�� �L�Q�I�R�U�P�D�W�L�F�� �D��unor 

asemenea programe informatice �G�H�� �F�R�Q�W�U�R�O�� �O�D�� �G�L�V�W�D�Q�
���� �����D�� ���L�� �D�� �L�P�S�R�V�L�E�L�O�L�W���
�L�L�� �G�H a identifica 

�I���S�W�X�L�W�R�U�X�O�� �U�H�D�O�� �v�Q�� �D�F�H�V�W�H�� �F�R�Q�G�L�
ii  [88]. �Ì�Q�� �D�F�H�O�D��i context, �D�� �I�R�V�W�� �V�H�P�Q�D�O�D�W����chiar ���L�� �R�� �I�R�U�P���� �G�H��

��antaj, �F�H���F�R�Q�V�W�D���v�Q�������S�O�D�Q�W�D�U�H�D�´���X�Q�R�U���G�D�W�H���L�Q�I�R�U�P�D�W�L�F�H���F�R�Q�
�L�Q�k�Q�G���S�R�U�Q�R�J�U�D�I�L�H���L�Q�I�D�Q�W�L�O�����S�H���X�Q���V�L�V�W�H�P��

informatic vulnerabil ���L���F�R�Q�V�W�U�k�Q�J�H�U�H�D���X�O�W�H�U�L�R�D�U���� �D���W�L�W�X�O�D�U�X�O�X�L���U�H�V�S�H�F�W�L�Y�X�O�X�L���V�L�V�W�H�P���G�H��a transfera o 

sum�� de bani [280, p. 24]. 

Trebuie exclus�� �S�R�V�L�E�L�O�L�W�D�W�H�D�� �v�Q�Y�L�Q�X�L�U�L�L�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O����de virusarea 

inten�
�L�R�Q�D�W���� �D�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F�� �D�O���E���Q�X�L�W�X�O�X�L���v�Q�Y�L�Q�X�L�W�X�O�X�L, de incompeten�
���� �O�D�� �H�I�H�F�W�X�D�U�H�D��

ac�
�L�X�Q�L�O�R�U�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �V�D�X�� �Q�H�J�O�L�M�H�Q�
������ �G�D�W�� �I�L�L�Q�G�� �I�D�S�W�X�O�� �F���� �D�F�H�V�W�H�� �F�L�U�F�X�P�V�W�D�Q�
�H�� �D�U�� �S�X�W�H�D�� �V����

�S�X�Q�����O�D���v�Q�G�R�L�D�O�����W�R�D�W�����P�X�Q�F�D���H�[�S�H�U�W�X�O�X�L����i concluziile acestuia. 

Este necesar a interzice accesul ��i apropierea suspectului de sistemul informatic original, 

mai �D�O�H�V�� �G�D�F���� �S�H�U�V�R�D�Q�D�� �D�U�H�� �S�U�H�J���W�L�U�H���V�S�H�F�L�D�O�� �v�Q�� �G�R�P�H�Q�L�X�O�� �L�Q�I�R�U�P�D�W�L�F [29, p. 212], precum ��i a 

refuza ajutorul altor persoane neautorizate. Ei pot cripta sau distruge informa�
ia chiar �v�Q���S�U�H�]�H�Q�
�D��

�R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O��. Din aceste motive, le poate fi permis accesul numai la clona 

suportului de stocare a informa�
iei electronice [74, p. 24]. 

�2�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �X�U�P�H�D�]�����V���� �U�L�G�L�F�H�� �G�R�D�U���P�L�M�O�R�D�F�H�O�H���W�H�K�Q�L�F�H�� �S�H�� �F�D�U�H�� �V�X�Q�W���V�D�X�� �S�R�W��

exista informa�
�L�L���U�H�O�H�Y�D�Q�W�H���S�H�Q�W�U�X���F�D�X�]�� [65, p. 96]. 

�Ì�Q�� �F�D�]�X�O�� �v�Q�� �F�D�U�H�� �V�H�� �L�P�S�X�Q�H�� �G�H�]�D�V�D�P�E�O�D�U�H�D sistemului informatic���� �I�L�H�F�D�U�H�� �F�R�P�S�R�Q�H�Q�W���� �D��

acestuia �W�U�H�E�X�L�H�� �H�W�L�F�K�H�W�D�W��, �v�Q�D�L�Q�W�H�� �G�H�� �P�R�G�L�I�L�F�D�U�H�D�� �F�R�Q�I�L�J�X�U�D�
�L�H�L�� �v�Q�� �Y�H�G�H�U�H�D�� �U�L�G�L�F���U�L�L�� �S�U�R�E�H�O�R�U���� �Ì�Q��

�S�U�L�Y�L�Q�
�D �F�D�E�O�X�U�L�O�R�U�����V�H���H�W�L�F�K�H�W�H�D�]�����D�W�k�W���F�D�E�O�X�O�����F�k�W����i suporturile de unde a fost debran��at [29, p. 214, 

49, p. 31, 56, p. 695, 92, p. 911]. 

�5�L�G�L�F�D�U�H�D���V�L�V�W�H�P�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���V�H���H�I�H�F�W�X�H�D�]�����G�R�D�U���v�Q���V�W�D�U�H���G�H�F�R�Q�H�F�W�D�W�� [65, p. 97]. Ofi�
erul 

�G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �X�U�P�H�D�]���� �V���� �V�H�� �D�V�L�J�X�U�H�� �F���� �G�L�V�S�R�]�L�W�L�Y�X�O�� �S�H�� �F�D�U�H�� �L�Q�W�H�Q�
�L�R�Q�H�D�]���� �V��-l ridice este 

deconectat (cablul de alimentare este decuplat de la sursa de alimentare �F�X���H�Q�H�U�J�L�H���H�O�H�F�W�U�L�F��, nu se 

�D�X�G�H�� �Y�H�Q�W�L�O�D�W�R�U�X�O�� �L�Q�W�H�U�Q���� �Q�X�� �O�X�P�L�Q�H�D�]����niciun indicator, �Q�X�� �H�[�L�V�W�� imagini pe ecran, sistemul nu 

este cald) [49, p. 27, 60, p. 691]. 
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�'�L�V�S�R�]�L�W�L�Y�H�O�H���U�L�G�L�F�D�W�H���V�H���v�P�S�D�F�K�H�W�H�D�]�������D���D �v�Q�F�k�W���V�����I�L�H���S�U�H�Y�H�Q�L�W�����G�H�W�H�U�L�R�U�D�U�H�D�����P�R�G�L�I�L�F�D�U�H�D����i 

distrugerea acestora de lovituri, de temperaturi ridicate sau �V�F���]�X�W�H���� �S�U�H�F�X�P����i de oscila�
iile 

acestora, ce ar putea cauza vreun scurtcircuit provocat de condensat, de particule mici ��i prafuri, 

de mijloacele tehnico-criminalistice de detectare a undelor magnetice, de radia�
ii ultraviolete ��i 

infraro��ii, de �F�k�P�S�X�U�L�O�H���H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F�H [57, p. 563] ��i electrostatice, de plie�U�L���V�D�X���]�J�k�U�L�H�W�X�U�L���D�O�H��

dispozitivelor de stocare a datelor informatice (cum ar fi dischete, suporturi optice ��i altele). 

�7�R�W�R�G�D�W������ �v�P�S�D�F�K�H�W�D�U�H�D�� �W�U�H�E�X�L�H�� �V���� �D�V�L�J�X�U�H�� �S�U�H�Y�H�Q�L�U�H�D�� �F�R�Q�H�F�W���U�L�L�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F�� �O�D�� �V�X�U�V�D�� �G�H��

�D�O�L�P�H�Q�W�D�U�H���F�X���H�Q�H�U�J�L�H���H�O�H�F�W�U�L�F������i dezasamblarea echipamentului [74, p. 42, 175, p. 915]. 

La sistemele informatice ��i alte dispozitive electronice �v�P�S�D�F�K�H�W�D�W�H��se va ata��a o foaie de 

�K�k�U�W�L�H ���Q�X�P�L�W�����I�R�D�L�H�� �G�H�� �v�Q�V�R�0�L�U�H���F�X�V�W�R�G�L�H), pe care se vor �I�D�F�H�� �X�U�P���W�R�D�U�H�O�H�� �P�H�Q�
iuni: �Q�X�P���U�X�O��

cauzei penale [281, p. 3], ac�
�L�X�Q�H�D���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����v�Q���F�D�G�U�X�O���F���U�H�L�D���Du fost ridicate, �Q�X�P���U�X�O���G�H��

ordine conform procesului-verbal [92, p. 914], data �v�P�S�D�F�K�H�W���U�L�L���� �O�R�F�X�O�� �v�P�S�D�F�K�H�W���U�L�L����descrierea 

�V�X�F�F�L�Q�W���� �D�� �F�R�Q�
inutului, numele, prenumele ���L�� �V�H�P�Q���W�X�U�D�� �I�L�H�F���U�X�L�� �S�D�U�W�L�F�L�S�D�Q�W�� �O�D�� �D�F�
iunea de 

�X�U�P���U�L�U�H�� �S�H�Q�D�O���� �Ì�Q�� �D�F�H�V�W�� �P�R�G�� �X�U�P�H�D�]���� �D�� �I�L�� �H�W�L�F�K�H�W�D�W�H�� �W�R�D�W�H�� �R�E�L�H�F�W�H�O�H�� �F�D�U�H�� �V�H�� �U�L�G�L�F���� �G�H�� �O�D�� �I�D�
a 

locului.  

�Ì�Q�� �F�D�]�X�O�� �X�W�L�O�L�]���U�L�L�� �S�H�Q�W�U�X�� �V�L�J�L�O�D�U�H�� �D�� �E�H�Q�]�L�L�� �D�G�H�]�L�Y�H���� �D�F�H�D�V�W�D�� �X�U�P�H�D�]���� �D�� �I�L�� �D�S�O�L�F�D�W�����v�Q�� �D���D�� �I�H�O, 

�v�Q�F�k�W���� �G�D�F���� �V�H���Y�D���v�Q�F�H�U�F�D���V�F�R�D�W�H�U�H�D��ei���� �Y�D�� �I�L���D�I�H�F�W�D�W�����L�Q�W�H�J�U�L�W�D�W�H�D�� �I�R�L�L���G�H���K�k�U�W�L�H���D�W�D��ate, men�
ionate 

supra [282, p. 25], ceea ce poate motiva contestarea informa�
iei �F�H���V�H���D�I�O�����D�F�R�O�R [29, p. 215].  

Este de men�
�L�R�Q�D�W�� �F���� �G�L�V�F�X�U�L�O�H�� �P�D�J�Q�H�W�L�F�H�� �V�R�O�L�G�H�� �V�X�Q�W�� �I�R�D�U�W�H�� �V�H�Q�V�L�E�L�O�H�� �O�D�� �Y�L�E�U�D�
ii, iar 

deteriorarea lor �P�H�F�D�Q�L�F����con�G�X�F�H���O�D���L�Q�D�F�F�H�V�L�E�L�O�L�W�D�W�H�D���W�R�W�D�O�����D���G�D�W�H�O�R�U [83, p. 133]. 

�Ì�Q�� �F�D�]�X�O��im�S�R�V�L�E�L�O�L�W���
ii de a transporta concomitent tot echipamentul ridicat, se va asigura 

�S�D�]�D���E�X�Q�X�U�L�O�R�U���U���P�D�V�H���O�D���I�D�
�D���O�R�F�X�O�X�L���v�Q�W�U-�R���v�Q�F���S�H�U�H���V�H�S�D�U�D�W�� [175, p. 915, 92, p. 914]. 
 

�5�H�F�R�P�D�Q�G���U�L���G�H���E�D�]�����O�D���H�I�H�F�W�X�D�U�H�D���D�F�0�L�X�Q�L�O�R�U���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� 

O�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �W�U�H�E�X�L�H�� �V���� �L�D�� �v�Q�� �F�R�Q�V�L�G�H�U�Dre ��i anumite �U�H�F�R�P�D�Q�G���U�L��tactice, 

valabile pentru ac�
iunile �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�����V�X�E�� �I�R�U�P���� �G�H�� �F�H�U�F�H�W�D�U�H�� �O�D �I�D�
�D�� �O�R�F�X�O�X�L���� �S�H�U�F�K�H�]�L�
�L�H�� ���L��

�U�L�G�L�F�D�U�H���G�H���R�E�L�H�F�W�H�����L���G�R�F�X�P�H�Q�W�H����efectuate �v�Q���F�D�G�U�X�O���L�Q�Y�H�V�W�L�J���U�L�L �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U informatice. 

Astfel, pentru �H�[�D�P�L�Q�D�U�H�D�� �v�Q�F���S�H�U�L�O�R�U, �P�H�W�R�G�D�� �S�U�R�S�X�V���� �v�Q�� �O�L�W�H�U�D�W�X�U�D�� �G�H�� �V�S�H�F�L�D�O�L�W�D�W�H [283, p. 

188] �H�V�W�H�� �F�H�D�� �H�[�F�H�Q�W�U�L�F������ �D�G�L�F���� �G�H�� �O�D�� �F�H�O�� �P�D�L�� �L�P�S�R�U�W�D�Q�W�� �R�E�L�H�F�W�� ���V�H�U�Y�H�U���� �V�L�V�W�H�P�� �L�Q�I�R�U�P�D�W�L�F���� �F���W�U�H��

periferii. 

�Ì�Q�� �F�D�]�X�O�� �v�Q�� �F�D�U�H�� �H�[�L�V�W�����X�Q�� �Q�X�P���U�� �F�R�Q�V�L�G�H�U�D�E�L�O�� �G�H�� �V�L�V�W�H�P�H����i/sau re�
ele informatice care 

�X�U�P�H�D�]���� �D�� �I�L�� �H�[�D�P�L�Q�D�W�H�� �v�Q�� �F�D�G�U�X�O�� �D�F�
�L�X�Q�L�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�� [175, p. 914], �v�Q�� �O�L�W�H�U�D�W�X�U�D�� �G�H��

�V�S�H�F�L�D�O�L�W�D�W�H���V�H���U�H�F�R�P�D�Q�G�����V�����I�L�H��formate mai multe subgrupuri de participan�
i la ac�
iune, conduse 

�G�H�� �F���W�U�H�� �G�L�I�H�U�L�
i ofi �
�H�U�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �F�D�U�H�� �Y�R�U�� �H�I�H�F�W�X�D��separat cercetarea obiectelor sau 
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�v�Q�F���S�H�U�L�O�R�U [83, p. 113]. �&�R�Q�V�L�G�H�U���P���v�Q�V�����F���� �X�W�L�O�L�]�D�U�H�D�� �D�F�H�V�W�X�L�� �S�U�R�F�H�G�H�X���F�U�H�H�D�]�� mai multe 

probleme procesuale, cum ar fi: �D�V�L�J�X�U�D�U�H�D�� �S�U�H�]�H�Q�
�H�L, �v�Q�� �I�L�H�F�D�U�H�� �V�X�E�J�U�X�S, a persoanei �v�Q�� �S�U�L�Y�L�Q�
�D��

�F���U�H�L�D �V�H�� �I�D�F�H�� �D�F�
�L�X�Q�H�D�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �R�U�L�� �D�� �F�H�O�R�U�� �F�D�U�H�� �U�H�S�U�H�]�L�Q�W���� �L�Q�W�H�U�H�V�H�O�H�� �S�H�U�V�R�D�Q�H�L 

respective�����v�Q�W�R�F�P�L�U�H�D���S�U�R�F�H�V�X�O�X�L-�Y�H�U�E�D�O���D�O���D�F�
�L�X�Q�L�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O���� 

�3�H�Q�W�U�X���L�G�H�Q�W�L�I�L�F�D�U�H�D���I���S�W�X�L�W�R�U�X�O�X�L���V�D�X��a complicilor lui�����V�H���U�H�F�R�P�D�Q�G�����U�L�G�L�F�D�U�H�D���G�L�V�S�R�]�L�W�L�Y�H�O�R�U��

d�H���v�Q�U�H�J�L�V�W�U�D�U�H����i fixare video de �S�H���W�H�U�L�W�R�U�L�X�O���v�Q�W�U�H�S�U�L�Q�G�H�U�L�L���V�D�X��cel adiacent acesteia [12, p. 239]. 

A�W�X�Q�F�L�� �F�k�Q�G�� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �L�Q�W�H�Q�
�L�R�Q�H�D�]���� �V���� �H�[�D�P�L�Q�H�]�H��un volum mare de 

informa�
ii , fie din �O�L�S�V�D�� �V�S�H�F�L�D�O�L�V�W�X�O�X�L�� �v�Q�� �G�R�P�H�Q�L�X�O��IT [29, p. 213], �I�L�H�� �G�L�Q�� �L�Q�W�H�Q�
�L�D�� �G�H�� �D analiza 

aprofundat informa�
�L�D�� �H�[�L�V�W�H�Q�W���� �v�Q�� �V�L�V�W�H�P�H�O�H�� �L�Q�I�R�U�P�D�W�L�F�H���� �V�H�� �L�P�S�X�Q�H�� �G�L�V�S�X�Q�H�U�H�D�� �X�Q�H�L�� �H�[�S�H�U�W�L�]�H��

asupra lor, deoarece aceste investiga�
�L�L�� �L�Q�I�R�U�P�D�W�L�F�H�� �G�X�U�H�D�]���� �X�Q�� �W�L�P�S�� �P�D�L�� �v�Q�G�H�O�X�Q�J�Dt, uneori 

necesit�k�Q�G���R���S�U�H�J���W�L�U�H���S�U�H�D�O�D�E�L�O�����D���V�S�H�F�L�D�O�L�V�W�X�O�X�L���V�D�X���F�R�Q�G�L�
ii de laborator [284]. 

Ofi�
�H�U�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �W�U�H�E�X�L�H�� �V�����
�L�Q���� �F�R�Q�W �F���� �v�Q�� �F�D�O�F�X�O�D�W�R�U�� �S�R�W�� �I�L�� �L�Q�V�W�D�O�D�W�H�� �V�R�I�W�X�U�L��

speciale de securitate, care, �v�Q�� �F�D�]�X�O���F�k�Q�G nu sunt introduse anumite coduri sau sunt introduse 

coduri gre��ite,  �G�H�F�O�D�Q���H�D�]�� distrugerea informa�
�L�L�O�R�U���H�[�L�V�W�H�Q�W�H�����Ì�Q��asemenea situa�
ii, este oportun a 

�R�E�
�L�Q�H benevol, �v�Q���P���V�X�U�D posibilit���
�L�O�R�U, aceste coduri. 

�6�H�� �U�H�F�R�P�D�Q�G����efectuarea �D�� �G�R�X���� �F�R�S�L�L�� ���F�O�R�Q�H���� �D�O�H�� �G�L�V�S�R�]�L�W�L�Y�H�O�R�U�� �G�H�� �V�W�R�F�D�U�H�� �D�� �G�D�W�H�O�R�U��

�L�Q�I�R�U�P�D�W�L�F�H�����S�H���X�Q�D���G�L�Q�W�U�H���H�O�H���U�H�D�O�L�]�k�Q�G�X-se analiza propriu-zis�������F�H�D�O�D�O�W�����I�L�L�Q�G���R���F�R�S�L�H���G�H���U�H�]�H�U�Y�� 

[149, p. 79]. �2���F�R�S�L�H���F�H�U�W�L�I�L�F�D�W�����D���D�F�H�V�W�H�L�D���V�H���S���V�W�U�H�D�]�����O�D���S�U�R�F�X�U�R�U�����v�Q���O�R�F�X�U�L���V�S�H�F�L�D�O�H�����v�Q���S�O�L�F���V�L�J�L�O�D�W��

��i va fi pus�� la dispozi�
ia instan�
ei la solicitarea ei [31, p. 49]. 

Pot exista �G�L�I�H�U�H�Q�
�H neesen�
�L�D�O�H�� �v�Q�W�U�H�� �F�R�Q�
inutul documentelor dublate���� �v�Q�V����acestea pot 

�U�H�S�U�H�]�H�Q�W�D�� �R�� �Y�D�O�R�D�U�H�� �S�U�R�E�D�W�R�U�L�H�� �V�H�P�Q�L�I�L�F�D�W�L�Y������ �,�G�H�Q�W�L�I�L�F�D�U�H�D��lor poate fi �X���R�U �U�H�D�O�L�]�D�W�� cu ajutorul 

redactoarelor moderne de text  [74, p. 26]. 

�2�U�G�L�Q�H�D�� �V�W�R�S���U�L�L�� �I�X�Q�F�
�L�R�Q���U�L�L�� �V�R�I�W�X�U�L�O�R�U�� �F�D�U�H�� �U�X�O�H�D�]���� �S�H�� �V�L�V�W�H�P�X�O�� �L�Q�I�R�U�Patic, precum  ��i a 

�G�H�F�R�Q�H�F�W���U�L�L���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F���V�H���F�R�R�U�G�R�Q�H�D�]�� nemijlocit cu specialistul [26, p. 218]. 

�'�D�F���� �V�X�V�S�H�F�W�X�O�� �L�Q�V�L�V�W���� �V���� �D�M�X�W�H�� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �v�Q�� �S�U�R�F�H�V�X�O�� �G�H�� �v�Q�F�K�L�G�H�U�H�� �V�D�X��

�U�L�G�L�F�D�U�H�� �D�� �F�R�P�S�R�Q�H�Q�W�H�O�R�U�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F���� �D�F�H�V�W�D�� �S�R�D�W�H�� �V����explice opera�
iunile pe care 

dore���W�H�� �V���� �O�H�� �H�[�H�F�X�W�H�����L�� �F�K�L�D�U�� �V���� �O�H�� �G�H�V�F�U�L�H�� �S�H�� �K�k�U�W�L�H���� �2�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H �S�H�Q�D�O���� �Q�X�� �Y�D��aplica 

indica�
iile suspectului, ci le va remite speciali��tilor/exper�
�L�O�R�U���F�H���H�I�H�F�W�X�H�D�]�����D�Q�D�O�L�]�D���S�U�R�E�H�O�R�U, care 

vor putea fi avertiza�
i, �v�Q���D�F�H�V�W���P�R�G, de eventualele capcane introduse de suspect [29, p. 213]. 

�Ì�Q�� �F�D�]�X�O�� �U�L�G�L�F���U�L�L�� �E�O�R�F�X�O�X�L�� �G�H�� �V�L�V�W�H�P���� �U�H�V�W�X�O�� �H�O�H�P�H�Q�W�H�O�R�U�� �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F���± monitorul, 

tastiera, mouse-ul �± �Q�X���V�H���V�X�S�X�Q���U�L�G�L�F���U�L�L�� 

�Ì�Q�� �V�L�W�X�D�
�L�D�� �v�Q�� �F�D�U�H�� �H�[�L�V�W���� �X�Q�H�O�H�� �V�X�S�R�U�W�X�U�L�� �F�D�U�H��nu au conectate cabluri, se recomand�� �V���� �I�L�H��

etichetate ca �Äneutilizate�  ́[29, p. 214, 49, p. 32]. 
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�/�D���v�P�S�D�F�K�H�W�D�U�H�D���V�L�V�W�H�P�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H����i ale altor dispozitive electronice se vor utiliza, �v�Q��

�P���V�X�U�D�� �S�R�V�L�E�L�O�L�W���
�L�O�R�U���� �F�X�W�L�L�O�H�� �R�U�L�J�L�Q�D�O�H�� �D�O�H�� �S�U�R�G�X�F���W�R�U�X�O�X�L�� alte cutii sau saci [74, p. 46]. �&�X�W�L�D�� �v�Q��

�F�D�U�H�� �V�H�� �D�I�O���� �G�L�V�S�R�]�L�W�L�Y�X�O�� �U�L�G�L�F�D�W�� �W�U�H�E�X�L�H���� �O�D�� �U�k�Q�G�X�O�� �H�L���� �V���� �I�L�H �v�P�S�D�F�K�H�W�D�W���� �v�Q�W�U-o saco������ �G�L�Q��

�S�R�O�L�H�W�L�O�H�Q�������3�X�U�W���W�R�U�L�L�� �P�D�J�Q�H�W�L�F�L�� �H�V�W�H�� �Q�H�F�H�V�D�U�� �V���� �I�L�H�� �v�P�S�D�F�K�H�W�D�
i ��i transporta�
�L�� �v�Q�� �F�R�Q�W�D�L�Q�H�U�H��

ecranate [175, p. 915] �V�D�X�� �v�Q�� �K�X�V�H�� �Gin aluminiu care previn influen�
�D�U�H�D�� �Q�H�J�D�W�L�Y���� �D�� �F�k�P�S�X�U�L�O�R�U��

magnetice ��i electromagnetice ��i �D�V�L�J�X�U����protec�
�L�D���H�O�H�F�W�U�R�V�W�D�W�L�F�����D���D�F�H�V�W�R�U�D [29, p. 214, 60, p. 692], 

din aceste motive, d�D�F���� �O�D�� �D�F�
�L�X�Q�H�D�� �S�U�R�F�H�V�X�D�O���� �S�D�U�W�L�F�L�S���� �V�S�H�F�L�D�O�L�V�W�X�O�����V�H�� �U�H�F�R�P�D�Q�G���� �F�D��

�v�P�S�D�F�K�H�W�D�U�H�D����i sigilarea obiectelor electronice �V���� �I�L�H �S�X�V���� �v�Q�� �V�D�U�F�L�Q�D�� �D�F�H�V�W�X�L�D [81, p. 36]. Banda 

�D�G�H�]�L�Y�����Q�X���W�U�H�E�X�L�H���V�����I�L�H���D�S�O�L�F�D�W�����S�H���V�X�S�U�D�I�D�
�D���V�X�S�R�U�W�X�O�X�L���G�H���V�W�R�F�D�U�H���D���G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�� 

 La transportarea ���L�� �S���V�W�U�D�U�H�D�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H����a �S�X�U�W���W�R�U�L�O�R�U�� �G�H�� �V�W�R�F�D�U�H�� �D�� �L�Q�I�R�U�P�D�
iei 

�H�O�H�F�W�U�R�Q�L�F�H���� �V�H�� �Y�R�U�� �v�Q�W�U�H�S�U�L�Q�G�H�� �P���V�X�U�L�� �v�Q�� �Y�H�G�H�U�H�D���H�Y�L�W���U�L�L����ocurilor, a vibra�
iilor excesive, a 

emisiilor radio sau a radia�
iil or electromagnetice [29, p. 214] (s�S�U�H���H�[�H�P�S�O�X�����P�R�Q�L�W�R�D�U�H�O�H���X�U�P�H�D�]����

�D�� �I�L�� �W�U�D�Q�V�S�R�U�W�D�W�H�� �S�H�� �V�F�D�X�Q���� �F�X�� �H�F�U�D�Q�X�O�� �v�Q�� �M�R�V���� �I�L�L�Q�G�� �I�L�[�D�W�H�� �F�X�� �F�H�Q�W�X�U�L�O�H�� �G�H�� �V�L�J�X�U�D�Q�
�� [49, p. 36]); a 

excluderii interac�
iunii  acestora cu substan�
e chimice active, a �U�H�V�S�H�F�W���U�L�L�� �U�H�J�X�O�L�O�R�U�� �G�H�� �S���V�W�U�D�U�H�� �D��

mijloacelor tehnice���� �H�Y�L�W�k�Q�G�X-se umiditatea �H�[�F�H�V�L�Y�� ��i praful; se va exclude expunerea la soare 

�V�D�X���v�Q���D�X�W�R�W�X�U�L�V�P�H��cu temperaturi ridicate [285, p. 30]; nu se va admite aranjarea �v�Q���V�W�L�Y�H���P�D�L���Pult 

de trei sisteme informatice, se va asigura depozitarea �v�Q�� �v�Q�F���S�H�U�L�� �v�Q�F���O�]�L�W�H���� �I���U���� �U�R�]���W�R�D�U�H [74, p. 

47, 175, p. 916]. 
 

�5�L�G�L�F�D�U�H�D���L�Q�I�R�U�P�D�0�L�H�L���H�O�H�F�W�U�R�Q�L�F�H���v�P�S�U�H�X�Q�����F�X���V�X�S�R�U�W�X�O���G�H���V�W�R�F�D�U�H���D���G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���v�Q��

�F�D�G�U�X�O���D�F�0�L�X�Q�L�O�R�U���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�� 

Informa�
�L�D�� �H�O�H�F�W�U�R�Q�L�F���� �S�R�D�W�H�� �I�L�� �U�L�G�L�F�D�W���� �D�W�k�W�� �v�P�S�U�H�X�Q���� �F�X�� �V�X�S�R�U�W�X�O�� �G�H�� �V�W�R�F�D�U�H�� �D�� �G�D�W�H�O�R�U��

electro�Q�L�F�H�����F�k�W�����L���I���U�����D�F�H�V�W�D [74, p. 18, 93, p. 215]. 

�Ì�Q�� �F�D�]�X�O�� �v�Q�� �F�D�U�H�� �L�Q�I�R�U�P�D�
�L�D�� �F�R�P�S�X�W�H�U�L�]�D�W���� �H�V�W�H�� �U�L�G�L�F�D�W���� �v�P�S�U�H�X�Q���� �F�X�� �V�X�S�R�U�W�X�O�� �G�H�� �V�W�R�F�D�U�H�� �D��

�G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�����V�X�Q�W���S�R�V�L�E�L�O�H���G�R�X�����V�L�W�X�D�
ii:  

- ridicarea nemijl�R�F�L�W�����D���V�X�S�R�U�W�X�O�X�L���G�H���V�W�R�F�D�U�H���D���L�Q�I�R�U�P�D�
iei (discul rigid, optic sau magnetic 

��i altele) [283, p. 216]; 

- ridicarea sistemului informatic (blocul de sistem, procesorul) cu HDD-ul conectat. 

Aceasta este calea cea mai �S�R�W�U�L�Y�L�W�������P�D�L���R�S�H�U�D�W�L�Y�������L���P�D�L���H�I�H�F�W�L�Y�������F�D�U�H���X�U�P�H�D�]�����V�����I�L�H���X�W�L�O�L�]�D�W�����G�H��

�F���W�U�H���R�U�J�D�Q�H�O�H���G�H���G�U�H�S�W�� 

�Ì�Q�� �V�L�W�X�D�
�L�D�� �v�Q�� �F�D�U�H���L�Q�I�U�D�F�
�L�X�Q�H�D���D�� �I�R�V�W�� �V���Y�k�U���L�W���� �F�X�� �P�X�O�W�� �W�L�P�S�� �v�Q�� �X�U�P�������L�� �Q�X�� �H�[�L�V�W���� �E���Q�X�L�H�O�L��

�U�H�]�R�Q�D�E�L�O�H�� �F���� �I�D�S�W�H�O�H�� �L�Q�I�U�D�F�
�L�R�Q�D�O�H�� �F�R�Q�W�L�Q�X�������L�� �v�Q�� �S�U�H�]�H�Q�W���� �V�L�Vtemul informatic poate fi deconectat 

de la sursa de alimentare �F�X�� �H�Q�H�U�J�L�H�� �H�O�H�F�W�U�L�F������ �I���U����pericolul �G�H�� �D�� �S�L�H�U�G�H�� �G�D�W�H�O�H���� �Ì�Q�� �F�D�]�� �F�R�Q�W�U�D�U����

ac�
�L�X�Q�H�D�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �X�U�P�H�D�]���� �D�� �I�L�� �S�O�D�Q�L�I�L�F�D�W���� �D�V�W�I�H�O���� �v�Q�F�k�W�� �V���� �I�L�H�� �H�I�H�F�W�X�D�W���� �D�W�X�Q�F�L�� �F�k�Q�G��
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sistemul informatic este deconectat de la sursa de alimentare, spre exemplu, �v�Q�� �R�U�H�O�H�� �P�D�W�L�Q�D�O�H����

Totu���L�����W�U�H�E�X�L�H���O�X�D�W���v�Q���F�D�O�F�X�O���I�D�S�W�X�O���F�����V�H�U�Y�H�U�H�O�H�����G�H���U�H�J�X�O�������I�X�Q�F�
�L�R�Q�H�D�]�����v�Q�F�R�Q�W�L�Q�X�X�� 

�'�H�V�H�R�U�L�����V�X�S�R�U�W�X�U�L�O�H���G�H���V�W�R�F�D�U�H���D���G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���V�H���D�I�O�����v�Q���D�O�W���O�R�F�����G�H�F�k�W���F�H�O���D�O���V�L�V�W�H�P�X�O�Xi 

informatic �S�U�L�Q���L�Q�W�H�U�P�H�G�L�X�O���F���U�X�L�D���V�H���D�F�F�H�V�H�D�]�������v�Q���D�O�W�����F�D�P�H�U�����V�D�X���F�K�L�D�U���v�Q���D�O�W���L�P�R�E�L�O�� 

�Ì�Q�� �S�U�R�F�H�V�X�O-verbal al ac�
�L�X�Q�L�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �X�U�P�H�D�]���� �D�� �I�L�� �I�L�[�D�W�H�� �F�R�Q�V�W�D�W�D�U�H�D�� �V�W���U�L�L��

func�
ionale a dispozitivului ���L�� �R�U�G�L�Q�H�D�� �G�H�F�R�Q�H�F�W���U�L�L�� �D�F�H�V�W�X�L�D�� locul concret de aflare a obiectului 

ridicat, precum ��i pozi�
ionarea acestuia fa�
���� �G�H�� �D�O�W�H�� �R�E�L�H�F�W�H���� �F�X�� �D�Q�H�[�D�U�H�D�� �V�F�K�H�P�H�O�R�U����i planurilor 

necesare [57, p. 564]; �P�R�G�X�O�� �G�H�� �F�R�Q�H�[�L�X�Q�H�� �D�� �W�X�W�X�U�R�U�� �G�L�V�S�R�]�L�W�L�Y�H�O�R�U�� �v�Q�W�U�H�� �H�O�H���� �F�X�� �L�Q�G�L�F�D�U�H�D��

�S�D�U�W�L�F�X�O�D�U�L�W���
�L�O�R�U���D�F�H�V�W�R�U�D�����F�X�O�R�D�U�H�D�����Q�X�P���U�X�O�����P���U�L�P�H�D�����S�D�U�W�L�F�X�O�D�U�L�W���
ile individuale ale cablurilor, 

muftelor, marcajul); stabilirea existen�
ei re�
elei informatice ��i de comunica�
ii  electronice, a 

canalului utilizat; tipul ambalajului ��i stabilirea modului de transportare a obiectelor ridicate [65, 

p. 97]. 
 

Ridicarea informa�0�L�H�L���H�O�H�F�W�U�R�Q�L�F�H���I���U�����V�X�S�R�U�W�X�O���G�H���V�W�R�F�D�U�H���D���G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H  

Acest procedeu este mult mai complicat �G�H�F�k�W�� �U�L�G�L�F�D�U�H�D�� �L�Q�I�R�U�P�D�
�L�H�L�� �v�P�S�U�H�X�Q���� �F�X�� �V�X�S�R�U�W�X�O��

acesteia, �v�Q���D�I�D�U�����G�H���D�F�H�D�V�W�D�� informa�
�L�D���U�L�G�L�F�D�W�����H�V�W�H���L�Q�F�R�P�S�O�H�W�������7�R�W�X���L���S�U�R�F�H�G�X�U�D���U�H�V�S�H�F�W�L�Y�����S�R�D�W�H��

�I�L�� �D�S�O�L�F�D�W���� �v�Q�� �S�U�D�F�W�L�F������ �V�S�U�H�� �H�[�H�P�S�O�X, �v�Q�� �V�L�W�X�D�
�L�L�O�H�� �v�Q�� �F�D�U�H�� �D�F�W�L�Y�L�W�D�W�H�D�� �V�L�V�W�H�P�X�O�X�L�� �V�D�X��a re�
elei 

informatice nu poate fi �V�W�R�S�D�W�����v�Q�� �O�H�J���W�X�U���� �F�X�� �L�P�S�O�L�F�D�U�H�D��lor �v�Q�� �S�U�R�F�H�V�H�� �F�R�P�S�O�H�[�H�� �Q�H�v�Q�W�U�H�U�X�S�W�H����a 

�X�W�L�O�L�]���U�L�L�� �v�Q�� �F�D�O�L�W�D�W�H�� �G�H�� �V�H�U�Y�H�U���� �L�D�U��sistarea poate cauza prejudicii ��i cheltuieli materiale 

considerabile, precum ��i alte �F�R�Q�V�H�F�L�Q�
�H inacceptabile. 

�Ì�Q��situa�
�L�D�� �v�Q�� �F�D�U�H�� �O�D�� �H�W�D�S�D�� �L�Q�F�L�S�L�H�Q�W���� �Q�X�� �D�� �I�R�V�W�� �S�R�V�L�E�L�O����aflarea parolelor ��i a codurilor 

�S�U�R�G�X�V�H�O�R�U���S�U�R�J�U�D�P���� �D�W�X�Q�F�L���G�L�V�S�R�]�L�W�L�Y�X�O���X�U�P�H�D�]�����D���I�L���U�L�G�L�F�D�W�����v�Q���Y�H�G�H�U�H�D���H�[�D�P�L�Q���U�L�L��lui �v�Q���F�R�Q�G�L�
ii 

de laborator, cu implicarea speciali��tilor, pentru a identifica parolele ��i codurile de acces. 

�Ì�Q�� �X�Q�H�O�H�� �V�L�W�X�D�
�L�L�� ���F�k�Q�G�� �H�[�L�V�W���� �E���Q�X�L�D�O�D�� �F���� �G�R�F�X�P�H�Q�W�H�O�H�� �S�X�W�H�D�X�� �I�L�� �L�P�S�U�L�P�D�W�H�� �V�D�X�� �F�k�Q�G�� �H�V�W�H��

�Q�H�F�H�V�D�U�����L�G�H�Q�W�L�I�L�F�D�U�H�D���L�P�S�U�L�P�D�Q�W�H�L���O�D���F�D�U�H���D���I�R�V�W���H�O�D�E�R�U�D�W���G�R�F�X�P�H�Q�W�X�O��, �H�V�W�H���Q�H�F�H�V�D�U�����U�L�G�L�F�D�U�H�D����i a 

�L�P�S�U�L�P�D�Q�W�H�L���� �Ì�Q�� �P�H�P�R�U�L�D�� �D�F�H�V�W�H�L�D�� �S�R�D�W�H �I�L�� �V�W�R�F�D�W���� �L�Q�I�R�U�P�D�
ia cu privire la documentele ��i timpul 

�L�P�S�U�L�P���U�L�L�����I�D�S�W���F�D�U�H���S�R�D�W�H���I�L���V�W�D�E�L�O�L�W���v�Q���F�D�G�U�X�O���H�[�S�H�U�W�L�]�H�L [74, p. 21]. 

�Ì�Q�� �F�D�G�U�X�O�� �U�L�G�L�F���U�L�L�� �L�Q�I�R�U�P�D�
iei din sistemul informatic, �v�Q�� �X�Q�H�O�H�� �F�D�]�X�U�L, se impune copierea 

con�
inutului discului cu aplica�
ii specializate [272, p. 215]�����'�D�F�����O�D���H�I�H�F�W�X�D�U�H�D���D�F�
�L�X�Q�L�L���G�H���X�U�P���U�L�U�H��

�S�H�Q�D�O�����S�D�U�W�L�F�L�S�����V�S�H�F�L�D�O�L�V�W�X�O �v�Q���G�R�P�H�Q�L�X�O��IT�����D�F�H�D�V�W�����V�D�U�F�L�Q�����v�L���U�H�Y�L�Q�H��lui.  

�Ì�Q���S�U�R�F�H�V�X�O-verbal al ac�
iunii procesuale �H�V�W�H���Q�H�F�H�V�D�U�����I�L�[�D�U�H�D, inclusiv, �D���X�U�P���W�R�D�U�H�O�R�U���G�D�W�H�� 

�V�R�I�W�X�U�L�O�H�� �F�D�U�H�� �U�X�O�H�D�]�����v�Q �P�R�P�H�Q�W�X�O�� �H�I�H�F�W�X���U�L�L�� �D�F�
�L�X�Q�L�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �U�H�]�X�O�W�D�W�H�O�H�� �D�F�W�L�Y�L�W���
ii 

softurilor depistate; �P�D�Q�L�S�X�O���U�L�O�H�� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �P�L�M�O�R�D�F�H�O�R�U�� �W�H�K�Q�L�F�H����al produselor program, 

mediile de stocare, precum ��i rezultatele ob�
inute [272, p. 215]. 
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Este �L�Q�G�L�F�D�W�������L elaborarea unor modele (formulare) de procese-verbale, �V�S�H�F�L�I�L�F�H���F�H�U�F�H�W���U�L�L, 

�S�H�U�F�K�H�]�L�
�L�R�Q���U�L�L ���L���U�L�G�L�F���U�L�L���V�L�V�W�H�P�H�O�R�U����i re�
elelor informatice, a datelor electronice [81, p. 48]. 

�Ì�Q�� �O�L�W�H�U�D�W�X�U�D���U�R�P�k�Qeasc����de specialitate  [29, p. 210], precum ���L�� �v�Q�� �O�H�J�L�V�O�D�
�L�D�� �5�R�P�k�Q�L�H�L, 

investiga�
iile efectuate asupra suporturilor de stocare a datelor informatice sunt numite perchezi�0ie 

a sistemelor informatice�����L�D�U���v�Q���F�H�D���D�P�H�U�L�F�D�Q�����± Computer Forensics [286, p. 1]. 
 

Examinarea �V�L�V�W�H�P�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���D�I�O�D�W�H���v�Q���I�X�Q�F�0�L�X�Q�H 

�Ì�Q���V�L�W�X�D�
�L�D���v�Q���F�D�U�H���V�L�V�W�H�P�X�O���L�Q�I�R�U�P�D�W�L�F���H�V�W�H���v�Q���I�X�Q�F�
iune, �R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����X�U�P�H�D�]����

�V�����v�Q�W�U�H�S�U�L�Q�G����anumite �P���V�X�U�L specifice [89, p. 56]. 

�'�D�F�����D�Q�W�H�U�L�R�U�����v�Q���O�L�W�H�U�D�W�X�U�D���G�H���V�S�H�F�L�D�O�L�W�D�W�H�����V�S�U�H���H�[�H�P�S�O�X�����0�� Ruiu  [29, p. 214]), se considera 

�Q�H�F�H�V�D�U���� �G�H�F�R�Q�H�F�W�D�U�H�D�� �D�O�L�P�H�Q�W���U�L�L��cu energie electric�� �S�H�Q�W�U�X�� �V�D�O�Y�D�U�H�D�� �H�I�L�F�L�H�Q�W���� �D�� �G�D�W�H�O�R�U��

�L�Q�I�R�U�P�D�W�L�F�H�� �S�k�Q���� �O�D�� �v�Q�F�H�S�H�U�H�D�� �D�F�
iunii procesuale, acum���� �R�G�D�W���� �F�X�� �L�P�S�O�H�P�H�Q�W�D�U�H�D�� �P�D�V�L�Y�����v�Q��

sistemele informatice a surselor de alimentare �F�X�� �H�Q�H�U�J�L�H�� �H�O�H�F�W�U�L�F�����I���U���� �I�L�U���� �D�F�H�D�V�W���� �P���V�X�U���� �D��

pierdut din eficacitate [81, p. 40]. 

�Ìn dependen�
���� �G�H�� �V�W�D�U�H�D��monitorului (conectat, deconectat sau regim de suspendare), se va 

efectua ori �L�Q�Y�H�V�W�L�J�D�
�L�D���Älive�  ́ (cu descrierea �G�D�W�H�O�R�U�� �G�H�� �S�H�� �V�X�S�U�D�I�D�
�D�� �G�H�� �O�X�F�U�X�� �D�� �H�F�U�D�Q�X�O�X�L��, sau 

�Ä�3�R�V�W���P�R�U�W�H�P�´�����G�H�V�F�U�L�V�����P�D�L���M�R�V�������F�R�Q�I�R�U�P���Dnexei nr. 9 [29, p. 212, 83, p. 123, 49, p. 30-31, 92, p. 

911]. 

Prin �L�Q�W�H�U�P�H�G�L�X�O�� �Ä�0�D�Q�D�J�H�U�X�O�X�L�� �G�H�� �D�F�W�L�Y�L�W���
�L�´�� ���W�D�V�W�D�U�H�D�� �F�R�Q�F�R�P�L�W�H�Q�W���� �&�W�U�O-Alt -Del), pot fi 

vizualizate procesele ��i produsele program �F�D�U�H�� �U�X�O�H�D�]�� �v�Q�� �V�L�V�W�H�P�X�O�� �L�Q�I�R�U�P�D�W�L�F. Totu��i, softurile 

destinate distrugerii informa�
iei pot rula, �v�Q���F�D�]�X�U�L���H�[�F�H�S�
�L�R�Q�D�O�H, �v�Q���U�Hgim ascuns. 

Oprirea �S�U�R�J�U�D�P�H�O�R�U�� �F�D�U�H�� �U�X�O�H�D�]�� �v�Q�� �F�R�P�S�X�W�H�U�� �V�H�� �H�I�H�F�W�X�H�D�]��, mai ales, �v�Q�� �F�D�]�X�O�� �D�I�O���U�L�L��

�S�U�R�E�H�O�R�U�� �v�Q�� �S�H�U�L�F�R�O�� �L�P�H�G�L�D�W�� ���G�H�� �H�[�H�P�S�O�X, �S�U�R�F�H�V�X�O�� �I�R�U�P�D�W���U�L�L�� �X�Q�X�L�� �G�L�V�F�� [29, p. 213], inclusiv cu 

�D�M�X�W�R�U�X�O���Ä�0�D�Q�D�J�H�U�X�O�X�L���G�H �D�F�W�L�Y�L�W���
�L�´���� �F�R�Q�F�R�P�L�W�H�Q�W���S���V�W�U�k�Q�G���W�R�D�W�����L�Q�I�R�U�P�D�
�L�D���D�F�W�L�Y������i registrele de 

activitate [74, p. 40]���� �L�D�U�� �v�Q�� �V�L�W�X�D�
iile excep�
ionale, chiar ��i cu deconectarea sistemului. Multe 

softuri pot fi oprite prin tastarea �F�R�Q�F�R�P�L�W�H�Q�W�����&�W�U�O-C, sau Ctrl-Break, sau Ctrl-Q. Deseori, pentru 

�v�Q�F�K�L�G�H�U�H�D���X�Q�X�L���S�U�R�J�U�D�P, �H�V�W�H���Q�H�F�H�V�D�U�����W�D�V�W�D�U�H�D���F�R�P�H�Q�]�L�L���(�;�,�7���V�D�X���4�8�,�7�����L�D�U���X�Q�H�R�U�L���H�V�W�H���G�H���D�M�X�Q�V��

�D�S���V�D�U�H�D���W�D�V�W�H�L���(�V�F���V�D�X���F�O�L�F���F�X���F�X�U�V�R�U�X�O���S�H���S�L�F�W�R�J�U�D�P�D���G�H���v�Q�F�K�L�G�H�U�H���D���S�U�R�J�U�D�P�X�O�X�L [56, p. 694]. 

Asigurarea accesului ulterior la informa�
ie, la �O�L�V�W�D���G�L�V�F�X�U�L�O�R�U���O�R�J�L�F�H�����L�Q�F�O�X�V�L�Y���F�H�O�H���Y�L�U�W�X�D�O�H�����L��

�G�H���U�H�
�H�D, �H�V�W�H���U�H�D�O�L�]�D�W�� prin introducerea login-ului utilizatorului ��i parolei acestuia  [74, p. 40]. 

Specialistul �v�Q���G�R�P�H�Q�L�X�O��IT �W�U�H�E�X�L�H���V�����v�Q�W�U�H�S�U�L�Q�G�����P���V�X�U�L�Oe necesare �v�Q���Y�H�G�H�U�H�D���G�H�S�L�V�W���U�L�L����i 

�U�H�D�O�L�]���U�L�L�� �F�R�S�L�H�L�� �I�L��ierelor temporare - probe volatile (memoria: RAM, cache, componentelor 

periferice) [287, p. 5, 77, p. 9-10]. �$�F�H�D�V�W���� �F�D�W�H�J�R�U�L�H�� �G�H�� �I�L���L�H�U�H�� �V�H�� �G�L�V�W�U�X�J�H�� �R�G�D�W���� �F�X�� �v�Q�W�U�H�U�X�S�H�U�H�D��

func�
�L�R�Q���U�L�L���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F [63, p. 139]�����'�D�W�H�O�H���V�W�R�F�D�W�H���v�Q���I�L��ierele temporare pot fi extrem 
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�G�H�� �I�R�O�R�V�L�W�R�D�U�H���� �v�Q�G�H�R�V�H�E�L�� �G�D�F���� �I�L��ierul ini�
ial a fost criptat sau documentul a fost imprimat, dar 

�Q�L�F�L�R�G�D�W�����Q�X���D���I�R�V�W���V�D�O�Y�D�W [74, p. 26]. Fi��ierele temporare con�
in date ���L���F�X��privire la softurile care 

�U�X�O�H�D�]��. 

Pentru copierea informa�
iei temporare sunt utilizate diverse produse program destinate 

�S�H�Q�W�U�X�� �G�L�I�H�U�L�W�H�� �V�L�V�W�H�P�H�� �L�Q�I�R�U�P�D�W�L�F�H���� �S�H�� �F�D�U�H�� �O�H�� �Y�D�� �S�U�H�J���W�L�� �V�S�H�F�L�D�O�L�V�W�X�O�� �v�Q�� �S�U�H�D�O�D�E�L�O���� �&�R�O�H�F�W�D�U�H�D��

informa�
�L�L�O�R�U�� �U�H�V�S�H�F�W�L�Y�H�� �X�U�P�H�D�]���� �D�� �I�L�� �H�I�H�F�W�X�D�W���� �v�Qtr-o an�X�P�L�W�� consecutivitate ��i cu ajutorul mai 

multor utilitare [83, p. 130, 122, p. 73-74, 44, p. 11-13], �R���O�L�V�W�����H�[�H�P�S�O�L�I�L�F�D�W�L�Y�������v�Q���D�F�H�V�W���V�H�Q�V�� fiind 

�S�U�H�]�H�Q�W�D�W�� �v�Q���$�Q�H�[�D���Q�U����10. 

Informa�
ii  relevante se pot stoca ���L �v�Q���P�H�P�R�U�L�D���R�S�H�U�D�W�L�Y���� �D���V�L�V�W�H�P�X�O�X�L���L�Q�I�R�U�P�D�W�L�F�����P�H�P�R�U�La 

Dump/RAM), a dispozitivului periferic ��i a anumitor suporturi externe de stocare a informa�
iei. 

�)�L�[�D�U�H�D���G�D�W�H�O�R�U���G�L�Q���P�H�P�R�U�L�D���R�S�H�U�D�W�L�Y�����S�R�D�W�H���I�L���H�I�H�F�W�X�D�W�����S�U�L�Q���L�P�S�U�L�P�D�U�H�D���S�H���V�X�S�R�U�W���G�H���K�k�U�W�L�H [60, 

p. 692] sau prin copierea cu ajutorul �V�R�I�W�X�U�L�O�R�U�� �V�S�H�F�L�D�O�L�]�D�W�H���� �Ì�Q�� �D�Q�H�[�D��nr.11 din prezenta lucrare 

�H�V�W�H�� �G�H�V�F�U�L�V��, cu titlu de exemplu, �X�Q�D�� �G�L�Q�� �F���L�O�H�� �G�H�� �R�E�
�L�Q�H�U�H�� �D�� �P�H�P�R�U�L�H�L�� �'�X�P�S�� �v�Q�� �V�L�V�W�H�P�X�O�� �G�H��

operare �Ä�:�L�Q�G�R�Z�V�����´�� 

�2�� �D�O�W���� �F�D�W�H�J�R�U�L�H�� �G�H�� �I�L��iere temporare sunt Swap File-urile, care func�
�L�R�Q�H�D�]���� �D�V�H�P�H�Q�L��

discului de memorie, reprez�H�Q�W�k�Q�G �R�� �E�D�]�����H�Q�R�U�P����de date ��i con�
in�k�Q�G diverse fragmente 

temporare de informa�
�L�L�����Ì�Q���6�Z�D�S���)�L�O�H���S�R�W���I�L���G�H�S�L�V�W�D�W�H���F�K�L�D�U����i textel�H���G�R�F�X�P�H�Q�W�H�O�R�U���v�Q�W�U�H�J�L [74, p. 

26]. Stabilirea existen�
ei fi��ierelor de tip log ��i copierea acestora, inclusiv a fi��ierelor de tip Swap,  

pot fi restabilite cu ajutorul produselor program specializate (Hetman Partition Recovery, Lazesoft 

Data Recovery, File Rescue Plus ��.a.)  [83, p. 124]. 

�2�I�L�
�H�U�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �W�U�H�E�X�L�H�� �V����stabilea�V�F�� �H�[�L�V�W�H�Q�
�D�� �I�L���L�H�U�H�O�R�U��criptate �v�Q�� �F�R�P�S�X�W�H�U��

(spre exemplu, cu ajutorul softurilor Bitlocker, FileVault, eCryptFS, Steganos, PGP �± Pretty Good 

Privacy, Folderlock, SafeHouse, TrueCrypt, ultimul �V�L�V�W�D�W�� �v�Q��anul 2014 etc.). �'�D�F���� �H�[�D�P�L�Q�D�W�R�U�X�O��

nu cunoa��te parola de decriptare a fi���L�H�U�H�O�R�U���F�U�L�S�W�D�W�H�����S�U�D�F�W�L�F���H�V�W�H���L�P�S�R�V�L�E�L�O�����L�G�H�Q�W�L�I�L�F�D�U�H�D���D�F�H�V�W�H�L�D 

�v�Q�� �W�L�P�S��util. Totu���L���� �L�Q�Y�H�V�W�L�J�D�W�R�U�X�O�� �Y�D�� �S�X�W�H�D�� �v�Q�F�H�U�F�D�� �S�D�U�R�O�H�O�H���S�H�� �F�D�U�H�����W�L�H�� �F���� �O�H�� �I�R�O�R�V�H��te persoana 

�V�X�V�S�H�F�W���� cuvintele, cifrele, precum ��i combina�
iile acestora, �G�H�S�L�V�W�D�W�H�� �v�Q�� �D�S�U�R�S�L�H�U�H�D�� �V�L�V�W�H�P�X�O�X�L��

informatic, �v�Q�� �D�J�H�Q�G�H�O�H�� �D�F�H�V�W�X�La etc., lista celor mai des folosite parole (cum ar fi: 123456, 

password, qwerty, superman, football, admin ��.a.) [122, p. 142]. 

�Ì�Q�� �V�L�W�X�D�
�L�D�� �v�Q�� �F�D�U�H�� �G�L�V�F�X�U�L�O�H�� �V�D�X�� �F�R�Q�W�D�L�Q�H�U�H�O�H�� �F�U�L�S�W�D�W�H�� �V�X�Q�W�� �P�R�Q�W�D�W�H���� �X�U�P�H�D�]���� �D�� �I�L�� �H�I�H�F�W�X�D�W����

copierea acestora, �D�W�k�W�D���W�L�P�S���F�k�W���P�D�L���H�[�L�V�W�����D�F�F�H�V���O�D��ele�����'�D�F�����P�R�Q�W�D�U�H�D���D���I�R�V�W���H�I�H�F�W�X�D�W�����F�X���D�M�X�W�R�U�X�O��

Bitlocker���� �D�W�X�Q�F�L�� �W�U�H�E�X�L�H�� �V�D�O�Y�D�W���� �F�K�H�L�D�� �G�H�� �U�H�F�X�S�H�U�D�U�H, prin �X�W�L�O�L�]�D�U�H�D�� �F�R�P�H�Q�]�L�L�� �Ä�P�D�Q�D�J�H-bde -

protectors -�J�H�W�´ [122, p. 78]. 

�7�R�W�R�G�D�W��, organ�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �W�U�H�E�X�L�H�� �V�����L�G�H�Q�W�L�I�L�F�H�� �Q�X�P���U�X�O����i tipurile sistemelor de 

operare, �L�Q�V�W�D�O�D�W�H�� �v�Q�� �V�L�V�W�H�P�X�O�� �L�Q�I�R�U�P�D�W�L�F�� �H�[�D�P�L�Q�D�W, �R�S�H�U�D�
�L�H�� �F�D�U�H�� �S�R�D�W�H�� �I�L�� �H�I�H�F�W�X�D�W����cu ajutorul 
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datelor din registre (File registry); trebuie �V����determine ISP-ului, precum ��i ad�U�H�V�D�� �,�3���D�O�R�F�D�W��, cu 

�L�Q�G�L�F�D�U�H�D�� �D�O���W�X�U�D�W���� �D�� �W�L�P�S�X�O�X�L�� �I�L�[���U�L�L�� �D�F�H�V�W�H�L�D�� �V���� �I�L�[�H�]�H��timpul sistemului (BIOS) ���L�� �W�L�P�S�X�O�� �v�Q��

sistemul de operare (conform datelor din registrele electronice) [83, p. 125], inclusiv timpul setat 

�v�Q�� �W�H�O�H�I�R�Q�X�O�� �P�R�E�L�O�� �V�D�X�� �W�D�E�O�H�W������ �F�R�P�S�D�U�k�Q�G�� �R�U�D����i data cu un ceas de referin�
������ �V����descrie toate 

probele poten�
iale, de exemplu, �G�D�F���� �L�Q�Y�H�V�W�L�J�D�W�R�U�X�O�� �G�H�V�F�K�L�G�H�� �X�Q�� �I�L���L�H�U�� �F�X�� �H�[�W�H�Q�V�L�H�� �Ä���M�S�J�´���� �F�D�U�H�� �D�U��

�S�X�W�H�D���I�L���R���I�R�W�R�J�U�D�I�L�H���S�R�U�Q�R�J�U�D�I�L�F�����D���X�Q�X�L���F�R�S�L�O�����H�O���W�U�H�E�X�L�H���V�����v�Q�U�H�J�L�V�W�U�H�]�H���v�Q���S�U�R�F�H�V�X�O-verbal numele 

fi ��ierului, locul unde fi��ierul este localizat pe hard disc, data ��i marcajul de timp, precum ��i alte 

�S�U�R�S�U�L�H�W���
i ale fi��ierului [220, p. 582]. 

�Ìn func�
ie de tipul infrac�
iuni informatice, se vor examina diferite probe electronice, cum ar 

fi : lista adreselor URL vizitate; mesajele e-mail ��i lista adreselor e-mail, �P�H�P�R�U�D�W���� �v�Q�� �D�J�H�Q�G�D��

�V�X�V�S�H�F�W�X�O�X�L���� �G�R�F�X�P�H�Q�W�H�O�H�� �S�U�R�F�H�V�D�W�H���� �J�U�D�I�L�F�H�� ���v�Q�� �F�D�]�X�O�� �S�R�U�Q�R�J�U�D�I�L�H�L�� �L�Q�I�D�Q�W�L�O�H������ �v�Q�U�H�J�L�V�W�U���U�L�� �F�K�D�W����

registrul sistemului de operare; jurnale prezentatoare de evenimente (event viewer logs); jurnale 

de aplica�
ie; fi��iere de derulare a documentelor imprimate [63, p. 188].  

�7�R�D�W�H���F���X�W���U�L�O�H����i paginile web vizitate �V�X�Q�W���G�L�V�S�R�Q�L�E�L�O�H���v�Q���L�V�W�R�U�L�F�X�O���E�U�R�Z�V�H�U-ului (un program 

�G�H���Ä�Q�D�Y�L�J�D�U�H�´���Y�L�U�W�X�D�O�����v�Q���Z�H�E [288]), care poate fi vizualizat prin tastarea CTRL-H, �v�Q���V�L�V�W�H�P�H�O�H���G�H��

operare Windows ��i Linux, sau prin Command-H, �v�Q���0�D�F���2�6�����0�R�W�R�D�U�H�O�H���G�H���F���X�W�D�U�H��(un program 

apelabil �G�H���F���X�W�D�U�H���� �F�D�U�H���D�F�F�H�V�H�D�]���� �,�Q�W�H�U�Q�H�W�X�O���v�Q�� �P�R�G���D�X�W�R�P�D�W�����L�� �I�U�H�F�Y�H�Q�W�����L�� �F�D�U�H���V�W�R�F�K�H�D�]�����v�Q�W�U-o 

�E�D�]�����G�H���G�D�W�H��titlul, cuvintele-�F�K�H�L�H�����L�����S�D�U�
�L�D�O�����F�K�L�D�U���F�R�Q�
�L�Q�X�W�X�O���S�D�J�L�Q�L�O�R�U���Z�H�E�� [289]) Google ��i Bing 

�S���V�W�U�H�D�]���� �L�V�W�R�U�L�F�X�O�� �F���X�W���U�L�O�R�U��timp de �F�k�
�L�Y�D�� �D�Q�L���� �*�R�R�J�O�H�� �S���V�W�U�H�D�]���� �L�V�W�R�U�L�F�X�O�� �D�F�F�H�V���U�L�O�R�U��

utilizatorului la adresa http://www.google.com/history, iar Windows Live (Bing) le afi���H�D�]���� �O�D��

link-ul http://www.bing.com/profile/history. 

�2�I�L�
�H�U�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �Y�D��fixa rezultatele ac�
�L�X�Q�L�O�R�U�� �v�Q�W�U�H�S�U�L�Q�V�H����i �U�H�D�F�
�L�D��sistemului la 

acestea [272, p. 254], va stabili �H�[�L�V�W�H�Q�
�D���F�R�Q�H�F�W���U�L�L���G�L�V�S�R�]�L�W�L�Y�H�O�R�U���H�[�W�H�U�Q�H�� a suporturilor de stocare 

a informa�
iei. 

�2�G�D�W���� �F�X�� �F�R�Q�V�W�D�W�D�U�H�D��existen�
ei dispozitivelor de conectare la distan�
������ �V�H�� �Y�D�� �G�H�F�R�Q�H�F�W�D��

cablul de re�
ea, �D���D �v�Q�F�k�W�� �V���� �Q�X�� �I�L�H�� �S�R�V�L�E�L�O���� �P�R�G�L�I�L�F�D�U�H�D�� �V�D�X�� �G�L�V�W�U�X�J�H�U�H�D�� �L�Q�I�R�U�P�D�
iei. Existen�
a 

re�
�H�O�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �S�R�D�W�H�� �I�L�� �V�W�D�E�L�O�L�W������i prin prezen�
a mai multor sisteme informatice sau a 

componentelor de re�
�H�D�� ���F�D�U�W�H�O���� �G�H�� �U�H�
ea ��i cabluri, echipamente wireless LAN, routere, hub-uri, 

comutatoare, servere) [49, p. 16-17, 32]. 

�7�R�W�R�G�D�W������ �S�U�L�Q�W�U�H�� �L�Q�G�L�F�L�L�� �V�W�R�F���U�L�L�� �G�D�W�H�O�R�U�� �O�D�� �G�L�V�W�D�Q�
���� �S�R�W�� �I�L���� �H�[�L�V�W�H�Q�
a fi��ierelor partajate, e-

�P�D�L�O�X�O���S���V�W�U�D�W���S�H���,�0�$�3���V�D�X���(�[�F�K�D�Q�J�H���V�H�U�Y�H�U�����V�H�U�Y�L�F�L�L���F�O�R�X�G���H�W�F. Datele respective trebuie copiate 

�D�W�k�Wa �W�L�P�S���F�k�W���F�D�O�F�X�O�D�W�R�U�X�O���V�H �D�I�O�����v�Q���U�H�
ea [122, p. 80]. 

http://www.google.com/history
http://www.bing.com/profile/history
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�2�� �V�D�U�F�L�Q���� �L�P�S�R�U�W�D�Q�W���� �H�V�W�H���V�W�D�E�L�O�L�U�H�D�� �O�R�F�X�O�X�L�� �D�I�O���U�L�L�� �V�H�U�Y�H�U�X�O�X�L�� �O�D�� �F�D�U�H�� �H�V�W�H�� �F�R�Q�H�F�W�D�W�� �V�L�V�W�H�P�X�O��

informatic examinat, precum ���L���Q�X�P���U�X�O���G�H���D�O�W�H���V�L�V�W�H�P�H���L�Q�I�R�U�P�D�W�L�F�H, conectate la acest server, cu 

�D�V�L�J�X�U�D�U�H�D���H�[�D�P�L�Q���U�L�L���F�R�Q�F�R�P�L�W�H�Q�W�H���D�O�H���D�F�H�V�W�R�U�D. 

Deconectarea �V�L�V�W�H�P�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F�� �S�R�D�W�H�� �I�L�� �H�I�H�F�W�X�D�W���� �S�U�L�Q�� �v�Q�F�K�L�G�H�U�H�D�� �R�E�L���Q�X�L�W���� �V�D�X��prin 

�v�Q�W�U�H�U�X�S�H�U�H�D���D�O�L�P�H�Q�W���U�L�L���F�X���H�Q�H�U�J�L�H���H�O�H�F�W�U�L�F��, �v�Q���W�L�P�S���F�H���D�F�H�V�W�D���I�X�Q�F�
�L�R�Q�H�D�]�� [290, p. 44]�����Ì�Q���F�D�]�X�O��

�v�Q�F�K�L�G�H�U�L�L�� �R�E�L��nuite, �V�H�� �S�U�R�G�X�F�� �X�U�P���W�R�D�U�H�O�H��efecte: spa�
iul memoriei virtuale a hard-discului se 

pierde, sunt lansate procese de distrugere a probelor, sistemul de fi��iere ��i fi ���L�H�U�H�O�H���U���P�k�Q���L�Q�W�D�F�W�H�� 

�Ì�Q�� �X�U�P�D���v�Q�W�U�H�U�X�S�H�U�L�L�� �D�O�L�P�H�Q�W���U�L�L�� �F�X�� �H�Q�H�U�J�L�H�� �H�O�H�F�W�U�L�F��, efectele produse sunt �X�U�P���W�R�D�U�H�O�H����datele 

volatile sunt ��terse, sistemul de fi��iere poate fi deteriorat, accesul viitor la date poate fi pierdut. 

�Ì�Q�W�U�H�U�X�S�H�U�H�D�� �V�H�� �Y�D�� �I�D�F�H�� �S�U�L�Q�� �H�[�W�U�D�J�H�U�H�D�� �F�D�E�O�X�O�X�L�� �G�H�� �D�O�L�P�H�Q�W�D�U�H�� �F�X�� �H�Q�H�U�J�L�H�� �H�O�H�F�W�U�L�F���� �G�H�� �O�D��

�H�F�K�L�S�D�P�H�Q�W�����G�D�U���Q�X���G�H���O�D���S�U�L�]�� [49, p. 31]. 

�Ì�Q��cadrul investiga�
iilor efectuate asupra sistemului informatic, toate ac�
iunile organului de 

�X�U�P���U�L�U�H�� �S�H�Q�D�O������ �S�U�H�F�X�P����i ale specialistului, �X�U�P�H�D�]���� �D�� �I�L�� �H�[�S�O�L�F�D�W�H�� �W�X�W�X�Uor participan�
ilor la 

�D�F�H�D�V�W�����D�F�
�L�X�Q�H���S�U�R�F�H�V�X�D�O�������v�Q�W�U-un limbaj accesibil [175, p. 912]. 

�8�O�W�H�U�L�R�U���� �R�I�L�
�H�U�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O�����X�U�P�H�D�]�� �V���� �U�H�D�O�L�]�H�]�H��ac�
iunile �V�S�H�F�L�I�L�F�H�� �U�L�G�L�F���U�L�L��

sistemelor informatice, deconectate de la sursa de alimentare �F�X���H�Q�H�U�J�L�H���H�O�H�F�W�U�L�F������i care �Q�X���V�X�Q�W���v�Q��

func�
iune, descrise mai jos. 
 

�(�[�D�P�L�Q�D�U�H�D���V�L�V�W�H�P�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���F�D�U�H���Q�X���V�X�Q�W���v�Q���I�X�Q�F�0�L�X�Q�H 

�'�D�F�����V�L�V�W�H�P�X�O���L�Q�I�R�U�P�D�W�L�F���Q�X���H�V�W�H���v�Q���I�X�Q�F�
iune, organul de drept va efectua �L�Q�Y�H�V�W�L�J�D�
�L�D �Ä�3�R�V�W��

m�R�U�W�H�P�´ [89, p. 57]���� �F�D�U�H�� �F�R�Q�V�W���� �v�Q�� �I�L�[�D�U�H�D�� �O�R�F�X�O�X�L�� �D�I�O���U�L�L�� �F�D�O�F�X�O�D�W�R�U�X�O�X�L����i a dispozitivelor 

periferice; �G�H�V�F�U�L�H�U�H�D�� �G�H�W�D�O�L�D�W���� �D�� �R�U�G�L�Q�L�L�� �F�R�Q�H�F�W���U�L�L�� �v�Q�W�U�H�� �G�L�V�S�R�]�L�W�L�Y�Hle respective, cu realizarea 

fotografierii sau �I�L�O�P���U�L�L���D�F�H�V�W�R�U�� �F�R�Q�H�[�L�X�Q�L [56, p. 695]; deconectarea dispozitivelor periferice de 

la calculator [49, p. 31]; realizarea �G�H���F���W�U�H���V�S�H�F�L�D�O�L�V�W [63, p. 140] a copiei suportului de stocare a 

informa�
�L�H�L�� ���F�R�S�L�D�� �R�J�O�L�Q�G������ �F�O�R�Q�D�� �G�L�V�F�X�O�X�L���� �F�X�� �D�M�X�W�R�U�X�O�� �V�R�I�W�X�U�L�O�R�U�� �V�S�H�F�L�D�O�L�]�D�W�H�� ���V�S�U�H�� �H�[�H�P�S�O�X, 

EnCase, FTK, SafeBack, SMART, ProDiscover���� �V�D�X�� �V�R�I�W�X�O�X�L�� �Ä�G�G�´, �F�D�U�H�� �H�V�W�H�� �R�� �F�R�P�S�R�Q�H�Q�W���� �D��

sistemului de operare de tipul Unix/Linux [83, p. 124], precum ��i a dispozitivelor de blocare a 

�v�Q�U�H�J�L�V�W�U���U�L�O�R�U�� �S�H�� �V�X�S�R�U�W�X�O�� �G�H�� �G�D�W�H�� �L�Q�I�R�U�P�D�W�L�F�H [86, p. 118, 277, p. 12]; �v�P�S�D�F�K�H�W�D�U�H�D�� �V�H�S�D�U�D�W���� �D��

suporturilor de stocare a informa�
�L�H�L�� �H�O�H�F�W�U�R�Q�L�F�H�� �v�Q�� �S�X�Q�J�L�� �D�Q�W�L�V�W�D�W�L�F�H [49, p. 35]; �v�P�S�D�F�K�H�W�D�U�H�D��

�I�L�H�F���U�X�L���G�L�V�S�R�]�L�W�L�Y����i cablu de conexiune. 
 

Examinarea notebook-urilor (inclusiv a ultrabook-urilor, netbook-urilor), tabletelor �.i a 

telefoanelor mobile moderne, �S�H�� �O�k�Q�J���� �S�D�U�W�L�F�X�O�D�U�L�W���
ile descrise mai sus, �S�U�H�]�L�Q�W�� ��i anumite 

�W�U���V���W�X�U�L specifice. �Ì�Q���D�F�H�V�W�H���G�L�V�S�R�]�L�W�L�Y�H, o �S�D�U�W�H���F�R�Q�V�L�G�H�U�D�E�L�O�����D���G�D�W�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���V�H���S���V�W�U�H�D�]�����v�Q��

�P�H�P�R�U�L�D���R�S�H�U�D�W�L�Y������ �G�H�S�H�Q�G�H�Q�W�����G�H���V�X�U�V�D���G�H���H�Q�H�U�J�L�H���� �Ì�Q���F�D�]�X�O���G�H�F�R�Q�H�F�W���U�L�L�� �V�X�U�V�H�L���G�H�� �H�Q�H�U�J�L�H��de la 
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�X�Q�� �D�V�W�I�H�O�� �G�H�� �G�L�V�S�R�]�L�W�L�Y���� �G�H�� �U�H�J�X�O������are loc �S�L�H�U�G�H�U�H�D�� �L�U�H�Y�H�U�V�L�E�L�O���� �D�� �G�D�W�H�O�R�U�� Starea (regimul) 

�Ä�G�H�F�R�Q�H�F�W�D�W�´��de facto �U�H�S�U�H�]�L�Q�W�����U�H�J�L�P�X�O���G�H���Ä�K�L�E�H�U�Q�D�U�H�´�����D�W�X�Q�F�L���F�k�Q�G���H�Q�H�U�J�L�D���H�O�H�F�W�U�L�F�����V�H���X�W�L�O�L�]�H�D�]����

doar pentru men�
inerea memoriei operative. 

�'�D�F��, �v�Q�� �P�R�P�H�Q�W�X�O�� �H�I�H�F�W�X���U�L�L�� �D�F�
iunii procesuale, dispozitivul este activ, atunci se impune 

[83, p. 126]: �V���� �Q�X�� �I�L�H�� �D�W�L�Q�V�� �H�F�U�D�Q�X�O�� �D�F�H�V�Wuia, deoarece el este un element func�
ional, iar fiecare 

�D�W�L�Q�J�H�U�H���H�V�W�H���S�H�U�F�H�S�X�W�����G�U�H�S�W���R���F�R�P�D�Q�G�� [49, p. 28]; fixarea foto ��i video a con�
inutului ecranului 

[175, p. 912]; stabilirea aplica�
�L�L�O�R�U���F�D�U�H���U�X�O�H�D�]���� ���G�H���U�H�J�X�O������ �S�L�F�W�R�J�U�D�P�H�O�H�� �D�S�O�L�F�D�
�L�L�O�R�U���F�D�U�H���U�X�O�H�D�]����

�D�S�D�U���v�Q���M�R�V�X�O���H�F�U�D�Q�X�O�X�L���O�D���D�W�L�Q�J�H�U�H�D���E�X�W�R�Q�X�O�X�L���Ä�$�F�D�V���´���� determinarea tipului conexiunii la re�
eaua 

internet (3G, 4G, Wi-�)�L�������S�U�L�Q���Y�L�]�X�D�O�L�]�D�U�H�D���S�L�F�W�R�J�U�D�P�H�L���U�H�V�S�H�F�W�L�Y�H���v�Q���S�D�U�W�H�D���G�H���V�X�V���D���H�F�U�D�Q�X�O�X�L���V�D�X��

prin �D�W�L�Q�J�H�U�H�D���S�L�F�W�R�J�U�D�P�H�L���Ä�V�H�W���U�L�´��din �U�X�E�U�L�F�D���Ä�G�D�W�H���P�R�E�L�O�H�´�����L���Ä�:�L-�)�L�´����cu �v�Q�F�K�L�G�H�U�H�D���X�O�W�H�U�L�R�D�U�����D��

acestor interfe�
e wireless; deconectarea prin �
�L�Q�H�U�H�D���D�S���V�D�W�����W�L�P�S���G�H���F�kteva secunde a butonului de 

�S�R�U�Q�L�U�H���G�H�F�R�Q�H�F�W�D�U�H���Ä�3�R�Z�H�U�´�� interzicerea extragerii acumulatorului dispozitivului. 

�$�W�X�Q�F�L���F�k�Q�G���V�L�V�W�H�P�X�O���L�Q�I�R�U�P�D�W�L�F���H�V�W�H���v�Q���U�H�J�L�P���G�H���Ä�K�L�E�H�U�Q�D�U�H�´, �R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����Y�D��

�S�X�W�H�D�� �V���� �D�O�H�D�J���� �v�O�� �Y�D�� �R�Sri imediat ori �v�O�� �Y�D�� �D�F�W�L�Y�D���� �I�L�[�k�Q�G�� �F�R�Q�
inutul ecranului ���L �G�H�F�R�Q�H�F�W�k�Q�G�X-l 

ulterior. 

Pentru deconectarea notebook-�X�O�X�L���Q�X���H�V�W�H���V�X�I�L�F�L�H�Q�W�����v�Q�W�U�H�U�X�S�H�U�H�D���G�H���O�D���V�X�U�V�D���G�H���D�O�L�P�H�Q�W�D�U�H��

�F�X�� �H�Q�H�U�J�L�H�� �H�O�H�F�W�U�L�F������ �G�H�R�D�U�H�F�H, �v�Q��asemenea situa�
ie, el va trece la energia acumulatorului, din 

aceste co�Q�V�L�G�H�U�H�Q�W�H�� �H�V�W�H�� �Q�H�F�H�V�D�U�������L�� �H�[�W�U�D�J�H�U�H�D�� �D�F�X�P�X�O�D�W�R�U�X�O�X�L���� �1�X�� �H�V�W�H�� �U�H�F�R�P�D�Q�G�D�W���� �v�Q�F�K�L�G�H�U�H�D��

�F�D�S�D�F�X�O�X�L�� �O�D�S�W�R�S�X�O�X�L���� �G�D�W�� �I�L�L�Q�G�� �I�D�S�W�X�O�� �F���� �V�H�� �D�F�W�L�Y�L�]�H�D�]���� �I�X�Q�F�
ia de hibernare, ceea ce duce la 

modificarea informa�
iei pe disc [83, p. 127]. 

La cercetarea telefoanelor mobile, pot fi ob�
inute datele despre identificatorii 

echipamentului, datele convorbirilor telefonice ��i, �G�X�S���� �F�D�], �v�Q�U�H�J�L�V�W�U���U�L�O�H�� �D�F�H�V�W�R�U�� �F�R�Q�Y�R�U�E�L�U�L����

con�
inutul mesajelor (inclusiv po���W�D�� �H�O�H�F�W�U�R�Q�L�F����, �D�J�H�Q�G�D�� �W�H�O�H�I�R�Q�L�F������ �L�Vtoricul viz�L�W���U�L�L�� �V�L�W�H-urilor 

���F���X�W���U�L�O�R�U�� �v�Q�� �L�Q�W�H�U�Q�H�W������ �S�U�R�J�U�D�P���U�L�O�H�� �G�L�Q�� �F�D�O�H�Q�G�D�U���� �I�R�W�R�J�U�D�I�L�L�����L�� �v�Q�U�H�J�L�V�W�U���U�L�� �Y�L�G�H�R�� De asemenea, 

�S�R�D�W�H���I�L���V�W�D�E�L�O�L�W������i �J�H�R�O�R�F�D�
�L�D �G�L�V�S�R�]�L�W�L�Y�X�O�X�L�����O�R�F�X�O���D�I�O���U�L�L���S�H�U�V�R�D�Q�H�L-utilizator al acestui dispozitiv) 

�v�Q���D�Q�X�P�L�W�H���S�H�U�L�R�D�G�H de timp. Ac�H�D�V�W���� �S�R�V�L�E�L�O�L�W�D�W�H���H�V�W�H���R�I�H�U�L�W�� �D�W�k�W���G�H�� �F���W�U�H���R�S�H�U�D�W�R�U�L�L���G�H���W�H�O�H�I�R�Q�L�H��

�P�R�E�L�O�������v�Q���F�D�]�X�O���D�S�H�O�X�U�L�O�R�U���W�H�O�H�I�R�Q�L�F�H�����L���V�D�X���F�R�Q�H�F�W���U�L�L���O�D���U�H�
�H�D�X�D�����*�����*�������F�k�W�����L���G�H���F���W�U�H���L�Q�I�R�U�P�D�
ia 

�H�[�L�V�W�H�Q�W���� �F�Kiar pe dispozitiv (spre exemplu, cea �L�Q�G�L�F�D�W���� �v�Q�� �I�R�W�R�J�U�D�I�L�L�O�H�� �U�H�D�O�L�]�D�W�H���S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O��

�D�F�H�V�W�X�L���W�H�O�H�I�R�Q���V�D�X���v�Q���X�Q�H�O�H���D�S�O�L�F�D�
�L�L���L�Q�V�W�D�O�D�W�H�����F�X�P���D�U���I�L���V�H�W���U�L�O�H���L�P�S�O�L�F�L�W�H���Ä�*�R�R�J�O�H���0�D�S�´���� 

Verificarea IMEI-ului telefonului mobil sau al tabletei �S�R�D�W�H���I�L���H�I�H�F�W�X�D�W�����G�H���F���W�U�H���R�U�J�D�Q�X�O���G�H��

�X�U�P���U�L�U�H�� �S�H�Q�D�O�����S�U�L�Q�� �L�Q�W�U�R�G�X�F�H�U�H�D�� �X�U�P���W�R�D�U�H�O�R�U�� �F�D�U�D�F�W�H�U�H��*#06#, care func�
�L�R�Q�H�D�]�������L�� �v�Q�� �O�L�S�V�D��

cartelei SIM [81, p. 44]. IMEI-ul con�
�L�Q�H�� ������ �F�L�I�U�H���� �F�D�U�H�� �L�Q�G�L�F���� �P�R�G�H�O�X�O����i �
ara de origine a 

echipamentului mobil de comunica�
ie (primele 8 ci�I�U�H�������L �S�U�R�G�X�F���W�R�U�X�O�����U�H�V�W�X�O���F�L�I�U�H�O�R�U���� 
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Deblocarea (resetarea) codului PIN poate fi ob�
�L�Q�X�W������ �V�S�U�H�� �H�[�H�P�S�O�X���� �S�U�L�Q�� �L�Q�W�U�R�G�X�F�H�U�H�D��

comenzii **05*<Codul PUK >*<noul cod PIN>*<confirmarea noului cod PIN># ��i altele. 

Astfel de aplica�
ii (comenzi) pot fi ob�
inute de la Centrele de deservire ale operatorilor de telefonie 

�P�R�E�L�O�� [291]. Parola PIN ���L�� �3�8�.�� �S�R�D�W�H�� �I�L�� �G�H�S�L�V�W�D�W���� �S�H�� �V�X�S�R�U�W�X�O�� �G�L�Q�� �Fare a fost deta���D�W���� �F�D�U�W�H�O�D��

�6�,�0�����v�Q���F�D�G�U�X�O���D�X�G�L�H�U�L�L���S�U�R�S�U�L�H�W�D�U�X�O�X�L���X�W�L�O�L�]�D�W�R�U�X�O�X�L���G�L�V�S�R�]�L�W�L�Y�X�O�X�L�����G�L�Q���v�Q�V�F�U�L�V�X�U�L�����S�U�L�Q���v�Q�F�H�U�F�D�U�H�D���G�H��

deblocare a codului PIN, �X�W�L�O�L�]�k�Q�G���F�R�P�E�L�Q�D�
iile frecvent �v�Q�W�k�O�Q�L�W�H�����S�U�L�Q���L�Q�W�H�U�S�H�O�D�U�H�D���R�S�H�U�D�W�R�U�X�O�X�L���G�H��

�W�H�O�H�I�R�Q�L�H�� �P�R�E�L�O������ �S�U�L�Q�� �H�[�S�O�R�D�W�D�U�H�D�� �G�H�I�H�F�W�H�O�R�U�� �V�D�X��a �Y�X�O�Q�H�U�D�E�L�O�L�W���
ilor sistemului, �F�X�Q�R�V�F�X�W�H�� �v�Q��

autentificare, prin interme�G�L�X�O�� �S�U�R�J�U�D�P�H�O�R�U�� �V�D�X�� �P�L�M�O�R�D�F�H�O�R�U�� �W�H�K�Q�L�F�H�� �Ä�E�D�F�N�G�R�R�U�´ sau prin alte 

metode. 

�'�H�� �U�H�J�X�O������ �S�H�� �F�D�U�W�H�O�D�� �6�,�0�� �H�V�W�H�� �L�P�S�U�L�P�D�W�� �Q�X�P���U�X�O�� �X�Q�L�F�� �G�H�� �L�G�H�Q�W�L�I�L�F�D�U�H���± ICCID, format din 

20 de cifre (prefixul de identificare industrial, codul �
���U�L�L���� �Q�X�P���U�X�O�� �G�H�� �L�G�H�Q�W�L�I�L�F�D�U�H�� �D�O��

pro�G�X�F���W�R�U�X�O�X�L�����Q�X�P���U�X�O���G�H���L�G�H�Q�W�L�I�L�F�D�U�H���D�O���F�R�Q�W�X�O�X�L���L�Q�G�L�Y�L�G�X�D�O���� �7�R�W�R�G�D�W���� cartela SIM  poate stoca 

informa�
ii  privind �,�&�&�,�'���� �0�6�,�6�'�1���� �Q�X�P���U�X�O�� �G�H�� �D�S�H�O�D�U�H�� �U�D�S�L�G������ �X�O�W�L�P�H�O�H�� �Q�X�P�H�U�H�� �I�R�U�P�D�W�H���� �6�0�6����

IMSI, informa�
ii de localizare (LOCI), cheia de criptare (Kc). 

Introducerea de diferite cartele SIM poate conduce la ��tergerea datelor din dispozitivul de 

comunica�
ie. De aceea, uneori ���G�D�F���� �Q�X�� �V�H�� �F�X�Q�R�D���W�H�� �F�R�G�X�O�� �3�8�.�� �V�D�X�� �v�Q�� �Y�H�G�H�U�H�D�� �H�Y�L�W���U�L�L�� �D�O�W�H�U���U�L�L��

datelor)���� �V�H�� �L�P�S�X�Q�H�� �U�H�D�O�L�]�D�U�H�D�� �X�Q�H�L�� �F�D�U�W�H�O�H�� �6�,�0�� �v�Q�O�R�F�X�L�W�R�D�U�H���� �L�P�L�W�k�Q�G�� �F�D�U�W�H�O�D�� �R�U�L�J�L�Q�D�O������ �L�D�U�� �S�H�Q�W�U�X��

ob�
inerea unor astfel de cartele pot fi folosite diverse instrumente criminalistice, cum ar fi: 

Forensic SIM Toolkit, GSM.XRY.SIM ID Cloner, TULP 2G SIMIC [26, p. 320]. 

Echipamentele utilizate cu telefonul mobil sau tableta, cum ar fi suporturile de date 

deta��abile, cartela SIM, pot constitui poten�
iale probe, mai valoroase chiar �G�H�F�k�W���W�H�O�H�I�R�Q�X�O���v�Q�V�X��i. 

�$�F�H�V�W�H�D�� �V�H�� �U�L�G�L�F��, �I���U���� �D�� �I�L�� �G�H�W�D���D�W�H�� �G�H�� �O�D�� �W�H�O�H�I�R�Q�� �V�D�X�� �W�D�E�O�H�W������Proprietarul sau utilizatorul 

dispozitivului de comunica�
ii poate fi interogat pentru a se afla codurile de securitate sau parolele 

[26, p. 314].  

�Ì�Q�� �Y�H�G�H�U�H�D�� �v�P�S�L�H�G�L�F���U�L�L�� �W�U�D�I�L�F�X�O�X�L�� �G�H�� �G�D�W�H����a parvenirii  mesajelor ��i apelurilor noi, a 

suprascrierii  datelor existente, putem eviden�
�L�D�� �F�k�W�H�Y�D�� �P�R�G�D�O�L�W���
i de izolare a dispozitivului de 

astfel de comunica�
ie [26, p. 315]: �v�Q�F�K�L�G�H�U�H�D�� �W�H�O�H�I�R�Q�X�O�X�L�� �V�D�X��a �W�D�E�O�H�W�H�L�� ���v�Q�� �D�F�H�D�V�W���� �V�L�W�X�D�
ie, se 

�D�F�W�L�Y�H�D�]���� �F�R�G�X�U�L�O�H�� �G�H�� �D�X�W�H�Q�W�L�I�L�F�D�U�H, care pot �V���� �Q�X��fie cunoscute investigatorului); utilizarea unui 

�F�R�Q�W�D�L�Q�H�U���Ä�)�D�U�D�G�D�\�´ sau a foliilor de aluminiu (ceea ce �S�U�R�Y�R�D�F�����F�U�H��terea consumului de energie 

�G�H���O�D���D�F�X�P�X�O�D�W�R�U�����G�D�W�R�U�L�W�����v�Q�F�H�U�F���U�L�L��zadarnice de conectare la re�
ea); utilizarea op�
�L�X�Q�L�L���Ä�$irplane 

�0�R�G�H�´�� ���P�H�W�R�G�D�� �U�H�V�S�H�F�W�L�Y���� �F�U�H�H�D�]���� �X�Q�� �U�L�V�F��din cauza interac�
iunii cu tastele sau ecranul 

dispozitivului). 

�3�U�R�G�X�F���W�R�U�X�O�� modelul telefonului, codul IMEI �S�R�W�� �I�L�� �J���V�L�W�H�� �v�Q�� �F�D�Y�L�W�D�W�H�D�� �v�Q�� �F�D�U�H�� �V�H�� �D�I�O����

acumulatorul. Deta��area acumulatorului poate afecta starea telefonului, mai ales con�
inutul 
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tehnice, a �H�I�H�F�W�X���U�L�L�� �O�X�F�U���U�L�O�R�U�� �S�U�R�I�L�O�D�F�W�L�F�H�� ���L�� �G�H�� �U�H�S�D�U�D�
�L�H�� �F�D�]�X�U�L�� �G�H�� �F�R�Q�H�F�W�D�U�H�� �Q�H�D�X�W�R�U�L�]�D�W���� �O�D��

�U�H�
�H�O�H�O�H�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L�� �W�H�O�H�I�R�Q�L�F�H���� �L�Q�V�W�D�O�D�U�H�D�� �G�L�V�S�R�]�L�W�L�Y�H�O�R�U�� �H�O�H�F�W�U�L�F�H�� �V�X�S�O�L�P�H�Q�Ware), a 

administratorului - �S�H�U�V�R�D�Q���� �M�X�U�L�G�L�F���� ���V�S�H�F�L�I�L�F�X�O�� �D�F�W�L�Y�L�W���
�L�L�� ���L�� �V�H�G�L�X�O�� �S�H�U�V�R�D�Q�H�L�� �M�X�U�L�G�L�F�H�� actele cu 

�S�U�L�Y�L�U�H���O�D���v�Q�U�H�J�L�V�W�U�D�U�H�D���S�H�U�V�R�D�Q�H�L���M�X�U�L�G�L�F�H�����L���G�L�V�S�X�Q�H�U�H�D��ei �G�H���O�L�F�H�Q�
�H�� �U�H�J�L�P�X�O���D�F�W�L�Y�L�W���
�L�L, �H�[�L�V�W�H�Q�
�D��

pazei, a �V�L�V�W�H�P�H�O�R�U�� �G�H�� �D�O�D�U�P������a punctului �G�H�� �F�R�Q�W�U�R�O���� �S�U�R�J�U�D�P�X�O�� �L�Q�W�H�U�Q���� �D�W�U�L�E�X�
�L�L�O�H�� �I�X�Q�F�
�L�R�Q�D�O�H�� 

�Y�R�O�X�P�X�O���D�F�W�L�Y�L�W���
�L�L�����F�D�U�D�F�W�H�U�X�O�����W�L�S�X�O�����L���S�U�H�Y�H�G�H�U�L�O�H���F�R�Q�W�U�D�F�W�H�O�R�U���v�Q�F�K�H�L�D�W�H�����G�H�Q�X�P�L�U�H�D�����L���O�R�F�X�O���D�I�O���U�L�L��

con�F�X�U�H�Q�
�L�O�R�U; �F�R�Q�
�L�Q�X�W�X�O�� ���L�� �Y�R�O�X�P�X�O�� �L�Q�I�R�U�P�D�
�L�H�L�� �V�W�R�F�D�W�H�� �v�Q�� �F�D�O�F�X�O�D�W�R�U���� �H�[�L�V�W�H�Q�
�D�� �F�R�G�X�U�L�O�R�U�� ���L��a 

�S�D�U�R�O�H�O�R�U���G�H���D�F�F�H�V���F���W�U�H���D�F�H�D�V�W�����L�Q�I�R�U�P�D�
�L�H�� �S�U�R�E�H�O�H���P�D�W�H�U�L�D�O�H���F�X���S�U�L�Y�L�U�H���O�D���H�[�L�V�W�H�Q�
�D�����F�D�U�D�F�W�H�U�X�O�����L��

volumul prejudiciului cauzat; cine dintre �D�Q�J�D�M�D�
�L���D���L�Q�W�U�D�W���v�Q���F�R�Q�W�D�F�W �F�X���V�X�V�S�H�F�W�X�O�����L���v�Q���F�H���F�R�Q�G�L�
�L�L�� 

perioada de activitate a lui �v�Q�� �D�F�H�D�V�W���� �I�X�Q�F�
�L�H�� temeiul juridic de reprezentare a intereselor 

�F�R�P�S�D�Q�L�H�L���v�Q���F�D�G�U�X�O���R�U�J�D�Q�H�O�R�U���G�H���G�U�H�S�W, procura���F�R�Q�W�U�D�F�W�X�O���G�H���S�U�H�V�W���U�L���V�H�U�Y�L�F�L�L; modul de constatare 

a incidentului; �F�L�U�F�X�P�V�W�D�Q�
�H�O�H cunoscute; �S�H�U�V�R�D�Q�H�O�H�� �F�D�U�H�� �S�R�W�� �F�R�P�X�Q�L�F�D�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H��

�S�H�Q�D�O���� �L�Q�I�R�U�P�D�
�L�L�� �G�H�� �R�U�G�L�Q�� �W�H�K�Q�L�F�� ���L�� �M�X�U�L�G�L�F�� �H�[�L�V�W�H�Q�
�D�� �v�Q�� �F�D�G�U�X�O�� �F�R�P�S�D�Q�L�H�L�� �D�� �V�X�E�G�L�Y�L�]�L�X�Q�L�O�R�U��

�V�S�H�F�L�D�O�L�]�D�W�H�� �G�H�� �X�W�L�O�L�]�D�U�H�� �D�� �U�H�
�H�O�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� ���L�� �V�H�U�Y�L�F�L�L�O�R�U�� �G�H�� �V�H�F�X�U�L�W�D�W�H���� �F�R�P�S�R�Q�H�Q�
�D�� ���L��

�F�R�P�S�H�W�H�Q�
�D�� �D�F�H�V�W�R�U�D�� �F�H�U�W�L�I�L�F�D�U�H�D�� �V�R�I�W�X�U�L�O�R�U�� �G�H�� �S�U�R�W�H�F�
�L�H�� ���L��a mijloacelor tehnice; structura 

�R�U�J�D�Q�L�]�D�W�R�U�L�F���� �D�� �V�L�V�W�H�P�H�O�R�U�� ���L�� �U�H�
�H�O�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �H�[�L�V�W�H�Q�
�D�� �U�H�J�X�O�L�O�R�U�� �L�Q�W�H�U�Q�H�� �G�H�� �H�[�S�O�R�D�W�D�U�H�� �D��

�V�L�V�W�H�P�H�O�R�U�� ���L�� �U�H�
�H�O�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H���� �S�U�R�F�H�G�X�U�D�� �G�H�� �L�Q�I�R�U�P�D�U�H�� �D�� �D�Q�J�D�M�D�
�L�O�R�U��privind aceste �U�H�J�X�O�L�� ���L��

�P�R�Q�L�W�R�U�L�]�D�U�H�D�� �U�H�V�S�H�F�W���U�L�L�� �O�R�U�� �O�L�V�W�D�� �D�Q�J�D�M�D�
�L�O�R�U���F�R�Q�F�H�G�L�D�
�L�� �v�Q�� �S�H�U�L�R�D�G�D�� �U�H�V�S�H�F�W�L�Y���� ���L�� �P�R�W�L�Y�H�O�H��

concedierii; �F�D�]�X�U�L�� �G�H�� �S���W�U�X�Q�G�H�U�H�� �Q�H�D�X�W�R�U�L�]�D�W���� �v�Q�� �v�Q�F���S�H�U�L�O�H�� �v�Q�� �F�D�U�H�� �V�H�� �D�I�O���� �V�L�V�W�H�P�H�O�H�� �L�Q�I�R�U�P�D�W�L�F�H�� 

�F�D�]�X�U�L���G�H���D�F�F�H�V�D�U�H���Q�H�D�X�W�R�U�L�]�D�W�����D���L�Q�I�R�U�P�D�
�L�H�L���F�R�P�S�X�W�H�U�L�]�D�W�H�����Y�L�U�X�V���U�L ale �V�L�V�W�H�P�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�����L��

altele; op�L�Q�L�D�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �P�H�F�D�Q�L�V�P�X�O�� �G�H�� �V���Y�k�U���L�U�H�� �D�� �L�Q�I�U�D�F�
�L�X�Q�L�L���� �S�U�H�F�X�P�� ���L�� �F�D�X�]�H�O�H�� ���L�� �F�R�Q�G�L�
�L�L�O�H��

parvenirii rezultatelor �L�Q�I�U�D�F�
�L�X�Q�L�L). 

�Ì�Q���F�R�U�H�V�S�X�Q�G�H�U�H���F�X���S�U�H�Y�H�G�H�U�L�O�H���D�U�W�����������G�L�Q��CPP�����v�Q���F�D�]�X�O���v�Q���F�D�U�H���U�D�S�R�U�W�X�O���H�[�S�H�U�W�X�O�X�L���Q�X���H�V�W�H��

clar sau are unele deficien�
e, pentru �D���F���U�R�U���v�Q�O���W�X�U�D�U�H���Q�X���V�X�Q�W���Q�H�F�H�V�D�U�H���L�Q�Y�H�V�W�L�J�D�
ii suplimentare, 

�R�U�L���D���D�S���U�X�W���Q�H�F�H�V�L�W�D�W�H�D���G�H���D���S�U�H�F�L�]�D���P�H�W�R�G�H�O�H���D�S�O�L�F�D�W�H���G�H���F���W�U�H���H�[�S�H�U�W���V�D�X���X�Q�H�O�H���Q�R�
iuni, organul de 

�X�U�P���U�L�U�H�� �S�H�Q�D�O���� �H�V�W�H�� �v�Q�� �G�U�H�S�W�� �V���� �D�X�G�L�H�]�H�� �H�[�S�H�U�W�X�O �G�X�S���� �S�U�H�]�H�Q�W�D�U�H�D�� �U�D�S�R�U�W�X�O�X�L�� �G�H���H�[�S�H�U�W�L�]������

�U�H�V�S�H�F�W�k�Q�Gu-se prevederile art.105-109 din CPP. 

�Ì�Q�� �F�D�G�U�X�O�� �D�X�G�L�H�U�L�L�� �E���Q�X�L�W�X�O�X�L�����L�� �v�Q�Y�L�Q�X�L�W�X�O�X�L���� �v�Q�� �I�L�H�F�D�U�H�� �F�D�]�� �F�R�Q�F�U�H�W���� �R�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H��

�S�H�Q�D�O���� �W�U�H�E�X�L�H�� �V���� �V�W�D�E�L�O�H�D�V�F�������F�H�O�� �S�X�
�L�Q, anumite circumstan�
�H�� �G�H�� �E�D�]�� [93, p. 215].  Printre 

�F�L�U�F�X�P�V�W�D�Q�
�H�O�H���G�H���E�D�]�����F�D�U�H���X�U�P�H�D�]�����D���I�L���V�W�D�E�L�O�L�W�H���O�D���D�X�G�L�H�U�H�D���D�F�H�V�W�R�U�D���V�X�Q�W�����X�Q�G�H�����v�Q���F�H���S�H�U�L�R�D�G�������L��

�v�Q���F�H���F�D�O�L�W�D�W�H���D���D�F�W�L�Y�D�W�� �V�W�X�G�L�L�O�H���R�E�
�L�Q�X�W�H�����L�Q�V�W�L�W�X�
�L�H�����G�R�P�H�Q�L�X�O�����L���S�H�U�L�R�D�G�D���� �F�R�P�S�H�W�H�Q�
�H�O�H���G�H���O�X�F�U�X���O�D��

calculator, dispunerea de anumite softuri, nivelul de calificare; persoana care l-�D�� �L�Q�V�W�U�X�L�W�� �F�X�P�� �V����

�X�W�L�O�L�]�H�]�H���V�R�I�W�X�O���v�Q���F�D�X�]���� �F�R�G�X�U�L�O�H�����L���S�D�U�R�O�H�O�H���F�D�U�H���L-au fost acordate (inclusiv, �G�H���O�X�F�U�X���v�Q���V�L�V�W�H�P�X�O��

���L���V�D�X�� �U�H�
�H�D�X�D�� �L�Q�I�R�U�P�D�W�L�F������ �S�U�R�G�X�V�H�O�H�� �S�U�R�J�U�D�P�� �O�D�� �F�D�U�H�� �D�U�H�� �D�F�F�H�V�� ���L�� �Q�L�Y�H�O�X�O�� �D�Fcesului; tipurile de 
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�R�S�H�U�D�
�L�X�Q�L���H�O�H�F�W�U�R�Q�L�F�H���S�H���F�D�U�H���O�H���H�[�H�F�X�W�D���v�Q���P�R�P�H�Q�W�X�O���V���Y�k�U���L�U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�L�� procedura de accesare 

�D�� �V�L�V�W�H�P�X�O�X�L�� ���L���V�D�X��a �U�H�
�H�O�H�L�� �L�Q�I�R�U�P�D�W�L�F�H�� �G�D�F���� �D�U�H�� �U�H�V�W�U�L�F�
�L�L�� �G�H�� �D�F�F�H�V�� �v�Q�� �v�Q�F���S�H�U�H�D�� �v�Q�� �F�D�U�H�� �V�X�Q�W��

instalate sistemele informatice; �G�D�F���� �L-�D�� �I�R�V�W�� �D�G�X�V���� �O�D�� �F�X�Q�R���W�L�Q�
���� �I�L���D�� �G�H�� �S�R�V�W�� ���D�W�U�L�E�X�
�L�L�O�H��

�I�X�Q�F�
�L�R�Q�D�O�H���� �G�D�F�����L-�D�X���I�R�V�W���D�G�X�V�H���O�D���F�X�Q�R���W�L�Q�
�����U�H�J�X�O�L�O�H���G�H���S�U�H�O�X�F�U�D�U�H���D���L�Q�I�R�U�P�D�
�L�H�L�����L���L�Q�V�W�U�X�F�
�L�X�Q�L�O�H��

�F�X�� �S�U�L�Y�L�U�H�� �O�D�� �X�W�L�O�L�]�D�U�H�D�� ���L�� �V�H�F�X�U�L�W�D�W�H�D�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H�� �F�D�]�X�U�L�� �G�H�� �v�Q�F���O�F�D�U�H�� �D�� �U�H�J�L�P�Xlui de 

lucru, a �S�U�R�F�H�G�X�U�L�L���G�H���H�I�H�F�W�X�D�U�H���D���O�X�F�U���U�L�O�R�U����a �R�U�G�L�Q�L�L���G�H���D�F�F�H�V���O�D���L�Q�I�R�U�P�D�
�L�D���F�R�P�S�X�W�H�U�L�]�D�W���� modul 

de distrugere a �X�U�P�H�O�R�U���L�Q�I�U�D�F�
�L�X�Q�L�L�� 

�Ì�Q�� �G�H�S�H�Q�G�H�Q�
���� �G�H�� �F�D�W�H�J�R�U�L�D�� �L�Q�I�U�D�F�
�L�X�Q�L�L�� �L�Q�I�R�U�P�D�W�L�F�H�� �V���Y�k�U���L�W�H���� �O�D�� �Dudierea 

�E���Q�X�L�W�X�O�X�L���v�Q�Y�L�Q�X�L�W�X�O�X�L�����V�H���Y�D���
�L�Qe �F�R�Q�W���G�H���D�Q�X�P�L�W�H���v�Q�W�U�H�E���U�L-tip, spre exemplu:  

 �v�Q�� �F�D�]�X�O�� �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U �S�U�H�Y���]�X�W�H�� �O�D�� �D�U�W���������� �&�3�� ���L��al altor �L�Q�I�U�D�F�
�L�X�Q�L��similare: �L�Q�I�R�U�P�D�
�L�D��

�F�R�P�S�X�W�H�U�L�]�D�W�����O�D���F�D�U�H���D�U�H���D�F�F�H�V�� �R�S�H�U�D�
�L�X�Q�L�O�H���G�H�� �S�U�H�O�X�F�U�D�U�H���D���L�Q�I�R�U�P�D�
�L�H�L�� �S�H���F�D�U�H�� �D�U�H���G�U�H�S�W�X�O���V���� �O�H��

execute; nivelul �G�U�H�S�W�X�U�L�O�R�U�� �G�H�� �D�F�F�H�V�� �O�D�� �L�Q�I�R�U�P�D�
�L�H�� �P�R�G�D�O�L�W�D�W�H�D�� �G�H�� �D�F�F�H�V�D�U�H�� �Q�H�D�X�W�R�U�L�]�D�W���� �D��

�L�Q�I�R�U�P�D�
�L�H�L�� �F�R�P�S�X�W�H�U�L�]�D�W�H�� �P�R�G�X�O�� �G�H�� �S���W�U�X�Q�G�H�U�H�� �v�Q�� �v�Q�F���S�H�U�H�D�� �v�Q�� �F�D�U�H�� �V�X�Q�W�� �L�Q�V�W�D�O�D�W�H�� �V�L�V�W�H�P�H�O�H��

�L�Q�I�R�U�P�D�W�L�F�H�� ���L�� �G�H�� �F�R�Q�H�F�W�D�U�H�� �O�D�� �U�H�
�H�D�X�D�� �L�Q�I�R�U�P�D�W�L�F���� �U�H�V�W�U�L�F�
�L�L�O�H�� �G�H�� �D�F�F�H�V�� �v�Q�� �v�Q�F���S�H�U�H�D��unde sunt 

instalate sistemele informatice; �G�H�� �X�Q�G�H�� �D�� �D�I�O�D�W�� �S�D�U�R�O�H�O�H�� ���L�� �F�R�G�X�U�L�O�H�� �G�H�� �D�F�F�H�V�� �O�D�� �L�Q�I�R�U�P�D�
�L�H�� 

�S�D�U�Y�H�Q�L�U�H�D���S�U�R�S�X�Q�H�U�L�O�R�U���G�H���O�D���D�O�W�H���S�H�U�V�R�D�Q�H���G�H���W�U�D�Q�V�P�L�W�H�U�H���D���L�Q�I�R�U�P�D�
�L�H�L�����V�R�I�W�X�U�L�O�R�U�� persoanele care 

���L-�D�X�� �P�D�Q�L�I�H�V�W�D�W�� �L�Q�W�H�U�H�V�X�O�� �G�H�� �D�� �R�E�
�L�Q�H�� �S�D�U�R�O�H�O�H�� ���L codurile de acces; �F�X�Q�R�D���W�H�U�H�D�� �I�D�S�W�X�O�X�L�� �F����

�L�Q�I�R�U�P�D�
�L�D���R�E�
�L�Q�X�W�����H�V�W�H���S�U�R�W�H�M�D�W�����G�H���O�H�J�H�� persoanele care l-au informat despre datele informatice 

�V�W�R�F�D�W�H�� �v�Q�� �F�D�O�F�X�O�D�W�R�U�� �F�R�Q�
�L�Q�X�W�X�O�� �L�Q�I�R�U�P�D�
�L�H�L�� �S�H�� �F�D�U�H�� �D�� �D�F�F�H�V�D�W-o, a distrus-o, a deteriorat-o, a 

modificat-o, a blocat-o sau a copiat-o; �V�F�R�S�X�O���X�U�P���U�L�W���O�D���F�R�P�L�W�H�U�H�D���I�D�S�W�H�L�� proprietarul/utilizatorul 

�O�H�J�D�O���D�O���L�Q�I�R�U�P�D�
�L�H�L���S�H���F�D�U�H���D���D�F�F�H�V�D�W-o ilegal; modul de u�W�L�O�L�]�D�U�H���D���L�Q�I�R�U�P�D�
�L�H�L���R�E�
�L�Q�X�W�H��  

 �v�Q�� �F�D�]�X�O���L�Q�I�U�D�F�
�L�X�Q�L�L�� �S�U�H�Y���]�X�W�H�� �O�D�� �D�U�W���������� �&�3�� ���L��al altor �L�Q�I�U�D�F�
�L�X�Q�L��similare: modul de 

�G�R�E�k�Q�G�L�U�H�� �D�� �P�L�M�O�R�F�X�O�X�L�� �W�H�K�Q�L�F���S�U�R�G�X�V�X�O�X�L�� �S�U�R�J�U�D�P�� �O�L�P�E�D�M�H�O�H�� �G�H�� �S�U�R�J�U�D�P�D�U�H�� �S�H�� �F�D�U�H�� �O�H�� �S�R�V�H�G���� 

scopul producerii, �L�P�S�R�U�W�X�O�X�L���� �F�R�P�H�U�F�L�D�O�L�]���U�L�L���� �W�U�D�Q�V�Piterii mijloacelor tehnice/produselor 

program; �V�S�H�F�L�I�L�F�X�O�� ���L�� �P�R�G�X�O�� �G�H�� �X�W�L�O�L�]�D�U�H�� �D�� �P�L�M�O�R�F�X�O�X�L��tehnic/produsului program; stabilirea 

�S�U�R�G�X�V�H�O�R�U�� �S�U�R�J�U�D�P�� �D�O�� �F���U�R�U��autor este necunoscut; �F�D�]�X�U�L�� �G�H�� �S�H�U�W�X�U�E�D�U�H�� �D�� �I�X�Q�F�
�L�R�Q���U�L�L�� �P�L�M�O�R�F�X�O�X�L��

�W�H�K�Q�L�F�� ���L��a �G�L�V�S�R�]�L�W�L�Y�H�O�R�U�� �G�H�� �S�U�R�W�H�F�
�L�H�� �D�� �L�Q�I�R�U�P�D�
�L�H�L�� �v�Q�W�U-�R�� �D�Q�X�P�L�W���� �S�H�U�L�R�D�G���� �G�H�� �W�L�P�S�� stabilirea 

cazurilor de alterare �D���I�X�Q�F�
�L�R�Q���U�L�L���S�U�R�G�X�V�H�O�R�U���S�U�R�J�U�D�P�����L�G�H�Q�W�L�I�L�F�D�U�H�D���Y�L�U�X���L�O�R�U���H�O�H�F�W�U�R�Q�L�F�L�����S�U�H�F�X�P��

���L���D�O�W�H���G�H�U�H�J�O���U�L �v�Q���I�X�Q�F�
�L�R�Q�D�U�H�D���V�R�I�W�X�U�L�O�R�U�� algoritmul de f�X�Q�F�
�L�R�Q�D�U�H���D���S�U�R�G�X�V�X�O�X�L���S�U�R�J�U�D�P������ 

 �v�Q���F�D�]�X�O �L�Q�I�U�D�F�
�L�X�Q�L�L���S�U�H�Y���]�X�W�H���O�D���D�U�W�����������&�3�����L��al altor �L�Q�I�U�D�F�
�L�X�Q�L��similare: d�D�F�����
�L�Q�H���P�L�Q�W�H��

�U�H�J�X�O�L�O�H���G�H���S�U�H�O�X�F�U�D�U�H���D���L�Q�I�R�U�P�D�
�L�H�L���F�R�P�S�X�W�H�U�L�]�D�W�H�����G�H���X�W�L�O�L�]�D�U�H���D���V�L�V�W�H�P�H�O�R�U�����L���U�H�
�H�O�H�O�R�U���L�Q�I�R�U�P�D�W�L�F�H�� 

�D�W�U�L�E�X�
�L�L�O�H���V�D�O�H���I�X�Q�F�
�L�R�Q�D�O�H���v�Q���F�D�G�U�X�O���v�Q�W�U�H�S�U�L�Q�G�H�U�L�L�� �G�R�F�X�P�H�Q�W�H�O�H�����L���v�Q�V�F�U�L�V�X�U�L�O�H���v�Q���F�D�U�H���D���I�R�V�W���I�L�[�D�W����

�D�F�W�L�Y�L�W�D�W�H�D���V�D���v�Q���]�L�X�D���V���Y�k�U���L�U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�L�� �R�S�H�U�D�
�L�X�Q�L�O�H���H�I�H�F�W�X�D�W�H���O�D���F�D�O�F�X�O�D�W�R�U��de �S�H�U�V�R�D�Q�D���D�X�G�L�D�W����

�v�Q�� �]�L�X�D�� �F�R�P�L�W�H�U�L�L�� �L�Q�I�U�D�F�
�L�X�Q�L�L�� �U�H�V�S�H�F�W�D�U�H�D�� �F�H�U�L�Q�
�H�O�R�U�� �G�H�� �S�U�R�W�H�F�
�L�H�� �D�Q�W�L�Y�L�U�X�V�� �P�R�P�H�Q�W�X�O�� �F�R�Q�V�W�D�W���U�L�L��
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Procedura re�
�L�Q�H�U�L�L���� �F�H�U�F�H�W���U�L�L���� �S�U�H�G���U�L�L���� �S�H�U�F�K�H�]�L�
�L�R�Q���U�L�L�� �V�D�X�� �U�L�G�L�F���U�L�L�� �W�U�L�P�L�W�H�U�L�O�R�U�� �S�R��tale, se 

�G�H�V�I�����R�D�U�� �v�Q���X�U�P���W�R�D�U�H�O�H���H�W�D�S�H�� 

1) ordonan�
�D�� �F�X���S�U�L�Y�L�U�H���O�D���G�L�V�S�X�Q�H�U�H�D���P���V�X�U�L�L���V�S�H�F�L�D�O�H���G�H���L�Q�Y�H�V�W�L�J�D�
ii, precum ��i autoriza�
ia 

�M�X�G�H�F���W�R�U�X�O�X�L�� �G�H�� �L�Q�V�W�U�X�F�
ie se transmit ��efului institu�
iei po��tale (pct. 119 din Regulile privind 

prestarea serviciilor po��tale); 

������ �v�Q�� �F�D�]�X�O�� �v�Q�� �F�D�U�H�� �S�D�U�Y�L�Q�� �W�U�L�P�L�W�H�U�L�� �S�R���W�D�O�H���� �L�Q�G�L�F�D�W�H�� �v�Q�� �R�U�G�R�Q�D�Q�
������ �S�U�L�P�L�W�H�� �V�D�X�� �H�[�S�H�G�L�D�W�H�� �G�H��

�F���W�U�H���E���Q�X�L�W�X�O���V�D�X���v�Q�Y�L�Q�X�L�W�X�O���v�Q���S�U�L�Y�L�Q�
�D���F���U�X�L�D���D���I�R�V�W���G�L�V�S�X�V�����P���V�X�U�D���V�S�H�F�L�D�O�����G�H���L�Q�Y�H�V�W�L�J�D�
ii, ��eful 

institu�
iei po��tale le re�
�L�Q�H�����S�k�Q�����O�D���H�[�D�P�L�Q�D�U�H�D���D�F�H�V�W�R�U�D���G�H���F���W�U�H���R�U�J�D�Q�X�O���v�P�S�X�W�H�U�Q�L�F�L�W�� 

3) despre aceasta ��eful institu�
iei po���W�D�O�H���v�L���F�R�P�X�Q�L�F�����L�P�H�G�L�D�W���S�U�R�F�X�U�R�U�X�O�X�L�� 

4) rep�U�H�]�H�Q�W�D�Q�W�X�O���R�U�J�D�Q�X�O�X�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�������S�U�H�]�H�Q�W�k�Q�G�X-�V�H���v�Q���L�Q�V�W�L�W�X�
ia po���W�D�O�������D�G�X�F�H���O�D��

cuno��tin�
a ��efului acestei institu�
�L�L���� �F�R�Q�W�U�D�� �V�H�P�Q���W�X�U������ �R�U�G�R�Q�D�Q�
a de examinare ��i ridicare a 

trimiterilor po��tale; 

������ �U�H�S�U�H�]�H�Q�W�D�Q�W�X�O�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �G�H�V�Fhide ���L�� �H�[�D�P�L�Q�H�D�]��, �v�Q�� �S�U�H�]�H�Q�
�D�� ���H�I�X�Oui 

�L�Q�V�W�L�W�X�
�L�H�L���S�R���W�D�O�H�� trimiterile po���W�D�O�H���S�D�U�Y�H�Q�L�W�H���G�H���O�D���E���Q�X�L�W���v�Q�Y�L�Q�X�L�W���V�D�X���H�[�S�H�G�L�D�W�H���F���W�U�H���D�F�H�V�W�D�� 

������ �v�Q���F�D�]�X�O���G�H�V�F�R�S�H�U�L�U�L�L�� �G�R�F�X�P�H�Q�W�H�O�R�U����i obiectelor care au importan�
����pentru �F�D�X�]�D���S�H�Q�D�O������

�U�H�S�U�H�]�H�Q�W�D�Q�W�X�O���R�U�J�D�Q�X�O�X�L���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����O�H���U�L�G�L�F�����V�D�X���I�D�F�H���F�R�S�L�L�O�H���U�H�V�S�H�F�W�L�Y�H�����L�D�U���v�Q���O�L�S�V�D���X�Q�R�U��

asemenea documente ���L�� �R�E�L�H�F�W�H���� �U�H�S�U�H�]�H�Q�W�D�Q�W�X�O�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �G�L�V�S�X�Q�H�� �v�Q�P�k�Q�D�U�H�D��

trimiterilor po��tale examinate adresantului, cu �v�Q�W�R�F�P�L�U�H�D���X�Q�X�L���S�U�R�F�H�V-�Y�H�U�E�D�O���v�Q���D�F�H�V�W���V�H�Q�V�� 

Procesul-verbal cu privire la examinarea ��i ridicarea trimiterilor po���W�D�O�H�� �V�H�� �v�Q�W�R�F�P�H��te de 

�F���W�U�H�� �U�H�S�U�H�]�H�Q�W�D�Q�W�X�O�� �R�U�J�D�Q�X�O�X�L�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O������ �v�Q�� �S�U�H�]�H�Q�
�D�� �F�R�Q�G�X�F���W�R�U�X�O�X�L�� �L�Q�V�W�L�W�X�
iei po��tale, 

pentru fiecare caz de examinare a trimiterilor po��tale. 

�3�H�� �O�k�Q�J���� �H�O�H�P�H�Q�W�H�O�H�� �S�U�H�Y���]�X�W�H�� �O�D�� �D�U�W���� ����������i 261 din CPP, procesul-�Y�H�U�E�D�O�� �W�U�H�E�X�L�H�� �V���� �P�D�L��

�L�Q�F�O�X�G������i: �F�L�Q�H�����X�Q�G�H�����F�k�Q�G���D���H�[�D�P�L�Q�D�W�����U�L�G�L�F�D�W���W�U�L�P�L�W�H�U�H�D���S�R���W�D�O�����V�D�X��a �G�L�V�S�X�V���v�Q�P�k�Q�D�U�H�D���D�F�H�V�W�H�L�D��

adresantului; genul de trimitere po���W�D�O���� de pe care trimiteri po���W�D�O�H�� �D�X�� �I�R�V�W�� �I���F�X�W�H�� �F�R�S�L�L�� ce 

mijloace tehnice au fost utilizate; ce s-a depistat; consemnarea faptului prevenirii tuturor 

participan�
ilor ��i a celor prezen�
i la ac�
iunea �S�U�R�F�H�V�X�D�O���� �G�H�V�S�U�H�� �R�E�O�L�J�D�W�L�Y�L�W�D�W�H�D�� �S���V�W�U���U�L�L�� �V�H�F�U�Htului 

coresponden�
�H�L���� �Q�H�G�L�Y�X�O�J���U�L�L�� �L�Q�I�R�U�P�D�
�L�H�L�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �X�U�P���U�L�U�H�D�� �S�H�Q�D�O������ �S�U�H�F�X�P����i despre 

�U���V�S�X�Q�G�H�U�H�D���S�H�Q�D�O�����S�U�H�Y���]�X�W�����O�D���D�U�W��������������i 315 din CP. 

O situa�
ie aparte �S�U�H�]�]�L�Q�W�� coresponden�
�D���v�Q�W�U�H���G�H�
inut ���L���D�Y�R�F�D�W�X�O���V���X�����v�Q���F�D�X�]�D���&�D�P�S�E�H�O�O���F����

Regatului Unit [329], Curtea a men�
�L�R�Q�D�W�� �F����asemenea coresponden�
�D�� �S�R�D�W�H�� �I�L�� �F�L�W�L�W���� �Q�X�P�D�L�� �v�Q��

situa�
ii excep�
ionale. 
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Monitorizarea conexiunilor comunica�0iilor telegrafice �.i electronice 

Potrivit alin.(1) al art.1341 CPP, monitorizarea conexiunilor comunica�
iilor telegrafice ��i 

electronice ���L���D���D�O�W�R�U���F�R�P�X�Q�L�F���U�L��presupune accesul ��i verificarea �± �I���U���� �v�Q��tiin�
area expeditorului 

sau a destinatarului �± a �F�R�P�X�Q�L�F���U�L�O�R�U�� �F�H�� �D�X�� �I�R�V�W�� �W�U�D�Q�V�P�L�V�H�� �L�Q�V�W�L�W�X�
�L�L�O�R�U�� �F�D�U�H�� �S�U�H�V�W�H�D�]���� �V�H�U�Y�L�F�L�L�� �G�H��

livrare a coresponden�
�H�L�� �H�O�H�F�W�U�R�Q�L�F�H�� �V�D�X�� �D�� �D�O�W�R�U���F�R�P�X�Q�L�F���U�L����i a apelurilor de primire ��i ie��ire ale 

abonatului. 

�'�D�F���� �G�L�Q�� �G�H�Q�X�P�L�U�H�D�� �D�U�W�L�F�R�O�X�O�X�L�� ������1 �&�3�3�� ���Ä�0�R�Q�L�W�R�U�L�]�D�U�H�D�� �F�R�Q�H�[�L�X�Q�L�O�R�U�� �F�R�P�X�Q�L�F�D�
iilor 

telegrafice ���L�� �H�O�H�F�W�U�R�Q�L�F�H�´�� �V�H�� �F�U�H�H�D�]���� �L�P�S�U�H�V�L�D�� �F���� �O�H�J�L�X�L�W�R�U�X�O�� �G�R�U�H���W�H�� �V���� �U�H�J�O�H�P�H�Q�W�H�]�H�� �P�R�G�X�O�� �G�H��

descoperire ��i de �F�D�S�W�X�U�D�U�H���D���D�F�W�L�Y�L�W���
ii din re�
�H�D�����D�G�L�F�����D���G�D�W�H�O�R�U���U�H�I�H�U�L�W�R�D�U�H���O�D���W�U�D�I�L�F�X�O���L�Q�I�R�U�P�D�W�L�F����

atunci din lecturarea con�
inutului articolului respectiv �F�R�Q�V�W�D�W���P���F�����D�F�H�V�W�D���F�X�S�U�L�Q�G�H�����L���U�H�J�O�H�P�H�Q�W���U�L��

cu privire la interceptarea ���L�� �v�Q�U�H�J�L�V�W�U�D�U�H�D�� �G�D�W�H�O�R�U�� �U�H�I�H�U�L�W�R�D�U�H�� �O�D�� �F�R�Q�
inut. Acest fapt reiese din 

alin.(2), care men�
�L�R�Q�H�D�]�����F�����R�I�L�
�H�U�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����V�D�X���S�U�R�F�X�U�R�U�X�O���L�D���F�X�Q�R��tin�
�����L�P�H�G�L�D�W�����G�D�U��

�Q�X�� �P�D�L�� �W�k�U�]�L�X�� �G�H�� ������ �G�H�� �R�U�H�� �G�L�Q�� �P�R�P�H�Q�W�X�O�� �U�H�F�H�S�
�L�R�Q���U�L�L�� �L�Q�I�R�U�P�D�
iei, de con�
inu�W�X�O�� �F�R�P�X�Q�L�F���U�L�L����i 

�D�G�R�S�W���� �R�� �G�H�F�L�]�L�H�� �S�U�L�Y�L�Q�G�� �U�L�G�L�F�D�U�H�D�� �D�F�H�V�W�H�L�D�� �V�D�X�� �W�U�D�Q�V�P�L�W�H�U�H�D�� �H�L�� �S�H�Q�W�U�X�� �O�L�Y�U�D�U�H�� �X�O�W�H�U�L�R�D�U������ �F�X��

fotografierea, copierea sau fixarea prin alt mijloc tehnic a con�
�L�Q�X�W�X�O�X�L���F�R�P�X�Q�L�F���U�L�L. 

�3�R�W�U�L�Y�L�W���/�H�J�L�L���F�X���S�U�L�Y�L�U�H���O�D���L�Q�I�R�U�P�D�W�L�F�������D�U�W����������traficul informatic �U�H�S�U�H�]�L�Q�W�����F�L�U�F�X�O�D�
ia datelor 

���L���D���S�U�R�J�U�D�P�H�O�R�U���v�Q�W�U�H���G�R�L���V�D�X���P�D�L���P�X�O�
i utilizatori, iar datele referitoare la trafic �± �v�Q���F�R�U�H�V�S�X�Q�G�H�U�H��

cu Legea cu privire la prevenirea ���L�� �F�R�P�E�D�W�H�U�H�D�� �F�U�L�P�L�Q�D�O�L�W���
ii informatice �± constituie orice date 

�D�Y�k�Q�G���O�H�J���W�X�U�����F�X���R���F�R�P�X�Q�L�F�D�U�H���W�U�D�Q�V�P�L�V�����S�U�L�Q�W�U-�X�Q���V�L�V�W�H�P���L�Q�I�R�U�P�D�W�L�F�����S�U�R�G�X�V�H���G�H���D�F�H�V�W���V�L�V�W�H�P���v�Q��

calitate de element al lan�
�X�O�X�L���G�H���F�R�P�X�Q�L�F�D�U�H�����L�Q�G�L�F�k�Q�G���R�U�L�J�L�Q�H�D ���Q�X�P���U�X�O���G�H���W�H�O�H�I�R�Q�����D�G�U�H�V�D���,�3���V�D�X��

alte elemente de identificare ale dispozitivului de comunica�
�L�L���F���U�X�L�D���,�6�3���v�L���D�F�R�U�G�����V�H�U�Y�L�F�L�L [320, p. 

6]), destina�
ia (elementele de identificare ale dispozitivului de comunica�
�L�L�� �F���W�U�H�� �F�D�U�H�� �V�X�Q�W��

�W�U�D�Q�V�P�L�V�H�� �F�R�P�X�Q�L�F���U�L�O�H [320, p. 6]), itinerarul, ora, data, �P���U�L�P�H�D���� �G�X�U�D�W�D�� �V�D�X�� �W�L�S�X�O�� �G�H�� �V�H�U�Y�L�F�L�X��

subiacent (�W�L�S�X�O���G�H���V�H�U�Y�L�F�L�X���F�D�U�H���H�V�W�H���X�W�L�O�L�]�D�W���v�Q���F�D�G�U�X�O���U�H�
elei, de exemplu, transfer de fi��iere, po���W����

�H�O�H�F�W�U�R�Q�L�F�����V�D�X���P�H�V�D�J�H�U�L�H���L�Q�V�W�D�Q�W�D�Q�H�H [320, p. 6]). 

Legiuitorul nu �G�H�O�L�P�L�W�H�D�]����traficul informatic (Traffic data) de con�
�L�Q�X�W�X�O�� �F�R�P�X�Q�L�F���U�L�L��

informatice (Content data), de��i Conven�
ia CE �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F���� �O�H�� �G�H�G�L�F����

articole (art.20 ��i 21) ���L�� �U�H�J�O�H�P�H�Q�W���U�L�� �V�H�S�D�U�D�W�H�� �D�F�H�V�W�R�U�� �G�R�X���� �Q�R�
iuni. Cu toate acestea, Conven�
ia 

�D�G�P�L�W�H�� �F�D�� �v�Q�� �O�H�J�L�V�O�D�
iile na�
�L�R�Q�D�O�H�� �D�O�H�� �V�W�D�W�H�O�R�U�� �3���U�
�L�� �V���� �I�L�H�� �D�S�O�L�F�D�E�L�O�H�� �Q�R�U�P�H�� �F�R�P�X�Q�H�� �S�H�Q�W�U�X�� �D�F�H�V�W�H��

�G�R�X�����L�Q�V�W�L�W�X�
ii  [320, p. 36]. 

�3�H�Q�W�U�X�� �R�� �v�Q�
�H�O�H�J�H�U�H�� �P�D�L�� �V�L�P�S�O������ �O�H�� �S�X�W�H�P�� �D�V�H�P�X�L�� �F�X�� �U�L�G�L�F�D�U�H�D�� �L�Q�I�R�U�P�D�
iilor referitoare la 

d�H�V�F�L�I�U���U�L�O�H�� �F�R�Q�Y�R�U�E�L�U�L�O�R�U�� �W�H�O�H�I�R�Q�L�F�H, �v�Q�� �F�D�]�X�O�� �G�D�W�H�O�R�U��cu privire la trafic, ��i cu interceptarea 

�F�R�P�X�Q�L�F���U�L�O�R�U�� �W�H�O�H�I�R�Q�L�F�H, �v�Q�� �F�D�]�X�O�� �G�D�W�H�O�R�U�� �U�H�I�H�U�L�W�R�D�U�H�� �O�D�� �F�R�Q�
inut [320, p. 40, 330]. Din aceste 

�F�R�Q�V�L�G�H�U�H�Q�W�H���� �S�O�H�G���P�� �S�H�Q�W�U�X�� �R�S�H�U�D�U�H�D�� �P�R�G�L�I�L�F���U�L�O�R�U�� �G�H�� �U�L�J�R�D�U�H�����D���D �v�Q�F�k�W��interceptarea datelor 
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referitoare la con�
�L�Q�X�W�� ���H�[�F�O�X�]�k�Q�G�� �F�R�O�H�F�W�D�U�H�D�� �G�D�W�H�O�R�U�� �S�U�L�Y�L�Q�G�� �W�U�D�I�L�F�X�O�� �L�Q�I�R�U�P�D�W�L�F���� �V���� �I�L�H���H�I�H�F�W�X�D�W����

�G�R�D�U���v�Q���F�D�X�]�H�O�H���F�X���S�U�L�Y�L�U�H���O�D���V���Y�k�U��irea infrac�
iunilor enumerate exhaustiv la art.1328 alin.(2) CPP. 

C�R�Q�V�W�D�W���P���R���O�D�F�X�Q�����O�H�J�L�V�O�D�W�L�Y�D������i anume aceea de concuren�
�����G�L�Q�W�U�H���Q�R�U�P�H�O�H���S�U�R�F�H�V�X�D�O�H���G�H��

�O�D�� �D�U�W���������� �&�3�3�� ���Ä�5�H�
inerea, cercetarea, predarea, perchezi�
ionarea sau ridicarea trimiterilor 

po���W�D�O�H�´������i cele de la art.1341 �&�3�3���� �G�H�R�D�U�H�F�H���D�P�E�H�O�H���D�U�W�L�F�R�O�H���U�H�J�O�H�P�H�Q�W�H�D�]���� �P�R�G�X�O���G�H���U�L�G�L�F�D�U�H���D��

�F�R�P�X�Q�L�F���U�L�O�R�U�� �H�O�H�F�W�U�R�Q�L�F�H���� �Ä�F�R�P�X�Q�L�F���U�L�� �S�U�L�Q�� �S�R���W�D�� �H�O�H�F�W�U�R�Q�L�F���´���� �Ä�F�R�P�X�Q�L�F�D�
�L�L�� �H�O�H�F�W�U�R�Q�L�F�H�´����

�Ä�F�R�U�H�V�S�R�Q�G�H�Q�
�����H�O�H�F�W�U�R�Q�L�F���´�����2�U�����W�R�D�W�H���D�F�H�V�W�H���H�[�S�U�H�V�L�L���V�H�P�Q�L�I�L�F�����R�U�L�F�H���J�H�Q���G�H��com�X�Q�L�F���U�L, efectuate 

prin intermediul IT: prin po���W�����H�O�H�F�W�U�R�Q�L�F�������I�L�H���S�U�L�Q���L�Q�W�H�U�P�H�G�L�X�O���E�U�R�Z�V�H�U-ului sau aplica�
iilor), prin 

programe pentru schimb rapid de mesaje (WhatsApp, Viber, Jabber, ICQ, Skype).  

Astfel, potrivit Raportului explicativ la Conven�
ia cu �S�U�L�Y�L�U�H�� �O�D�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F�� 

[320, p. 35], �O�D�� �F�R�P�X�Q�L�F���U�L�O�H�� �H�O�H�F�W�U�R�Q�L�F�H�� �V�H�� �U�H�I�H�U���� �D�W�k�W��cele transmise prin intermediul re�
elelor 

�L�Q�I�R�U�P�D�W�L�F�H�� �S�U�L�Q�� �F�D�E�O�X���� �F�k�W����i �F�R�P�X�Q�L�F���U�L�O�H �I���U���� �I�L�U���� �S�X�E�O�L�F�H�� �V�D�X�� �S�U�L�Y�D�W�H, con�
inutul propriu-zis al 

�F�R�P�X�Q�L�F���U�L�L, mesajele, precum ��i alte informa�
ii  transmise. 

Aceasta situa�
�L�H�� �S�U�R�Y�R�D�F���� �F�R�Q�I�X�]�L�D�� �Q�R�U�P�H�O�R�U�� �F�D�U�H�� �W�U�H�E�X�L�H�� �D�S�O�L�F�D�W�H�� �v�Q�� �F�D�]�X�O�� �Q�H�F�H�V�L�W���
ii 

�U�L�G�L�F���U�L�L�� �F�R�Q�
inutului coresponden�
ei electronice, iar deosebirea �P�D�M�R�U���� �F�R�Q�V�W���� �v�Q�� �L�Q�V�W�L�W�X�
ia care 

�X�U�P�H�D�]�����D���I�L���L�P�S�O�L�F�D�W�����v�Q���D�F�H�V�W���S�U�R�F�H�V����institu�
ia po���W�D�O�����V�D�X��cea �F�D�U�H���S�U�H�V�W�H�D�]�����V�H�U�Y�L�F�L�L���G�H���O�L�Y�U�D�U�H���D��

coresponden�
ei electronice. 

Din aceste considerente, propunem modificarea alin.(2) al art.133 CPP, prin excluderea 

�F�X�Y�L�Q�W�H�O�R�U���Ä����i prin po��ta elec�W�U�R�Q�L�F���´�����L�D�U���G�X�S�����v�P�E�L�Q�D�U�H�D���Äscrisori de orice gen,�´���V�����I�L�H introduse 

�F�X�Y�L�Q�W�H�O�H���Äcu excep�
ia celor electronice,�´�� 

Colectarea datelor referitoare la traficul informatic���� �S�H�� �O�k�Q�J���� �S�U�R�E�O�H�P�Hle legislative, mai 

poate ridica ��i anumite probleme tehnice, cum ar fi : stocarea datelor (a�W�X�Q�F�L���F�k�Q�G���H�[�L�V�W�����X�Q���Y�R�O�X�P��

�P�D�U�H���G�H���D�F�W�L�Y�L�W�D�W�H���v�Q���U�H�
�H�D�����P�D�L���D�O�H�V���v�Q���W�L�P�S�X�O���X�Q�R�U���H�Y�H�Q�L�P�H�Q�W�H���R�V�W�L�O�H�����F�X�P���D�U���I�L���D�W�D�F�X�U�L�O�H�����M�X�U�Q�D�O�H�O�H��

�D�U���S�X�W�H�D���v�Q�U�H�J�L�V�W�U�D���P�X�O�W�H���H�Y�H�Q�L�P�H�Q�W�H���v�Q�W�U-�X�Q���W�L�P�S���V�F�X�U�W�����'�D�F�����Q�X���H�V�W�H���G�L�V�S�R�Q�L�E�L�O���V�X�I�L�F�L�H�Q�W���V�S�D�
iu de 

stocare, informa�
�L�L�O�H�� �G�H�V�S�U�H�� �D�F�W�L�Y�L�W�D�W�H�D�� �U�H�F�H�Q�W���� �D�U�� �S�X�W�H�D�� �I�L�� �V�X�S�U�D�V�F�U�L�V�H����i pierdute), traficul criptat 

(c�k�Q�G�� �W�U�D�I�L�F�X�O�� �L�Q�I�R�U�P�D�W�L�F�� �H�V�W�H�� �F�U�L�S�W�D�W���� �G�L�V�S�R�]�L�W�L�Y�H�O�H�� �F�D�U�H�� �P�R�Q�L�W�R�U�L�]�H�D�]���� �W�U�D�I�L�F�X�O�� �G�H-�D�� �O�X�Q�J�X�O�� �F���L�L��

�F�U�L�S�W�D�W�H�����Y���G���Q�X�P�D�L���F�D�U�D�F�W�H�U�L�V�W�L�F�L�O�H���G�H���E�D�]�����D�O�H���D�F�H�V�W�Xia, cum ar fi, de exemplu, sursa ��i destina�
ia 

adreselor IP, de aceea sursa de date trebuie pozi�
�L�R�Q�D�W���� �D�F�R�O�R�� �X�Q�G�H�� �S�R�D�W�H�� �Y�H�G�H�D�� �D�F�W�L�Y�L�W�D�W�H�D��

�G�H�F�U�L�S�W�D�W���������L��alternarea punctelor de acces (a�W�D�F�D�W�R�U�L�L���L�Q�W�U�����D�G�H�V�H�D���v�Q���U�H�
ele, �D�O�W�H�U�Q�k�Q�G���S�X�Q�F�W�H�O�H���G�H��

acces, �S�H�Q�W�U�X�� �D�� �H�Y�L�W�D�� �G�H�W�H�F�W�D�U�H�D�� �G�H�� �F���W�U�H�� �F�R�Q�W�U�R�D�O�H�O�H���G�H�� �V�H�F�X�U�L�W�D�W�H���F�D�U�H�� �P�R�Q�L�W�R�U�L�]�H�D�]���� �S�X�Q�F�W�H�O�H�� �G�H��

acces importante) [26, p. 257]. 

�$�Y�k�Q�G�� �v�Q�� �Y�H�G�H�U�H��caracterul foarte intruziv al colect���U�L�L ���L�� �v�Q�U�H�J�L�V�W�U���U�L�L �F�R�P�X�Q�L�F���U�L�O�R�U��

electronice asupra vie�
ii private a persoanei [320, p. 37]�����O�H�J�L�X�L�W�R�U�X�O���D���S�U�H�Y���]�X�W, la art.1322 alin.(1) 

�S�F�W�������� �O�L�W���H���� �G�L�Q�� �&�3�3���� �R�E�O�L�J�D�W�L�Y�L�W�D�W�H�D�� �D�X�W�R�U�L�]���U�L�L�� �P���V�X�U�L�L��respective �G�H�� �F���W�U�H�� �M�X�G�H�F���W�R�U�X�O�� �G�H��
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instruc�
�L�H���� �D�V�L�J�X�U�k�Q�Gu-se controlul judiciar. �7�R�W�R�G�D�W������ �R�U�J�D�Q�X�O�� �W�U�H�E�X�L�H�� �V���� �U�H�V�S�H�F�W�H�� �W�R�D�W�H�� �F�R�Q�G�L�
iile 

�F�X�� �S�U�L�Y�L�U�H�� �O�D�� �L�P�L�[�W�L�X�Q�H�D�� �V�W�D�W�X�O�X�L�� �v�Q�� �Y�L�D�
�D�� �S�H�U�V�R�D�Q�H�L���� �V�W�D�E�L�O�L�W�H�� �D�Q�W�H�U�L�R�U�� �G�H�� �F���W�U�H�� �&�X�U�W�H�D�� �(�X�U�R�S�H�D�Q����

pentru Drepturile Omului (a se vedea cazurile Klass [331], Kruslin [332] , Huvig [333], Malone 

[334], Halford [335], Lambert [336]). 

Datele cu privire la conexiunile comunica�
iilor informatice pot constitui sau pot furniza 

�G�R�Y�H�]�L�� �L�P�S�R�U�W�D�Q�W�H�� �S�H�Q�W�U�X�� �F�D�X�]�D�� �S�H�Q�D�O������ �G�D�W�R�U�L�W���� �F�D�S�D�F�L�W���
ii re�
elelor informatice de a transmite 

�F�D�Q�W�L�W���
i mari de date, inclusiv de text scris, imagini ���L�� �V�X�Q�H�W���� �$�W�X�Q�F�L�� �F�k�Q�G�� �R���L�Q�I�U�D�F�
�L�X�Q�H��este 

�F�R�P�L�V������mai ales, de la distan�
������ �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �,�Q�W�H�U�Q�H�W�X�O�X�L���� �H�V�W�H�� �Q�H�F�H�V�D�U����i esen�
�L�D�O�� �V���� �V�H��

�X�U�P���U�H�D�V�F���� �U�X�W�D�� �F�R�P�X�Q�L�F�D�
�L�L�O�R�U�� �G�H�� �O�D�� �Y�L�F�W�L�P���� �F���W�U�H�� �I���S�W�X�L�W�R�U����Pot fi corelate ora, data, sursa ��i 

destina�
ia comunica�
iilor suspectului cu momentul intruziunilor �v�Q�� �Vistemele informatice ale 

victimelor, pot fi identificate alte victime [320, p. 37]. �Ì�Q�� �F�D�G�U�X�O�� �H�[�D�P�L�Q���U�L�L�� �W�U�D�I�L�F�X�O�X�L�� �L�Q�I�R�U�P�D�W�L�F��

(de re�
ea), �X�Q�� �L�Q�Y�H�V�W�L�J�D�W�R�U�� �S�R�D�W�H�� �V���� �I�D�F���� �R��conexiune �v�Q�W�U�H�� �R�� �D�G�U�H�V���� �,�3�� ���D�O�R�F�D�W���� �G�H�� �F���W�U�H�� �,�6�3������i 

�D�G�U�H�V�D�� �0�$�&�� �D�� �S�O���F�L�L�� �G�H�� �L�Q�W�H�U�I�D�
���� �F�X�� �U�H�
eaua���� �S�X�W�k�Q�G�� �D�V�W�I�H�O�� �L�G�H�Q�W�L�I�L�F�D�� �X�Q�� �D�Q�X�P�L�W�� �F�R�P�S�X�W�H�U [26, p. 

253]. 

Actele procesuale cu privire la dispunerea ���L�� �D�X�W�R�U�L�]�D�U�H�D�� �P���V�X�U�L�L�� �V�S�H�F�L�D�O�H�� �G�H�� �L�Q�Y�H�V�W�L�J�D�
ii 

�W�U�H�E�X�L�H�� �V���� �V�S�H�F�L�I�L�F�H�� �F�R�Q�F�U�H�W�� �F�R�P�X�Q�L�F���U�L�O�H�� �S�H�Q�W�U�X�� �F�D�U�H�� �X�U�P�H�D�]���� �D�� �I�L�� �F�R�O�H�F�W�D�W�H�� �G�D�W�H�O�H�� �U�H�I�H�U�L�W�R�D�U�H�� �O�D��

trafic, deoarece Conven�
ia CE �S�U�L�Y�L�Q�G�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F���� �Q�X�� �D�X�W�R�U�L�]�H�D�]���� �P�R�Q�L�W�R�U�L�]�D�U�H�D��

�J�H�Q�H�U�D�O�� ��i nediferen�
�L�D�W�� [320, p. 38]. Asigurarea execut���U�L�L tehnice �D���P�R�Q�L�W�R�U�L�]���U�L�L���F�R�Q�H�[�L�X�Q�L�O�R�U��

�H�V�W�H���S�X�V���� �v�Q���V�D�U�F�L�Q�D��ISP, ��i anume a institu�
�L�H�L���F�D�U�H���S�U�H�V�W�H�D�]���� �V�H�U�Y�L�F�L�L���G�H���O�L�Y�U�D�U�H�� �D���F�R�U�H�V�S�R�Q�G�H�Q�
ei 

electronice, a apelurilor de intrare ��i ie���L�U�H���V�D�X���D���D�O�W�R�U���F�R�P�X�Q�L�F���U�L. De��i legisla�
ia procesual-�S�H�Q�D�O����

nu s�S�H�F�L�I�L�F������ �W�R�W�X��i ISP �W�U�H�E�X�L�H�� �V���� �S�R�V�H�G�H�� �R�� �D�Q�X�P�L�W���� �L�Q�I�U�D�V�W�U�X�F�W�X�U���� �V�D�X�� �H�F�K�L�S�D�P�H�Q�W�H�� �S�H�� �W�H�U�L�W�R�U�L�X�O��

�5�0�����F�K�L�D�U���G�D�F�����Q�X���H�V�W�H���O�R�F�D�
�L�D���D�F�W�L�Y�L�W���
�L�O�R�U���V�D�O�H���G�H���E�D�]�����V�D�X���V�H�G�L�X�O���v�Q�W�U�H�S�U�L�Q�G�H�U�L�L�����Ì�Q���F�D�]���F�R�Q�W�U�D�U�����Y�D��

�I�L���Q�H�F�H�V�D�U�����v�Q�W�R�F�P�L�U�H�D���X�Q�H�L���F�R�P�L�V�L�L���U�R�J�D�W�R�U�L�L���v�Q���D�G�U�H�V�D���V�W�D�W�X�O�X�L���v�Q���F�D�U�H���V�H���D�I�O�����I�L�]�L�F��ISP. 

�7�R�W�R�G�D�W�������G�D�F����ISP �Q�X���D�U�H���S�R�V�L�E�L�O�L�W�D�W�H���W�H�K�Q�L�F�� de a realiza colectarea ���L���v�Q�U�H�J�L�V�W�U�D�U�H�D���G�D�W�H�O�R�U��

�U�H�I�H�U�L�W�R�D�U�H���O�D���W�U�D�I�L�F�X�O���L�Q�I�R�U�P�D�W�L�F�����D�F�H�D�V�W�����P���V�X�U�����Y�D���I�L���D�V�L�J�X�U�D�W�����W�H�K�Q�L�F���G�H���F���W�U�H���R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H��

�S�H�Q�D�O������i/sau organul �F�H�� �H�I�H�F�W�X�H�D�]���� �D�F�W�L�Y�L�W�D�W�H�D�� �V�S�H�F�L�D�O���� �G�H�� �L�Q�Y�H�V�W�L�J�D�
ii, prin conectarea la 

echipamentul institu�
�L�H�L���F�D�U�H���S�U�H�V�W�H�D�]�����V�H�U�Y�L�F�L�L���G�H���O�L�Y�U�D�U�H���D���F�R�U�H�V�S�R�Q�G�H�Q�
ei electronice, a apelurilor 

de intrare ��i ie���L�U�H���V�D�X���D���D�O�W�R�U���F�R�P�X�Q�L�F���U�L [320, p. 38]. 

Monitorizarea conexiunilor comunica�
iilor telegrafice ��i electronice are un caracter secret, 

din care motiv ISP �W�U�H�E�X�L�H�� �V���� �I�L�H�� �S�U�H�v�Q�W�k�P�S�L�Q�D�W�� �G�H�V�S�U�H�� �F�R�Q�I�L�G�H�Q�
�L�D�O�L�W�D�W�H�D�� �P���V�X�U�L�L ��i interdic�
ia 

�G�H�]�Y���O�X�L�U�L�L���G�D�W�H�O�R�U���F�D�U�H���L-au devenit cunoscute [320, p. 39]. 

Legisla�
ia interna�
�L�R�Q�D�O������precum ��i cea na�
�L�R�Q�D�O���� �Q�X�� �S�U�H�Y�H�G�H�� �P�R�G�D�O�L�W�D�W�H�D�� �W�H�K�Q�L�F���� �S�U�L�Q�� �F�D�U�H��

�X�U�P�H�D�]�����D���I�L���H�[�H�F�X�W�D�W�����P�R�Q�L�W�R�U�L�]�D�U�H�D���F�R�Q�H�[�L�X�Q�L�O�R�U comunica�
iilor telegrafice ��i electronice. 
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�7�R�W�R�G�D�W������ �R�S�H�U�D�W�R�U�L�L���� �S�H�� �O�k�Q�J�����L�Q�I�R�U�P�D�
�L�L�O�H �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �G�D�W�H�O�R�U�� �D�E�R�Q�D�
�L�O�R�U�� �V���L��

(numele, adresa, datele de facturare, serviciile prestate, inclusiv de roaming, numerele de telefon 

�v�Q�U�H�J�L�V�W�U�D�W�H���� �H�W�F�������� �G�L�V�S�X�Q�� ���L�� �G�H�� �v�Q�U�H�J�L�V�W�U���U�L�O�H�� �F�R�Q�Y�R�U�E�L�U�L�O�R�U�� �W�H�O�H�I�R�Q�L�F�H�� ���&�'�5������ �D�S�H�O�X�U�L�O�H�� �W�H�O�H�I�R�Q�L�F�H��

re�X���L�W�H���H���X�D�W�H�� �H�I�H�F�W�X�D�W�H���� �D�S�H�O�X�U�L�O�H�� �W�H�O�H�I�R�Q�L�F�H�� �U�H�X���L�W�H���H���X�D�W�H�� �S�U�L�P�L�W�H���� �P�H�V�D�M�H�O�H�� �6�0�6���0�0�6�� �W�U�L�P�L�V�H����

�P�H�V�D�M�H�O�H�� �6�0�6���0�0�6�� �U�H�F�H�S�
�L�R�Q�D�W�H���� �X�W�L�O�L�]�D�U�H�D�� �G�D�W�H�O�R�U�� �P�R�E�L�O�H���� �Q�X�P�H�U�H�O�H�� �G�H�� �W�H�O�H�I�R�Q�� �G�H�� �R�U�L�J�L�Q�H�� ���D�O�H��

apelantului), numerele de telefon finale (ale apelatului), IMEI-urile echipamentelor de 

�F�R�P�X�Q�L�F�D�
�L�H, �X�W�L�O�L�]�D�W�H�����L�� �G�H�Q�X�P�L�U�H�D�� �O�R�F�D�
�L�H�L�� �&�H�O�O�� �,�'���� �W�L�S�X�O���� �G�D�W�D���� �R�U�D�� ���L�� �G�X�U�D�W�D���F�R�P�X�Q�L�F���U�L�L, durata 

�F�R�Q�Y�R�U�E�L�U�L�O�R�U�����O�R�F�D�O�L�]�D�U�H�D���J�H�R�J�U�D�I�L�F�����D���D�Q�W�H�Q�H�L���G�H���H�P�L�V�L�H���D���F�H�O�X�O�H�L�� 

�/�R�F�D�O�L�]�D�U�H�D�� �J�H�R�J�U�D�I�L�F���� �D�� �D�Q�W�H�Q�H�L�� �G�H�� �H�P�L�V�L�H�� �D�� �F�H�O�X�O�H�L�� �D�U�H�� �R�� �L�P�S�R�U�W�D�Q�
���� �G�H�R�V�H�E�L�W����pentru 

�L�G�H�Q�W�L�I�L�F�D�U�H�D�� �O�R�F�X�O�X�L�� �D�I�O���U�L�L�� �X�Q�X�L�� �D�Q�X�P�L�W�� �H�F�K�L�S�D�P�H�Q�W�� �P�R�E�L�O�� �v�Q�W�U-�R�� �D�Q�X�P�L�W���� �S�H�U�L�R�D�G���� �G�H�� �W�L�P�S���� �Ì�Q��

�F�D�]�X�O�� �X�W�L�O�L�]���U�L�L�� �G�D�W�H�O�R�U�� �P�R�E�L�O�H, �v�Q�� �&�'�5-�X�U�L�� �Y�D�� �I�L�� �Y�L�]�L�E�L�O���� �O�R�F�D�
�L�D�� �S�H�V�W�H�� �I�L�H�F�D�U�H�� �F�k�W�H�Y�D�� �V�H�F�X�Q�G�H����

�7�R�W�R�G�D�W������ �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �D�F�H�V�W�H�L�� �R�S�
�L�X�Q�L, concomitent �F�X�� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �W�L�P�S�X�O�X�L�� ���L�� �O�R�F�X�O�X�L��

�Q�H�P�L�M�O�R�F�L�W�� �G�H�� �F�R�P�L�W�H�U�H�� �D�O�� �I�D�S�W�H�L�� �F�U�L�P�L�Q�D�O�H���� �L�D�U�� �X�O�W�H�U�L�R�U�� ���L�� �D�� �G�H�Q�X�P�L�U�L�L�� �F�H�O�X�O�H�L�� �U�H�V�S�H�F�W�L�Y�H���� �Y�D�� �I�L��

�S�R�V�L�E�L�O���� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �W�X�W�X�U�R�U�� �H�F�K�L�S�D�P�H�Q�W�H�O�R�U�� �P�R�E�L�O�H�� �D�F�W�L�Y�H�� �v�Q�� �D�F�H�D�� �S�H�U�L�R�D�G���� �G�H�� �W�L�P�S�� �v�Q�� �F�H�O�X�O�D��

�U�H�V�S�H�F�W�L�Y�� (�D�G�L�F����se poate �G�H�W�H�U�P�L�Q�D�� �F�L�Q�H�� �D�� �I�R�V�W�� �v�Q�W�U-�R�� �D�Q�X�P�L�W���� �]�R�Q���� �O�D�� �X�Q�� �D�Q�X�P�L�W�� �W�L�P�S�� [26, p. 

326]. 

�3�H�Q�W�U�X�� �D�Q�D�O�L�]�D�� ���L�� �V�L�V�W�H�P�D�W�L�]�D�U�H�D�� �H�I�L�F�L�H�Q�W���� �D�� �L�Q�I�R�U�P�D�
�L�H�L�� �G�L�Q�� �&�'�5-uri, �H�[�L�V�W���� �P�D�L�� �P�X�O�W�H��

produse program (spre exemplu, i2 Analyst Notebook). 
 

�,�G�H�Q�W�L�I�L�F�D�U�H�D�� �D�E�R�Q�D�W�X�O�X�L���� �S�U�R�S�U�L�H�W�D�U�X�O�X�L�� �V�D�X�� �X�W�L�O�L�]�D�W�R�U�X�O�X�L�� �X�Q�X�L�� �V�L�V�W�H�P�� �G�H�� �F�R�P�X�Q�L�F�D�0�L�L��

electronice ori al unui punct de acces la un sistem informatic 

Potrivit art.1345 alin.(1) din CPP identificarea abonatului, a proprietarului sau utilizatorului 

�X�Q�X�L���V�L�V�W�H�P���G�H���F�R�P�X�Q�L�F�D�
�L�L���H�O�H�F�W�U�R�Q�L�F�H���R�U�L���D�O���X�Q�X�L���S�X�Q�F�W���G�H���D�F�F�H�V���O�D���X�Q���V�L�V�W�H�P���L�Q�I�R�U�P�D�W�L�F���F�R�Q�V�W�����v�Q��

solicitarea de la un ISP de a identifica abonatul, proprietarul sau utilizatorul unui sistem de 

�F�R�P�X�Q�L�F�D�
�L�L���H�O�H�F�W�U�R�Q�L�F�H�����D�O���X�Q�X�L���P�L�M�O�R�F���G�H���F�R�P�X�Q�L�F�D�
�L�L���H�O�H�F�W�U�R�Q�L�F�H���R�U�L���D�O���X�Q�X�L���S�X�Q�F�W���G�H���D�F�F�H�V���O�D���X�Q��

�V�L�V�W�H�P���L�Q�I�R�U�P�D�W�L�F���V�D�X���G�H���D���F�R�P�X�Q�L�F�D���G�D�F�����X�Q���D�Q�X�P�L�W���P�L�M�O�R�F���G�H���F�R�P�X�Q�L�F�D�
�L�L���V�D�X��un punct de acces 

la un sistem informatic este folosit sau este activ �v�Q���P�R�P�H�Q�W�X�O���V�R�O�L�F�L�W���U�L�L��ori a fost folosit sau a fost 

�D�F�W�L�Y���O�D���R���D�Q�X�P�L�W�����G�D�W���� 

�Ì�Q���V�H�Q�V�X�O���&�R�Q�Y�H�Q�
�L�H�L��CE �S�U�L�Y�L�Q�G���F�U�L�P�L�Q�D�O�L�W�D�W�H�D���L�Q�I�R�U�P�D�W�L�F�������S�R�W�U�L�Y�L�W���D�U�W���������D�O�L�Q�������������H�[�S�U�H�V�L�D��

�Ädate referitoare l�D�� �D�E�R�Q�D�
�L�´�� �G�H�V�H�P�Q�H�D�]���� �R�U�L�F�H�� �L�Q�I�R�U�P�D�
�L�H �± �G�H�
�L�Q�X�W���� �G�H�� �,�6�3 �V�X�E�� �I�R�U�P���� �G�H�� �G�D�W�H��

�L�Q�I�R�U�P�D�W�L�F�H�� �V�D�X�� �V�X�E�� �R�U�L�F�H�� �D�O�W���� �I�R�U�P�� �± �U�H�I�H�U�L�W�R�D�U�H�� �O�D�� �D�E�R�Q�D�
�L�L�� �D�F�H�V�W�R�U�� �V�H�U�Y�L�F�L�L���� �D�O�Wa �G�H�F�k�W�� �G�D�W�H�O�H��

�U�H�I�H�U�L�W�R�D�U�H���O�D���W�U�D�I�L�F�X�O���L�Q�I�R�U�P�D�W�L�F���V�D�X���F�R�Q�
�L�Q�X�W�������L���F�D�U�H���S�H�U�P�L�We a stabili:  

a) tipul �G�H�� �V�H�U�Y�L�F�L�X�� �G�H�� �F�R�P�X�Q�L�F�D�
�L�L�� �X�W�L�O�L�]�D�W�� ���G�H�� �H�[�H�P�S�O�X���� �W�H�O�H�I�R�Q�L�H�� �P�R�E�L�O������ �U�H�G�L�U�H�F�
�L�R�Q�D�U�H�� �G�H��

�D�S�H�O�X�U�L�����P�H�V�D�M�H���Y�R�F�H���H�W�F���������G�L�V�S�R�]�L�
�L�L�Oe �W�H�K�Q�L�F�H���O�X�D�W�H���v�Q���D�F�H�D�V�W�����S�U�L�Y�L�Q�
�������L���S�H�U�L�R�D�Ga serviciului; 
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b) identitatea, adresa �S�R���W�D�O�� sau geografic������ �Q�X�P���U�X�O���G�H���W�H�O�H�I�R�Q���D�O�� �D�E�R�Q�D�W�X�O�X�L�����L�� �R�U�L�Fare alt 

�Q�X�P���U�� �G�H�� �F�R�Q�W�D�F�W�� ���L�Q�F�O�X�V�L�Y�� �Q�X�P���U�X�O�� �G�H�� �W�H�O�H�I�R�Q���� �D�G�U�H�V�D�� �Z�H�E�� �D�� �V�L�W�H-ului sau numele de domeniu, 

adresa de e-�P�D�L�O���� �H�W�F�������� �S�U�H�F�X�P�� ���L�� �G�D�W�H�Oe �U�H�I�H�U�L�W�R�D�U�H�� �O�D�� �I�D�F�W�X�U�D�U�H�� ���L�� �S�O�D�W������ �G�L�V�S�R�Q�L�E�L�O�H�� �v�Q�� �E�D�]�D�� �X�Q�X�L��

contract sau a unui aranjament de servicii; 

c) oricare alt�����L�Q�I�R�U�P�D�
�L�H �U�H�I�H�U�L�W�R�D�U�H���O�D���O�R�F�X�O���v�Q���F�D�U�H���V�H���J���V�H�V�F���H�F�K�L�S�D�P�H�Q�W�H�O�H���G�H���F�R�P�X�Q�L�F�D�
�L�H��

���F�X�P���D�U���I�L���D�S�D�U�D�W�H�O�H���G�H���W�H�O�H�I�R�Q�����U�H�
�H�O�H���O�R�F�D�O�H�����L���D�O�H�O�H�������G�L�V�S�Rnibile �v�Q���E�D�]�D���X�Q�X�L���F�R�Q�W�U�D�F�W���V�D�X���D���X�Q�X�L��

aranjament de servicii [320, p. 30]. 

�)�R�U�P�X�O�D�U�H�D���Ä�v�Q���E�D�]�D���X�Q�X�L���F�R�Q�W�U�D�F�W���V�D�X���D���X�Q�X�L���D�U�D�Q�M�D�P�H�Q�W�´ �W�U�H�E�X�L�H���V�����I�L�H���L�Q�W�H�U�S�U�H�W�D�W�����v�Q�W�U-un 

�V�H�Q�V���O�D�U�J�����L���L�Q�F�O�X�G�H���R�U�L�F�H���I�H�O���G�H���U�H�O�D�
�L�H, �v�Q �E�D�]�D���F���Ueia �X�Q���F�O�L�H�Q�W���I�R�O�R�V�H���W�H���V�H�U�Y�L�F�L�L�O�H��ISP. 

�6�X�V�
�L�Q�H�P���S�R�]�L�
�L�D���O�H�J�L�X�L�W�R�U�X�O�X�L���Q�D�
�L�R�Q�D�O�����F�D�U�H���D���I�R�O�R�V�L�W���Q�X���G�R�D�U���Q�R�
�L�X�Q�H�D���G�H��abonat�����G�D�U�����L���F�H�D��

de proprietar ���L��utilizator���� �F�H�H�D�� �F�H�� �H�V�W�H�� �E�L�Q�H�Y�H�Q�L�W���� �Ì�Q��asemenea �V�L�W�X�D�
�L�L, ISP �V�X�Q�W�� �R�E�O�L�J�D�
�L�� �V���� �
�L�Q����

�H�Y�L�G�H�Q�
�D�� ���M�X�U�Q�D�O�H�O�H���� �X�Q�H�L�� �J�D�P�H�� �P�D�L�� �O�D�U�J�L�� �G�H�� �F�O�L�H�Q�
�L���� �G�H�� �O�D�� �S�H�U�V�R�D�Q�H�� �F�D�U�H�� �D�X�� �v�Q�F�K�H�L�D�W�� �F�R�Q�W�U�D�F�W�H�� �G�H��

�S�U�H�V�W���U�L�� �V�H�U�Y�L�F�L�L�� �F�R�Q�W�U�D�� �F�R�V�W ���L�� �G�H�
�L�Q�� �D�E�R�Q�D�P�H�Q�W�H�� ���D�E�R�Q�D�
�L�� �S�k�Q���� �O�D�� �F�O�L�H�Q�
�L�L�� �Ä�3�U�H�3�D�\�´�� ���S�U�R�S�U�L�H�W�D�U�L������

�L�Q�F�O�X�V�L�Y���F�H�L���F�D�U�H���E�H�Q�H�I�L�F�L�D�]�����G�H���V�H�U�Y�L�F�L�L���J�U�D�W�X�L�W�H�����S�U�H�F�X�P�����L���S�H�U�V�R�D�Q�H�O�H���F�D�U�H���D�X���G�U�H�S�W�X�O���G�H���D���X�W�L�O�L�]�D��

contul abonatului (utilizatori) [320, p. 30]. 

�7�R�W�X���L���� �S�R�W�U�L�Y�L�W�� �5�D�S�R�U�W�X�O�X�L�� �H�[�S�O�L�F�D�W�L�Y�� �O�D�� �&�R�Q�Y�H�Q�
�L�D��CE �S�U�L�Y�L�Q�G�� �F�U�L�P�L�Q�D�O�L�W�D�W�H�D�� �L�Q�I�R�U�P�D�W�L�F������

�S�U�H�Y�H�G�H�U�L�O�H�� �U�H�V�S�H�F�W�L�Y�H�� �Q�X�� �W�U�H�E�X�L�H�� �V���� �I�L�H�� �v�Q�
�H�O�H�V�H�� �v�Q�� �V�H�Q�V�X�O�� �L�P�S�X�Q�H�U�L�L�� �R�E�O�L�J�D�
�L�H�L��ISP �V���� �S���V�W�U�H�]�H��

�G�R�F�X�P�H�Q�W�H�� ���F�R�S�L�L�� �G�H�� �G�R�F�X�P�H�Q�W�H���� �D�O�H�� �D�E�R�Q�D�
�L�O�R�U�� �O�R�U sau �V���� �Y�H�U�L�I�L�F�H�� �F�R�U�H�F�W�L�W�X�G�L�Q�H�D�� �L�Q�I�R�U�P�D�
�L�L�O�R�U��

�S�U�H�]�H�Q�W�D�W�H�� �G�H�� �F���W�U�H�� �D�E�R�Q�D�
�L���� �7�R�W�R�G�D�W������ �X�Q��ISP �Q�X�� �H�V�W�H�� �R�E�O�L�J�D�W�� �V���� �v�Q�U�H�J�L�V�W�U�H�]�H�� �L�Q�I�R�U�P�D�
�L�L�� �S�U�L�Y�L�Q�G��

�L�G�H�Q�W�L�W�D�W�H�D���X�W�L�O�L�]�D�W�R�U�L�O�R�U���F�D�U�W�H�O�H�O�R�U���S�U�H�S�O���W�L�W�H�����3�U�H�3�D�\�����S�H�Q�W�U�X���V�H�U�Y�L�F�L�L���G�H���W�H�O�H�I�R�Q�L�H���P�R�E�L�O�� ���L���Qici nu 

�H�V�W�H�� �L�P�S�X�V�� �V���� �Y�H�U�L�I�L�F�H�� �L�G�H�Q�W�L�W�D�W�H�D�� �D�E�R�Q�D�
�L�O�R�U�� �V�D�X�� �V���� �v�P�S�L�H�G�L�F�H�� �X�W�L�O�L�]�D�U�H�D�� �S�V�H�X�G�R�Q�L�P�H�O�R�U�� �G�H�� �F���W�U�H��

utilizatorii serviciilor sale [320, p. 31]. 

�$�F�H�V�W�H�L�� �P���V�X�U�L�� �v�L�� �V�X�Q�W�� �D�S�O�L�F�D�E�L�O�H�� �J�D�U�D�Q�
�L�L�O�H�� �S�U�R�F�H�V�X�D�O�H�� �G�H�� �O�D�� �D�U�W�������� �G�L�Q�� �&�R�Q�Y�H�Q�
�L�H���� �F�D�U�H��

�V�W�D�E�L�O�H���W�H�� �F���� �R�U�J�D�Q�X�O�� �V�W�D�W�X�O�X�L�� �S�R�D�W�H�� �D�S�H�O�D�� �O�D�� �H�D�� �G�R�D�U�� �v�Q�� �F�D�]�X�U�L�� �F�R�Q�F�U�H�W�H���� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �D�Q�X�P�L�
�L��

�D�E�R�Q�D�
�L���� �6�S�U�H�� �H�[�H�P�S�O�X���� �v�Q�� �E�D�]�D�� �R�U�G�R�Q�D�Q�
�Hi �S�U�L�Q�� �F�D�U�H�� �D�� �I�R�V�W�� �G�L�V�S�X�V���� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �D�E�R�Q�D�W�X�O�X�L���� �V�H��

po�D�W�H���V�R�O�L�F�L�W�D�� �L�Q�I�R�U�P�D�
�L�D�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �X�Q�� �D�Q�X�P�L�W�� �Q�X�P���U�� �G�H�� �W�H�O�H�I�R�Q���V�D�X�� �D�G�U�H�V���� �G�H�� �H-mail, asociate 

�S�H�U�V�R�D�Q�H�L�� �L�Q�Y�H�V�W�L�J�D�W�H���� �2�U�J�D�Q�X�O�� �G�H�� �X�U�P���U�L�U�H�� �S�H�Q�D�O���� �Q�X�� �S�R�D�W�H�� �R�E�O�L�J�D��ISP �V���� �G�H�]�Y���O�X�L�H�� �I���U����

�G�L�V�F�H�U�Q���P�k�Q�W���L�Q�I�R�U�P�D�
�L�L���S�U�L�Y�L�Q�G���W�R�
�L���D�E�R�Q�D�
�L�L���D�F�H�V�W�X�L�D���V�D�X���D���X�Q�X�L���J�U�X�S���G�H���D�E�R�Q�D�
�L�����X�W�L�O�L�]�D�W�R�U�L�� [346, 

p. 233]. 

�'�X�S���� �F�X�P�� �D�P�� �P�H�Q�
�L�R�Q�D�W�� �D�Q�W�H�U�L�R�U���� �L�Q�I�U�D�F�W�R�U�L�L��informatici���� �v�Q�� �S�H�V�W�H�� �������� �G�L�Q�� �F�D�]�X�U�L [85], 

�V���Y�k�U���H�V�F�� �I�D�S�W�H�O�H�� �F�U�L�P�L�Q�D�O�H���G�H�� �O�D�� �G�R�P�L�F�L�O�L�X�O��lor���� �Ì�Q�� �P�D�M�R�U�L�W�D�W�H�D�� �Fazurilor, domiciliul de iure ���L��de 

facto �D�O�� �D�F�H�V�W�R�U�D�� �Q�X�� �F�R�L�Q�F�L�G�H���� �F�H�H�D�� �F�H�� �F�R�P�S�O�L�F���� �L�G�H�Q�W�L�I�L�F�D�U�H�D�� �I���S�W�X�L�W�R�U�X�O�X�L�� ���L��a locului comiterii 

�L�Q�I�U�D�F�
�L�X�Q�L�L�����G�H�R�D�U�H�F�H���v�Q���E�D�]�H�O�H���G�H���G�D�W�H���S�X�E�O�L�F�H�����O�D���F�D�U�H���D�X���D�F�F�H�V���D�Q�J�D�M�D�
�L�L���R�U�J�D�Q�X�O�X�L���F�D�U�H���H�I�H�F�W�X�H�D�]����

activitatea special�����G�H���L�Q�Y�H�V�W�L�J�D�
�L�L, �O�L�S�V�H�V�F���L�Q�I�R�U�P�D�
�L�L���F�X���S�U�L�Y�L�U�H���O�D���G�R�P�L�F�L�O�L�X�O��de facto al persoanei. 
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�7�R�W�X���L���� �G�H�� �F�H�O�H�� �P�D�L��multe ori, infractorii informatici �v�Q�F�K�H�L�H�� �F�R�Q�W�U�D�F�W�H�� �G�H�� �S�U�H�V�W�D�U�H�� �D�� �V�H�U�Y�L�F�L�L�O�R�U��

internet cu operatorii, personal sau prin intermediul persoanelor aprop�L�D�W�H���� �H�Y�L�W�k�Q�G�� �v�Q�F�K�H�L�H�U�H�D��

�F�R�Q�W�U�D�F�W�X�O�X�L�� �G�H�� �F���W�U�H�� �S�U�R�S�U�L�H�W�D�U�X�O�� �L�P�R�E�L�O�X�O�X�L�� �S�H�� �F�D�U�H�� �v�O�� �v�Q�F�K�L�U�L�D�]������ �$�V�W�I�H�O���� �v�Q�� �V�L�W�X�D�
�L�D�� �v�Q�� �F�D�U�H�� �V�H��

�F�X�Q�R�D���W�H���Q�X�P�H�O�H���V�X�V�S�H�F�W�X�O�X�L�����R�I�L�
�H�U�X�O���G�H���L�Q�Y�H�V�W�L�J�D�
�L�L���S�R�D�W�H���R�E�
�L�Q�H���G�H���O�D��ISP �L�Q�I�R�U�P�D�
�L�D���F�X���S�U�L�Y�L�U�H���O�D��

�O�R�F�D�
�L�D�� �S�H�Q�W�U�X�� �F�D�U�H�� �V�X�V�S�H�F�W�X�O �D�� �F�R�Q�W�U�D�F�W�D�W�� �V�H�U�Y�L�F�L�L�� �G�H�� �L�Q�W�H�U�Q�H�W���� �7�R�W�R�G�D�W������ �W�U�H�E�X�L�H���V���� �V�H�� �L�D �v�Q��

considerare ���L�� �I�D�S�W�X�O�� �F���� �D�F�H���W�L�� �L�Q�I�U�D�F�W�R�U�L�� �S�R�W�� �F�R�U�X�S�H�� �D�Q�J�D�M�D�
�L�L�� �F�R�P�S�D�Q�L�L�O�R�U�� �S�U�H�V�W�D�W�R�D�U�H�� �G�H�� �V�H�U�Y�L�F�L�L��

internet, �S�H�Q�W�U�X���D���I�L���L�Q�I�R�U�P�D�
�L���G�H�V�S�U�H���L�Q�W�H�U�S�H�O���U�L�O�H���S�D�U�Y�H�Q�L�W�H���G�H���O�D���R�U�J�D�Q�H�O�H���G�H���G�U�H�S�W [86, p. 45]. 

�'�D�W���I�L�L�Q�G���I�D�S�W�X�O���F���� �L�Q�J�H�U�L�Q�
�D���V�W�D�W�X�O�X�L���Q�X���H�V�W�H���v�Q�W�U�X���D�W�k�W���G�H���L�Q�W�U�X�]�L�Y��, identificarea abonatului 

�V�H���U�H�D�O�L�]�H�D�]�����G�R�D�U���F�X���D�X�W�R�U�L�]�D�
�L�D���S�U�R�F�X�U�R�U�X�O�X�L�����v�Q���E�D�]�D���R�U�G�R�Q�D�Q�
�H�L �G�H���G�L�V�S�X�Q�H�U�H���D���P���V�X�U�L�L���V�S�H�F�L�D�O�H��

�G�H�� �L�Q�Y�H�V�W�L�J�D�
�L�L���� �H�O�H�P�H�Q�W�H�O�H�� �R�E�O�L�J�D�W�R�U�L�L�� �D�O�H�� �F���U�H�L�D�� �V�X�Q�W�� �H�[�S�X�V�H�� �v�Q�� �D�Q�H�[�D�� �Q�U����20. �Ì�Q�� �D�Q�H�[�D�� �Q�U����23 la 

prezenta lucrare, la sugestia �H�[�S�H�U�
�L�O�R�U�� �M�X�G�L�F�L�D�U�L��din domeniul IT, �H�[�S�X�V���� �v�Q�� �F�D�G�U�X�O���F�K�H�V�W�L�R�Q���U�L�L��

acestora, a fost elaborat un formular �D�O���R�U�G�R�Q�D�Q�
�H�L���F�X���S�U�L�Y�L�U�H���O�D���G�L�V�S�X�Q�H�U�H�D���L�G�H�Q�W�L�I�L�F���U�L�L���D�E�R�Q�D�W�X�O�X�L����

proprietarului sau utilizatorului. 

ISP �W�U�H�E�X�L�H�� �V���� �I�L�H�� �S�U�H�v�Q�W�k�P�S�L�Q�D�W�� �G�H�V�S�U�H�� �F�R�Q�I�L�G�H�Q�
�L�D�O�L�W�D�W�H�D�� �P���V�X�U�L�L�� ���L�� �L�Q�W�H�U�G�L�F�
�L�D�� �G�H�]�Y���O�X�L�U�L�L��

datelor care i-au devenit cunoscute ���L���U���V�S�X�Q�G�H�U�H�D �F�H���R���S�R�D�U�W�����v�Q���F�D�]�X�O���v�Q�F���O�F���U�L�L���D�F�H�V�W�H�L���R�E�O�L�J�D�
�L�L�� 

�7�R�W�R�G�D�W�������v�Q���F�R�U�H�V�S�X�Q�G�H�U�H���F�X���5�H�F�R�P�D�Q�G���U�L�O�H���S�H�Q�W�U�X���F�R�R�S�H�U�D�U�H�D���G�L�Q�W�U�H���D�X�W�R�U�L�W���
�L�O�H���G�H���D�S�O�L�F�D�U�H��

�D���O�H�J�L�L�����L��ISP �v�P�S�R�W�U�L�Y�D���F�U�L�P�L�Q�D�O�L�W���
�L�L���L�Q�I�R�U�P�D�W�L�F�H, �D�G�R�S�W�D�W�H���G�H���F���W�U�H���&�( [142, p. 5]�����F�R�U�H�V�S�R�Q�G�H�Q�
�D��

�G�L�Q�W�U�H�� �R�U�J�D�Q�H�O�H�� �G�H�� �D�S�O�L�F�D�U�H�� �D�� �O�H�J�L�L�� ���L��ISP �W�U�H�E�X�L�H�� �V���� �F�X�S�U�L�Q�G������ �Q�X�P���U�X�O�� �G�H�� �v�Q�U�H�J�L�V�W�U�D�U�H���� �W�H�P�H�L�X�O��

�M�X�U�L�G�L�F�����L�Q�I�R�U�P�D�
�L�D���V�R�O�L�F�L�W�D�W�����F�R�Q�F�U�H�W�L�]�D�W�������S�U�H�F�X�P�����L���L�Q�I�R�U�P�D�
�L�L���F�D�U�H���S�H�U�P�L�W���Y�H�U�L�I�L�F�D�U�H�D���S�U�R�Y�H�Q�L�H�Q�
�H�L��

�F�H�U�H�U�L�L�� ���L�Q�F�O�X�V�L�Y�� �Q�X�P���U�X�O�� �G�H�� �W�H�O�H�I�R�Q���� �D�G�U�H�V�D�� �G�H�� �S�R���W���� �H�O�H�F�W�U�R�Q�L�F���� �D�� �D�X�W�R�U�L�W���
�L�L�� �F�D�U�H�� �V�R�O�L�F�L�W����

tran�V�P�L�W�H�U�H�D���L�Q�I�R�U�P�D�
�L�H�L�� [346, p. 233]. 

�1�R�
�L�X�Q�H�D���Äimediat�´���W�U�H�E�X�L�H���v�Q�
�H�O�H�D�V�����v�Q���V�H�Q�V�X�O���F�� �R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����Y�D���D�F�R�U�G�D��ISP 

�W�L�P�S���V�X�I�L�F�L�H�Q�W���S�H�Q�W�U�X���D���U���V�S�X�Q�G�H���O�D���L�Q�W�H�U�S�H�O�D�U�H�����D�Y�k�Q�G���v�Q���Y�H�G�H�U�H���I�D�S�W�X�O���F�����H�V�W�H���S�R�V�L�E�L�O���F�D��ISP �V�����I�L�H��

�v�Q���V�L�W�X�D�
�L�D���v�Q���F�D�U�H���W�U�H�E�X�L�H���V�����U���V�S�X�Q�G�������L���D�O�W�R�U���F�H�U�H�U�L���I�R�U�P�X�O�D�W�H���G�H���D�O�W�H���D�X�W�R�U�L�W���
�L [142, p. 6]. 

�$�W�k�W�� �O�H�J�H�D�� �S�U�R�F�H�V�X�D�O-�S�H�Q�D�O������ �F�k�W�� ���L�� �&�R�Q�Y�H�Q�
�L�D���� �S�X�Q�� �H�[�H�F�X�W�D�U�H�D�� �L�G�H�Q�W�L�I�L�F���U�L�L�� �D�E�R�Q�D�W�X�O�X�L�� �v�Q��

sarcina ISP, care dispune de asemenea �G�D�W�H���V�D�X���O�H���
�L�Q�H���O�D���F�R�Q�W�U�R�O�� 

Expresia de la pct.1) al alin.(2) al art.1345 �G�L�Q���&�3�3���Ädispune de datele�´���V�H���U�H�I�H�U�����O�D���S�R�V�H�V�L�D��

�I�L�]�L�F���� �D�� �G�D�W�H�O�R�U�� �U�H�I�H�U�L�W�R�D�U�H�� �O�D�� �D�E�R�Q�D�
�L�L���� �S�U�R�S�U�L�H�W�D�U�L�L�� �V�D�X�� �X�W�L�O�L�]�D�W�R�U�L�L�� �V�L�V�W�H�P�H�O�R�U����ai mijloacelor de 

�F�R�P�X�Q�L�F�D�
�L�L�� �H�O�H�F�W�U�R�Q�L�F�H�� �R�U�L�� �D�L�� �S�X�Q�F�W�H�O�R�U�� �G�H�� �D�F�F�H�V�� �O�D�� �V�L�V�W�H�P�H�O�H�� �L�Q�I�R�U�P�D�W�L�F�H���� �F���U�R�U�D��ISP de pe 

�W�H�U�L�W�R�U�L�X�O���5�0���O�H���S�U�H�V�W�H�D�]�����V�H�U�Y�L�F�L�L�����7�R�W�R�G�D�W�������I�R�U�P�X�O�D�U�H�D���Ä�V�D�X���O�H���
�L�Q�H���O�D���F�R�Q�W�U�R�O�´ se �U�H�I�H�U�� �O�D���V�L�W�X�D�
�L�D��

�v�Q���F�D�U�H���G�D�W�H�O�H��cu privire �O�D���D�E�R�Q�D�
�L���Q�X���V�H���D�I�O�����v�Q���S�R�V�H�V�L�D���I�L�]�L�F�����D��ISP, cu toate acestea, el le poate 

�F�R�Q�W�U�R�O�D���v�Q���P�R�G���O�L�E�H�U���G�H���S�H���W�H�U�L�W�R�U�L�X�O���5�0�����S�U�L�Q���G�L�Y�H�U�V�H���P�H�W�R�G�H�����L���P�L�M�O�R�D�F�H�����G�H���H�[�H�P�S�O�X�����X�W�L�O�L�]�k�Q�G��

�P�L�M�O�R�D�F�H���W�H�K�Q�L�F�H���G�H���D�F�F�H�V���O�D���G�L�V�W�D�Q�
�����O�D���G�D�W�H�O�H���V�W�R�F�D�W�H���S�H���X�Q���V�H�U�Y�H�U���D�I�O�D�W���v�Q���S�R�V�H�V�L�D���I�L�]�L�F�����D���X�Q�Hi alte 

�F�R�P�S�D�Q�L�L���G�L�Q���
�D�U�����V�D�X���G�H���S�H�V�W�H���K�R�W�D�U�H����[320, p. 29]. 
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program; ale celei �L�Q�I�R�U�P�D�
�L�R�Q�D�Oe (privind datele �L�Q�I�R�U�P�D�W�L�F�H�� �V�W�R�F�D�W�H�� �v�Q�� �V�L�V�W�H�P�X�O��informatic) �± 

�D�V�X�S�U�D���U�H�
�H�O�H�L���L�Q�I�R�U�P�D�W�L�F�H�����L���F�R�P�S�R�Q�H�Q�W�H�O�R�U���D�F�H�V�W�H�L�D�� 

8�����Ì�Q���Y�H�G�H�U�H�D���D�P�H�O�L�R�U���U�L�L �V�L�W�X�D�
�L�H�L���H�[�L�V�W�H�Q�W�H���v�Q���G�R�P�H�Q�L�X�����H�V�W�H���Q�H�F�H�V�D�U�����D�S�O�L�F�D�U�H�D���v�Q���S�U�D�F�W�L�F�����D��

�U�H�F�R�P�D�Q�G���U�L�O�R�U�� �P�H�W�R�G�L�F�H�� �F�X�� �S�U�L�Y�L�U�H�� �O�D��cercetarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H���� �D�� �D�O�W�R�U�� �L�Q�I�U�D�F�
�L�X�Q�L��

�V���Y�k�U���L�W�H�� �S�U�L�Q�� �L�Q�W�H�U�P�H�G�L�X�O�� �V�L�V�W�H�P�H�O�R�U�� �L�Q�I�R�U�P�D�W�L�F�H����precum ���L�� �O�D�� �F�R�O�H�F�W�D�U�H�D�� �S�U�R�E�H�O�R�U�� �H�O�H�F�W�U�R�Q�L�F�H, 

indiferent de categoria �L�Q�I�U�D�F�
�L�X�Q�L�L [360, p. 156]. 

Avantajele acestor reco�P�D�Q�G���U�L���V�H���U�H�O�H�Y�� �v�Q���X�U�P���W�R�D�U�H�O�H���G�R�P�H�Q�L�L�� 

Domeniul legislativ���� �S�U�L�Q�� �L�P�S�O�H�P�H�Q�W�D�U�H�D�� �U�H�F�R�P�D�Q�G���U�L�O�R�U�� �S�U�R�S�X�V�H, se va asigura 

uniformizarea sistemului juridic���� �S�U�H�F�X�P�� ���L�� �F�R�Q�V�H�F�Y�H�Q�
�D�� �Q�R�U�P�H�O�R�U�� �S�U�R�F�H�V�X�D�O-penale, prin 

finalitatea lor  �U�H�S�U�H�]�H�Q�W�k�Q�G ���L�� �R�� �F�R�Q�W�U�L�E�X�
�L�H�� �H�V�H�Q�
�L�D�O���� �O�D�� �U�H�D�O�L�]�D�U�H�D�� �R�E�O�L�J�D�
�L�H�L�� �S�R�]�L�W�L�Y�H�� �D�� �V�W�D�W�X�O�X�L��

�Q�R�V�W�U�X���G�H���D���D�G�X�F�H���O�H�J�L�V�O�D�
�L�D���L�Q�W�H�U�Q�����v�Q���F�R�U�H�V�S�X�Q�G�H�U�H���F�X���Q�R�U�P�H�O�H���G�U�H�S�W�X�O�X�L���L�Q�W�H�U�Q�D�
�L�R�Q�D�O�������L���D�Q�X�P�H, 

cu prevederile �&�R�Q�Y�H�Q�
�Lei CE privind �F�U�L�P�L�Q�D�O�L�W�D�W�H�D���L�Q�I�R�U�P�D�W�L�F�� ���L���D�O�W�R�U���D�F�W�H���F�H���G�H�U�L�Y�����G�L�Q���D�F�H�D�V�W�D. 

�'�R�P�H�Q�L�X�O�� �M�X�U�L�V�S�U�X�G�H�Q�0�L�D�O: se va �D�V�L�J�X�U�D�� �D�S�O�L�F�D�U�H�D�� �F�R�U�H�F�W���� ���L�� �X�Q�L�W�D�U���� �G�H�� �F���W�U�H��organele de 

�X�U�P���U�L�U�H�� �S�H�Q�D�O���� ���L���L�Q�V�W�D�Q�
�H�O�H�� �G�H�� �M�X�G�H�F�D�W�����D�� �Q�R�U�P�H�O�R�U�� �F�X�� �S�U�L�Y�L�U�H�� �O�D�� �F�H�U�F�H�W�D�U�H�D�� �L�Q�I�U�D�F�
�L�X�Q�Llor 

informatice; se va �S�X�Q�H���O�D���G�L�V�S�R�]�L�
�L�D���R�U�J�D�Q�H�O�R�U���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����G�L�I�H�U�Lte �D�F�
�L�X�Q�L���W�D�F�W�L�F�H���� �P���V�X�U�L��

strategice ���L���P�H�W�R�G�L�Fi cu privire la cercetarea �L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���G�L�Q���G�R�P�H�Q�L�X�O���L�Q�I�R�U�P�D�W�L�F�L�L�� 

Domeniul economic: se va realiza prevenirea prejudiciilor materiale considerabile, cauzate 

�G�H�� �D�F�H�D�V�W���� �F�D�W�H�J�R�U�L�H�� �G�H�� �L�Q�I�U�D�F�
�L�X�Q�L���� �Y�D�� �I�L�� �S�R�V�L�E�L�O���� �L�Q�L�
�L�H�U�H�D�� �S�U�R�F�H�G�X�U�L�O�R�U�� �G�H�� �U�H�F�X�S�H�U�D�U�H�� �D�� �G�D�X�Q�H�O�R�U��

�G�H�M�D���F�D�X�]�D�W�H�����v�Q���X�U�P�D���G�H�V�F�R�S�H�U�L�U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U����a �L�G�H�Q�W�L�I�L�F���U�L�L�����L�� �D�W�U�D�J�H�U�L�L���O�D���U���V�S�X�Q�G�H�U�H���S�H�Q�D�O���� �D��

�I���S�W�X�L�W�R�U�L�O�R�U�����R�U�J�D�Q�X�O���G�H���X�U�P���U�L�U�H���S�H�Q�D�O�����Y�D���D�Y�H�D���S�R�V�L�E�L�O�L�W�D�W�H�D���G�H���D��opta pentru �F�H�D���P�D�L���H�I�L�F�L�H�Q�W�������L 

mai �S�U�R�S�R�U�
�L�R�Q�D�O�������F�D�O�H���G�H���D�G�P�L�Q�L�V�W�U�D�U�H���D���S�U�R�E�D�W�R�U�L�X�O�X�L�����L���G�H���G�R�Y�H�G�L�U�H���D���Y�L�Q�R�Y���
�L�H�L, �I���U�����D���D�S�H�O�D�����G�H��

�I�L�H�F�D�U�H�� �G�D�W������ �O�D�� �P�H�W�R�G�H�� ���L�� �S�U�R�F�H�G�H�H�� �F�R�P�S�O�H�[�H���� �F�R�V�W�L�V�L�W�R�D�U�H�� ���L�� �G�L�V�S�U�R�S�R�U�
�L�R�Q�D�O�H����se vor reduce 

cheltuielile �J�H�Q�H�U�D�W�H�� �G�H�� �H�Y�H�Q�W�X�D�O�H�� �F�R�Q�G�D�P�Q���U�L�� �D�O�H��Republicii Moldova la �&�X�U�W�H�D�� �(�X�U�R�S�H�D�Q���� �D��

�'�U�H�S�W�X�U�L�O�R�U���2�P�X�O�X�L���v�Q���O�H�J���W�X�U�����F�X���v�Q�F���O�F�D�U�H�D���&�R�Q�Y�H�Q�
�L�H�L���(�X�U�R�S�H�Q�H���D���'�U�H�S�W�X�U�L�O�R�U���2�P�X�O�X�L�� 

�3�O�D�Q�X�O���F�H�U�F�H�W���U�L�O�R�U���G�H���Ser�V�S�H�F�W�L�Y�����v�Q���L�Q�Y�H�V�W�L�J�D�U�H�D���W�H�P�H�L���H�V�W�H��orientat spre: 

 �'�H�V�I�����X�U�D�U�H�D�� �F�H�U�F�H�W���U�L�O�R�U�� �U�H�I�H�U�L�W�R�D�U�H�� �O�D�� �H�U�R�U�L�O�H�� �M�X�Giciare, admise la investigarea 

�L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���G�L�Q���G�R�P�H�Q�L�X�O���L�Q�I�R�U�P�D�W�L�F�L�L�� 

 �(�O�D�E�R�U�D�U�H�D���X�Q�X�L���S�U�R�L�H�F�W���G�H���+�R�W���U�k�U�H���(�[�S�O�L�F�D�W�L�Y����a Plenului �&�X�U�
�L�L���6�X�S�U�H�P�H���G�H���-�X�V�W�L�
�L�H��

�D���5�H�S�X�E�O�L�F�L�L���0�R�O�G�R�Y�D���F�X���S�U�L�Y�L�U�H���O�D���H�[�D�P�L�Q�D�U�H�D���F�D�]�X�U�L�O�R�U���G�H���F�U�L�P�L�Q�D�O�L�W�D�W�H���L�Q�I�R�U�P�D�W�L�F����

���L���G�H���D�G�P�L�Q�Lstrare a probelor electronice. 

 �(�Y�D�O�X�D�U�H�D���L�P�S�D�F�W�X�O�X�L�� �D�P�H�Q�G�D�P�H�Q�W�H�O�R�U���S�U�R�S�X�V�H���v�Q���O�H�J�L�V�O�D�
�L�D���S�U�R�F�H�V�X�D�O-�S�H�Q�D�O�����D�V�X�S�U�D��

�F�D�O�L�W���
�L�L���D�S�O�L�F���U�L�L���O�H�J�L�L���v�Q���G�R�P�H�Q�L�X�O��metodicii �F�H�U�F�H�W���U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�Fe. 

 Dezvoltarea p�D�U�W�L�F�X�O�D�U�L�W���
�L�Oor �F�H�U�F�H�W���U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U din domeniul informaticii. 
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Fig.A1.3. V�k�U�V�Wa infractorilor informatici �G�L�Q���5�0���S�R�W�U�L�Y�L�W���G�D�W�H�O�R�U���G�L�Q���V�H�Q�W�L�Q�
�H�O�H���G�H���F�R�Q�G�D�P�Q�D�U�H 

 

 

 

Fig.A1.4. Categoriile infractorilor informatici �G�L�Q���5�0���S�R�W�U�L�Y�L�W���V�H�Q�W�L�Q�
�H�Oor de condamnare 
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Fig.A1.5. �/�R�F�X�O���V���Y�k�U���L�U�L�L���L�Q�I�U�D�F�
�L�X�Q�L�O�R�U���L�Q�I�R�U�P�D�W�L�F�H���v�Q���5�0, pot�U�L�Y�L�W���V�H�Q�W�L�Q�
�H�O�R�U���G�H���F�R�Q�G�D�P�Q�D�U�H 
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Fig.A1.6�����&�D�W�H�J�R�U�L�L�O�H���V�H�Q�W�L�Q�
�H�O�R�U���H�P�L�V�H���G�H���F���W�U�H���L�Q�V�W�D�Q�
�H�O�H���G�H���M�X�G�H�F�D�W�����G�L�Q���5�0���v�Q cazurile de 

�F�U�L�P�L�Q�D�O�L�W�D�W�H���L�Q�I�R�U�P�D�W�L�F�� 

 

 

Fig.A1.7. �&�D�W�H�J�R�U�L�L�O�H���S�H�G�H�S�V�H�O�R�U���D�S�O�L�F�D�W�H���G�H���F���W�U�H���L�Q�V�W�D�Q�
�H�O�H���G�H���I�R�Q�G���G�L�Q���5�0���v�Q cazurile de 

�F�U�L�P�L�Q�D�O�L�W�D�W�H���L�Q�I�R�U�P�D�W�L�F��
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ANEXA 3 

Clasificarea infractorilor informatici  �v�Q���F�D�]�X�O���I�U�D�X�Gelor informatic e 
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coder - astfel este denumită elita lumii criminale în domeniu. Ei 
sunt programatori care elaborează produsele program destinate 

pentru comiterea infracțiunilor informatice 

creator, proprietar și administrator de botnet aceste persoane 
se ocupă și de dezvoltarea și menținerea funcționalității 

botnetului

persoana care efectuează nemijlocit transferul ilegal de 
mijloace bănești electronice – aceștia utilizează softurile 

elaborate, botneturile, precum și alte instrumente necesare 
pentru fraudă

persoana care se ocupă de încasarea (convertirea, legalizarea) 
mijloacelor bănești sustrase, având un rol mult mai riscant, 
deoarece necesită efectuarea tranzacțiilor la etapa finală și 

obținerea banilor cash sau pentru alte achiziții

drop, sunt persoanele implicate în ultimă etapă a fraudei, atunci 
când este necesară ridicarea banilor cash, a produselor, a 

serviciilor procurate. Termenul provine din limba engleză, de la 
cuvântul „drop” – a arunca, a abandona. Aceștia pot fi angajați 
fără a cunoaște despre caracterul ilegal al faptelor în care sunt 

implicați

furnizor de servicii de hosting rezistenți la plângeri referitoare la 
abuzuri. Ei prestează servicii de găzduire a diferitor resurse 
ilegale, fiind imuni la orice solicitare sau plângere, inclusiv a 

organelor de drept. Ei nu le cer clienților săi date de identificare, 
nu duc statistica accesărilor, a traficului informatic, nu acordă 

posibilitatea efectuării măsurilor speciale de investigații

prestatori de trafic informatic (rețea, internet) negru. În cazul 
traficului negru utilizatorul, de regulă, nu observă că calculatorul 

său se conectează la o resursă, care răspândește produsul 
program destinat pentru comiterea crimei
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ANEXA 4 

�(�[�H�P�S�O�X���G�H���H�[�W�U�D�V���G�L�Q���M�X�U�Q�D�O�H���V�W�R�F�D�W�H���S�H���X�Q���V�H�U�Y�H�U���F�H���J���]�G�X�L�H���W�H���X�Q���V�L�W�H���G�H�V�W�L�Q�D�W���S�H�Q�W�U�X��

comercializarea biletelor pentru avion 

 

 

Fig.A4.1. Exemplu de loguri de pe un server 

 

  







190 
 
 

ANEXA 10 

Utilitare program pentru salvarea 
informa�
iei computerizate temporare (memoriei volatile) 

 
Nr. 

ord. 
Categoria informa�
iei 

temporare 

Utilitare program pentru salvare 

Windows Linux  

1.  Informa�
ia privind 
configura�
�L�D���F�X�U�H�Q�W�����D���U�H�
elei 

netstat �±a netstat �±a, ifconfig 

2.  Programele ��i serviciile care 
�X�W�L�O�L�]�H�D�]���� �F�R�Q�H�[�L�X�Q�L�O�H�� �G�H��
re�
ea 

sc queryex, netstat -ab netstat -tunp 

3.  Date privind sesiunile curente 
ale utilizatorilor 

Psloggedon, whoami, 
ntlast, netusers /l 

w, who -T, last 

4.  Con�
inutul dispozitivului de 
�P�H�P�R�U�L�H���R�S�H�U�D�W�L�Y�� 

Dumpit, Winen, Mdd dd, fmem 

5.  Lista proceselor pornite PsList, ListDLLs, 
CurrProcess, tasklist 

ps �±ef, lsof 

6.  Fi��ierele deschise Handle, PsFile, Openfiles, 
net file 

lsof, fuser 

7.  Fi���L�H�U�H���S�X�E�O�L�F�H���v�Q���U�H�
ea Net share, Dumpsec showmount �±e, showmount 
�±a, smbclient �±L 

8.  Porturile deschise OpenPorts, ports, netstat �±
an 

netstat �±an, lsof 

9.  Parolele ��i cheile introduse kldstat lsmod, kldstat 

10.  Configura�
ia re�
elei Systeminfo, msinfo32, 
ipconfig /all 

ifconfig �±a netstat �±in 

11.  Timpul curent time /T, date /T, uptime time, date, uptime 

12.  Routing-Tables, ARP caches, 
Kernel statistics 

Route PRINT, arp �±a, 
netstat 

netstat �±r �±n, route, arp �±a 

13.  DNS Cache Ipconfig /displaydns �U�Q�G�F�� �G�X�P�S�G�E�� ���G�D�F���� �H�V�W�H��
instalat) 

14.  Sistemele de fi��iere criptate 
montate 

Manage-bde (Bitlocker), 
efsinfo (EFS) 

mount -v, ls /media 

15.  Sistemele de fi��iere conectate 
temporar 

Fsinfo, reg (Mounted 
Devices) 

mount -v, ls /media 

16.  Remote logging- and 
monitoring data 

psloglist /etc/syslog.conf Port UDP 
514 

17.  Mediile de stocare reg (Mounted Devices), 
Net share, netstat �±a 

mount -v, ls /media 

18.  Environment variables cmd /c set env, set 

19.  Clipboard Pclip  

20.  Con�
inutul discurilor FTK Imager, EnCase, 
Tableau Imager 

Dc3dd, ewfacquire, 
Guymager 
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ANEXA 11 

Exemplu de ob�
inere a informa�
iei �G�L�Q���P�H�P�R�U�L�D���R�S�H�U�D�W�L�Y�������P�H�P�R�U�L�D���'�X�P�S�� 

�v�Q���V�L�V�W�H�P�X�O���G�H���R�S�H�U�D�U�H���:�L�Q�G�R�Z�V���� 

�������$�S���V���P���&�O�L�F�N���G�U�H�D�S�W�D���S�H���Ä�$�F�H�V�W���3�&�´�����)�L�J�X�U�D��A11.1.). 

 

Fig.A11.1. �0�H�Q�L�X�O���G�H���O�D���H�O�H�P�H�Q�W�X�O���Ä�$�F�H�V�W���3�&�´ 

 

������ �$�S���V���P�� �&�O�L�F�N�� �V�W�k�Q�J�D�� �O�D�� �Ä�3�U�R�S�U�L�H�W���
�L�´�� �G�L�Q�� �P�H�Q�L�X���� �9�D�� �D�S���U�H�D�� �I�H�U�H�D�V�W�U�D�� �Ä�6�L�V�W�H�P�´���� �v�Q care 

�Y�R�P���D�O�H�J�H���Ä�6�H�W���U�L���F�R�P�S�O�H�[�H���G�H���V�L�V�W�H�P�´�����9�D���D�S���U�H�D���R���I�H�U�H�D�V�W�U�����Ä�3�U�R�S�U�L�H�W���
�L���V�L�V�W�H�P�´�����v�Q���F�D�U�H���Y�R�P��

�W�U�H�F�H�� �O�D�� �F�R�P�S�D�U�W�L�P�H�Q�W�X�O�� �Ä�&�R�P�S�O�H�[�´���� �L�D�U�� �O�D�� �Ä�3�R�U�Q�L�U�H�����L�� �U�H�F�X�S�H�U�D�U�H�´�� �D�O�H�J�H�P�� �Ä�6�H�W���U�L�´�� ���)�L�J�X�U�D��

A11.2.). 

 

Fig.A11.2. �3�U�R�S�U�L�H�W���
i sistem 

 

�������Ì�Q���U�X�E�U�L�F�D���Ä�'�H�I�H�F�
iu�Q�L���G�H���V�L�V�W�H�P�´ �G�H�E�L�I���P���O�D���Ä�5�H�S�R�U�Q�L�U�H���D�X�W�R�P�D�W���´�����L�D�U���O�D���Ä�)�L���L�H�U���'�X�P�S�´��

�L�Q�G�L�F���P���F�D�O�H�D���X�Q�G�H���G�R�U�L�P���V�����I�L���F�U�H�D�W���'�X�P�S-ul (Figura A11.3.). 
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ANEXA 13 

Cercetarea paginilor web ��terse/modificate 

Fig.A13.1. Exemplul unei pagini web inaccesibile 

Fig.A13.2. �,�Q�V�W�U�X�P�H�Q�W�X�O���Ä�Ì�Q���F�D�F�K�H�´���D�O���P�R�W�R�U�X�O�X�L���G�H���F���X�W�D�U�H���*�R�R�J�O�H 

Fig.A13.3. Internet Archive Wayback Machine  
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�%�����&�O�L�H�Q�0�L�L���G�H���H-mail 

 

 

  

Apple Mail

• deschiderea Apple Mail
• clic pe mesajul al cărui antet urmează a fi vizualizat

• selectare View din meniu, apoi Message și All Headers

Mozilla

• deschidere Mozilla
• clic pe mesajul al cărui antet urmează a fi vizualizat

• selectare View din meniu şi selectarea Message Source

Outlook

• deschidere Outlook
• deschiderea mesajului al cărui antet urmează a fi vizualizat

• clic pe File, apoi pe Properties și selectarea Internet 
headers

Outlook Express

• deschidere Outlook Express
• clic-dreapta pe mesajul al cărui antet urmează a fi vizualizat

• selectarea Properties și deschiderea Details
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DECLAR A�	 �,�$���3�5�,�9�,�1�'���$�6�8�0�$�5�(�$���5���6�3�8�1�'�(�5�,�, 
 

Subsemnata Purici Svetlana, �G�H�F�O�D�U�� �S�H�� �U���V�S�X�Q�G�H�U�H�� �S�H�U�V�R�Q�D�O���� �F���� �P�D�W�H�U�L�D�O�H�O�H�� �S�U�H�]�H�Q�W�D�W�H�� �v�Q��

�W�H�]�D���G�H���G�R�F�W�R�U�D�W���V�X�Q�W���U�H�]�X�O�W�D�W�X�O���S�U�R�S�U�L�L�O�R�U���F�H�U�F�H�W���U�L�����L���U�H�D�O�L�]���U�L�����W�L�L�Q�
�L�I�L�F�H�����&�R�Q���W�L�H�Q�W�L�]�H�]���F�������v�Q���F�D�]��

�F�R�Q�W�U�D�U�����X�U�P�H�D�]�����V�����V�X�S�R�U�W���F�R�Q�V�H�F�L�Q�
�H�O�H���v�Q���F�R�Q�I�R�U�P�L�W�D�W�H���F�X���O�H�J�L�V�O�D�
�L�D���v�Q���Y�L�J�R�D�U�H. 

 

Purici Svetlana 

 

29 ianuarie 2018 

 

  



216 
 
 

CV AL  AUTORULUI  
Numele: Svetlana Purici 

Data ��i locul na��terii : 19 octombrie 1986, Chi���L�Q���X�����0�R�O�G�R�Y�D 
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Telefon: 022 760 183, 078131211 

Email: purici.svetlana@gmail.com 
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