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1. CONCEPTUAL GUIDELINES OF THE RESEARCH

The topicality and importance of the research

Most of the known constructions of error detection and correction codes, cryptographic
algorithms, and encryption systems used associative algebraic structures such as groups and fields
[1, 2]. The analysis of the studies showed that such non-associative structures as quasigroups can
be used quite successfully in many branches of coding theory, especially in cryptology. Codes and
ciphers based on non-associative systems show better capabilities than known codes and ciphers
based on associative systems [3, 4].

The first professional cryptographers who were associated with the development of the
theory of quasigroups are A.A. Albert, A. Drisko, M. M. Glukhov, J.B. Rosser, E. Schonhardt,
C. I. Mendelson, and R. Schaufler. Some results obtained in the field of application of quasigroups
in cryptology and coding theory are described in the works of J. Denes and A.D. Keedwell [3,
5-7]. Many of the results of non-associative public key cryptography are reflected in the work of
A. Kalka [8].

Important results in the application of the theory of quasigroups in cryptography were
obtained by M.E. Tuzhilin [9]; Y.M. Movsisyan [10]; A.V. Gribov, P.A. Zolotykh, and
A.V. Mikhalev [11]; G. Maze, C. Monico, and J. Rosenthal [12]; V. Shpilrain and A. Ushakov
[13]; R.E. Atani, Sh.E. Atani, and S. Mirzakuchaki [14]; A. Krapez [15, 16]; K. A. Meyer [17];
V.A. Artamonov, S. Chakrabarti, V. T. Markov, and S. K. Pal [18, 19].

C. Koscielny and G.L. Mullen presented a public key cryptosystem using generalized
stream ciphers based on quasigroups in [20]. Quasigroups for secure coding are suggested to be
used by E. Ochodkova and V. Snasel [21]; S. Markovski, D. Gligoroski, B. Stojcevska, and
V. Bakeva [22, 23]; S. Markovski, V. Dimitrova, Z. Trajcheska, M. Petkovska, M. Kostadinoski,
and D. Buhov [24].

Smile Markovski and his co-authors introduce a near-public key stream cipher based on
quasigroups in [22]. Markovski algorithm and its generalizations are currently widely known and
often used by stream ciphers based on quasigroups. Improvements and research of the Markovski
algorithm were intensively carried out by V.A. Shcherbacov in [25].

Important results were obtained by A. Krapez, V. Bakeva, V. Dimitrova, and A. Popovska-
Mitrovikj [26-28]. A. Krapez and D. Zivkovic propose to use parastrophic transformations of
quasigroups and their modification, which are quite promising for application and research [29].

Cryptanalysis of these ciphers was studied in the dissertation work of Milan Vojvoda [30].



Some generalizations and modifications of the Markovski algorithm can be found in the
works of V.A. Shcherbacov and A. Petrescu [31-35]. Further development of the Markovski
algorithm is presented by S. Markovski, D. Gligoroski, L. Kocarev, S. J. Knapskog, and
M. Hassinen [36-38]; C. Sucheta, K. Pal Saibal, and G. Sugata [39]. Important information about
cryptanalysis of some stream ciphers can be found in the article of V.A. Shcherbacov and
P. Csorgo [40].

Markovski algorithm has many different generalizations, and it can be used to construct
analogues of the EIGamal scheme. An analogue of the EIGamal encryption system based on the
Markovski algorithm is given in the works of V.A. Shcherbacov, A.V. Shcherbacov, and
N.A. Moldovyan [41]; A.V. Gribov [42].

Cryptographic techniques have become widely used in electronic commerce,
telecommunications, and many other environments. These methods are used not only to encrypt
transactions and control the production of crypto-currencies, but they also ensure the safe operation
of banking systems, plastic cards, ATMs, wireless devices, etc.

Modern cryptography deals with such information security problems as confidentiality,
integrity, authentication, the impossibility of denial of authorship by the parties, and key
management. The creation of reliable encryption algorithms is the key task of information
protection. Therefore, any constructed algorithm must be subjected to careful analysis in order to
identify its weaknesses and the possibility of hacking.

The following questions are raised in the thesis:

Problem 1. To investigate and construct algorithms based on the Markovski algorithm

using quasigroups and groupoids.

Problem 2. To carry out cryptanalysis of ciphers constructed using generalized algorithms.

Task 1 is discussed in Chapter 2, and Task 2 is solved in Chapters 3 and 4.

The purpose and the objectives of the thesis

The purpose of the scientific research is to build new and improve the already developed
cryptographic algorithms based on the Markovski algorithm, carry out their cryptanalysis, and
write programs that perform the work of these algorithms.

To achieve this purpose, the following objectives were set:

» Development of an effective cryptographic algorithm based on the Markovski
algorithm using left and right binary quasigroups and n-ary groupoids;

» Development of programs that implement the work of the constructed algorithms;

» Carrying out attacks on all studied and constructed ciphers;
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» Comparative analysis of the attacks carried out;
» Finding texts of the minimum length for all studied types of attacks.

Research hypothesis

The classical Markovski algorithm can serve as a basis for constructing new generalizations
based on quasigroups and groupoids that are invertible in one fixed place. The constructed
generalized algorithms will have a higher degree of resistance to the known types of attacks.
Cryptanalysis of ciphers built by using generalized algorithms is an interesting area of research for
cryptanalysts.

Applied methods of research

In this thesis, the analysis of scientific literature and practical experience, systematization
of previously obtained results on the research problem, comparison of existing approaches to
solving the problems posed, comparison of modern methods of constructing cryptographic
algorithms based on non-associative structures and their properties, and in particular, methods of
non-associative algebra, including methods for constructing n-ary groupoids as well as classical
methods of cryptanalysis. The study is based on the use of the classical Markovski algorithm and
its generalizations.

The object of the research is generalized Markovski algorithms based on binary
quasigroups and n-ary groupoids.

The scientific novelty and originality

All results of the work are new and original. They represent a continuation of previous
research in this area. Algorithms were developed and generalized that allowed improving the work
of the classical Markovski algorithm; attacks on ciphers were built using generalized algorithms
that were studied, and the degree of resistance of these ciphers was shown. The results presented
in the dissertation are of interest for study by cryptologists.

The important scientific problem being solved in the research consists in the
development of new modifications of the classical algorithm, which contribute to an increase in
the resistance of the constructed cipher to the known types of attacks.

The theoretical significance consists in obtaining new improved algorithms and ciphers
concerning the application of non-associative structures such as n-ary groupoids in computer
science. The developed algorithms made it possible to approach the problems associated with

coding and cryptanalysis from a new point of view.



The applicative value of the thesis

New modifications of coding algorithms using left quasigroups, right quasigroups, and
invertible in one place n-ary groupoids are proposed. The developed methods made it possible to
solve the assigned tasks and indicated the range of further tasks that still have to be solved. The
applied value of the work lies in the use of the obtained results in scientific research related to data
coding, the study of the efficiency of information presentation, and the cryptanalysis of data. They
can also be used in the design of specialized courses for students, masters, and doctoral students
related to the study of cryptology on abstract algebraic structures.

The results of the presented dissertation were introduced into the work of the research
laboratory "Algebra and its applications” of the Transnistrian State University named after T.G.
Shevchenko (Tiraspol).

Thesis publications

The results of the research were published in 21 scientific papers, including 7 scientific
articles (2 articles without co-authors), 8 papers in the materials of scientific conferences (6 papers
without co-authors), and 6 abstracts at scientific conferences (2 abstracts without co-authors).

The author directly developed mathematical and algorithmic support for encryption and
decryption texts built on the basis of generalized Markovski algorithms and also carried out
cryptanalysis of all constructed ciphers.

The structure and volume of the thesis

The thesis consists of Introduction, four chapters, general conclusions and
recommendations, bibliography of 201 sources, 3 annexes, 217 pages (including 145 pages of the
main text), one figure, and 71 tables.

Keywords: Markovski algorithm, quasigroup, left and right quasigroup, translation,
plaintext, ciphertext, attack, key, encryption, decryption.



2. CONTENT OF THE THESIS

The structure of the thesis is represented by four chapters, which contain the theoretical
and practical results, obtained in the study, and construction of generalizations of the Markovski
algorithm, as well as their cryptanalysis.

The introduction formulates the relevance and importance of the research topic, defines
the object of the research, formulates the goal and objectives of the research, defines research
methods, and reveals the scientific novelty and theoretical and practical significance of the
dissertation. The studied scientific problem is presented with an emphasis on the importance of
the applied value of the work. The main provisions for the defense are formulated, the information
about the approbation and implementation of the results is given. A brief analysis of speeches and
publications on the topic of the dissertation is presented. At the end of this section, a summary of

the content of the work is provided.

The first chapter — Current situation in the field of use of information technologies
in the development of cryptographic and algebraic algorithms — consisting of seven
paragraphs, has an introductory character. It provides an overview of the current state of the most
important areas of modern cryptography for our work. The basic concepts of cryptology are
described, which are necessary for the further presentation of the work. An analysis of one of the
most used classifications of cryptographic algorithms is given, and it is noted what conditions
modern encryption algorithms must satisfy.

The main features and problems of symmetric and asymmetric encryption are analyzed.
The advantages and disadvantages typical for modern symmetric and asymmetric systems are
revealed. Special attention is paid to the cryptanalytic methods existing today. A review of the
application of non-associative algebraic structures in cryptology is made, in which the main
attention is paid to the Markovski algorithm and its generalizations constructed to date.

In the second Chapter — The Markovski algorithm and its new generalizations — we
study the operation of the Markovski algorithm for binary quasigroups and the peculiarities of the
operation of the algorithm for left and right quasigroups. Generalizations of the Markovski
algorithm for invertible groupoids at any one fixed place are constructed. These algorithms were
built together with VV.A. Shcherbacov. The chapter consists of eight paragraphs, in which objective

1 is achieved.



The first three sections are devoted to the results obtained in the study of the Markovski
algorithm in the case of binary quasigroups. It is shown that the algorithm for the left quasigroup
does not differ from the traditional Markovski algorithm. A feature in the Markovski algorithm for
the right quasigroup is indicated. Programs that implement the work of these algorithms have been
written. The resulting programs work to encrypt and decrypt texts of a given length (the length of
the text can be easily changed). The programs work for any leaders’ values (leaders are chosen by
the user). Using these programs, you can build an implementation of the Markovski algorithm for
any binary quasigroup.

In addition to binary quasigroups, n-ary quasigroups and their parastrophes can also be
used to construct the Markovski algorithm [43, 25].

Paragraph 2.4. of the thesis is dedicated to the construction of Generalized Algorithm 1.

We can define the n-ary operation f as a set Q of (n + 1)-tuples of the following form
(31, X2, wwe) X, (X1, X3, vy X)), WHETE X, X5, oor, X, £ (Rq, X3, oev, X)) € Q.
Definition 2.4.1. An n-ary groupoid (Q, f) is a non-empty set Q together with an n-ary operation
f which is defined on it.
Definition 2.4.2. n-ary groupoid (Q, f) is called invertible in the i-th place, i = 1,n, if the
equation f(aq, ..., aj—1,%;, Qj41, -, Ay) = Apeq has a unique solution for any elements:
Qg ey Ajq1, Qi1 ) Ay, Any1 € Q [43].

In this case, the operation ™ Vf(ay, ..., a;_1, Ans1) Ais1r » Ay) = X; is defined in a

unique way and we have:

f(a1p e, Ai_g, (i,n+1)f(a1’ v Ai—1, Api 1, Ajgry oy an)' Ajt1) ey an) = an+1} (2 1)

CADE(ay, oy Qjmg, £(@1, ) @m1y Xy Qi1 s B, Ay ey Q) = X
Definition 2.4.3. An n-ary groupoid (Q, /) with n-ary operation f such that in the equality
f(x1, %2, ..., xn) = xp41 the fact of knowing any n elements of the set {xy,x,, ..., Xp, Xpns1}
uniquely specifies the remaining one element and that is called an n -ary quasigroup [43, 25].

Definition 2.4.4. An n-ary groupoid (Q, f) is called an n -ary quasigroup if on set Q, there exist
operations Am+Df, @niDg (D £ guch that in algebra (Q, f, W Vf, @ntlf | (ntDf),

the following identities are fulfilled for all i = 1, n:

For, o, 20, SO (e, o, 20, X gy ey X)) = xi}

(l',n+1).f(x1, o Xi—1, f(xlf ey xn)' Xit1s eees xn) =X

(2.2)



It is clear that the number of i-invertible n-groupoids (number n is fixed) is more, then the
number of n-ary quasigroups (number n is fixed). This fact served as an impetus for the
construction of a new generalizations of the Markovski algorithm.

Algorithm 2.4.5. (Generalized Algorithm 1). Let Q be a non-empty finite alphabet and k be a
natural number, u;,v; € Q,j € {1,..k}. Let us define an n-ary groupoid (Q,f), which is
invertible in the i-th place, i = T, n. Then the groupoid (Q, @**Vf) is defined in a unique way.

In this case, the following equality takes place:

R F (s, oo, Vie gy Uy Uiy eory Uppeg) =

= @D £y Vi1, F V1 e, Vim 1y Uy Vi ey Une1) » Vi wees Vn—1) = U,

We take the fixed elements li"_l)z(ll, Ly wln-1)2 € Q), which are called leader elements.

Let uy,u,, ...ux be a k- tuple of letters from Q.

The following encryption procedure is proposed:

vy =, b, Lo ug, by e Lisq),

vy = [l lngy oo bnvicz Uz bngic1s o0 lane2)eos

Un-1 = f(ln2—3n+3' wor b2 sppavo Un—1 Lz _gnaagi o l(n—1)2)'

Up = f(V1, oo, Vic1, Uy Uiy ooy Unz1),

Vny1 = f(V2, o, Vi Ung1, Vign, o0 V),

Un+2 = f(v3' o Vit Un42) Vi 2y =) vn+1)'--~ .

The deciphering algorithm is constructed similarly to the binary case and has the form:
wuy = CDEL L, o, g, V1 Ly ey Lymt),

Uy = CDF (L, Lyt ooy bwizz, V2, bnicts s Lane2)se s

Up-1 = (i’n+1)f( ln2—3n+3' B ln2—3n+1+i' Un-1, ln2—3n+2+i' e l(n—l)z)'

Uy = CDF(y, o, Ve, Vny Uiy oens Une 1),

Up+1 = (i’n+1)f( V2, o Uiy Uni1, Vig1y =) V),

Uny2 = (i,n+1)f(v3’ s Vit1, Uns2, Vig2s ""vn+1)"'- :
For the groupoid that is invertible in the last place (a special case when i =n) , the

encryption algorithm will take the form:
v1 = fl, lps ey lnmg, ),
v, = [l lngty oo lanzy U2), -,
Vp-g =f (ln2—3n+3' worlno1y2 'un—l)'
Vp = f(V1, 00) Vno1, Up),
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Vny1 = [ (V2 o, Uy Ung),

Vniz = f (V3 o, Vngs Unaz), - -

The deciphering algorithm, in this case, will look like this:

U = (n'nﬂ)f(lp Ly s lney, V1),

Uy = (n'nﬂ)f(lm b o lane2, v2),- o,

Up-1 = (n'n+1)f( ln2_sn43s o0 linm1)2 » Vn—-1),

Uy = MOf (0, v, ),

Upsr = PV (v, o, Uy, Vi),

Upsz = PV (U3, 0, Uity Vng2)seo

The software implementation of encryption and decryption using Generalized Algorithm 1
is given in the work. The length of the text is set at the beginning of the program, then the value
of the leader elements is entered. An encryption or decryption table is entered for each case
individually, after which the processing of plaintext or encrypted text takes place.
Remark 2.4.9. An important condition for the correct operation of the algorithm is the
unambiguous specification of the substitution at the site of the invertible operation.

The complexity of the algorithm increases with the growth of the arity of the operation
used.

The obtained Generalized Algorithm 1 can be modified, and for this we used translations.

Paragraph 2.5. of the thesis is dedicated to the construction of Generalized Algorithm 2
using translations of various degrees.

A translation of i-invertible n-ary groupoid (Q, f) (n > 2) will be denoted as

T(ay, ) Aj—1, =) Qis1, ) An) , where a; €Q for all i=1n and
T(ay, ., i1, = Ajy1y 0y Q)X = f(Aq, e, Aj—1, X, Aj41, -, Ay) TOrall x € Q.

From the definition of i-invertible n-ary groupoid (Q, f), it follows that any translation of
n-ary groupoid (Q, f) is a permutation of set Q. The next lemma is true for any value of variable
.
Lemma 2.5.1. If ;T(ay, ..., a;_1, —, Qj11, -, Qy) is @ translation of an i-invertible n-ary groupoid
Q. 1), then [T (ay, ..., ai—1, =, Ajy1, -, Ay) = (i,nﬂ)fT(al, ey @1y = Qg ey Q)
Algorithm 2.5.2. (Generalized Algorithm 2). Let Q be a non-empty finite alphabet and k be a
natural number, u;, v; € Q,j € {1, ...k}.

We define an n-ary groupoid (Q, f), which is invertible in i-th place. It is clear that

groupoid (Q, “"*1f) is defined in a unique way.
11



I Enz—n)/z (

We take the fixed elements Lyl lm2_p)2 € Q) as leader elements.

Let uy,u,,...u,be a k-tuple of letters from Q and a, b, ¢, d ... be natural numbers (degrees
of translation).

Then we get the encryption algorithm of the following form:

vy =T, Ly o Lo, s, udh Ly e Lq),

vy = TP (L lngts oos bnio3, V1, ué)' bnvi—2) s lan-3),

V3 = T(gn-2 lan-1) - lani4a V1, V2, U5, lanig3, o lang)) -

Vyoq = Td(l(nz_n)/z, Viy ooy Vi US4 Vi) ey Vne2),

Uy = Te(Vy, V2, e, Vimq, U, Uiy oeey Un—1)s

Unor = TF (0, V3, o0, V5, WL 1 Vit e, V), oo

The following notations were used in the algorithm:

ud = f(f . fy by Lo iy, ug, Ly Lisq) 20,

a times
ug = f(f f( lnl ln+1' oy ln+i—3' U1, Uy, ln+i—21 ey l2n—3) )v
b times
us = f(f . f(Ln2 bn-1 o baneiva V1, V2, U3, ban—ins, w0 lan6) ), -
c times
Us = f(f . f VL V2, e, Visg, Upy Uiy eees V1) wee )y ven s
e times

Taking into consideration Lemma 2.5.1., we can say that the deciphering algorithm can be
constructed similar to the deciphering algorithm given for Generalized Algorithm 1 [25].

For an n -ary groupoid invertible in n-th place, the decryption algorithm will look as
follows:

up = (T 7y, by ooy lym1, v1),

u, = (TP) 2y Lygts ooy Lan—z, V1, V2)s- .,

Up—q = (TC)_l(l(nz_n)/zf V1, oy Un_2, Un_1),

Uy = (T (v, Vg vy Vnoq, V),

Uns1 = (T) 7 (V2 V3, oovs Uy Vngr),

Uniz = (T7) 71 (U3, V4y oo, Vnts Vna2)s ooe

The features of the generalized algorithms are illustrated by the examples given in the
dissertation.
Remark 2.5.6. An important task in Generalized Algorithm 2 is the determination of the inverse
translations in the decryption procedure.

12



The software implementation of encryption and decryption using Generalized Algorithm 2
is given in the work. Comparing the programs for two generalized algorithms leads to the
conclusion that the programs for the second algorithm are much more complex and voluminous.
The complexity of the programs primarily depends on the degrees of used translations.

If we compare the constructed two algorithms, we see that the total number of necessary

leader elements for the first algorithm is (n — 1)?, and for the second algorithm, the required

(n-1n

number of leader elements is equal to . The second number is less than the first one by the

value (n — 1) (g - 1).

Generalized Algorithm 2 is much more complicated if we, in addition to the first and the
second degree of translation, use the other higher degrees of translation. Of particular interest is
the definition of inverse translations for those used in Generalized Algorithm 2. Considering all
these differences and features, we can conclude that the second algorithm is of greatest interest for
cryptanalysis.

The last two paragraphs of this chapter provide research related to the generalization of the
ElGamal scheme based on the Markovski algorithm.

Usually the classical Taher EIGamal encryption system is formulated in the language of
number theory using a multiplication modulo prime number [44]. EIGamal’s scheme is a public
key cryptosystem based on the difficulty of computing discrete logarithms in a finite field.

For the convenience of further presentation, we recall the definition of isotopy, which we
used in constructing the generalized ElGamal scheme.

Definition 2.1.6. Operation B is an isotope of operation A , if 3 a, 8, y — substitutions for set Q,
such as B(x,y) =y 1A(ax,By) Vx,y€Q,T = (a,p,y) —isotopy, and a, B,y — left, right, and
main components of the isotopy, respectively.

In paragraph 2.7., we considered an analogue of the EIGamal encryption system based on
the Markovski algorithm.

Let (Q, f) be a binary quasigroupand T = (a, 8,7) be its isotopy.

Alice's keys are as follows:

Public key:(Q, f), T, T™™K) = (a™, B™,¥*), m,n, k € N, and the Markovski algorithm.

Private key: m,n, k.

Bob's keys are as follows:

Public key: (Q, f),T,T™sY = (a”, B5,yY),r,s,t € N, and the Markovski algorithm.

Private key: r,s,t.

13



Encryption.

Tosend a message b € (Q, f), Bob calculates TS for the random r,s,t € N.

Then, knowing T ™™K), he computes T ™"$k0 and (T Mrnskd(Q, £)).

To encrypt message b, Bob uses the Markovski algorithm which is known to Alice.

The ciphertext is (T ™S, (T(MrnskD(Q, £))b).

Decryption.

Alice knows m, n, k, so if she gets ciphertext (TS0, (T(MnskO(Q, £))b), she calculates
(Tmrnskt (g, £))~ L using T, and finally, she calculates b.

An example of the operation of this scheme is given in the work.

In this algorithm, isostrophy [45] can be used instead of isotopy, algorithm from [25]
instead of the Markovski algorithm, and n-ary (n > 2) quasigroups [35] instead of binary
quasigroups.

The next step after constructing the algorithm is its cryptanalysis, with the help of which it
will be possible to draw conclusions about its reliability and quality.

The third chapter— Cryptanalysis of some stream ciphers (binary case) — consisting
of five paragraphs, accomplishes the goal that is related to the cryptanalysis of the ciphers
constructed in the second chapter using binary quasigroups. This solves objective 2.

For binary quasigroups, M. Vojvoda carried out his attacks, and the author of the thesis
shows how these results can be improved (to carry out truncated attacks), in addition, the author
offers her modified attacks, which show better results than M. VVojvoda attacks. For each case, the
minimum number of characters required for a successful attack is determined. The limiting ratios
of the number of symbols used in various types of attacks are analyzed.

M.Vojvoda has given the cryptanalysis of the file encoding system based on binary
quasigroups [46, 30] and showed how to break this cipher. The article of M. VVojvoda [46] shows
how to break this cipher using an attack with only an encrypted text, and the security issues of the
stream cipher under study were discussed. He describes the stream cipher under study, as well as
summarizes the results of the cipher studied at that time in the field of cryptanalysis.

In Sections 3.1. and 3.2., it is shown how attacks on chosen plaintext and ciphertext work
for binary quasigroups.

First, attacks using the chosen ciphertext were considered.

14



Assume the cryptanalyst has access to the decryption device loaded with the key. He can
then construct the following ciphertext:

419191929193 ---q19n
429192929293 --- 929n -

An919n929n93 - Qnqn-
Then he can enter it into the decryption device.

The decryption device outputs the following plaintext:

N\q191\9191\9191\9192\9191\q5 --- 41 \qn
4n\9292\q191\9292\4292\9292\q3 - 42\qn---

An\An9n\q191\qn 90 \A292\AnGn\q3 - Gn\qn-
As a result, the Cayley table of the operation "\ "defined on Q is completely found and the

construction of Cayley table of the operation " x " is straightforward. The ciphertext used in the
attack consists of 2n? characters. We have found out that for a complete reconstruction of the
Cayley table for the quasigroup (Q,\) it is enough to input only 2n? — 4n + 1 characters instead
of 2n2. We called this attack the truncated Vojvoda's attack.
Remark 3.1.1. Comparing the number of characters used in the attack of Vojvoda and the
truncated attack of VVojvoda, we have the following limiting relation:

lim —2n2 =1

n-w2n? —4n +1

We propose to consider a new type of attack, which we will call a modified attack. It uses

the following text in the decryption procedure:

419192929393 - qn—29n-29n-19n-19n9n
429193929493 --- qn-19n-29n9n-1919n
439194929593 --- qndn-2919n-1929n - -
The last character depends on the parity of the order of the quasigroup, namely, if n is an
odd number, then the last operation is q,\q, , where k = E] + 1. If n is an even number, then

the last operation is gn\g,. The presented attack requires n? — 2(n — 1) operations “\”. And,
2

what is important, this number does not depend on the leader element.
Remark 3.1.2. Comparing the number of characters used in the attack of VVojvoda, the truncated
attack of VVojvoda and the modified attack, we have the following limiting ratios:

2n? 2n®—4n+1 _

lim =2 and lim ——=2
n—oo N2-2n+2 n—ooo N2-2n+2
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If we compare this result with the result obtained in Remark 3.1.1, we see a clear advantage
of the modified attack.

After the chosen ciphertext attacks, we moved on to consideration of chosen plaintext
attacks, which have their own distinctive features.

Suppose a cryptanalyst has access to an encryption device with an unknown key. In
M. Vojvoda’s work [47], the following text is built for encryption:

4191591925 91935 - 919n;
4291 92925 92935 - 424n; -

dnq1; 9n92; n4q3; - qnqn-
This text is entered into the encryption device discretely by 2 characters. Thanks to this

input, we have the following ciphertext:
lxqy (Ixq) *qulxqr (Lxqu) *qz; . L qr (L% q1) * s
Lxqy (Lxq2) *qu;l*xqz (Lxq2) * qz; .. L% qz (1% q2) * Gn; ..
Lxqn (Lxqn) * qu; L g (L% qn) * 25 Ux qn (L¥ qn) * Gn.

The plaintext used in the attack consists of 2n? characters divided into pairs. However, a
shorter encrypted text consisting of 2(n — 1)? characters can be constructed (truncated attack of
Vojvoda).

The output that is line by line at an odd position is the line number, and at an even position
— is the element of the quasigroup (Q, *). The advantage of these attacks is that they do not
depend on the leader used.

Now consider the option when characters are launched into the encryption device by the

stream, namely as in the case of an attack with the chosen ciphertext:

9191919291 93 ---q1 qn
4291929292 93 ---q2 qn -

qnq1 9n92 9n43 - Gnqn --- -
We called this attack a stream attack of VVojvoda. In this attack, the number of characters

used is less than in the previous two attacks, but the result depends on the leader element. This is
the disadvantage of a stream attack.

For each case, it is possible to choose a streaming attack with a minimum number of
characters, but this task is quite difficult. For a quasigroup of order n, the necessary minimum
number of characters is n(n — 2) + 2.

Now we consider a modified attack using the chosen plaintext with a discrete input of

characters:
16



91915 9292, 93935 - Qn-29n-2; qn-19n-1> nns
92915 93925 4493, - qn-19n—-25 9ndn-1; 919n;

q391; 9492; 9593; - ndn-2; 919n-1; 429n - -
The plaintext used in this attack consists of 2(n — 1)? characters divided into pairs. The

result of the modified attack coincided with the result of the truncated Vojvoda attack. Thus, even
in the binary case, when carrying out attacks with a chosen ciphertext or chosen plaintext, the
number of characters used can be reduced.

We considered the modifications of crypto attacks, built by M. Vojvoda for quasigroups,
conducted the comparative analysis, and identified positive and negative points of these attacks.

In the paragraphs 3.3. and 3.4., it is shown how attacks on chosen plaintext and on chosen
ciphertext work for left and right quasigroups.

First, attacks using the chosen ciphertext were considered. We present the results of these
attacks.

For a complete reconstruction of the Cayley table for the left quasigroup (@, \), it suffices
to input only 2n? — 2n + 1 characters at the input instead of 2n?. This is a truncated attack.

We offered a modified attack. If we run the following text on the decoder,

419192929393 - An—29n—29n-19n-19n9n
429193929493 - qn-19n—29nqdn-1919n
439194929593 - qndn-2919n-19249n -+~

the last character depends on the parity of the order of the quasigroup, namely, if n is an odd

number, then the last operation is g, \qx,where k = E] + 1. If n is an even number, then the last

operation is g,\qn, ;.
2

The presented attack requires: n? — 2 (n -1- ED operations ” \”. In comparison with

the attack of VVojvoda, the number of used characters is significantly reduced.

Next, we considered attacks with a chosen plaintext for left quasigroups. The plaintext used
in the M. Vojvoda attack consists of 2n? characters divided into pairs. However, a shorter text
consisting of 2n? — 2n characters can be constructed. In the case of discrete character input, the
results of the truncated attack and the modified attack are the same. When considering a streaming
attack with a chosen plaintext, the result depends on the leader element used.

The best result is obtained using a modified streaming attack. In this attack, the number of

characters used is (n — 1)n + 1, where n is the order of the left quasigroup used for encryption.

17



The results obtained from chosen ciphertext and chosen plaintext attacks on a generalized
Markovski cipher based on right quasigroups are similar to those with left quasigroups.

The work of all the given attacks is illustrated by a number of examples.

The fourth chapter— Cryptanalysis of some stream ciphers (n-ary case), consisting of
three paragraphs, accomplishes the goal that is related to the cryptanalysis of ciphers constructed
using the generalized Markovski algorithm which is based on i-invertible n-ary groupoids, namely
the cryptanalysis of ciphers based on Generalized Algorithm 1. This solves objective 2.

In Section 4.1., we investigated attacks with a chosen ciphertext built on the basis of i-
invertible n-ary groupoid using Generalized Algorithm 1. Modifications of these attacks are
presented. The required number of characters was found to carry out a successful attack with the
chosen ciphertext. For a number of cases, examples of minimal texts are provided. Conclusions
are drawn from all the attacks and studies carried out. Let us take a look at the most important
ones.

Assume the cryptanalyst has an access to the decryption device loaded with the key. He
can then construct the following ciphertext, where n is arity and m is the order of an i-invertible
groupoid:

41491 --- 9191 9191 - 9192 - 919m - AmGm

n times

9291 ---9191 9291 - 9192 - 929m - Gmqm

9391 ---4191 9391 --- 4192 - 43qm - QmGm--- -

Then he enters it into the decryption device.

This text is a generalized version of the text used by M. Vojvoda for binary quasigroups.

For a complete reconstruction of the table of values of the operation ¢+ f and hence the
table of values of the operation f, it is sufficient to submit at the input (n-m™» ! + 1)(m-1)
characters to get all the values.

It was possible to determine the length of the minimum required text and for a number of
cases to construct such texts. For example, for the case n = m = 3, we needed 56 characters to
completely restore the table of values of the function ¢*f.

We improved this result and proposed the following text to be entered into the decryption

device:

18



419191929292939393 000111222
429191939292 919393 or 100211022
419291929392939193 010121202

4191 00.
The output received 29 characters, which is enough to completely restore all the values of

the function G4 f,

So, the minimum number of characters in a modified attack will be m™ + (n — 1).

As a result of these two attacks, we manage to restore all the values of the decryption
function. The main problem of the modified attack is the selection of optimal texts for groupoids
of different degrees and orders.

It should be noted that for the values of the function f and its inverse function ¢**Uf on
the set (q;,,4;, - 4j,_,» 40> 4jy,,0 4, ), Where the elements q;,,q;,,..4j,_,,qj,,,» —qj, are
chosen from the set {q,, q5, ..- ¢, } and are the fixed elements, for different values of the element
qi, the corresponding functions cannot take the same values. So, for each such fixed set, it is
enough to determine the m — 1 value of the corresponding function, and then the last value will
be found automatically. Taking into account this remark, the built text will have the length:
m* 1 (m-1).

However, there are two features of this text that should be noted:

1) Determining the values of the remaining functions (m™~! values are left) is a more

difficult task than in the case of working with binary quasigroups;

2) For the case when n = m = 3, we have selected such a text, but will it be possible to

select a similar text in other cases? And will it be possible to find the general form of such

a text, or will it be different for each case?

For example, for the case n = m = 3, to restore the table of values of the operation ¢4 f

it is enough to input 20 characters (to restore 18 values out of 27):

4191919292929393493 000111222
429192919391939293 ©Or 101020212
7192 01.

This text has the smallest length for the case n = m = 3. A feature of this attack is that we
do not get all the values of the function, but only a sufficient number of characters to restore the

entire table.
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Now suppose that the key is hacked and we need to hack the decrypted text. The situation
will be as follows: the first (n — 1) characters containing leaders can take on any values, and all
other characters will be determined by them. Therefore, the possible options of deciphered texts
will be m™.

In Paragraph 4.2., we considered the attacks with chosen plaintext constructed using an n-
ary groupoid, which is invertible in the i-th place, obtained using Generalized Algorithm 1. A
feature of such attacks is that it is impossible to choose the optimal version of the general text for
all of them.

Assume the cryptanalyst has an access to the encryption device loaded with the key. He
can then construct the following plaintext (n is arity and m is the order of an i-invertible
groupoid):

9191 9191 9191 - 9192 - 9191 - Q19m

n times

9191 - 9291 9191 --- 9292 - 4191 - 42qm

9191 - 9391 9191 --- 4392 --- 4191 - 43qm ---

9191 - 9mY91 9191 - 9mYq2 - 9191 - QmGm - -

Then he enters it into the encryption device.

The number of characters required to restore the encryption table depends on the values of
the chosen leader elements. Therefore, the question of determining the length of the used plaintext
in each case is decided individually. The work of this type of attack is illustrated by several
examples.

In conclusion, | would like to say a few words about the cryptanalysis of ciphers built on
the basis of Generalized Algorithm 2. This cryptanalysis is a very difficult task, due to the fact that
we do not know the degree of translations used in the algorithm. This again indicates that
Generalized Algorithm 2 is more resistant to cryptanalysis than Generalized Algorithm 1.

Considering the research done, we can conclude that both generalized algorithms are of
great interest for use in cryptography.
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3. GENERAL CONCLUSIONS AND RECOMMENDATIONS

The research carried out within the Ph.D. thesis " The use of information technologies in

the development of cryptographic and algebraic algorithms" fully corresponds to the goal and

the objectives set out in the introduction chapter.

The main results of the work are new and original. We developed and generalized

algorithms that allowed improving the work of the classical Markovski algorithm; the attacks on

the constructed ciphers were studied, and the degree of resistance of these ciphers was shown.

The theoretical significance of the thesis is determined by obtaining new algorithms and

ciphers, built by using non-associative structures such as n-ary groupoids and quasigroups. The

applied value of the dissertation lies in the use of the obtained results in coding theory and

cryptanalysis.

The analysis of the obtained results allows us to highlight the following general results:

1.

The key task of protecting information is to create strong encryption algorithms; so,
any newly constructed algorithm must be subjected to careful analysis in order to
identify its weaknesses and the possibility of breaking.

The use of quasigroups in cryptology shows better possibilities and results than the use
of associative systems.

Generalized Markovski algorithms for left and right quasigroups and programs for
their implementation have been developed (Annex 2), and these algorithms have their
own characteristics and advantages.

Chosen ciphertext attacks were carried out on Markovski ciphers constructed by using
quasigroups (left and right quasigroups); a comparative analysis was carried out;
positive and negative aspects of these attacks were identified, and new modified
attacks with improved results were proposed. The texts of the minimum length for

each attack were selected.

Chosen ciphertext attacks on Markovski cipher, which is based on a
. quasigroup (left/right quasigroup)

Attack of Truncated attack of Modified attack
Vojvoda Vojvoda 2—2n 42
2n? 2n? —4n+1 -
2 _ B |
4 @ |4 @ra-vy | Yr-2r-1-])
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Chosen plaintext attacks were carried out on Markovski ciphers constructed by using
quasigroups; positive and negative aspects of these attacks were identified, and new
modified attacks with improved results were proposed. For streaming attacks of a

chosen plaintext, the minimum required number of characters is determined to

completely restore the encryption quasigroup table
(the text depends on the used leader element).
Chosen plaintext attacks on Markovski cipher, which is
based on a quasigroup (left/right quasigroup)
Attack of . Modified
Vojvoda f : attack with a
2n2 Truncated Strel?m!nk? e ——
5 attack of attack with a inout of
(2n?) : minimum P
Vojvoda number of characters
Z(n _ 1)2 u er o 2(n — 1)2
characters (n—-1)
(2n?-2n) n*—2n + 2 (2n*—2n)
— (n?-n+1) “~—-——
%, A

Modified attack

A generalized Markovski algorithm for an n-ary groupoid invertible in one fixed place
was constructed, Generalized Algorithm 1; and programs were written that implement
the work of this algorithm.

The attacks were described using the chosen ciphertext on a cipher obtained by using

the generalized Markovski algorithm (Generalized Algorithm 1).

Attacks with a chosen ciphertext, built on the basis of i-invertible n-ary groupoid of
order m

Generalized attack of Vojvoda
(n-m"1+1)(m-1)

Modified attack
m'+(n-1)

Attack with a minimum number of characters
m*1.(m-1)
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10.

11.

12.

13.

14.

An attack on the ciphertext can be carried out by exhaustive enumeration of all values
of the functions in which the leader elements appear. The total number of these values
ism" 1,

The attacks were described using the chosen plaintext on a cipher obtained by using

the generalized Markovski algorithm (Generalized Algorithm 1).

Attacks with a chosen plaintext, built on the basis of i-invertible n-ary groupoid
of order m

Modified attack with a minimum

Generalized attack of VVojvoda number of characters
mt+(n-—1)

For the third and fourth order groupoids, texts of the shortest length were built, but in
each case, they are selected individually. The selection of such a text is a difficult task.
A generalized Markovski algorithm for an n-ary groupoid invertible in one fixed place
was constructed using translations of any degrees, Generalized Algorithm 2; and
programs were written that implement the work of this algorithm.

The total number of necessary leader elements for the first algorithm is (n — 1)?, and

for the second algorithm, the required number of leader elements is equal to ("_21)".

The second number is less than the first one by the value (n — 1) (g— 1). This

suggests the advantage of the second algorithm against the first one (especially with
the growth of the number n).

Generalized Algorithm 2 is much more complicated if we, in addition to the first and
second degrees of translation, use the third, fourth, and the other higher degrees of
translation. Of particular interest is the definition of inverse translations for those used
in Generalized Algorithm 2.

An analysis of all developed programs was carried out, which includes an assessment
of the most important parameters (among them: the length of the text, the algorithm
used, the number of leader elements required, the average data processing speed, and
the estimation of the algorithm complexity using the Big-O concept). As a result, it

was concluded that the programs work successfully and have positive characteristics.
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15. We considered an analogue of the EIGamal encryption system based on the Markovski

algorithm; and its features were studied. New modifications are planned for it.

Cryptanalysis of this generalized scheme is a complex problem that needs to be solved.

The proposed elaborations have a significant scientific value due to their high degree of

novelty and originality. The results obtained in this thesis have a theoretical and applicative value

in such domains as algebra, cryptology, and computer science.

Recommendations:

1.

Of particular interest is the continuation of the application of the Markovski algorithm

in coding theory, and especially in cryptography.

. Research on the topic of the thesis can be continued both from algebraic and

applicative points of view. Of particular interest is the study of the possibilities of
using quasigroups and other non-associative systems in cryptology and coding theory.
The constructed algorithms can be used in banking information systems, as well as in
the development of various banking products, as an additional protection that increases
the reliability and durability of these systems and products (for example, in modern
plastic cards).

The obtained results can be used to develop algebraic and cryptographic algorithms in
various fields of informatics.

The contents of the thesis can serve as the basis for the development of special courses

for doctoral and master’s students.
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ANNOTATION
Malyutina Nadezhda: “The use of information technologies in the development of
cryptographic and algebraic algorithms”
PhD Thesis in Computer Science, Chisinau, 2023

Thesis structure: the thesis consists of Introduction, four main chapters, general
conclusions and recommendations, bibliography of 201 sources, and 3 annexes. The thesis
contains 145 pages of the main text, one figure, and 71 tables. The obtained results were published
in 21 scientific works.

Keywords: Markovski algorithm, quasigroup, left and right quasigroup, translation,
plaintext, ciphertext, attack, key, encryption, decryption.

The purpose of the thesis: construction of new modifications and improvement of already
developed cryptographic algorithms and their cryptanalysis.

The objectives of the work: 1. Development of an effective cryptographic algorithm
based on the Markovski algorithm using n-ary groupoids; 2. Writing programs that perform the
work of the constructed algorithms; 3. Carrying out attacks on all built ciphers; 4. Comparative
analysis of the attacks carried out; 5. Finding texts of the minimum length for all investigated types
of attacks.

The scientific novelty and originality: the main results of the work are new and original.
They are a continuation of previous research in this area. Algorithms were developed and
generalized that allowed us improving the work of the classical Markovski algorithm, the attacks
on the constructed ciphers were studied, and the degree of resistance of these ciphers was shown.

The important scientific problem being solved in the research: it consists in the
development of new generalizations of the classical algorithm, which contribute to an increase in
the resistance of the constructed cipher to known types of attacks.

The theoretical significance of the thesis: is determined by obtaining new algorithms
and ciphers built using non-associative structures such as n-ary groupoids. New generalizations of
coding algorithms using left and right quasigroups, n-ary groupoids invertible in one fixed place
are developed.

The applicative value of the thesis: it lies in the use of the obtained results in coding
theory and cryptanalysis.

The implementation of the scientific results: the results obtained can be used in scientific
research related to data coding, study of the efficiency of information presentation, and data
cryptanalysis. They can also be used in the design of an elective course for university students
related to the study of cryptology on abstract algebraic structures.
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ADNOTARE
Maliutina Nadejda: “Utilizarea tehnologiilor informationale la elaborarea algoritmilor
criptografici si algebrici”
Teza de doctor in informatica, Chisinau, 2023

Structura tezei: teza consta din introducere, patru capitole, concluzii generale si
recomandari, bibliografie din 201 titluri si 3 anexe. Teza contine 145 pagini de text de baza, o
figura si 71 tabele. Rezultatele obtinute sunt publicate in 21 lucrari stiintifice.

Cuvinte-cheie: algoritm Markovski, cvazigrup, cvazigrup de stanga si de dreapta,
translatie, text deschis, text cifrat, atac, cheie, criptare, decriptare.

Scopul lucririi: construirea noilor si imbunatatirea algoritmilor criptografici deja
construiti si a criptoanalizei acestora.

Obiectivele cercetirii: 1. Dezvoltarea unui algoritm criptografic eficient bazat pe
algoritmul Markovski folosind grupoizi n-ari; 2. Elaborarea programelor, care implementeaza
lucrul algoritmi construiti; 3. Efectuarea atacurilor asupra tuturor cifrurilor construite; 4. Analiza
comparativa a atacurilor comise; 5. Gasirea textelor de lungime minima pentru toate tipurile de
atacuri investigate.

Noutatea si originalitatea stiintifica: Rezultatele lucrdrii sunt noi si originale. Ele sunt o
continuare a cercetdrilor anterioare in acest domeniu. Au fost dezvoltati si generalizati algoritmi,
care au permis imbunatatirea activitatii algoritmului clasic Markovski, au fost studiate atacurile
asupra cifrurilor construite si a fost aratat gradul de rezistenta al acestor cifruri.

Rezultatul obtinut care contribuie la solutionarea unei probleme stiintifice
importante: consta in dezvoltarea noilor generalizari ale algoritmului clasic care cresc rezistenta
cifrului construit la tipuri cunoscute de atacuri.

Semnificatia teoreticd a lucrarii: este determinata prin obtinerea noilor algoritmi si
cifrurilor construite, folosind structuri neasociative precum grupoizii n-ari. Sunt dezvoltate noi
generalizari ale algoritmilor de codare folosind cvazigrupuri de stdnga si de dreapta, grupoizi n-
ari inversabili la un loc fixat.

Valoarea aplicativa: constd in utilizarea rezultatelor obtinute in teoria codificarii si
criptoanaliza.

Implementarea rezultatelor stiintifice: rezultatele obtinute pot fi utilizate in cercetarile
stiintifice legate de codificarea datelor, studierea eficientei prezentdrii informatiilor si
criptoanaliza datelor. Ele pot fi utilizate si in proiectarea unui curs optional pentru studentii
universitari legat de studiul criptologiei pe structuri algebrice abstracte.
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AHHOTANIUA

Mamoruna Hanexna: "Ucnosnb3oBanue HHGOPMANMOHHBIX TEXHOJOTHA B pa3padoTke
Kpunrorpagpuyecknx 1 ajredpanyeckux ajaropurMon’
JokTopckas nuccepranus no uHpopmaruke, Kumunés, 2023

CTpyKTypa AuCCepTALMM: IUCCEPTAIMsl COCTOUT W3 BBEIEHUS, YETHIPEX IJIaB, OOIIMX
BBIBOJIOB M pEKOMEHJaluil, crnucka auteparypbl u3 201 ucTOYHMKAa U 3 TNPHIOKEHUM.
Hucceptarus comepxut 145 cTpaHui; ocHOBHOTO TekcTa, 1 pucyHok u 71 tabmmmy. [lomydaennbie
pe3yNbTaThl ObLIN OMYOIMKOBaHbI B 21 Hay4HBIX paboTax.

KuroueBbie cioBa: AnroputM MapkOBCKOro, KBa3WIpyIa, JieBas W IpaBas
KBA3UTPYIINA, TPAHCISIUS, OTKPBITHINA TEKCT, 3aTU(POBAHHBIN TEKCT, aTaka, K04, UG POBaHNUE,
nemmdpoBaHue.

Henap nccnenoBaHusi: MOCTPOCHUE HOBBIX M YCOBEPILIEHCTBOBAHME YK€ MOCTPOCHHBIX
KpUNTOrpaMuecKux alrOPUTMOB U UX KPUTITOAHAIIU3.

3agauu ucciaenopanusi: 1. Pazpabotka sppextuBHOro Kpunrorpadhuyeckoro anropurma
Ha OCHOBE aJiropuTMa MapKOBCKOTO C HCIOJIb30BAHUEM M-apHbIX Ipynnousos; 2. Hanucanue
IpOrpaMM, peau3yoIMX padoTy MOCTPOEHHBIX aiaroputMmoB; 3. IlpoBeneHue arak Ha Bce
noctpoeHHble muQpsel; 4. CpaBHUTENBHBIN aHATU3 MPOBEACHHBIX aTak; 5. HaxoxaeHue TeKcToB
MUHHUMAJIbHOM JUIMHBI JJI BCEX UCCIIEA0BAHHBIX TUIIOB aTak.

Hayynasi HOBHM3HA W OPUIMHAJBHOCTH PadOThI: pe3ynbTaThl PabOThl HOBBIE H
opuruHanbHbie. OHU SBISIOTCSA MPOJOJDKEHUEM MPEAbLAYIINX HCCIEA0BaHUN B 3TOW 00NacTu.
Pazpaboranbl 1 00001IE€HBI AITOPUTMBI, KOTOPBIEC TTO3BOJIMIIA YAYUIIUTh pabOTy KIACCUYECKOTO
anropuT™Ma MapKOBCKOTO, M3YYEHBl aTakd Ha TOCTPOCHHBIE MM(PH M TMOKa3aHa CTENeHb
CTOMKOCTH 3THX MIU(POB.

I[MonyyeHHBbIH pe3ybTaT, KOTOPbIH CHOCOOCTBYEeT pelIEHHI0 BAaKHOW HAy4YHOM
NpodJieMbl: COCTOUT B pa3pabOTKe HOBBIX OOOOMIEHHH KJIACCHUYECKOTO aJropuTMa, KOTOpbIe
CIOCOOCTBYIOT YBEJIMYEHHUIO CTOWKOCTH MOCTPOSHHOTO MIM(pa K U3BECTHBIM BUIaM aTak.

Teoperndeckasi 3HAYMMOCTH PadOTHI: ONPEACIAETCS MOTYYEHUEM HOBBIX alrOPUTMOB
U HIHUQPPOB, NOCTPOCHHBIX C MPUMEHEHUEM HEACCOLMATHUBHBIX CTPYKTYpP, TaKMX KakK M -apHbIe
rpynnousl. PazpaboTanbl HOBble 00OOIIEHHUS aNTOPUTMOB KOJWPOBAHUSA C HCIOJIB30BAHHUEM
JIEBBIX WM TPABBIX KBA3UTPYIII, N-apHBIX TPYIINOUIOB OOpaTUMBIX Ha OJHOM (UKCUPOBAHHOM
MECTE.

IlpukiaagHasi HEeHHOCTh PadOTHI 3aKIOYACTCS B HUCIOJB30BAHUU TOJYUYEHHBIX
pE3yNbTAaTOB B TEOPUHU KOJUPOBAHUS U KPUNITOAHAIIU3E.

BHenpenue HayuyHbIX pe3yabTaroB: [lomyueHHble pe3ydabTaThl MOTYT  OBITh
WCIIOJIb30BaHbl B HAYYHBIX MCCJIEIOBAHMSX, CBSI3aHHBIX C KOAMPOBAHHEM JAHHBIX, U3yUYEHUEM
3¢ (HEeKTUBHOCTH MpeACTaBICHUS HHPOPMAIIH, KPUTITOAHATN3Ee JaHHbIX. OHH TaK)Ke MOTYT OBITh
UCIIOJIb30BaHbl MpH pa3paboTke (¢akyIbTaTUBHOTO Kypca JUIsl CTYJEHTOB YHUBEPCHUTETOB,

CBSI3aHHOT'O C U3yYE€HUEM KPUIITOJIOIMH Ha aOCTPAKTHBIX aJIreOpanveckux CTPYKTypax.
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